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#EDTEFE (Key Escrow)

B AHRBICBE A THRE T D 2 &
##~7  (Key Pair)
FAHE L 2Tt s T 2 AR O T,

IAZE (Subscriber)
RRERN HRFED =D DE %E%%%%??éhéﬁo

N
FARESR 2 BN 6 L THAT ST RBHBERERE O Z &

fasht. (Compromise)
FAEOWMBETERPOEEE, ik, IMREIZL > T, TOMELEEZKS Z &

FEE# (Relying Party)
T VA IVEL T NG E O A CREET 5 E /.

/ABA%E (Public Key)
AL RN/ D8 T, T VX NVBLDORIEIZHNS

INBAEERERAE (Public Key Certificate)

MAE DAL /\F%ﬁ(fﬁ%ﬁ‘*/‘\ L CARHSO B M ZFEN 3 5 REHE T, Eﬂﬁﬁiﬁf}:%%
WS35, RERED D VITHICFEAE & b5, ABSREREICIR, AR

@ﬂﬂﬂ%‘fﬁ?& NBR#E, CA O, & OMFEREOF| BN Eﬂﬁiéﬂ\ CA D

BT ESND,

HOE4EHE (Self Signed Certificate)
RBRERIS B S OT-DIZFATT 5 BAEWIE, FITEA LMABLBFA L TH D,

5% (Revocation)

HRHABRATZ, M HNOEE (S - ke l) TV EFRERAEEZEDCT S
Lo FERMNZIE. KRADNLOHEIZ L D08, /—ﬁuﬂ# 1T CA O TR 5D Z
Ebd A,



fLAEH (Private Key)
INBRSE L K72 D8t ABRE T AR WL S ICROFTEE 2T RNERT 5,
FAHRTEL LT b DI, ZHUTKHIST 2 AR TORRIEN FTRETH 2,

SERHERZN Y A & (Certificate Revocation List, Authority Revocation List)

R LIZEFREHEFEO Y 2 |,

T RET 4T 4 DFEHFEDORSNY A % CRL &, CA OFEHED KLY A
% ARL &\ 9,

RERAERATER (Certificate Signing Request)

HEEH 2 ORI B FREEFERIT 2 KO 2 72 DR, AEAE AT D 72
ODIL & foﬁé‘fﬁ?&f‘\ ZONFIZIX, BHEEOFEM, —17 R A AR
EDOFRPEEND,

nﬁﬁﬁiﬂ‘ J ' (Certificate Policy : CP)
WOEX 2T 4 B2l FEOAIa=T 4 LN/ IT SV r— 3
DY T ASNOBEHAMNERET D, 4RI SNTEHEOES

FGE
SRR FAEREDORITEHGETHERDO Z &,

154 (Electronic Signature)

A LEOIESMEZIRAET D 72O T b2 B4 . ABRER 2 E2F AL,
HEPEAANTHD Z L 2MHRTHE L BIC, HRPEFEBRPICHIA SN TR
ZLEAHT L LN TE D, KSR SN EHOWTER LIZEAITT V2 NVE
HEbno,

;‘ﬁ)z.) (Registration Authority : RA)

AEAEFAITOHRGEE ORANZEE - MR L. E& L TBREES 217 O 8B,
ﬁ)%' . RERDHERED 9 b —HDOEB LT O, WRAET DA DR &ZIKJ\T
WRECEEZA O N, EFEAFICEAL LD, BITLZDIT LRV,

) nE)EJ (Certification Authority : CA)
REREZ AT 28R, BRERIT. AREENMEWVRIARAD LD TH D LFE
BAFTREIC T D85 =R C, AIE, PR GICH VEHE TCERITNIE R 5720,



EEEM AR (Certification Practice Statement : CPS)
SERAER Y N ESWRGEREHIZOW T OREE, iERNEFFEAEL FIT
T5EXICEHTHERRICET IR L LTEMNIT D,

Bk fif ==

PREEG R D 9 b, BEEBARMOSPHRE S NIEL VD, BESER X
fifi &%, A OBER IR, MAE DO CGEAELZ XY e — R 55121
FERVFEHNSND I D, NAT— FEZHHNT DB LRHEZ VD,

Wk AlE R i =
PRREZEG XM (B REIEOERSUTE BRIV D B3R Ot oRE) 723
RESNIEEZV D, ZEL, BEEFHRMOLNRESNLHE 2R

%#17)% (Issuer Authority)
EFFEFEOMER - T2 EL UTHITEEZ1T O, BITRIL. REEROHKEE
DL, —HO¥EEEITD,

Ny v ¥ (Hash Function)
FEBEORSDTF—ENLETEEDT v X AIMEE AT 2 EHEHE, Ak L2 Ei
Iy vafli] EMERD, Ny v aflild, Ny v aBnbiEnT —4 ZE T
RN HIEEL | B2 D 2 DOF—F W bIA— Dy ¥ a ERNAER S B B2
FEETH D LV IEEE RS, ZOWEN LT — 5 #ERET DB, EEMOL
B LTy 2B ZENTT — 2 Oy v 2 B2 RO Tl & it L 28—
FTHIUE, T RBEEEPCHIAIN TN RN ERHERTE D,

a7 7 A (Profile)
EREIESCRE RS U A MIFR# T 2 FHE L OYEEFEI ORI H HiEEZ ED -
0)0

YA MU (Repository)
BAFREEL OFERELRZN Y 2 2 LART 27 — &2 ~N— X,

U o RER

CA 2 FHTHEIZ, FTLWVWHCOEAEHAE (NewWithNew) & d&niitfto CA
Ft L LW R D CA SEAAAT T D72 OIZHIT SN D EFREAE, U o 7 EEIC
FoT, HROEZLD CA 2 BEFFENFEZFAT SAVIMAE T OFEA FHRFED



WREL 725,
o FEEICIE, B LOABEIC O R CTE S LZAEE (NewWithOld)
LLOHOABISICH LOVEEETEL LIZE#E (OldWithNew) 2335,

JL'— k CA (Root CA)
MR DOFRFEMEE 12\ T, BB O EALIE T DGR DO Z &, TAIZET D
FFER DO NAPAGEFIAEDIIT, N2 EHT 5,

(A~7)
ARL (Authority Revocation List)
PRER DFEAED R Y 2~ FEELRZY A FEZROZ &,

CA (Certification Authority)
MAERZZROZ &,

CA FEHE
FORERRIT X L THAT S B R,

CP (Certificate Policy)
FERHERY v ESROZ L,

CPS (Certification Practice Statement)
RIEEEREE SO Z &

CRL (Certificate Revocation List)
T RZ T 4T 4 DFEHEDORZY A~ GEHERZY X N ESROZ L,

CRL #E37E
RERIE ARG WS, AR FITT 5 CRLICEH SN TV O EMERT 52 L.

CSR (Certificate Signing Request)
REEFRITERESROZ &,

DN (Distinguished Name)
X.500 HMEIZIBWTED b4, X.500 B TRl F2RkET 52 LItk o
T, MAEZEO—BEMZRET S,



FIPS 140-2 (Federal Information Processing Standard)

FIPS & (3K EREFE HRAABEAE T, FIPS140-2 (3K 5E Y 2 — L i /z 9 & &
FaUT A BFEHE LD, XV T ¢ EETH LT L EBEOEX2U T
1 LU (RIEL-VL I~imE LUV 4) Z2ED TN D,

IA (Issuer Authority)
BITREZSROZ &,

OID (Object ID)
F TV MR ESROZ L,

PKI (Public Key Infrastructure)
NGRS, ABHSERT 56T & W D 5 B & SIS RERE R S A BREERE R F A AT
L. ZOREHFEEZHWTESL  BARKGE, W /5. WiEE vl 2 A,

RA (Registration Authority)
BixmazRoZ &,

RSA

NBRERE S 70—, Rivest. Shamir. Adleman @ 3 LI k> THEINh., *
DL HETE &> TAHIT b, ERBZEHRORNESMONESZFH L DT,
INBHEERS S OfEHE L LT A LTV D,

SHA1 (Secure Hash Algorithm 1)
Ny V2B O—D, EEDORIOT =45 160bit D/ ¥ 2 B ZERT 5.

X.500
ITU-T/ISO 3 EDT=T 4 L7 MU H— B RITHT 5 [ ATE,

X.509

ITU-T/ASO AE DI EFREAE L UREAERZN U 2 MY % [EEEYE, X.509v3
TiE, EFREAFIC LR Z 3 T, EAREHEORITE M A OfF @z B
HZENTE D,
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2 NABEERIRY NY OEME

21 UARTHY
UARY b UITRERER OFE E & RS OINAZE O R 2 RFFT %,

2.2 FEAEFROARE
WAL, LT OMEME RGES & MAZENATARECT 5.

<IRREH (ZABHS H FIH >
CA DABASEREAE
- ACP
CRIL/ARL
© BGEE OFRWARGECEE T 5 30

<IMAEIZNBAT 5 FE >
AR DED 5 CPS
FPRRER D TE D D IMAEF B3 5 K- e/ L 1

2.3 ABOEHUIZ OEE
FREAFRIL. FREERICET AT RN L SN T, ZOEREANBET 2D LT 5,
SERHEIDNCOWNT O HRIZ. A CP 4.9 FFHEORZNE —HEl ) [/t D E T
éo

24 URTY MNI~DOT 7 RAEH
CP. CPS, iEHIEKLZEN L OFEAEDOBIEDIRIE R EONBIEFRIT, IAE LU
HEE%‘ ;(‘TL/VC nJh%LHYDEJ‘)EHk L/VC/A%EJT’Z)O
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3 _‘&%”&U\D‘UP

3.1 ZAFRE
3.1.1 AFROFEH

K CPIZESWTEITENDEAFIMEH SNV 7V =7 MITIMAESL LT 5,

JMAFE 413 X.500 @ Distinguished Name % i f 3% , PR R 4k B PKI CTiX,
CixJP &9 %, F7c CommonName [ IHZH T, MAEOMERL TR FELRTLAE L <X
0V ERE) R 5.

3.1.2 AMPEWREZFOI L OBEM
A CP 2LV FAT SN DREFE OGN 1T, MEEEIC L - THfES ., S
LEIBBHROHL LD ET D,

3.1.3 JIAZ DEA M I R4
HE L72u,

3.1.4 FEx DEAHEREZAERT 370 DH A
LR fRIRT D720 O MANE, KCP 17 FEHEROEZNY A KK OYOCSP ©~7'm 7
7 A AR/,

3.1.5 AMDO—EME
RRERDFATT 2B FAEHFEDOMAES (subjectDN) (X, FAERHNT—EIZT D
DIV T NAES (SN) 2502 LN TEDL, £70, BFERDOA4FR (issuerDN) 1%
PREEEEEASE PKIN T, HOREORIERZ —EIE LT O TH S,

3.1.6 ik, LR U PEEDZE
HE L7,

3.2 WIEDOA N
3.2.1 FEROFTRZIEHT 551
REEE DA LT 8ET7 OS2 #Er U CRAERIT)T LREIERITE R 21T 9 BE.
IANBHSHREE L RS L OXHEZRE T 572012, BEERNLDOF ¥ L U VICBA ET
. BEAEROFTAEEZFEHT A0 LT 5, HDOWITHFEENEM UG ERITER
(CSR) DELABREEICL Y, RAROFTE R T20bD LT 5,
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FRRERM CHGEE OFERT 2 AT 2 5A81X 2 DR Y TidZeuy,

3.2.2 KEARROREE
TREEE AL B PKI F8RE R (S ORBRE B % O OFEE 2 G5 2 BI%. FER
FORITIZHANL D, IROWT IO J51E TR O AR ORIR RS CTh 5 2 &
ERGRRINCNEE L7 < TR B 7220,
7k, PEEEMEAOREL 13.2.3 BAOEGE) IZED D HIEICL D,

- EANMRR OGS
PAYR RO IREA, (RIREEIERE B S O BRRR R IR L 72 BRI ORIAR D = B — | {RIR
EREEEDORELZZ T BICHAFRAR LV RITESNEEEAMED 2 B —7 &
INHIBEBADN HRATH L <IEZHE LZREE, FEETRAEZ RO LA THD HO*D
AE—DONTNNERET S 2 LISk o> THRERDOEEMZ2FET 5,
mB. fREBMED 3 E— 2R L72SE3. EEERORREREHETHD =
EDNGENFRFIZ/Z2 SNTe b D LT D0, ZN LN ORI ES CEREEMEZ VGE L2
B BRI O, FHAESIEB ) B RIT I D BT 3 7 H LN O SHA @ ED
a B —7p PIRRIEREES CTH D 2 L AT 2 EHOREE LA LTS,
Fo. TNHDNFEOBIZAW 2 BFEERITIL, HFERAICB W GEHEOEHE T
HHHEDRAVDTEH I N TR TT R B0,

- EANFEEOLS
P B RLIREA, IRIREEFRIER G OBRRR RH TR L 72 BARR B ORIA D 2 & — fRER
ERHER S O E £ T T BRIC -G EAR K 0 BIT Sl EmmED ar—7 L
ANHIEEBE 2 B RATH L IIRA LIZREE, B THREZRO LN TS HOXD
A= LIFENSIET 2 FEHOWT &R T 2 2 L1 & - THlko =7
P& NIRET 2,
ek, HEEMEO 2 E -2 LR, FERKORRERKBES TH L 2
& DIGENFRIRHI R SN b D LT 50, AL DOFEIER CTEEMA SGE L 725
B IR O SN | A SRR B IAT SV D EGE 3 7 H LI O SCHh B EnE D
27 CRREFBIS Th D 2 L I 5 BHORIM A LEL T 5,
o, OO DNREDOBITAW D B FEERUTIT. FRERRICIB W TR OEBE T
bHHEDRAVPELEH SN TN TER SR,

- PRE T AR OEE T D MO %S

FAAE N ABIRERS O 5-AITIE, FRAEE DO E O 5 ZIEIZAHFRRANT E D &= A &4
FIL72b D& T2 2 LIk » CTEEMZGET 5,
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2B, MAEOBRICHEH T A EHICIE, BBV THI OB HE THHE DK
L ERE LR T e b7,

X IHEFETEHTRERODLATVWD bD] Lk, LTOX S boziFd,
L 1450 2 (BN RER)
FEERATHA B35 GFrREDHER)
REREY—EAFOHEREONA, ik OHEEICET & 5 32 XLV
ZDHEMZRIE (R)

FREEZ WS

AR DR O IEE X312 fR o b3, (REEREAES S PKI SRR T 2 H 8
HTEFELAMERAFTEZAWCETFEL S LI ERLREROREITT 281
FEAEEZHWCEFBAICRY ., FEMENGET 2 2 &R TE D,

ZO%E, RIEEFEEASE PRI FBRERARITT 28 BE W T E B4 A E

LEFEL NN D5E I, FIRHIRRERERAS CThH 5 2 L ONEEN R ST
L BTN, BERRIER OFITT 2 E A EEZ AW L 5E1E, ik, fEE@Em
FEO A — DR OSINE, FAESHER D O RIT SN D ET 3 1 A LN O A
WHEO Y —7 PRREFREES CTH D5 2 L 2T 2 EHORE 2 RAER N E
D DHHECL VIR L2 TER B0,

BB, IhbOFEEZAVDIEAETYH, AEOBIZHAW 2 S MEFHICIL, BB
IZBW DO EBIE TH L2 FHEDRAN LM SN TV TEAR B,

ERHFEOEFBIZL D FITT 556

rtEEREAL S PKI GRRERNES HE DO YRE « PRBREEFREEEE S5 ORFE DO RE
WELREITT DET, B TE@EMK%%#%&E%%% FOMEREER L, D
il e e B GkJR AR R D T & TRk ORBAE A F2 i L 72 < TXR B 720,

3.2.3 fELADFRIE

PRt E R AL B PRI GERERICGEEF 2 HeE L & 5 &3 D803, SEAE DO FEITICHEL
B WOWT IO TTIET, MRRE PLE O RIEMEE QNS HEEHE O FAEME, MHkTT R OF
FE, MROERFERFERZBERRICEEL R TUTR bR, o, M 6&E %
iz (LR, BN BHEET 25613, MkATE OISR TR B 0 5
FAEDF R 2 BEJHITIGE L7 < TIR B 720, SGREICHW 2 FHIC W TR, Az
B DH DR, BHEEEZDO D2 HNTIER L2,

¥, AHIOEDIIFEAERFHE ONGECEAD L ED TH Y | BERNFENEL T
TLHAE. AEOBEIENHGEE ONGELITOE, 4 EOHEIZANY HiEE OFA
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M OGEHZER DO AT 2 FEhi 5,

M EE S L <IEMTRE BRI 258
<FBOEH>
1. FAFRE EE O RENE
[3.2.2 HFEORFE) ITBWT, VAFEHEICHBEHE ORANTH I WD
%ﬁ%ﬁﬁ#é_&f\ﬁ%ﬁﬁ%@%ﬁémiﬁ_ﬁzé_&ﬁf%@

2. HFEH OEEM
FEEAHFE L L O L9581, RARDOED D FiEEHIC, KRR, THFE
EADKAL . FrEMkoEF, FrEifkoEEE ) ZiEA L, BERHoEDIC
e 25 2 & CEEMONGEE L TR B2,

3. HIFEHE OFMITIE O FE
FEREA B L LD L35I, SMROEEE OB STV 5 G
FORADTCEH SN -HFEERLBRHOBRDIRET 52 & THMICITEL T
WD ZEDFEFEENGELRL UL B 720,
2B, FEEHOEIC W TUL, FRGERNED DL Z L LT 5,

4. FAREOFERIFE RSO E A
FEBE N BERORBROICHFHEOERZFS L CHET 25613, MEEHEE D
FAEME, HEEE OFTEME K O T B O FEDNFEEZIT 21X, iR EDNT
RENTELO LRI,

<HEEOYH >
1. MR B O FENE
[3.2.2 HLEEORBRE] (ZFBWTC, VREERISHBE HA O RA DTS LT
HERAARMT D Z LT MBEIE OFEEEONGEIR A D 2 ENTE D,

2. HFEE OEMEM
FEAEZHFE L LD LT 5FE, BEEROED 2 HFEEEIC, KIKR, THES
EADKAL, FrEMEOERFT, Bk EEE ] ZiEA L, BERICEET
52 ECERIEMEDGEE L2 < TER B,

3. HWFEE OMBRPTIE D FE
SEIAEAZHF L LD T 5F 1. YUHHBROBEEEOHINHEI SN TV HEE
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%@E—Q% yin nﬂiﬁ éhﬁ_%nu nE)E.J'T/E&b ) EEE%E%iE%?E\Zﬁ}%QCﬁK%j—’Z) ok T;ﬁﬂ%gk
WHTBLTWD Z EOFEELNVFEL RS TTR BN,

4. FAREOFEFIFE RS OEE
HEEH Y 13.2.2 MMRORIE) CTEDLIFHEOEH L GOE T, FRFRTE
D5 EEICY RO T T OMMPHHI SN TWAEHAEXT 52 LIck
V. HFEREONGEN R EINT-b D & BT,

<HUTALDEE>
1. KRR BRAE O FEAEME
13.2.2 HFkDOFRIE] 1TED L. RfdEERENDE PKI FERER A HITT 2 & B
FmTEFELHERFEL AW EFELE LI ERLRERORITT 58
FREFEZHWCEFBELICL Y, MEE S OEMEMEONIEIRZ D Z LR T
x5,
=72 L, %@E%&MW%JKLwﬁEz% TI 5 EHE M E A B A E
LBELBAUNE RO DAL, HE, RIRERERESE CH D Z L 2 FET
%%Mﬁﬁﬂm%éﬁﬁ i@kmbﬁ<fi&%ﬁmo

2. HFEHOEEN, HIBOFEE, MEOEHERFOER

FEAEA B L LD LT 2, FBIEROED D TR X IV, RIEEEE AL
578 PKI GRRER OFITT 2 & EE T B4 HMGENEFE L W E BRI #
FEE O FLEME, FARRITIE O FE K O OFEERFE OB A FE L2 < TiE2
BV,

B RREEE AT PRI 2GR OGBS 11 B4 F I =8k 0 S B
EFITHIT SN, B FIC LI D2EFBELIL. AN LPETTE RN L
5., BTELORMICIEY INOOBEEENGELZ O LR,

READPHFET 5E
<EBOgHE>
1. FAFRE HE O RN
[3.2.2 HMFEDOFEFE] ICBWT, YAFEHEICHEMEEE ORLANTTH I TN D
%ﬁ%ﬁ&#é_&f\ﬁ%ﬁﬁ%@%&ﬁmiﬁ_ﬁzé_&ﬂf%@

2. VHELAN D ELENE

REEANGEHEZFRFH L LY LT 58T, ERERNTED 5 FEEEIC, KK
fR. REEAD [IK4, EFEH B, R ERr, EEAERE ] DA E
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AT 22 & 0T IBARFEADOARAM: | (28T 2 EHDO A Z BB DR
MCEERT B 2 & CHEEMEDS A L7 TR B,

3. REEAN DA AN
REEADFERFEZHFE L L O LT 2BRIE. RIZET 5 FHDORAZ BT DR
AICIRT 5 2 & TREADEAMEDILGEEZ L7 < TER B0,
2B, ARCP TIE, 1 RAELLIL 2 A TARANEDOHER N ATRERFHDO Y A M &7
WT2HDOTHY, KAMMBICHLELRFTRIZONWTIE, FRFERLY X Frb
HEIRL, CPS TEDDHZ L ET A,

[1 S CHEET& 5 EHH]

-+ AARERI: - R LR
- EHRSFFRE - B IS | EAEATE
- EREABRT—F (BEMDO L D) - EEEREEE S FFE

- BB TR
- BRIk
- B TR

» PR/ 22 BRI R L
BT B By oy R
(35 V) B A B I HE s A D T HAT)

[2 AR 2R B 7 T ]
ARG 2 5, X AME BRI O 109 2fei L < TR b7,

- PR ORIRGE

- HRAFeTFIR GEE)

» [ FAE R R IRRE - BAFeTIR GEE)
- EHLA B - F RS

- fin ELPRIRGE - BAAREE

* I REDRIREE - P GRAIE ] &

- SRR Sl E

- PAGRE RV BB IEEE R RO TEMA OB D)

- HEOHFEAE GBITIES IR, BB IEEERADTEMN O b D)
- T VR BB O AABLEE I S X IR BLRE A
(WFNHIRFHHFET 6 » HUNDORITO H D)

- HIRBEEE TR
- PURBINEE (BAFTFE O b D)

4. RN OHRBREFE N D OBT-DFE
REEADFEHEZHFE L L O LT 5813, UbHBEFE DBLIBEH OB 5
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FHAOKRADPTEHEIN-BMEREBERFOBDICERE T2 Z & CHEEIHE LD
DFAFEDOFEELEFH L TER b2,
B, BEROERICHOWTIL, EFERNEDDLZ L LT 5,

5. MR OFEAEZERFOERE
READNBEFOROIZ 105 4 TEDILIEFOEHEZFHS L CHET LG
. MO RFBERONIEN 2SN H D L AT,

<EEDOE >

REENIC L A EETOHFEITED R,

<FH U TALDEEE>
T TANCEAREADDD OBRFFITZR D20,

EBEOEFFICLVRITT D56
TR RN B PKI GRAE R ETEOEGEIC KV | PRIRE IR S O MLk OIEFF
ZFRATT DB, 13.2.2 MMKOFRRE] O E DITHEVRBREE I ES % DLk D FERED 72
TV, EAOFEFEIIHE L2,

3.2.4 FERLARVWINAEZOIER
oV AN

3.2.5 HEESDIEYMRESR
HE L2,

3.2.6 fMEEHRDOEYE
HE L72u,

3.3 GEEH RO AR A MR K ORRAE
3.3.1 BE DRFEHEF DA N K UFREE
A ROMH OITHIL, [4.2.1 AR OEHHR] RERSLEZANS 5
FELUNTHIVE, 13.2.3 EADORIE] TR L7 UIRIER TER S ik s
FOBHT 50, MABOEL &HRT 52 L T2 5,
5 AEABR TV, # L < HOBEE U< EREAS N > T 5 DREES
NCO L, DIEORERBRAT & AEOFIRC L0 HET 250 L 15,
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3.3.2 FEUIEKRNH DORTHOAR AR R UFBIE
MEOFEAFFAT L FAROFNEC LV FFET L2060 LT 5,

8.4 RENHFERFOA NMERERR K ORRGE
A DBILH IR EAT D L Wi, WOFIHED O LT 5,

1. K& WG OEHEZRE T 5,

2. EHFZ RN T LB EH LT D,

3. HRHHICRRER 2 GE TRE /R BB 14 2T L CGRRAERICEE T2, BT BANME
DHFENTERWGEIE, tMOFEREMVVINAEANTH D Z L2 FET 5,
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4 FEHAEBDOTA 7V A I NI BER EOEM:

4.1
4.1.1

FAEEIEHGE
FERAED R

TRBREDRIEE S ORI O OHFEIC LV BITT 256

AEFIE O REEE 1T, PRERIESEAR A S OARRRE B L XS MRAT R A4 L <1
TRBRESR RS O E B D D REEZ T RN L T2,

ERHFEOEFBIZL D FITT 556

FEEOHGER L, EFETEDONHMkE 725,

A CPIZHIY FAT SN DREMFIL, LS B DOHFHIIZ T 220,

4.1.2

R TR A ORE

PRBREDRIEEI S OFED O OHFEIC LV BITT 256

FEAEOFH 2 AT HfllikiE, LR TED L L FOWT O FHE &1 &L - THE

HEORIAHFEZT O,

1.

Fiz

DRI R B 5 O R B A L <UL MERRIT IR E 4 L IXREL AR B SRR
[3.2.2 MMEOFIE], 13.2.3 HADORFE] MOEFEROED HEHEHEFHZTHZ L
WXV FIHHREEETT 9,

k. REANIC X2 HEEOEET. FEEOHHARGFICLERERICN A, RRE
PRI SE OB HLE IC L D BTIRE O CP 18.2.3 HADTEGE] ORELANHEE
THEHEICED HREANDORNMZ R ATRE 2 T AR T2 b0 L35,

18-S

DRI = B8 B 3 AR B L < IZM ARk T BB 3 B8k mI2 13.2.2 Mk DR
Ak, 13.2.3 AANDOFEGE] K OFRRERNED D EH A LT 5 Z &I X 0 FH PGS
179,

k. RBEANIZ L DEETORGFITRD R,

R

o [ PR B 5 DR S PR DN BB RIS T4 T 138.2.2 FHMDFREE]. [3.2.3
ENDFRIE) ROGRIAEROED DT —F 2 EMNTHZ LI LV FIHEFE AT,
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B, UHHMBRATEE M ORFANICE DA T A4 TOHFEITRD R,

Fo, FEAFEORNMEFE L. HEEICHZY, A CP 1.3 PKI 0w &% 9
ETHESNDOREROBEHMEL ML, FE L2 ETHHBELZITI bO LT 5,
BT, A CPICHIV &R S D, FRRGER DIE D % Bl 3CE & ORI AR & FH S
DENZFHEA, NRZHMEL, TUOIZAE L2 ETHHBEZITT O bDET 2,

EDBROBEFEIC LV RITT 584
ERETED LNV MMRNGEAEZ BT 2 5A80F, BRI LU FToO TRz &
S CREHEDRITHIEEZIT O,

1 R E 70 HiEmHEOWIR
FORERIC RS LT, BATHEE ORI & 72 DIEFHEWIRT 5,

2. PREREPRIERSE OEIE TR OIE A L TR
ERETED DAV AR IEH U 7o, PRER IR B % O iR R 2 B8R I ign T
éo
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15 % JIESF) S8 ZAUCHS 35,

5.5.1 7 —hA TREKOER

AL X, U TOERET — A4 77 5,
AERAEOIATIHUEIZ B3 2 AP IR
CRL OFITIC BT 2 AL PR JEE
FORE R DRERH
I DFEE:
AEAAE I FE NS OF R O MBIV - EH
KN DERIZB D 5 HIH

5.5.2 T—hA T EEETHHM
T—A 7T HEWRIT. FEEROMER ST L EIK 10 FERIERATT 5,

5.5.3 T —hA T DIR#
T —HA THEROND - BRIMEN X2 Y 7 s Ik > TR#ES h, Frfsn
FEHLNT 7B ATEROE S HIRS MR ICAFE S, HIREH - 2VWEOMES
BFHHL, WEA, WENLR#ET S,

554 T—HAT DRI T v 7Ee
HE L7220,
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5.5.5 FCERIZH A DR T B0 BEM
HE L7,

55.6 T—hATWELRT A (NEBXIMER)
HE L72u,

557 T—hA7EREAFL., BRIET D Fh
HE L7,

5.6 #DOYYEEZ
RRERIX, EHIRIC CARAROEF 2175, CARAHRIL. RBIERMENIC T, HH
A@ﬁ%w@%k\%ﬁmﬁ%%yrﬂvﬁﬁM)%%wfiméné
CARAHROER LILICACBEAMPAFOEH b EMIND, ZOFEHIBNTH CA
ﬂﬁ%iﬂ@%ﬁkﬁﬁu\@ﬁk@ﬁ%h@%&%@ﬁbnéo

5.7 faFab R KEN G DEIA
5.7.1 KERUV CARAERMEFALA b DEIRFH X
RAERIE, HESNAUTOREBICKT2EIBFIEEZHE L, BT L2FEREER
(ZH B 70 B0E - A E E T 5,
CAﬂﬁﬁ@F%m
K . RO ARICE
VXTA<A~FWI7\ZVFU—7%)®&%

572 avtEa—FDON—Fux7, Y7 =T, T—FBPHELEEEOL
N=RT =T VTN =T T X BNEIEEG LG A. Ny Ty T HON
—RU=T, VT hU=T, RNyl T 7T ERNT, EHICEIATEEEZITV,
HEMHIMNICRRERERS 2 FHT 5, 7o, BERARICIE, ATREZRR Y EHLMIC
MAE . BEEE TG HRABH Web ¥4 FEIZ LV @ET 5,

5.7.3 CARLEENEFME LT 5HE DXl
CA FLASENEIME T Z OBZNNAE U GaiE, EHEEE ORI LY, He
INIREREER 245132 & & b2, BAHR THE SN TR & IE O, £T®MA%
FEED RN Z 1T\, CRL/ARL #BH7R L, CARARAZFEEST S, BT, KK DBERE
BIRBIERAZHE L D,

38



5.7.4 RESREROEIEMGE
KEREITL D | RN B O DM UL Sl 0 sk 3 IR e 5 412
ﬁﬁfﬁ%éhk?mguﬁﬁgxmlﬁﬁU@ﬁ%

[
AN 2,

5.8 FRALRIUIIBREKROMT

SREL S N A BT A AR, EBEOKT® 90 HETE TITIAHIC
FER O L FEROMGIRREE TR T DO D LT 5,
nLAnLTZ)EJ'ZP%&\Tﬁ—%)iEA X, él

OOV IRDEITH Z L ET 5,

L., W

I

iy

Eﬁzﬂ}g M.

AIEJR) DR D 22 2T IR 8 X

IFEFE I D

BEROBEBN 21T 256813, FANMAZOREZSZ O 2T, BERPAT D
IIANGE O L EE 2 OBERRIBE L. ThLE2MAZIT@ENT 5,
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6 BN tx=2U T 0 BH

6.1 #T7 DAL EE

6.1.1 ST DR
CA 8T 1%, WIARMENCHRE SNFEHOKEEY 22—/ (HSM) %M\,
BINDNIZND G & HEREFF ST F I L DBEIC L 0 Ak S b,

6.1.2 MAE~DOFAFRDES
TV R T 47 4 OMAF ORA D FERER CTHEKR S L5561, IETF RFC 2510
GEAEEE Y 1 hav | (- THUTA v N7 v a T, XFRBRICE 7
FEC LT, MAFICHEESND O LT, BAERHITAY P LoRfg#E 5] &
ELEREIMARHO I —ZHA L TWRNWI EDOFEINTEDHD LT 5,

It

6.1.3 FRRER~DOLABREDESR
TV RZUT 4T 4 OIMAE ORFENIMAEZIC LY ER S5 841%, IETF RFC
2510 FEHEEH 0 b oL [Zit>THY ITA > b TP 7o a T, XITRBEICE
BRFBZL T, WIERIIIEEESNLDI D LT 5,

Tl

2

6.1.4 HRFEE~D CA LBEEDELSF
CA RABREEE., BMEEHICL DX v — R e 75701l ARY Y 2R+ 5
DY A P TAT Db D ET 5,

6.1.5 #DYV A X
BEDOR/IN A 1T HEHEND T AT ZLIKFET S, CAIEHAEOED R/ A X
1. REA 7L Y XADHH, 2048 €y b5, o7 VT XhEMHT 5 CAFE
HEBOHRDO /N A XF, FAEFEOEX2 ) T 4 2T 204 XT3 2,
TV RTUT 4T 4 OFEFAEORO /N A Xk, RSA 7/L= U R A IEATAIZ IR
FOTNAY XLDYE, 1024 By FET 5, o7 vAY XL MR R
T AT A DIEAFEOROE/NY A XL, FFEOEF2 )T 4 27T L4 L35,

6.1.6 ANRRBO/NT A —FEREOERE

INBREE NG A —H T B CTXAREEY 2 — Lo TAERINS, AR ST X
— A DERE L EE Y 2 — L VITH D LT A,
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6.1.7 EORNHBER
RRERO#EL, keyCertSign & cRLSign DB > h&fEHT 5,
TV R T 47 4 OFEIE, DigitalSignature D E v &I 5,

6.2 FAERBOFREROHEFTEY 2 — LEROER

6.2.1 REBEY 21— VOEEROEHE
CA RLASEDFEANTE Y = —/L1E, US FIPS 140-2 L UL 3 & [FAI%E DL E O BUS I HERLS 2
LOLT 5,
T RZVT 4T 4 OMAFERAHROKMNT Y = —11E, US FIPS 140-2 L~ 1 &
%L EOBRICHER T2 6D LT 2,

6.2.2 AEROBHAICLZ = Fe—
CA FAESEOARICIL, EAEHE L G OMRE X LT L T 5, 7o, #AER%
DORAFHOEE (&ML, IEHEMHEL, Ny 7T o7 s, HEES) 2BV THERA
DIERE & LEET 5,

6.2.3 FEFREOTRI7 Yy
CA HAHL, BHRICE > TRELINLIGEEZRE, mA7ryIn2nb D LT
Do
T RZUT 4T OMAFEDORARL, BERICL > TRELINLIGEERE, =
A7 IO ET D,

6.2.4 FAERONYIT v
CA BASO Ny 7T v 1%, BEBRFIETITO, HlxiX, Ny 77 v 7EEDOHER
EHTOHEBADNENVOL ETITHYO X212 L=Z, Ry T v 75 —2L 1L TCAFL
AHICBET AHRETE S LT OB SETRET 2R EDFHENRD D,

6.2.5 BHERDOT—HAT
AERERIINAE DR HEE T — T4 7 LR,

6.2.6 BEEEY 22— ~DREROEMERYHL
CA BHAHIL, BRIKMTLZ L LT 5, HlxiX, ERMENICH LR FEY o
—NVRIZHINT D EDFIENR B D,
GNRAD Ny 7T T OEGERLINBN D DU A T ORFEIE, BX a7 F ¥ XL 4l
LTI b T 5,
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6.2.7 BEEEY 22—V ~DFERDOEMN
AN T 4T 4 ORF5EY 22— /L TER SN2 WAL, IETF RFC 2510 (FE
HEEH O haji) 1itos T, XIFRBRICZ 2R TIET, BV 2—VIANERD
DETH,

6.2.8 FAEROIEMALSTIE
CA RARDOIEMAL O FEIL, BEERENICTBWTA CP 16.2.2 FAROEIANIZ L
Havbu—) LREULS, BEAOHEREATOEZLELT D,

6.2.9 FAERODOIEEMALTIE
CA FAABEDOIETEMAL O FFIEIL, FERERERNICEBVTA CP 16.2.2 FAMAHFOBIAIZ
Xoaviu—) LRIUCL, BEAOHIREAT 28 2LELT D,

6.2.10 FAHEROBEFEFIE

CARLABAZMEE L 2SR bR VWIRIOSGA ., RAFR=ENTACP 16.2.2 FLAH
DERNCLDm s br—) LRIUL, H#EAOHREZAT2HIZE > T, AA#ED
A S e HSM 5222k U, XUIEICIE 5, [FIFIS, Ny 7 7 v 7O
A L CTHRBRO TR X 12 L > THEET 5,

IMANE LA SR TRt = 13, CPS SUIMAE N AFWRRLFISEE T 260 LT 2,

6.2.11 HFEEY 22— /VOFHH

CA AL A FANT DT Y = —id, FIPS 140-2 L~ 3 LRI ED Y D % fif
M7 %,

T RZUT 4T DIMAFEORARZEMNT D0 5E Y =2 —/LiE, FIPS 140-2 X
N1 EREUEDO LD EFHAT D,

6.3 @EXTEHIIETDZOMOME

6.3.1 ABIEDT—HA T
ABSEE, % B OBELORGEE TTREICT 57201, RICE 2 HIETT —hA 75
VEN DD, BibRIL, AREEN CPS TED MM T —hA 7EN5 Z L & RiET 5
HERD DD LT D,

6.3.2 ABRRLHAZEOHBHAM & @7 DM

CA ABHSEFIREO AN 20 2z 2 Wb D & L, ZORAROMH T 10 %
gzt b5,
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T RTUT 4T 4 OIMAEONREGEHEOH AT 2 F2Bx2 v oL L,
ZORAHHOMBHIL2FEHZ 2 VEDET 5,

6.4 TEHIHT—%
6.4.1 TEHLT—FDEREA VA F—IL

RRERICBWNTHW SN D CA RMASOTEME(LT —Z I3 —E T THIARER DL L,
ZOEREA VA M= VTRFER CTED DN HEICENEREIND D LT D,

T RZT 4T o OMAFERAROIEWACT — 2 DRFER CTER SN D 5HE1E, &
PALT =2 I3 —BETTHARERb D E L, TOERKE A A M—/VTFIER TED bl
TeRUEIHENFE i S, MAFIZL BRI bNDbD LT 5,

IMAERAGEDOTEMALT — & 2 IMAE B ERT 25615, IEMELT — X X THIRREZR
LDE L, TOEREA VA M= VTFEFER TED DNTHEICHEVWERI NI B D L
T 5,

6.4.2 TEMALT — & DfR#E

FRERICIB W THW OIS CARAHDOTEMALT —# 1%, AR TED LT HEID
PEWZAEIRESND,

T =T 4T 4 OMAERAROIEMHALT — % BFRFER CHER SN D HEIT. &
PALT —Z BDIMAE I EZ BN ERIE, RFERICBO TSI ELEE LAV LD
LT %, o, BRAONTIEHELT — 13, RELR TED LT HIEIZTED, AT
K VERRET LI LD LT D,

IMAEZ R BEDTEMALT — & ZIMAFE D ERT 2561, FRRER TED LT HEID
eV, MAEIZ LV LZRIRET LI D LT 5,

6.4.3 EMLT—F DFDOMOEM:
HE L7,

65 aLE2—FDEXa)T 4 EH
6.5.1 BHEDILE2—FDtXx=2YT 1 ITHTHEMOEM
RREFES R IR T 2 Uik BEROEE B A8 U CTfTbh b RIE7R T 7 & A% % B
TLHODRREITH Z Ly
CA VAT h~Du 7 A U REZiL, KCP 15.2.3 fHlx OEENIKT DR NMEMGR &R
FEl CEDD2—VORIEENAL T D,
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652 A F2—FEXx=2VUT ¢
IS015408 #&E1Ztx =2 V7 4 KRR T DEOXILEITV, BEIWIZEHEZ1T 9
Z L,

6.6 TATVAIILOEINREE
WIS ON—RT =7 ROV 7 by =TI, @i A 2 VCREOE X 2 ) 7 4
T )uVEBEATRL, HRFECPSORELENIN X2 T 4 F v 7 %5179,

6.6.1 AT LBIREHE
JIS Q 27002:2006 % 12 % |[HH > AT LAOREG, BIR ML OMRSE) LIRS LD
BIZES bDET D,

6.62 EX2VT ERAEHE
JIS Q 27002:2006 [ 12 % FH T AT LAOES, BIR LK ORSE, 5 132 fHH
X2 VT a4 T FOER), T8 14 B EGMEE ) L RS EORMKICHE
IHDET D,

6683 FATHAINDEX2) T ¢ GH
HE L7,

6.7 XY RNU—2 DX )T 4 BHH
JIS Q 27002:2006 & [FI5LL EORKMIZHED D LT 5,
Bl 21, JIS Q 27002:2006 @ [ 10 & WE K OEHEH 106 Ry NUV—7&
X2 U740 [F 11w T7EAG#E 114 *vy NU—27 07 7 & ZHil#H] %
AU E T 5,

6.8 A LARETS

AR L. 7TV = a VEIZBWTERR BN A EZEHT 528 &7 5,
Bl ZIE, NTP H— 2% GPS, \EFRIFIC L DRZIRS AT 55,
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7 FEHAERORFHV R NENOCSP DS 7 74V

71 FERAEOTu T 7 AL
K CP OFBFER AT T DAk EIX, X509 Version 3 7 +—~ v FEHERAIZL Y
TER S dv, F72REAEIX X500 #5114 (Distinguished Name, LA F DN &0v9) |
D —EIZEBI S Db D LT 5,
KRV VNN RITENDBFIEAEO T 0 7 7 A4 Vi, EAEBO 07 7 4 L%
FTLLICRL, JBRERO T 07 7 A VA2 7.1.2 DIEY & T 5,
723, Issuer ® DN (% CPS XN OMBI/ R CEICFRESNDZ L LT 5,

711 R—TUza BE
KRV T OFRFERIFRITT HAEHEIL, X509 Version 3 7 +—~ v MEHAERKIC
DIERR ESNDZ L 2T 5,

7.1.2 FEHFOHR (RMEEREIEFORBEZET)
$T)/_%w%féné REAEOILGRER O 7 0 7 7 A ML F O 7.1.2 O
WY LT 5,
subjectDirectoryAttributes #£5% CHW 2 fRfdEEEmAL D EFOJEME (heRole) (2o

TIX 7.1.10 TED 5,

7.1.3 7’11/:fU ALZT V7 MBRAIF
AKFEIK D Signature 7V 3 Y XA AFLLTFO@Y L35,
shalWithRSAEncryption (1.2.840.113549.1.1.5)
sha256WithRSAEncryption (1.2.840.113549.1.1.11)
sha384WithRSAEncryption (1.2.840.113549.1.1.12)
sha512WithRSAEncryption (1.2.840.113549.1.1.13)
ARfEIEL D subjectPublicKeyInfo7 /L= U X AXLLFOEY &35,
RSAEncryption (1.2.840.113549.1.1.1)

7.1.4 ZAHOEX
Issure & Subject D4 FIOFAILE 7.1.1 ITREND,

7.1.5 A FMlA
LAY AN
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716 CPAT7 V=7 MR+
BIERLET D

7.1.7 RV HIFVEE
R LR,

7.1.8 FRVU VEHiTOEIKTELR
CPS #2425 URLA 5L LNTX 5,

7.1.9 EFEEHERY VIET 4 —v ROH
A< CP @ OID Z#&#19 5,
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#1711

SERHEO 0 7 7 AL GEARGER)

HE RE B

Version © |Verd &7 5,
SerialNumber © | FA—REERNRBITT DiEHENCT=—2 72H L T 5,
Signature ©
Validity ©

NotBefore ©

NotAfter ©
Lssuer o T ORMERT 5, ) quuntryName X Printable,

ZFNLIAME UTF-8 Citik 4 5)

CountryName © |c=JP (JEE) &35,

LocalityName A

OrganizationName ©

OrganizationUnitName VAN

PR DR Y v g CFA s T 5,
( THPKI-01-*-forAuthentication-forOrganization |

CommonName © | &35, ok, XFHIHFD"01"EL, ACP DRI TH D
"B 1.0 MR AT, Fio. "L CA AME—IZERBITE B
XFHNET D, )
Subiect © BT OHEMAT S, (CountryName, SerialNumber
ubjec I% Printable, €H LISk UTF-8 Titikd %)
CountryName © |c=JP (HE) &7 5,
LocalityName A | FHEIRA AT D,
o INAE & 72 2 B R A5 A3 MR TR LTV 5 85
OrganizationName O | BB, = OB A RS % MM KO 4 B ik
— - % v —~ T H O T HEES T OrganizationName (2
OrganizationUnitName O F0# L. OrganizatioUnitName |2 AR LIRS O FE¥E
ZAEANT 5,
CommonName O | EFEE4 % UTF-8 Tr—~5dh 5\ T HEE4 T
T 5,
GivenName X
SurName X
e-Mail X
SerialNumber A | RREREEAE S CEGEET A LN TE S,
SubjectPublicKeyInfo ©
Algorithm © | RSAEncryption &7 %,
SubjectPublicKey ©
IssuerUniquelD X
SubjectUniquelD X
Extentions © | roRsEE (Extensions) 2

£#Ho TO) 1THAE, TO) 1FHEEICLVYRAE, A 13+ 7Tva .

ZEEERT,

X ERRE L722Wn
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#£17.1.2 FEHAEOCTT T 7 AL (YEIEMEE Extensions)

HAE RIE LA Critical
authorityKeyldentifier © FALSE
subejctKeyldentifier © FALSE
KeyUsage © TRUE

DigitalSignature ©

NonRepudiation X

KeyEncipherment X

DataEncipherment X

KeyAgreement X

KeyCertSign X

CRLSign X

EncipherOnly X

DeciphermentOnly X
extendedKeyUsage A FALSE
privateKeyUsagePeriod X FALSE
certificatePolicies © TRUE
policyMapping X FALSE
subjectAltName A | UTF-8 THAGEEFL FALSE
issuerAltName A FALSE
subjectDirectoryAttributes | A FALSE

AttrType AN

AttrValues A
basicConstraints X TRUE

CA X

pathLenConstraints X
nameConstraints X TRUE
policyConstraints X TRUE
cRLDistributionPoints © DirectoryName &2 i3 URL T, CRL R FALSE

MREZRET D,

subjectInfoAccess X FALSE
authorityInfoAccess VAN FALSE

Fho, TO] 1TIMAE, TOJ IIHEBICX VKA, Al 1ZFTFvar, X ITRELR
WZ b aET,
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7.1.10 REEEELSF OB (hcRole)

(1) $¥7Y=2 b7 4 V7 Y BHHLR TO heRole BHEDHEHM

ARV 2 TlE, ISO IS 17090 THIE L 72 heRole B % TRl L Hicrm 7 7
ANV LTHWD Z LITT 5,

subjectDirectoryAttributes @ attrType 2 (L hcRole % #* 3 OID
{id-hcpki-at-healthcareactor } 5% T 5,

attrValue & HCActorData T, HCActor @ codedData Tl codeValueData I3
W codeDataFreeText # %,

AR Y T TlE coding scheme reference @ OID & L T ISO coding scheme
reference # 9, K CP OIILTEDTERK 7.1.3 OfHfk4 227 5 local coding
scheme reference @ OID (%, { iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) hcRole(6) national-coding-scheme-reference(1) version(1) } & %, #H##k
A, R TL3IRT XD ICHEERFLZ MV UTF8string THRET 2.

subject NEB O E AT 56, HCActorData (Z#%t® HCActor & ET 5
ZiiFTEin,

AYLIRIE. IMAE DMRBRIERIERE S OMBMO LA ICRET 2 Z &N TE D,

* 7.1.3 HPKI #Hi#% 7 —7 /L (codeDataFreeText D EFH

*HA A B
‘insurance medical care facility’ PRI = P B
‘insurance pharmacy’ PRIRIESR)

1) kL o U — FEOZEHIX—1E O Space (x20) &9 5%,
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(2) HPKI hcRole Bt 7Fm 7 7 1 )L
A HPKI @ CP Ti, ISO TS 17090 (ZE % & #17= hcRole EM: D ASN.1 i & LL
ToroscFa7rALT 5,

hcRole ATTRIBUTE : = {
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch
ID id-hcpki-at-healthcareactor}

—— Assignment of object identifier values
—— The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki O }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

—— Following values are defined in Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{iso(1) member-body(2) jp(392) mhiw(100495) jhpki(1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

—— Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE {
codedbata [0] CodedData,
regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —— Notel (Do not use)

CodedData :: = SET {
codingSchemeReference [0] OBJECT IDENTIFIER,
—— Contains the 1SO coding scheme Reference
—- or local coding scheme reference achieving ISO or national registration.
—— Local coding scheme reference in Japanese HPKI is 1d-jhpki-cdata (defined above)
—— In this profile, use this OID: Note 2
—— At least ONE of the following SHALL be present
codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —- Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP
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Notel :
Note2 :

Note3 :
Note4 :

HCActor @ regionalHcActorData |&, &K CP TIXf#FEH L7ew>,

H A HPKI CP CT&® 7= local coding scheme reference @ OID /%, idjhpkicdata
fiso(1)  member-body(2)  jp(392) mhlw(100495) jhpki(1)  hcRole(6)
national-coding-scheme-reference(1) version(1) } &9, Z® OID (%, # 7.1.3
DEKL BT D,

A CP Tl CodedData ™ codeDataValue (X 72\,

K CP TlX. codeDataFreeText & L C® DirecroryString (2133 7.1.3 IZHE L
7= ‘insurance medical care facility’ 7¢ & ORFELRFLOMERL EH WD, £,
DirecroryString % UTF8String Tt > a2—RL7E=bD&2fEH>, v~ v F o F—
JNFIARAL F Y == v F LB,
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<BE>
PLITFIZ, heRole & 7= X.509 SubjectDirectoryAttributes #53%% DER = 22— K L
77 =42 ®D ASN.1 W& % 7 7 LTl 2 s g,

insurance medical care facility ® %

No Type Len Value
030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents
2 06 3:  OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)
704 54: OCTET STRING, encapsulates {

930 52: SEQUENCE {-- SubjectDirectoryAttributes
1130 50: SEQUENCE {-- Attribute::hcRoleAttribute
13 06 6: OBJECT IDENTIFIER '1 0 17090 0 1' -- OID::type
2131  40: SET {-- SET of AttributeValue::values
2331 38 SET {-- AttributeValue::HCActorData
2530 36 SEQUENCE {-- HCActor
27A0 34 [0] {-- HCActor
2931 32 SET {-- CodedData
31A0 12: [0] {-- codingSchemeReference: local coding scheme
3306 10: OBJECT IDENTIFIER '1 2 392 100495161 1'
: H
45A2 16 [2] {-- codeDataFreeText
470C 14 UTF8String ' insurance medical care facility '
H
H
§
H
H
}
H
H
}
H

“o-cPlEEa A B
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7.2 FERAERBV A MOTaT AL

721 N—Ta BE
PRRERI2NEITT S CRL 1, X.509CRL 7 4 —~ v MEXDONN—=V a3 21205 b D
L2,
AR DO T 07 7 A VFER 7.2.1 1T7RT,

7.2.2 CRL & CRL =tV fLIEFEIR
CRL = IV OIERFER DO 71 7 7 A Vid, L F D% 7.2.2 D@ v &3 %, CRL jLiE
SO T v T 7 A iE, LLFOE 7.2.3 D@0 L35,
ZHo, TO) 1ZHA, TO] IFGAICLVMA, TA] FATvar, TX] FE&EEL
RN EERT,

#2721 FFAEELEMNY A FOF a7 7 A (CRL HEAGEE)

T4 =LK RE B!
Version © | Ver2 &7 5%,
Signature © | # 7.1.1 ® Signature & [FfELE T %,
Lesuer . e I Ei » (CountryName /% Printable, %
LA X UTF-8 TRtk 3 %)
CountryName © |c=JP(EE)ET D,
LocalityName VAN
OrganizationName ©
OrganizationUnitName A
CommonName © |FAERORY v ERTUFHNZ LT D,
ThisUpdata ©
NextUpdate ©
RevokedCertificates ©
UserCertificate © | KB LIZFEHE D serialNumber % FL#L,
RevocationDate © | KFHRETHT D,
CrlEntryExtensions © | JEBEREK (crlEntryExtentions) £ MR
CrlExtentions © | JEBEREIK (crlExtensions) Z:PA
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#7.2.2 FFHERGY A 77 74 (CRL = bV $L3EE crlEntryExtentions)

A=V K RIE B Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure X TRUE

#1723 FEAEERZY X b7 v 7 7 AL (CRL JE3EME crlExtentions)

A=V K RIE B Critical
AuthorityKeyldentifier © FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint O 53] CRL & W 5841378 TRUE
FreshesCRL X FALSE

7.3 OCSP 7 mu7r7A)L
731 N—Tg KR
HE L7,

7.3.2 OCSP yLAESEIR
HIE L7,
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8 MEJLMEEET L F DO

EMMEEAT, 2< O PRI HAENEET VORI RZa L R— 2 b THD, K
CP 12t » TREAF ZRAT T DR8RERIT. K CP OEFIZEAEICHE>TnDH L) T &
ERRREA . A K O HPKI G8RER M FE RE N WL T 0 T T2 b D &5,

8.1 ETHE
BALF OIS 1L, 1 EU T OB TITbh s b0 L +5, BL, BE. EIE.
B . G RORRIC KB EE N o - AT E LICEE Y £ 5 b0 L
éo

82 EXZHFOHTT - B
FRRESRIIE, nuan:)%’%%%% BT TWDHEFI BN LTz, i@@fﬁﬁgﬁ%ﬁﬁ—é%ﬁ
FICEMEESZ LT HD LTS,

8.3 EEEFE LHEEE OBK
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