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A REOREERDPEEE, B, IMEFEICL ST, ZOMEMNEZRS Z &,

fRif#E (Relying Party)
TV HNEL T NS E O AR CTRAET 5 E /.

- ABA#E (Public Key)

FABEL XN 28T, TV ZNVEBL ORRERIZHAWS,

- ABA#EEEAE (Public Key Certificate)

IMAFE D43 & AHEEZ RS U CARBORIEMZFEI T 23 E T, FIEREAE
(YT 5, BFIEHAED D WVITHICEERAE & bW 5, ABHREEA T, A
DMAE G, KB, CA OIFHR. T OMIEHZFEOFMBAENLH S L. CAD
FEHBEND,

HO B4 REAE (Self Signed Certificate)
AL HE D= DIZFATT 2 EFRAEAE, BITEA EMAELBFR L TH S,

5% (Revocation)

HRVHARRATIZ, (OOl KEE - AR L) ICXVEFREAELENICT L2
Lo FEARMIZIE, AADPDOHREICL 208, BEKRHIZIT CA O cRENS =
ELdH 5,

FLAEHE (Private Key)
INBRSE L R 72 D8, ABE T M ANV L D ICROFTAE ST NERT 5,
HARTEL LI bOE, THUTHIET D AR TOHBEEN T TH D,



RERAERZN Y A B (Certificate Revocation List, Authority Revocation List)
RKEWUTZBAFERAZFO U X K,

T RTT 4T 4 DREAFEDRLY X % CRL &L, CA DFEEFED KLY 2
M4 ARL &9,

ﬁﬁﬁﬁiﬁﬁngz (Certificate Signing Request)

EE D DRRGERICEFREERITE RO D720 DFR, B EEZIERT D7
w®mk&6%ﬁﬁx%®W§; . HEEE OFEM, Y — 7 FL R AR
EDIERBEEND,

?Efﬁi”j‘f J 3 (Certificate Policy : CP)
WOEX2 VT BRI L, EOIIa=T A RO/ XUIT TV r—ra
YD T ASOEMMEZEIRET D, A4Hif T SEHEORE

HEg
PGRERIZE FREEORITE HEET D2 ERDO Z &,

w54 (Electronic Signature)

A LEDOIESPEERIET D 72D B Lo B4 E R, AR 52 S 2R L,
FHENARNTHD Z L 2R T 2L L BT, FRPEFBEPIZHI A SN TR
ZLERFHTHZENTE D, AREN S HRNEHNWTERLZELITT VX NVE
Hlbund,

;y‘ﬁ)g,l (Registration Authority : RA)

FERERITOHRGEEORANZEL - 8 L, £& U TBRERERZIT oK, &
ﬁ%ﬁ . WAL OMERED 5 B —EIDERZAT O, AL DINAE ORI & AN
PREICEEZ A O, EFAEAZFICEAL LD, BITLIZDIZ LR,

B uE)EJ (Certification Authority : CA)
AERE AT 288, AL, ABEXFIEVWRIAADO LD TH D Lk
Eﬂﬁf T HH=FHET, NE, PERNGICHVEHTERTNIERL RN,

AL ENEHIFE (Certification Practice Statement : CPS)
FERHER Y S WGERERICOW T OMESE, BALR2NE i & 423817
95 & XICBRHTAEKRICET 2RI L LT EMIT BN,



g fi ==

WREEB RO 9 b, BEEEARMBOADRE SNTZEE D, BEEES AR
fif &%, MAE OBEMEARC, MAZEBO GEAEZZ T e — KT 58121
FERRVEEMEND 1D, NAT— RELTHT D8I HN D% H 29,

- PRAER R ==

FORESESS il (AR E OB SUIE BV 5 B EHRE OO fE) 23
RESNIZEZWV ), L, BREGHRBOANRESNDLE 2R

« %17/ (Issuer Authority)

BFREAEOMERK - #IT2 L& UTRITEB 1T O KB, RIT/RIT. FEREROMEE
DL, —EOEEEITI,

Ny v 2 % (Hash Function)

EEOESOT—2NLEEEDT ¥ LAiBEART 25 HE A, AR U MEE
Ny afli] EFEEND, Ny Y afllX, Ny YV alENL 0T —F R TE

N—FaEE | B D 2 OOT —ZNHE— Oy 2 ENER S LD EZEMEN

NEETHD EVWIEEEFFD, ZOWENLT —# 2E2ET DI, EHEMOA

Loy a2l & ZEMTT —Z Oy ¥ affid KD Tl 2 g Ul 73—

T, T—ADEEBRP TUIASN TN ERHERTE D,

v 7 7 A (Profile)
B REECRERAE RSN U A MZER#ET 2 FHE L OERFEI ORI A TEEZED T D
0)0

YARY K~V (Repository)
B REE R OGEIERZD Y A M A LA T 527 —&% X— X,

U7 GiERE

CA S FHTHEC, HLWVHCBEARHE (NewWithNew) & i iitfto> CA
fE L LW D CA ST 272D TSN D EREHE, V7 ariaEc
FoT, HRDO#EAD CA H b ETFIEAELRIT I NTIMAE R T OFEHFMRFED
AEEL 72D,

U7 GEECIE, BT DDA WA TEA LIZREE (NewWithOld)
&L W ABRSETH LWL A #ECEA LIZFE#E (O1dWithNew) 23& 5,



/b—hk CA (Root CA)
BERE R ORBREREIE (IC BV T, BEE O EALICALE T DR8RER O Z & TALICET D
PORLE R D ABRSERERAE DFIT. K BT D,

(A~17Z)
ARL (Authority Revocation List)
AR OFEHFDORZ Y A b GEHERDY A FEZROZ L,

CA (Certification Authority)
REREZROZ L,

CA FE &
FRlE X L CHAT S BB -REA

CP (Certificate Policy)
FFAERY S EBROZ L,

CPS (Certification Practice Statement)
PRREEHREE RO Z &,

CRL (Certificate Revocation List)
T R T 4T 4 OFEHEDORZNY A b, GEHERNY X N ESZROZ L,

CRL ik
AERE NG WS, SRR TS S CRLICEE#M SN TV DN a2 R T 52 &,

CSR (Certificate Signing Request)
AEHERITERZZRO Z &,

DN (Distinguished Name)
X.500 BUKIZIH N TED HLT-ikil4, X.500 B THBIFE2IRET D LITko
T, MAEFEO—EMELRET S,

FIPS 140-2 (Federal Information Processing Standard)
FIPS & (K [EHEFRIE SR YE <, FIPS140-2 [3Hf 5E ¥ o — /LN 2+ & &
Fa VT A BHEZHELTLbD, X2 )7 s BRI LT 4 BEEOEX2 YT



4 LU (EL~L I~EE L ~Ub 4) ZED TN S,

IA (Issuer Authority)
BITREZROZ &,

OID (Object ID)
FT Vel NERFESROZ L,

PKI (Public Key Infrastructure)
INPRGERAR, ABREERT St & v O BB & B SRR R AN A PSRRI A R AT
L. ZOiEHFEEZHNWTEL (BAMGE, WS /75 Rika AIaelC T 2k 7,

RA (Registration Authority)
BikRzeZROZ L,

RSA

INBREERF S D —-D, Rivest. Shamir. Adleman @ 3 £4IZX > TR Ih., *
D&HTE &> TAIT b, ERZBEROZRE EORES ZFHA L7ZH DT,
INBRSERE S OFEHE L LT A L TWA,

SHA1 (Secure Hash Algorithm 1)
Ny V2B O—D, EEOREIDT —4nb 160bit D/~ ¥ 2 HEERT 5,

X.500
ITU-T/ISO 3EDT=T 4 L7 b U H— & XITBT 5 [EFIEYE,

X.509
ITU-T/ISO DNEDH T FEFREAE KR OGEHELRZ Y A MR T 5 [EEE®E, X.509v3
TIX, BEREABICILREE A3 T, EFEHEORITE DM A OF®R A2 BINT
AHIENTE D,

10



2 ABARVCIFRY LY ORE

21 U&XRTRY
UARY b U IIEERER OREIE & R B OINAE O RG22 tREF %,

2.2 FERAEFHROLE
WAL, UL FOER & REEHS L IMAZENAFAREICT 5,

<HRREH (TP D FIE>
CA DABASEREN &
A CP
CRL/ARL
WREE DR ALRFEC 4% 3CH

<IMAFENZABES 2 FHIE >
- FEFROED A CPS
- FRRERIDOED HINAEICRE T 5 KR e/ R

2.3 ABRDOREIXIIZE DHEE
AR, PREE RO BT A WA A SN ST FOBHRAELABTALDO LTS,
AEFHELNC OV TOERIL. ACP 4.9 FFHEOKL L —FHEL] 1T/ bO LT
50

24 UVRI BV ~DOT I EREE
CP. CPS. fFHEKL OZ 15 OFFAZEOHIEDREE & O ABERIE. IMAFE KR OW%

AEE 16 L TIERE A+ B & L TR 2,
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3 AR UGERE

3.1 AFFRE
3.1.1 AHOREE
AR CPIZEAWTHRITINDEHEIEH I NS YT V=7 MAIFIMAEL &5 5,
B4 1% X.500 ® Distinguished Name % f# 4%, f%&%m%@w\%% PKI Tl.
CiZJP &¥%, £7- CommonName [Z4H T, MAZENHKRATHIHE. MAZED
K4 (m—~FRi) Zii#d 5,

3.1.2 AMPBEREFOI L DOSLEN
A CP 2 &V FAT SN DREAFOFTRIA 1L, MRS IC > THiES ., i Sh
LX0BKROH LD LT D,

3.1.3 JIAZE DERAMEXII AT
HE L7,

3.1.4 fEx DEAHEREZERT 3= DDHA
LB RIRT D72 DD BANT, A CP 17 FEBHEKR ORI Y A KR TNOCSP O~ 1 7
7 ANV AZWED,

3.1.5 AHO—EE
AR DFATT DB FREHEDIMAE 4 (subjectDN) %, FBFERANT—EL ﬁ‘éf:
VU TNAEES (SN) 258 &N TEX 5, 7z, PBRERO4F (issuerDN) |
T%@E%??mfﬂt/\%’PKIWT HOLFEDRERE —BIHE L RTbDTH D,

3.1.6 FR#&. FRFERUFEEDZE
HE LA,

3.2 FIEIDOARANMERER
3.2.1 FBEROPFFEFLIEAT D HIE
HEEE AR LT 7 OB A $er U CRBRERIC KT LREIIERATE R 217 5 B,
ABAEEERE E AR L OXSEFEAT 572010, ZAERNODOTF ¥ Lo DITELL EAT
ﬂﬁ%®%ﬁ%&%?é%@k?é oD WITHFERE DRI UG ERITER
(CSR) DEALMREFIC . AROBEEHERT LD ET D,
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FORE SR THEEE OFERT 2 BT 258X ZOM Y TIERW,

3.2.2 HERRDFBIE
PRAEEF R AL B PRI GRAERIC MRS OFHE OFEEL HGE L LD LT 20%
X, FEHEDORITICH LD, ROWTNNDOHIETHEOFTERE L < 13EE 9 5 #ik o
FEMEZ BEDICIRE L 72 < TEe b 7an,
72¥. WEEEAORIEL 13.2.3 EADFRIE] IZED D HIEIZE S,

- BN OG A
PRI FOIEREA, (RIREEEE IS O BRI IR L 2B B O FIAR D = B — | R
RS DR ELZ T BICHFEAR LV BITENHRERAED aE—7/ Y
INHIBEBEN B RATHE L XXM LZiE#, FEETERE RO LTS HD*D
IE—DOWTNNERET D Z LI X - THERO ZEM 2 FET 5,
mk, lEEEMEO A —2 M LEGa R, BEEELAOIRRIEREEE TH L 2
EDSFENFRFIZ 2 SNTe b D & T D0, ZALLISOFEIESE TR Z NLFE L7255
B DO FE S B RITIN D BT 3 7 A LN O A @A E D
a7 PIRREREES TH D Z L AEAT 2 EEORE AN LT D,
Flo, TNHDNGEEDOBIC WD AFEEREICIL, FiERFAICB W TEROEHHE T
HHEDORAVDTEIH I N TN TUIR B2,

- EANFEEZOLS
PASEBTO A, (RIREEE B O BRI IR L 72 BHRR B O FIIAR D = B — | fRIR
RSO ELZ T BICHFEAR LV BITENHERmED a—7/ X
INHIBEBE B RATH L ITZME LZiE#E, SFEETETREZ RO LTS HD*D
A —EHLLIEENDIIET 2 EHOWT N ZRET 5 2 LI L > THEkOELE
PEZNLRET D,
¥, fREBEMEO 2 v —2 RN LG A IR, FEERORRIEFEERE TH D Z
EDSFENFRFIZ 2 SNTe b D LT D0, ZA LIS OFEIESE CRIENMEZ LRE L7255
B IO FE B B RITIN D EAL 3 7 A LINO A ED
a7 CIRRIERERES TH D Z L AT 2 EH ORI A MALE T D,
£, TNHDNGFEDOBITAW 2 AFEEHITIL, PRERAICB W THEROEFE T
BHDHHEDORLDFEH S LTV TR L2,

- PSRBT AR OEE I DM O %A

FAAR DS AHIBERE D5 ETIE, FRAER D E D 2 EFUTARHANZ E O b I 258
FIL7c b D& T2 2 &I k- TEEMZGETS 2,
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728, MAEOBRICHRH T A EMHEICIE, HEBRERICBW T OEHE THHE DK
K HFEH L IR B,

X OIBEFETEHTREROLN TS bD] LiE, LTFOXSbDatEd,
il 1450 2 (BENERER)
FFERATHIA % 3 5% (FFrlREDHR)
REEEY—EAFOHEEO AR, &L OHEEICHET 4% 5 32 XLV
ZOYEMZRE (FR)

BRI EEZ VA 5E

AR OAEAEDIEE X3 12650 67, REEFEEA S PKL REER N RBITT 558
FTEFELHEREEAWCEFEAL S L IR ERTRIERORITT 2%
FEHEZHWZEFBEAICEY, FIEMESGET 52 &N TE D,

ZO%E . RIEEREAD S PKL GRAERAFEATT 2 EEE T B E4 A&
WXL DB ELZHOCDGAIL, FRICRREREEYS CTH 2 2 L ONRER 2 ST
EHBIRTH, BEBLRIERORBITT 2B EAEL AV L561F, Bk, EEEm
FOa— DR OSIE, FAESHAER D D RIT SN D EIT 3 7 H LN D 3L
WAEO 3 E—72 CIRRERBESE CTH D 2 L 2iEHT 2 EEHORHE2RFER N E
OLHFEICL VB LR TR B0,

BB, Iho0FEEZAVDEAETYH., MAFOBICHAW D SFEREITIL, HaERA
B W THBOEHE TH L2 EORAVTHIN TV e TE b2,

3.2.3 fEANDRIE

IRAEE R AR AL B PKI GRAERICEEEZ HEE L L 5 &3 2 AL, FEREORITICN
B ROWT IO HETHE DR, RAMER O FEE 2B ERHITGE L 72 <
TERBRN, 7o, EFEREZ2AT2EDEZERZEATERE, EREE%OE
BLAE B ERSES OEEEOMAELZPE L L O LT85, EFEFEREADOEE,
EHETHD Z L OFRLBERNIGE LA TUER B2, MFRCAW D IS0
TIX, AN O L O, BIEHEREGEO SO E A NTIER B R,

B, AEOEDITAFAERFEE ONAHIEDL L ED TH Y | B8R SFEH E & 51T
HEET 25 A3, AFOBEICHEVHGEE ONGEZTHhE, 4 EOHEICHY HFEE D
AR OGEEORIT 2 F T 5,

<EBOBLH>
1. AN DEFME
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FEAEZHFEL LY E A AL, FREDE LIZIHRZ T, RiERDED 5 H
HEEICYEEAD TKR4, AFEA B, MR (EFT BLF, 5EA 4 FREVv D)
AL, BEROBOICIRET 5 2 & TEEMDONZEZ L TR b,

PR PNF YN ;2
AERAEZHGE L X9 29 DAL, RICHET 2 BHOFARZ BEGER ORI T
AT DH T ETARAMEDNGEZ LTI R B0,
¥, ARCP TIE, 188 L <X 2 A TRAEDHER N ATRERFHD U A M &7
HTHHDOTHY . RAVEMERIZLE R BB OWTIE, ZGERA Y 2 b2 b
BIRL, CPSTEDDHZ L LT,

[1 5 CHERTE 5]

- AARERR - AR L F R

- ARG FTRE - EHUE IS | EAEAATRE

- EREABRD—F (BEMADOH D) - EERIEFH T

- BB TR * P 22 SR FT R RF RTALE

- BRIk CEATRRE S SR

- B TR (3 0 8 2 BHIEFS B F 2 D B EAT)

[2 AR B 7 4 ]
AR 25, UTAME BRI OGA 1 AT O E L TER B 7220,

- R BRGIE - HRAESTFIR GEE)

- [E R ORBRAE JRAEFEETFIR GEE)
A - LA BRE - R SREE

- AR ERBRGE - BUksiEE

- IR BRGE - FIEE B kR

- SRR m (6 » HLUNFEITD & D & B ERFNEE)

- PARE (RO BXBLILEEE A O TEM D D)

- DO HFEAE GBITAES IR, B F AL EFAOTEMNO b D)
B - T U B O BLRE B E UL IR AR

(WTNHRFHFET 6 » ALLINORITO H D)
- B IRBEE TR
- PRI (BHFEO S D)
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3. fE AN DFEHEHGE OB
ARAPBEFROBONCKHEOEREF2 L CHET 25813, EEELOARA
PEDSREZAT 2L, HEFREONFEN R SN b D & AT,
REANEOTHFET 256X, AEREEAELZIRZ T, BiROED 5%
EARICEANZBEAI LI b O E T 5 2 & THFEEBAOHFEEEZFEL 72 <
TR B2V,

4. EZE K OEFRBEBE S O FLE HER

EZREKERTHENEZERIEREEAEAELZRFET 25613, BAIT
DFAT LI EFEK AT 258 (LUT, EREKRLTRETE) OFAZ B/
DEATIRRT D 2 & TEFERRAOFFELNGE L2 TTR B 220,

E%%@“@m@%ﬁE%%% FOEHEE O EL HET 541X, 13.2.2
FHAROFERE] TrESH HEHHEIT FEEARNDEMERE & L CREdli H T4
Eé%ﬁﬁ%@%m?%mﬁé_&L 0 EPRHERR D FEEONGE L 709, Fid
DIRWGATL, HEEEAADEHMERZE T2 EAIEM L TV 5 EREESED
N7y M lEBEROBENTIRAT L2 LT, FHETHL I LOFEL
SERE L7 < TUE R B 72Uy,

<BEREOLE >
1. A DFELEME
%%i%$ﬁbibkﬁéﬁki FREDOE LICIRZ T, BiROED 5 H
FEEHICYEME A ORAR 4 HFHRAETA L, BERICERT D 2 & TEREMDE
%Lﬁ<fiﬁ%@wo

2. HADOARNME
AEAEZHFE L L D T2 ML, WIZETHEHOWT N 1 mOa b —0
WY 7R 2B FER 2 HRET U TR RICERIE T 5 2 & TARAMEDIGEZE L7z < T
AT
¥, A CP Tl Bik3 25 GICARANMEOHERA IR EHO U A b &3t
H5HDTHY, KNI HERFFIT OV T, %Mﬁﬁﬂjxhw%@m
L. CPSTEDDLZ L LT D,

[ AR AVERERR D T2 DI 0B 72 A ]

- HARERSR - R L F bk

- JEERRETAE - T ELS | AT RE
- EREABED— K (BEAMAOL D) - ERAEFE T
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- BB TR * P 22 R R R PTALE

- BRIk BTGB S SR

- B TR (3 0 B A B I FE B D5 HAT)
» BERELRIREE - ERFEeTIR GEE)

+ [E RAE e PR IRAE JEAFeTIR GEE)

- S HEE - F RS

- i BPREREE - BAAREE

- I RIREE - ALREAR R A

3. EADFEHEHFEOEE
ARADBERIZ LY HFET 25613, AEREGENELZIRX T, FiEROED 5
FHICEHZHEAIT 5 2 L THEEAEAOHEERZFEL 2 < TR bR,
ek, RELNIC X 2EETORGEREEDNEETHRO 2,

4. [EFER K OIS D PRH HERR

EZRE&KEATHEPEZERERE S AR ELRET 25681, BAT
DFAT LT EFERGRTRES O 2 B — 2 5 RICEE T 5 2 & CERFEEKEAE D
FHEZGE L2 TUTR D,

Z DR, EFEKIEEDO 2 ©— O XY e 2SI E/] AR L C, R ERGE
EAZIRZ CTHERE L2 TT R B0,

PR REE O B A RS O F I OFENEL HFE T 25618, 13.2.2
FARROFERE] TED D EHIC, HAEEARAADNEHMERE & L TR0 d 25613,
UHEH A BERRICEET 25 2 &L CEHEMROFEFEDOSIZEE 2707, L2720
LA, HEEARANEBEMERE AT 5 EATEM L TV D EREREED 7
Ly MR EZBERICHEXETHZ LT, BHETHDL I LOFEELVFELRL T
[ERALSRAIAN

<HFUTALDEFE>

REEA G L X O &5 AT, BEERDOE D D FHe & ITHEV, ARIE AGRGEY
—EAZHM LI-HEEHEEAOEFEL . RMEEREASE PKI SEEROREITT 5
BERGEHEEZAWEZEFEL, L ETCHEL B FEA 2RI 2 iz k
0. EEERORANER OHFEEEANORGFERZGEL 2 TR B0,

7k, AEAGRRE— A REEFEAL B PRI FRGEER O B4 HREHEEIC
L DEFBLIT, YEAANLNFATTE RN b, BETELORMIZEY 2D
DEBESGELIZ D LR IND,
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3.2.4 FEBLRWIIAZDOEHR
DR,

3.2.5 R IEYMHERESR
HE LRV,

3.2.6 FAEEHDIEHE
HE L7,

3.3 REHTHFREOR AMERER K OGERE
3.3.1 BHE DEEHREDOARAMERER K UFEGE
IMAFAEROBEE OFEHEFNL, [4.2.1 RAMEROCERKMERD) BEMSNTZAND 5
FLNTHIE, 13.2.3 ﬁkmmﬁjfﬁmbt B IRERE R TR S T sl &
BOSRT 20, MABEOBELZRRTDH I L TITA D,
5 FEEZIME TGS, A L IFOEHEE L LSBT/ > TV DD BEFES
NWTWEGAIL, PIEIOFEERIT L FRKOFIRIC L VHFET 2D &T 5,

3.3.2 FEBAELRE DRTEH O AR K OFRIE
PEIOFFBHERIT L RO FIBIC LY RHFETA2 D LT 5,

3.4 RENHFERFOARNMERERR K UL
IMAEDFRIERIC R EAT S L 1L, ROFIICHED bO LT 5,

1. Rz HaEd DiEHEZ R ET S,

2. REAEZ RN T HEBEZH L MNNTT D,

3. HEEECRBAER A MGE FTRE /2 B B4 2 L GRAERICIXE T 5, EHBANME
DHFENTERWGEIE, tMOFEREMVVIMAEARANTH D Z L 2 FET D,
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4 FEREOTA 7H A 7k T 5ER EoEMS

4.1 FERAERFE
4.1.1 FEHAEOHFE
1. HANGEE
H R NGERE O REEE 13, REEREEALS B O — B AR AR NS L <IFxZ2 0
A, REEFEEAS IO —EAFHERANSE L IZZOREAN LT 5,

2. FEFERA AL &
FEZEHRAETEAE O EE L, REEREAL T EXER 26T 548
ARANELLIFZZOREAN LTS,

3. ERHEBIE OB A TEE
PEFRFERE S O BEA TR & O HEEH 13, R OE AR L X oRELA L
T

A CPICHIY BTSN HREHFIL, TSNS DO HFFITZIT T 72,

4.1.2 HWEHEFGRAVOEE
SEHEZEOF M ZH LT 2E81T. BRI TED DL FOWT O T & 12 X - TREHA
EHOFMHBRFEEIT I,

1. F%
AN U IREADBRERRIC [3.2.2 FEADOFEGE K OFRIEROE D 2 FH A FF
ST 52 LI KV FIHAREEETT O,
7k, REANCK2HFEOLEIE. AEHEOFR RFFICLE RIS A, AN
EDZAER LA CP 18.2.3 fHADFRE] (W UToRELANORANEZ R e 70 &
FOHRRICRET 20 LT 2,

2. Wk
ARANDPBERHIZ 13.2.3 HANORGEE] K OFRRERNED HEFHA T AT HZ LIk
DFIHHGEETT S,

B, B TORMARGFEOSG, BEEAIC L 2 HEgIERsn e,
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3. Ao A4
AN L IFIMREADBBECA L T AT 1323 HADFERE] K UOFERER O E
LT —HEEMNTHZEICEVFIAREEIT,
7B, REBANCEDHFEOLAICIE, BERT —X2ITMA, RN X DFALELOAR
CP 13.2.3 RADGE] (2 U REEAN DR AN R A RERFEAHE LD D LT
D

F7o. GEHEOFHRGEE X, BEchiz0 ., A& CP 1.3 PKI O %] &5 9

%fﬁiéhémﬁﬁm T4 I%ﬁ%b FE L ECRHHBFEEZIT O bDET 5,

AR CPICHIY EE S5, KiBiEROE D 5 BHRSCE R ORI RRE S FIH BRE
DOHNZFEA, NERZERL, ZNOIZFRE L ECRHHBEEZITI D &35,

4.2 FERAEHFFRE

4.2.1 ARAEROEHHER
ARANER VB OMERIZONTIE, ZRENLUTOFIEIZE Y EiET 5, 7ok, v
TA L DAL, 2 TOMRFIRICIE Y B TEIC LY FEE S, BRERAAR
i NFRRE— B A B4 AR EEEEASE PRI, & L < IXZICHE L2 — 224
AT252 L2 BELIELOTHY R CPIERRFATERTE TWARWEE L E END,
Z DA, MOFELE OMBEDLEIZLY , HEFRARANE FEEME, REEELKOER
flesB 2 Ik L7e < TT R B 72wy,

<KDL DHRFEDOLE >
1. BHAA~OFEHAERST
WRERIX. ARASOREAEDORI TR, A CP 13.2.3 ADFEIE) ([ZED 5 5
FHORNE, FEEROHEFERONGECR LT, TNENLLFOJ L TEBOM
REIT I,

u)%%®ﬁA
EENOBTREINEAFEOERICHONWT, THFENL KL TWE L
@%a%m CN—ELTWD Z L OMER., i S GREAFFEEARNL D
WEREXFERT 5,
B, MERICHWZIEEE I SER Cat —2 Y | REFREZED T
RELTHESbD LT D,
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(2) BxEo%E

HEEE N DITRSNESEEOERICHOWT, S#EFES —HLTWnDH L
DOHEBLCHIE N —F LT\ 5D Z & OERZE FET 5,

ZORF, HEEEARNDPBERICHET 25813, EFaEERE LITET
REAEZ AR T D/ 54, BATRAT 52 &I X0 EEMEOMRE FEhid
%o BIETRMT 2561, BFiEEE L XEFEAEL AR T 2555
. HEEEARANSKNRES BEE CEA 5 2 LI X 0 BEEOMR AT
Do

E. MERICHWIEGEAFER L, BER TRFFERZ ED THRAFL TE<
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ADINEND S & ﬁ%@ﬂﬁ%ymﬂquM)%%wfémém5

CA RAHOERF & LA CEBAIRAFORHR b EIh D, ZOFEHIZHNTH CA
ﬂﬁ%éﬁ@%@kﬁ% L BEADSIE VDL LTS,

5.7 LR USKENLDIEIR
5.7.1 KERKRUV CARFRAEFHIODEIRFHEE
PRERIE, HESN DU TOEBICKTH2EIBFIRZHE L, BEERTLIRERESR
(Y e BE - A T S,
CA R A D fEsR1b
KL IR, FHFEOBRKE
VAT (N—=RU=T | Ry NT—T%F) Ok

572 aIUEa2—FDN N—FKu=xT, V7 bhu=xT, T—FZBKELEZEEOXL
N—=RU T VT NU=T | TEBEEIRE LGS, Ny 2Ty 7RO
—RyxT ., VTR =T NI T o T—FERHNT, mONIEIBEEEZITV,
AEOMBINICRIERES 2 BT 5, £/, BEERERNIIE, AIERfR Y H0o0IC
A, MR SRR Web ¥4 M52 X 0 aldknd 5,

5.7.3 CARAEIEI/MEL L THE DXL
CA BASENGIAE XX Z OB ZNNAE UL aiE, EHELE O3l D, ER
DCRRREEB 215 1T 5 & & blZ, AR CTRE SN Fhi &l ﬁo%\£T®MA%
AEREO R Z1T, CRI/ARL ZBi-~ L, CARLA#ZFERT 5, BT, REFDERE
HRIEERZ# L D,
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5.7.4 REZLRAK DEERGM
KEREITLY,

ntuuﬂzﬁlﬁlﬂ&U ﬁtﬁ% 5K JE’_LL’
&Efﬁméﬂtim%L%O%\MAﬁﬁvﬁﬁﬁ

H D FEF ke 3 K B2

I E AT 5,
5.8 FREERIIBREFROKT

FORE SR N E AT LT DAL, EEOK T O 90 HRETE CITMAFIZEE L, #
AER OFE & E RO 2R E A FERET 2D T 5,

REERNK T THHAICE. YRt R OO0 L4
DOWMOPDEITH Z L T 5,

RE IR HFEICT D
iR OEMN 245 1L 25813, FRNCIMAZOREZS 5 2T, BERNPAT D
IAGE O & IEE 2 MOTERFICBE L, ThailAE

BT S A
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6 BtV B

6.1 BT DERLEE
6.1.1 &7 DAERK
CA T IE, LRI ENICRE SN HEA O 5T Y =2 —L (HSM) #HWTC,
BENDSIZ DL &, HEREFF-T-HICLDEIEICL Y AR EN D,

6.1.2 MAEZE~DORARDES
T R VT 4T 4 OMAE OFAHENTRALR TEK SN 55415, IETF RFC 2510
FEEEH YT han) (o THrITA 2 b7 P72 a T, IFRERICL 27
FEIZE T, MAFIZSEESND LD ET 5, BAbRIEA Y VLo A% 5] &
WL BIIAERO A —2FA L TR WZ EDEHNRTEL LD LT 5,

6.1.3 FREERA~DABGFEDEST
T RZUT 4T 4 OIMAEZE ORISR IMAE I LV AR S b5A1L. IETF RFC
2510 [GEAEEH Y 0 han ) - TAY T4V b T U HF 7 va T, XTRBRICE
BRFIEZL T, BIERICSIEES NI D LT D,

6.1.4 MRIEHE~D CA ABREDOEST
CA ABRSEL. MilEIC I AX o an— REFRELE T57-0I12, ARY 2 AT 5
DY A N TRBT 2D ET 5,

6.1.5 #DOY A X
ORI A XX, HEHEND T T Y XAEFT D, CAFEHEORO R/ N A X
X, RSA 7L XADHFA, 2048 ©y M T 5, o732V XAEHHAT S CAGE
HEOHDOF /N A X, FEOEX 2V T 1 242k T 214 X35,
T R T 4T 4 DREAEOHROF/N A XL, RSA 7 /0= U X LTI [F
BT LAY ZLADOES, 1024 By 5, o7 LI XAEERAT S oy
T AT 4 DAEAEFEOROE/NY A XL, RFEOEX 2T 4 2R 594 LT 5,

6.1.6 ABHEBONRT A—FERENLERE

INBRBERTG A— T, EHTXARETE Y a— ko TAER IS, ARH T 2
— A DOWBRE B FEY 22— LI X 0ITOb DT 5,
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6.1.7 ®OFAEH
PRRER O#EIL. keyCertSign & cRLSign D&~ h&EFHT 5,
T R T 47 4 OFEIL, DigitalSignature D &> M & EHT %,

6.2 AAEROREBERVEEEY 2 —NVEROEHE

6.2.1 BEBEY2—/LOEERER
CA AL SEDKAITE ¥ 2 —/L 1%, US FIPS 140-2 LU 3 L [A&ELL E ORI HERLS 5
HLDOLET D,
TV RZVT 4T 4 DIMABEFAFOKITE Y = —1ix, US FIPS 140-2 L1 1 &
[ L EOBISIHEIT D b D LD,

6.2.2 FHAROBEHANICLDZ = Fu—n
CA RAAHOAERKIZIT, EAEET L EHAOEREZLE LT 5, Fo, #ERE
ORAFEOEANE GEMAL, FEEMHEL, Ny 77 7 #k, WS 2BV THEEAS
DHERE 2 VLT 5,

6.2.3 BAEEOTRAIOY
CA RAHIL., BRICE-sTRELINIGEEARE, TAZ U INRNED LT
Do
T RZUT 4T 4 DIAEDORAHL, BRI > TREE SINOGEERE, =
A7ByENRNEDET D,

6.2.4 FERONIT oS
CA BARDO Ny 7T v 71F, &
EHTHEIMADIEZND E & TIT
AHECBT D RER S b L7205y

BRFTETIT 9. PIZIE. Ny 7T v TIEEDOHER
DXL Ny T v TFTF—=2 L LT CARL
HMSETRET DR EDTERD S,

6.2.5 FERDOT—HAT
RRERITIMAZE DR EE T — A 7 L7320V,

6.2.6 BEHED2—/L~DOFREROBMEIVHL
CA BAHE., BRIKNT 2L L35, HlzX, RARMENICH LG TEY =
— VRN T D EDTTER B D,
GNRA~D Ry 77 T OEERINEN DL DY A ST OFEIX, BEX 27 F v X%
LTI bD T 5,
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6.2.7 BREIa2—N~DEERDOKEMN
BEENT T (T 4 OIEEEY 2 — L TER SN2 NWEEEIE. IETF RFC 2510 (3
BHEEE o oL [>T, NEREBRICE 272 HFIET, EVa2a—/WIANEN 4
DET D,

6.2.8 FLAEROIEMHE/FE
CA AAHDOIEMALD F1EIT, RIFFENICTHBWTA CP 16.2.2 FAAHOEI NI L
Harvihue—i LREIUL, HEELAOHEREETOIHEELE LT D,

6.2.9 FHBOINEME(LITIE
CA FLAEEOIFEMAL D LT, FERERENITIB VW TA CP 16.2.2 FAAFEOHEEAIC
Koarvim—n) LRICL, BEADOHEREAET DHEEZLELT D,

6.2.10 FAHEDOFEIESIE

CA BAHAZMHE L2 i 7e e RO A . SRAERENTA CP 16.2.2 FLAH:
DEHNCLDar br—) ERUL, EEADHEREFETHEICL T, BRARD
S HSM #5229t L, SUIMEMICET 5, FRHIZ, Ny 77 v 7O
FAAHICR L TH RO T & 12 &> THEEET 5,

INAFE LA HEREHE T4 X 12, CPS JUTMAE B AT W HER LE IR T 500 L5,

6.2.11 BEEEY 2 —/)LOFM

CA FAERZ N DR 5E Y 2 —/id, FIPS 140-2 L-~UL 3 LRI EDH D & ff
AT %,

TR UT 4T 4 DINMAE OFARLFEANT D05 EY =2 —/Lid, FIPS 140-2 X
N1 ERIEU EDLDEMFEHAT D,

6.3 BXTEHICETIZOMOE

6.3.1 ARBOT—HAT
BRI, $RH OB ORGEZ AIRRIZT 572012, BETEX D HIETT — 4755
VEERD S, BAERIE. AR CPS TEDDIMM T — U4 7 &N5 Z L 2R+ 5
EEAHDL LD LTS,

6.3.2 ABEIERAFOHEDHIRE & &7 O H W

CA ABASREEOAZMIRMIL 20 FL B 2N b D & L ZORAROEETIT 10 F%
Wb D LT 5,
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T R T 47 4 DIMAE DA EOE IR 2 FEBizenbD Ll L,
FTORIARHOERIL 2 FEL2BZ 2 NEDLET 5,

6.4 TEMHMAT—%
6.4.1 EMWALT—FDERE A VA F—V

RRERIZB W THW LD CA RAROIEH LT —Z I —ETTHARER LD L L,
ZOEEA VA M—TRFER CTED DN HEICHEVWER SN2 bD LT 5,

TV RZUT 4T 4 OMABFAEOIEVEALT — 2 DFBFER THER SN DGAE, 16
MALT —ZIF—BETTHARRER LD E L, ZOERE A VA M—VIRFER TED Hi
TEHUBIZHEWVE S hv, MAFIZZEIEBALNLD D LT 5,

IMAEZERAFEDOIEEALT — & ZIMAE D ERT D561, IEHET — 2 13 T HIREE7Ze
DL L, TOAEREA VA N VTFFER TED LI BEICHEWERINDL D &

ERAR

6.4.2 EH(LT —F OLRE
PGERICBWTHWS LD CA FAFHEOTET %’TKT*‘ . GERTED LT HEI

T;Eb\ﬁﬂi \—,f%axéﬂéo
T R T 4T 4 DIMAEBRAROIEEALT — Z BFEEER TER S D 5E1E, 1E

MALT —Z DIMAEF I B Z G- ZIE, RRERICB W TR LIRE LV o
L%, Flo. BRONTIEMHE LT —Z 13, FFER TED HALICHEITHEV, MAEIZ
KV LERIIRET DD ET D,

IMAZERAFEDOIEMALT — & ZINAEPNEKT D51, SRR TED LI HEIC
eV, MAEIZ LV EZRIRET DD ET D,

6.4.3 EMALT —F 0FDfoEM:
HE LU,

6.5 avEa2—%DOEFx= Uﬁ“/{%ﬁﬁ
6.5.1 BHEDaVEa2—FDEX=2YT 4 I 2T DEMROEM:
PRREEFS R IR 2 UL EXIBERIRR 210 U CTiTh b RIERT 7 & A% %[5

THZDORKEITH Z &,
CA AT L~Dal A HCIT, KACP 15.2.8 fHx DOEENZ T HARNVEMER L3R

%EJ -’G‘Hﬂ:_ﬂy)én‘_‘ﬂ:@nu DE%M/E&Té
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6.5.2 o ta—FEX=V T 17 M
ISO15408 2 &2 ¥ = U 7 4 ELRIT 2 FORIE 2TV, FEHICFHN 21T ©
&,

6.6 T4 T7HA 7 NOEMPER
HFERD ON—=R7 =27 ROV 7 My =7 0%, WYY A 7V TRFOEX 2 T 4
77/ aVEHEATA W CPSORBELEAOEX2VT 4 F=v 7 2179,

6.6.1 AT LABIREHE
JIS Q 27002:2006 %5 12 # F#M A7 LAOKG, BIRLOMERST) & R%LLEO#
BIZHED b LT 5,

6.62 X274 ERETH
JIS Q 27002:2006 %5 12 %  {F# s A7 AOHG, BAEL MRS, [H 13 %  1FH
X2 VT4V T U OB T 14 B EBMRE] & R% EoBKICHE
IbDET D,

6.6.3 FTATHALINDEX2Y T 4 BH
HIE LRV,

6.7 Xy hNT—27Dtx=VT 1 EH
JIS Q 27002:2006 & [R5 EOFRITHED D LT 5,
Bl 21X, JIS Q 27002:2006 @ 55 10 & W@IE L ONEHEH 106 v MU —2t&
X270 [F11E TI7EAG#E 114 *vy NT—27 07 7 AHI#H) %
N ZAUTHYE T 5,

6.8 A ALREUVTS
SREERRIEIL. 7V r—y g VERICB W CIEMER B A - A 2R A 2 & &5,
Bz X, NTP H—E 22 GPS, ERFFHEIC X D RARR FT o5,
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7T FEHAERORZY A PEROCSPDFm 7 7 AL

71 FFREO w7 AN
AR CP DOFREE

B

JRFEATT B FEB#E1L, X509 Version 3 7 +—~ v FREAEFRICL Y
PERR S, F72REHEIX X500 #5114 (Distinguished Name, VAT DN &V9) [Tk
D —BElIZEN S bDET D,
KRV VNPENFITINDBEFAEAFEDO T 0 7 7 A )W, BABEBO T n 7 7 A V%
FT1LLIRL, EREHO T 07 7 A V2K 7.1.2 D@D LT 5,

728, Issuer @ DN /X CPS K O FDOMBIR CEIZFEIREINDHZ LT 5,

711 R—T g BE
AR Y S OFREE

B

JRAFATT 2 A EIL, X509 Version 8 7+ —~ v MREMIETFZAIC X
DIEREND Z L LT D,

7.1.2 FEHEDOILERE (RREREADFOREEZET)

REAEOYRREIR O 7 v 7 7 A VTLL T DR 7.1.2 D
Wy L35,

subjectDirectoryAttributes #i£5% CTH W5 fREEZEFE AL B OJEME (heRole) (2o
TIX7.1.10 TED 5,

718 TNAIY XLF Ty FEAF

FRBENL D Signature 7L Y A AFLLF D@0 £ 35,
shalWithRSAEncryption (1.2.840.113549.1.1.5)
sha256WithRSAEncryption (1.2.840.113549.1.1.11)
sha384WithRSAEncryption (1.2.840.113549.1.1.12)
sha512WithRSAEncryption (1.2.840.113549.1.1.13)

FRFEI D subjectPublicKeyInfo7 /L2 Y X AILL T D@D &9 5,

RSAEncryption (1.2.840.113549.1.1.1)

7.1.4 £AHOEX

Issure & Subject DA FRIOHAITEK 7.1.1 ITRIND,

7.1.5 ZFRHIK
e LAVAJTAN

44



716 CPA7 V=7 MR+
BIERET %,

7.1.7 YU HRIFTLE
fEA LA,

7.1.8 RU MEHMTOELKROER
CPS #5325 URLAZEH5HZ LNTX B,

7.1.9 FEHAERY IHEET £ — FOHF W
A CP @ OID # K13 %,
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F1.11 FEHAEOT BT 7 AL GEARFER)
HHE RE B
Version © | Ver3d &35,
SerialNumber © | F—RGERPBITT 2iEENT=—2 Rl L T 5,
Signature ©
Validity ©
NotBefore ©
NotAfter ©
Issuer o BETFTORMERT 5, ) FQountryName T Printable.
FNLSMNE UTF-8 TRtk 5)
CountryName © |c=JP (EHE) &3 2%,
LocalityName AN
OrganizationName ©
OrganizationUnitName A

FREER O R Y v ERT X TFH R FE T 5,
( THPKI-01-*-forAuthentication-forIndividual| & 4

CommonName © | b5, B, XFHFO"01"E, K CP O THBH"E
1.0 " Z7Rd, F£72. "X CA ZME— 2RI TE 5L
FHIET D, )
Subiect o WHFORMEHAT S, (CountryName., SerialNumber
upjee 1% Printable, Z#2I5HE UTF-8 TRik4 %)
CountryName © |c=JP (EHE) &3 %,
LocalityName A
o NN DS ENRAE RS D BRE OS5 LA,
OrganizationName O | 2 DA IR EREAEEL 2 0 —~ 7 5\ THGE
T OrganizationName (Z50# L .
OrganizationUnitName O | OrganizatioUnitName (=" Director” ¢ 3L 5512 #&i
T 5%,
CommonName © | MAZFORLZEn—~<F Tt 5,
GivenName X
SurName X
e-Mail X
SerialNumber A | EEREEEREERETHIENTE S,
SubjectPublicKeyInfo ©
Algorithm © | RSAEncryption &3 5%,
SubjectPublicKey ©
IssuerUniquelD X
SubjectUniquelD X
Extentions © | #mEfEE (Extensions) &R
o, TO] 134A, TO) FHEICKVBAE, TA) FATvar, X ITRELR

WZ Lt ERT,
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#1712 FEHFEOT v T 7 A0 (JLiEfEE Extensions)

HE RE B Critical
authorityKeyldentifier © FALSE
subejctKeylIdentifier © FALSE
KeyUsage © TRUE

DigitalSignature ©
NonRepudiation X
KeyEncipherment X
DataEncipherment X
KeyAgreement X
KeyCertSign X
CRLSign X
EncipherOnly X
DeciphermentOnly X
extendedKeyUsage A FALSE
privateKeyUsagePeriod X FALSE
certificatePolicies © TRUE
policyMapping X FALSE
subjectAltName YAN FALSE
issuerAltName A FALSE
subjectDirectoryAttributes | © | EBEEHFEEEOEMH (hcRole) A7l FALSE
AR IS E G PR A S ONERRIE R % O
AttrType O | #HEOLEITIMNA, TOMEEEE) OLEITE
& AT,
HCActor @ codeDataFreeText |2 &#4 7T —
TVF 7.1.3 ODHEFKGL%E UTF8String Tk iE,
AttrValues O | subject NEEDOEKEET HHAIL.
HCActorData (Z & #&%5y ® HCActor % 5% i&
ERAH
basicConstraints X TRUE
CA X
pathLenConstraints X
nameConstraints X TRUE
policyConstraints X TRUE
cRLDistributionPoints ) ;ﬁ;gﬁ%ﬁ;@iﬁébWiURrﬁ‘CRL@@E FALSE
subjectInfoAccess X FALSE
authorityInfoAccess A FALSE
o, TO] 13Z8A, TO) FEAICLVMA, TA) FATvar, ITX] IERELR

WZ EEERT,
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7.1.10 REEEREELSFHORBME (hcRole)

(1) ¥7¥=2 b7 4 L7 MY BHILETOD heRole BHEDOEEA

ARV T, ISO IS 17090 THIE L 7= heRole @M% FRIRT Loy v 7 7
ANV LTHWD Z LIZT 5,

subjectDirectoryAttributes @ attrType (Z (£ hcRole % & 4 OID
{ id-hcpki-at-healthcareactor } %% Ed 5,

attrValue |Z HCActorData T, HCActor ® codedData Tl codeValueData |3 H
W codeDataFreeText # 5,

ARV Tl coding scheme reference ™ OID & L T ISO coding scheme
reference % H\\ 9, K CP DL CTED-FK 7.1.3 D&KL Z ST 5 local coding
scheme reference ® OID %, { iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) hcRole(6) national-coding-scheme-reference(1) version(1) } i\ 5, &k
xR 713 T L 9 ICHFERFLZ HV UTF8string TR ET 5.

subject NEE DG Z AT HHE 1. HCActorData (2 &#& %5y D HCActor % &%
ETHIENTED,

ARILRIL, IMAE DEFERIRAE K OERERSE OB OLEIT0HE, £ O
(BES)OLEITANE T T 5,

#17.1.3 HPKI &84 7 —7 /v (codeDataFreeText M E 7%

Gk (EFRER) Bl
‘Medical Doctor’ = fifi
‘Dentist’ A} = Al
‘Pharmacist’ FEFHIEm
‘Medical Technologist’ e R AR A HL il
‘Radiological Technologist’ IR R
‘General Nurse’ Hikhm
‘Public Health Nurse’ e
‘Midwife’ By pERm
‘Physical Therapist’ PR IE L
‘Occupational Therapist’ EZER L L
‘Orthoptist’ HLRE RN 1=
‘Speech Therapist’ SrEEE L
‘Dental Technician’ R Tt
‘National Registered ‘Dietitian’ FHE L
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‘Certified Social Worker’

FaREag Y e

‘Certified Care Worker’ Skt
‘Emergency Medical Technician’ | &+
‘Psychiatric Social Worker’ FEAR R f AR Ak L
‘Clinical Engineer’ Y7 e =53]
‘Masseur’ o /VE~ P —TRRERNL Y i/ E @ O fili
‘Dental Hygienist’ e
‘Prosthetics & Orthcetic’ FBAE R+
‘Artificial Limb Fitter’ FE A
‘Clinical Laboratory Technician’ | fZEMALHLHil
B4 (EREBROEHEEMSE) | il

‘Director of Hospital’ bR
‘Director of Clinic’ IR &
‘Supervisor of Pharmacy’ B PRFEAI A
‘Proprietor of Pharmacy’ TE SR B EX

‘Director’

Z DO PRAEERRE AL O & PR AEA

E) BHADOT— FEOZEHIZ—E O Space (x20) &7 5,

REH L LTORGELZLE L T2 2 L BBVFFEE.

JRiBARX# Z hcRole 721 TSI TE 5 L 2 IZED TN D,

72 ¥ . L FC Directors &M % i H 5 % % & 1% Subject 7 4 — /L KD
OrganizationName & OF OrganizationUnitName [F#7HC, OrganizationName (T
PRt = B AR B 44 & 9558 T v — <~ F T L. OrganizationUnitName

\Z"Director” D LFH| 2 ¥ 5,
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(2) HPKI hcRole Bf:7"v 77 AL
K HPKI @ CP TiZ, ISOIS 17090 (Z7E & 5 #17= hecRole EIMED ASN.1 £it & LA
Tk mer7rA411%,

hcRole ATTRIBUTE :

Il
—

WITH SYNTAX HCActorData

EQUALITY MATCHING RULE hcActorMatch

SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch

ID id-hcpki-at-healthcareactor}

—— Assignment of object identifier values

—-- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki O }
id~-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki-cd OBJECT IDENTIFTER :: = {id-hcpki 1}

—— Following values are defined in Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{is0 (1) member-body(2) Jp(392) mhlw(100495) jhpki (1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

—- Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE {
codedData [0] CodedData,
regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —- Notel (Do not use)

CodedData :: = SET {
codingSchemeReference [0] OBJECT IDENTIFIER,
—-- Contains the ISO coding scheme Reference
—— or local coding scheme reference achieving ISO or national registration.
—- Local coding scheme reference in Japanese HPKI is id-jhpki-cdata (defined above)
—-— In this profile, use this OID: Note 2
-— At least ONE of the following SHALL be present
codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —-— Note 4

RegionalData :: = SEQUENCE { } —— Do not define in Japanese HPKI CP
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Notel :
Note2 :

Note3 :
Note4 :

HCActor ® regionalHcActorData I, A CP TiHfEH L7aw>,

HA® HPKI CP CiE 7= local coding scheme reference @ OID |3, idjhpki-cdata
fiso(1)  member-body(2) jp(392) mhlw(100495) jhpki(1)  hcRole(6)
national-coding-scheme-reference(1) version(1) } &£9%, Z® OID (%, #* 7.1.3
DEMHLEBZIRT D,

A CP Tl CodedData @ codeDataValue (20,

K CP Tif. codeDataFreeText & L C® DirecroryString (2133 7.1.3 IZHE L
7= ‘Medical Doctor’ 72 & DHEFERFLOEWAL Z M5, F£7-. DirecroryString
1% UTF8String T a— RNLIebDEfES, ~ v F 7 —Wdng I —~
yFUTIZE D,
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<BE>
LLFIZ, heRole & 7= X.509 SubjectDirectoryAttributes §iiE% DER = =2— KL
77 —4 O ASN1WEZ & 7 LTl 2 =1,

Medical Doctor @14

No Type Len Value
030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents
206 3:  OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)
704 54: OCTET STRING, encapsulates {

930 52 SEQUENCE {-- SubjectDirectoryAttributes
1130 50: SEQUENCE {-- Attribute::hcRoleAttribute
13 06 6: OBJECT IDENTIFIER '1 0 17090 0 1' -- OID::type
2131 40 SET {-- SET of AttributeValue::values
2331 38: SET {-- AttributeValue::HCActorData
2530 36 SEQUENCE {-- HCActor
27A0 34 [0] {-- HCActor
2931 32 SET {-- CodedData
31A0 12: [0] {-- codingSchemeReference: local coding scheme
3306 10: OBJECT IDENTIFIER '1 2 392 10049516 1 1
: }
45A2 16 [2] {-- codeDataFreeText
470C 14 UTF8String 'Medical Doctor'
: }
H
H
H
H
H
¥
}
H
H

S-SRI A Y
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7.2 FERAEBRBV A FDOFur7rAN

721 N—Tza EE
FRERIAREITT D CRL 1, X.509CRL 7 4 —~ v MERD A=V 32 212659 H D
15,
AR O 7 0 7 7 A VI3 7.2.1 1277,

7.2.2 CRL & CRL = b U SLIEGEIR
CRL = NV OYREEKRO 7 a7 7 A Lk, LLFDO%E 7.22 ©il v &35, CRL JLE
RO T BT 7 A VE, LTFOR 723 D@0 &2,
o, TO) 1F0HE, TO) HEEICX VA, TA] BFFvar, X TREL
RN EEET,

#7.2.1 FFHAERGY XA b7 a7 7 AL (CRL EAGEE)

74—V K BRAE A
Version © | Ver2 &5,
Signature © | 3 7.1.1 ® Signature * Rk L 3%,
Lester o ﬁéi&?@&ﬁﬂﬂ‘?%ﬁ » (CountryName /% Printable, %
LA E UTF-8 TRtk 3 5)
CountryName © | c=JP(EE) LT D,
LocalityName A
OrganizationName ©
OrganizationUnitName VAN
CommonName © |FIAERORY &R FIN LT 5,
ThisUpdata ©
NextUpdate ©
RevokedCertificates ©
UserCertificate © | KZhUIZGEHED serialNumber % i,
RevocationDate © | KIARFEFLHET D,
CrlEntryExtensions © | $E5EFE (crlEntryExtentions) £
CrlExtentions © | $E5EFEIK (crlExtensions) &M
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#1722 FEAFERI A MOT a7 7 4L (CRL = kU §LiE#H crlEntryExtentions)

T A4—=NEF RIE EL] Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure X TRUE

#1723 FERAERMY A DT w7 7 A0 (CRLJLHEF crlExtentions)

TZA—NVEF RE EL] Critical
AuthorityKeyldentifier © FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint O 45E) CRL & AW 23813 0HE TRUE
FreshesCRL X FALSE

7.3 OCSP 7 u7rwA)
731 N—Va v ER
HE LRV,

7.8.2 OCSP yLiESERk
HE LA,
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