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B REAEORIT « RENTED DFLH°. AR O v A7 AEMIZE DL 5 il E %
RET D&,

By5 7 /L2 Y X2 (Algorithm)

WAL BRI, X2 D 2 SOREH D MBS &, &5 51T b Lie 1)
WA HmgERr S (BVRERES) "D, BiEIZiE RSA, ElGamal B55. 5 iz
W57 ED3d D | A TITKIEBFREED DES Rirf#7 L < DES Otk & LTk
F o7 ABS R ERD D,

B 5E Y = —/ L (Security Module)
R GECREIAEE 2 22 RE L. BT ARSCELE DR S E2IT o> — Y
2T NI T N 2T DEY 2—)b,

- = F=>7 17 4 (EndEntity)

AERASE D RATRI G ORFR, AT ZHA LWL HEEK (=T 47 4) T,
NRgEEEARIAT b0, (EA, ik, T4 A, TV r—va i d)
B, BAERITT R T o T 4l E e,

F 7 =7 NigkBl+ (OID : Object Identifier)
ATV OB EATO T2, AT V= s MIBEEMT b B,

1EMEAL (Activate)
YA BX I EOBEBRIHEHT L2 LN TEAREICTAHZ &, Wi, HHTERL
T 52 EEIEEEILEV S,



- #R (Key Length)

BT =20V A X, @7 NTY) ZLUEKGET D, BEoOREIT—RIZEORSIZ
Lo TkED, BRIZERTNVEEWVIZEMEREECR 03, BLOKEA -V
ZAERT DBROER & 230D K 91275, THEMOMIEZ KA 5 - TEb) 28tk %%
WTDMERDH D,

- #EOEIE (Key Escrow)

HoARRBICRATRET D 2 L,

- T (Key Pair)

A HE L UG T D ABREE DT,

« A (Subscriber)

PRRERI 2> HRERED 12D DETAEHFZ TS DA,

- IRAFEREN

FORES D BIMAE TR L TIAT S ARSEREAE O Z &,

fe¥h1t. (Compromise)
A REDOREE RO EEE, ml, IMREICL T, ZOMEREZRS Z &,

AE# (Relying Party)
WREEE &1, 7 U2 VB ARRBEEEO AR THRIET 5E 2 2T,

- NBHgE (Public Key)

AL SN 28T, TV ZINVEBLORERZHNS,

- ABAFERERAE (Public Key Certificate)

AN D43 L NHBEZ S U CTARBORIEMZFE T 23EHE T, FEREAE
(A4 %, BFREHED D WVITHISIEAE & b ), ABREREAEICIE, AR
DMAFEGE ., KB, CA OfFH. £ OMIEAZEORN MBS SLH S, CAD
BLDEND,

HO B4 REAE (Self Signed Certificate)
AL H S DT DIZHFATT 2 EFREAE., BITESL LMAELBFRI L TH S,



K%h (Revocation)

HERWHIRRATIZ, {520 OFH (79?%-,%5}9%%;3) X VEFIEHESEGICT S Z
Lo EARIIZIE. RANDLORBEIZL D3, H%E IZ CA D cRISND Z
EHdH b,

A8 (Private Key)
INPRGE & XHT 72 D8, ABHE T M AICIRL W K D ICBOFTEE ST NERT D,
AAERTES LIZbOIE, ZRICHHET 2 A TOLMGEN AIEETH 5,

AEBAELS) Y 2 b (CRL:Certificate Revocation List, Authority Revocation List)
KN LB FREAED Y X |,

T RTT 4T 4 OREAFEDORLY X & CRL &, CA DFEBED L)Y X
% ARL &\ 9,

AEBAE AT ER (CSR : Certificate Signing Request)

HEEE 0 DRGERICE FREERITEZ RO DT O DER, B AEAELERT 572
@@m&&é%%fx%®W@_i\$m%®%ﬁ%\%~ﬂ7bvx\®%%&
EDIEHRBEEND,

?IE@?ETO U+ (CP : Certificate Policy)
WOEX2 U T 4 BEHLL, FEOIIa=T A KRB/ IT 7V r—a
YOI T ASOEMAMEZIEET D, AR SN BHEDOES

R
LRI EFREEORIT 2 HEET 2 ERD Z &,

&% (Electronic Signature)

B LEOIESMEEIRIET D 72O B LD B4 E R, AR R EZ2FMH L,
FHENPAANTHD Z L 2MHRTDHE L BT, HRPEFEFEBPICLHIA SN TR
ZEEFEAT DI LN TE D, AR S FAEHWTAR LZEL T T VX NVE
HLbnd,

7“%%}%’ (RA : Registration Authority)

AEAEFRITOHREE ORNZEE - MR L. F& U TBREES 217 O 18,
ﬁ%)z,l RAEROEEED 5 B, —EOEBEZIT 5, Rakd DIMAE ORI & ZIKJ\T
FARIELZ E’EQOZ’P BFREAFICEA LD . BITLIZ DI L7220,



#BAEfs (CA : Certification Authority)
BREAEZRIT T 2B, WEERIE. ARENFIEVRSAAND LD TH D Lk
BRIBEIC T 585 =BT, AR, FNRNFITH D EEH TE RITUT R 6720,

SEEEM AR (CPS : Certification Practice Statement)
SEBAER Y SNZEKE S WA REMRICOWTOHEE, R/ NE I E A 3T
T5 L XICBRHATHERICETAERNALE L TEMT NS,

R gk fif =

RAFEB RO 9 b, BIREBHBRMOLPHRE SNTZEE V), BEER IR
5 &1k, MAEZ OBEAMARC, MAZEBD CGGEAELZ X v a— R 5821
FERVFEHEND 1D, /NAT— REZ#HIT 28 ICHNDRHE VD,

PAALE R =
FOREES it (FET-REIE OB SUTE B W D B 7R R OOk diE) 23
RESNIZEZV ), L, BREBHBREOADEESNDEE 2R

#17J5 (IA : Issuer Authority)
BREAZEOMER - BIT2E & UTHITES 21T OB, BITRIL. REEROEE
DB, —IOEBEIT,

Ny v = B (Hash Function)

EEOESOT—2NbEEED T ¥ LIEE AT HiHHEFE, AR LTEIX
[Ny v afli] EFEEND, Ny Y affild, Ny YV alRGDT -2 2R TE

N, BieD 2 0OT —ZINBE— Oy a EBRAR S D EZEPEN

WNETHL EWIWEEFFD, ZOWENLT — ¥ Z2EZET LI, EHEAOA

R LTeny ¥ 2Bl EZERTT =2 Oy 2 B2 RO THE 2 i Ll 23—

T, TEDREFEBRF CHIAIN TN ERHERTE S,

7177 A (Profile)
B REAESCREAER LY Y A MIFL#E T 2 FE L OYERER ORI HFiEZ2 EHi- b
D,

YARY ~VU (Repository)
BFREER OGEERZN Y A M A LA 27 — 2 X—2%,



U E

CA A2 HHTHHC, FHLWVACEAGENE NewWithNew) &y iitfto> CA
BELH LI CA #EZMAHT D70 TSN DB FEE, U v ZiEEC
FoT, MROERD CA 2D ETFEAEEFIT S AL IIAFE [ T OFEFEMRFED
AR & R D,

U vV REBEICIE, B LA WA TES LZRERE (NewWithOld)
EL HOARRSITHT LWEAABECEA L7ZFEE (O1dWithNew) 3% %,

— T CA (Root CA)
BB R DOFRFERIEIZ R WL B O EAICNLE T 2FRER O Z &, TALIZET S
RER O NBSEEAEZEORIT, K2 EHT D,

(A~7Z)
ARL (Authority Revocation List)

FRERDREAFEDO R Y A b, GEHERD Y A 2RO Z L,

CA (Certification Authority)
LR ZRRD Z L

CA FE
FRE R L CHAT S Lo B FREE,

CP (Certificate Policy)
FEAEAR Y RO Z L,

CPS (Certification Practice Statement)
PRREEME R Z RO Z L,

CRL (Certificate Revocation List)
T RZUT 4T A DFEAEORNY A N, GEHERD Y A 2SO L,

CRL #lE
RERAERZNGE S, AR 21T T 5 CRLICGEH SN TV O 2R T 52 &,

CSR (Certificate Signing Request)



FAEAERITERZ SO Z L&,

DN (Distinguished Name)
X.500 HFIZEB W TED b -i#kBl4, X500 BU& TRl T2 RETHZ Eic k-
T, MAEZEO—BEMEZRET S,

FIPS 140-2 (Federal Information Processing Standard)
FIPS & (3K [ERE LS RALEAENEC, FIPS140-2 |3 5E ¥ o — N3 _& &
X2 VT4 BHEHELL LD, X2 VT s BHEIH L TABREOEX2 YT
14 LUL (RIR L~V I~ m L oL 4) Z2ED TN D,

IA (Issuer Authority)
FITREZROZ L,

OID (Object ID)
F7V =7 NlRlFEBROZ L,

PKI (Public Key Infrastructure)
INPHGERAR, ABREERT Sk & v O BB & B ZRRRE R N A BHSERE R A R AT
L. ZOFEAFEZ AW TESL  BARRE, W5 1875, FREL ATREIC T DR 72,

RA (Registration Authority)
BikRaesRoZ L,

RSA

INBRSERF B D —-D, Rivest, Shamir. Adleman @ 3 42X > TR I, £+
DA4HTE &> TAT b, ERZEROZRE SHEONES ZFHA L= DT,
INBHEERS S OfERE L LT L L TWD,

SHA (Secure Hash Algorithm)
Ny v a B O—RE, SHA-1° SHA2 %0 H 0 | EEDOR SOT =475 160bit

X 256bit E—TFEDE SOy ¥ 2 lHEERT %,

X.500
ITU-T/ISO NED =T 4 L7 N YP—t R 2 EFRALUE,
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X.509

ITU-T/ISO NED = EFREHEK OGEHERZ Y A MB35 [EEEE®E, X.509v3
TlX, BEAEICIREREL 23T T, B e EORITE VM A O ® 2803
HIENTED,

11



2 ARRVCIRY ) OEE

21 UARTRY
UARY b U IIEERER OREITE & R20E M OINAFE O REE2 R EF 5,

2.2 FEHAEFHROAR
WIERIL. DL F O # A RIES L MAZ R AFAREICT 5,

<HRFEE NPT 2 FE >
CA DOBREEFEE
- AKCP
CRL/ARL
AR OFRIURFEICB T 2 &

<INMAE VAP % HIH>
RBAEROED % CPS
RRESR O TE $ 2 A\ B 2 KRR e

2.3 ABOBHXIXEDOEE
IR, REDICET A IE AL F S-S T, ZOBHREABT LD LT 5,

REAFRZNZ OV TOFE®RIL. ACP 4.9 FEHFEOKRD L —FHEIL] (> bD & T
2o

24 VRTVRMI~OT 7 RAEH
CP, CPS, REHEK TN L OREWE OBAEDIRIE R & ONFIFHRIL, AL LU

AEE T L TIERe A B & L TRd 2,
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3 K OFREE

3.1 AMRE

3.1.1 AMOTEME
K CPIZESWTHEITENDAEHFIMLEN ENLG T TV = 7 MAITIMAEL &35,
IMAFE 413 X.500 @ Distinguished Name % i /3 %, PREEE R AL B PKI Tl
ClZJP &7 %, £7- CommonName [IXZHT, MAENRHARANTH L5, MAEZED
K4 (m—~FKiL) Zi#ld 2,

3.1.2 ZAHBEBE®REZEOZ L OMEM
AR CPIZ XKV RITEINDIEHEOMRFREIA X, BiEEIC X > THfiES L, S
LZE9BROHLLDET S,

3.1.3 MAEDOELMIIIRANE
HE LRV,

3.1.4 FEx DLAHEREZAERT 3= DDHAH|
B IEIRT D72 OO BANT, ACP 17 FEBHEKOKZY A KR TNOCSP 7' a7
7 AN AR/,

3.1.5 &HmO—FEM
PRERNFITT HE A REHZEDOMAE S (subjectDN) 1%, FRFERNT—RIZT A7
WIZT Y TEE (SN) 2502 LN TX D, £o, iR O4F (issuerDN) 1T
RIEEIFEENLE PRI N T, HAREORGEREZ —BIE LR T O THD,

3.1.6 %ﬁ\%&&oﬁﬁw&u
HHE L7

3.2 WIEDA AR
3.2.1 FEROFTEZIEH T 55k
REEE DR L7287 OABEEZ 387 U CEBRE R kT LRERIERATE R 21T 9 BE.
ABASERIERAE E AR L OIS EFEAT 272012, BRERNLOTF v L v DITEL EAT
W, BREHEOFEZIEAT L0035, HDHWVIEHGEE RN L GEERITE K
(CSR) OBEAMGEFIZEY . FAAROAZHERT 20D LT 5,

13



FORE SR THEEE OBEART 2T 258X ZOMY TIERW,

3.2.2 HHMRDOIRFE
PR E AL B PKI GRAERIC RS OEHE O EL RFEL LS L T20F
FEAE ORI, IROWT O FIETASOFTEA L < I3EE 5D
FEIEMEZ B ERICSRE L7 < TR B 7wy,
72k, WMFEEMEAORIEL 13.2.3 EAOFRE] ICED D HIEIZED

- BN OS A
BECHIREN . CRIRERE RIS OBHRRRF I U 72 B E@ﬂﬁ@:t~ PRIR
RSB DR E A Z T RICHFEAR LV BTSN EBEmEDa Ly —72 &
NHIRERED BT L IIZE L7ZFEE, SFEETHEREZRD LN TS H 0D
I E—DOWNTRNERINT S 2 Sk o TR O EEMZGET 5,
B, FEEEMEO A —EEH LA, EEELORBRERERESE TH D 2
k@jﬂ?ﬂ?ﬁ%& REINTCHDETDHN, %h%%@aﬁﬁi ECEIEMEZGE LT 5;
PRI O3S . A SRR 2 D RAT S A EIT 3 7 H LN O A B AED
:ltwfockf%fiﬂél:f%%%% ETCHDHZ &%E@ﬁ“é FHOEMENHAET D,
F72. ZHOHDONEEDOBICHW D B REESHICIT, FEERLSICB O GRS A T
%é%@ﬁ%@bﬁﬂﬁéhfni&ﬂifcﬁ%iﬁb\o

- ANFEEOE

BECHIREI . CRIREFREEI S OBHRRRF TR L 72 B E@ﬂﬁ@:t~ TRER
RSB DR E L Z T RICHFEAR LV BTSN EBmEDa L —72 &
NHIRERED B RATHE L IIZME LR E, SFEETHEREZRD LN TS H 0D
A —EHLIIENDIZAET 2FHONWT N ZRMT 5 2 &1 X o THAkO FELE
PEZNLGRET D,

B, FEEEMEO A —EEH LA, EEE L ORBRERERESE TH D 2
k@jﬁﬁﬂﬂ%& REINTEHLDETDHI, %h%%@aﬁ%%#?;@ﬁ:é%ﬁ:iﬂbf:%

PRI OSSR D RAT S A ET 3 1 H LN O Al AED

:tw&&%&iﬁwﬁ ETHDHZ &%&%#5 EHORHE LA LT D,

T2, TNOHDNFEDOBICHW A S FEE I, iR O Gl OE A T
b DHHEDRADFH S LT ﬂifcﬁ%iﬁb\o

~ PRE T AR O E 5 Mk O A

MRS AR DS EITIT, FERER OE ® 2 FRUTAFIFANIE D b 2 AR 245
FIL72b o, b LUTENEOSE RO FH L RN T 5 2 LI & > TEAENZ
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SERET D,
7ok, SEEOBICHIRHE T A EIHICIE, BFERFARICBWTHBEOEBEE THIHE DK
L HFH LR IR B,

¥ OIFEETERZRDLNTND D) i, UTOLI b DEET,
ERE #1450 2 (ENERER)
SEEEATHAD 2B 35 FrrRE0ER)
RERTY —E2AFOFERED AR, &k OEE AT o5 532 K40
ZOWEMRE (o)

BRI EE AW 256

AR DR O EE X320 53, REEREML S PKI SEGERARITT 28 H
FHTEFELNGEAZELZ AW ETFEL S LIIMERRLRIERORITT 5%
AEAEFEE HWCEFERAICLY BEMENFGET 52 &N TE D,

ZO%E, RMEEREAE PKI FBRERAFITS 2 & M E B4 MR
WK DEFEL TN DSE T, FRFCRREREES TH D 2 & ONGRER RSN
L HITIN, FERGLRGE R ORITT HEFREAEE AWV 554615, Bk, feEi@m
FEO AV — DIERINOSIAE . FASHER ) O FAT S D BT 3 7 H BIN DA
WHIFEO 2 E—7 PRBEEEEES TH S5 2 & 25T 2 EHEORNEZ R/ N E
DLFECLVRE L2 TT R B0,

B, INLOFHEERHOWDEATH, MAEOBRICHW D AR ERICIL, PEERER
IZBWTHEOEHAE THLHEORA NI N TR TR LR,

3.2.3 MEADFIE

PR AL By PRI FERERICAEZE 2 5 L XL O & 2N, FEME ORIk
B, CPS DEDITHES T, IWOWTNNDHIETHHEOFEEM, KAMLOHEEE
ZBEICEEL R TR B2V, o, EERER AT 2B NEFEER & AVICHE
B3, RIS OF BE S E RS OF A OFEAELZHFE L L O LT 55581,
EFEHRRA OFE, BHETHDZ EOFEEBEITHEE L2 T b, 7
FECHW D EHIZOWTIE, AOHIES O b O, ERELREZEDO DX AW TITR B
[

¥, KEiOEDIFFEAERFE L ONIHCEDLED TH Y . BEJRHH G E 4 53
THHAEIE. AEOHEICHEVHFEE ONGEEZIThY, 4 FOMEICHIY HEEE OFE
M OGERZED R & Fhi T 5.
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<Fiz b L ISR ADHEET 256 >
1. 8N DOELEME

FEAEA R L LD oA, ERE (MERRMHERZELET, LT, &
PETHERELT D) OFLICHRA T, RARDOE D 2 FFEEHICSE A O T1K
4. EEA R, MR ERT (BUTF, EAR4EHRE VD) ZFAL, BEROED
T2 2 & TEEMDONGEE L T by, 7B, BAABEE% CE
REZALRVHBEENLOHFFEOYE, CPS THERELFEFOEHLHIE L,
UEFHORMN A RD D Z L & UTEEMEOTGEEZ L THZE LA,

2. fEANDARNNE
FEAZEZHGE L L9 LT AL, RIZET 2 EHORAZ BERR O A TR
RTDH T ETRAMEDNGEZ LR TER B0,
¥, ARCP TIE, 188 L <L 2 A CRANMEDHER N AIRERFHDO U A M &7
WT2D2HDOTHY, KAMMREICHELRFRIZIOWTE, FRFERNY XA M b
BIRL, CPSTEDHHZ L LT D,

(1 AT T % EH]

+ AARERR - TR IS | EAEARE

- ERRAFRE (ERRREREA EH 23T, - BERRIEH A S FALE
LR, o CHEERRIREE %) * P 22 PR AT RE

- EREABIED—F (BEMAOLD) - BATHES A E

- EANE S — K (3R 0 % 2 W5 IR B 3 DO G EAT)
- B IR - BTG T HEEE T, CPS
- BRIk DR Y EEVEEZRIET D H DFE
- B TR DIZH D

L BRI

[2 AR LB 7 ]
AMDS 2 58, UTAME BMAGA 1 AT SRH L2 TERLAR,

- BEREORBRFE - HRFETFIR GEES)
+ (] R R PR R JRAEEETIR GEE)
A - LA B3R - RS
- jif B PRBREE - RURRREE
» I RECRIREE - FIE S A &
- B (6 7+ AUNFITO b D & B ERFIHE)
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- FAEGE RV BZBLIEHEBEAOTENMNDO B D)

- DO FEAE GBITIESIIAR T, BB IEEREADOTEN Db D)

- T U BB O BLRE B UL IR R
(WTNHIRFFET 6 » HUUNORITO H D)

- B IRBEE R TR

- PRI (BHFEDO S D)

3. A DFEHFHFEOEE
ARANBERHOENSEOERAFS L CHET 2581, EEEEROARA
PEDSTREZAT 21, HFEEEONFEN R S NT=b D & BT,
REANEOTHET 25413, HERERENELZIRZ T, BiEROED HZE
ERICEMZEA L7202 HT 2 2 & THEFFEEAORGEEEE SFEL 72 <
TIER B0,

4. [EFER S O PRI D E A HEIR

EZREWEZATL2EDPEFERERE B ATEAFELZRH T 25513 BEAT
DFAT LI EFKEK LR T 52F8 (LLF, EFREROTFES) ORAZ BRI
DEN TR, b L ITEFEB TS O 2 B — O X4 22 2SI ZR 2R L
THEESFREAELZ IS CTIRHT 5 2 & THEBKRRA DO FFEETIEL R TE
AN YA AN

RS OE HE N EREREOEHE OFENFELHFE T 2561, 13.2.2
FHREDFERE] TED D FFIT, HFFEARANDNE HMERE & U TR HAUT %
B AR OBO TR T 52 LIC L0 BEMEROFEEDGE L AT, Gl
DIRWGETE, HEEEAADEHMRZA T2 EAICEM L TV 5 EREESED
N7y M lEBRROENTRRAT L2 LT, FHETHLZ LOFFESL
NERE L7 < TUE R B 7220y,

<BEDOLE >
1. 8N OELEME
FEAZFZHGE L L O LT AL, AREOCFELICHRA T, RAHREDOED S H
FEEHICYMBMADIEAR 4 HRETLA L, BERBICEET 5 Z & CEEMED R
Z L7 TE e b,

2. fE AN DA AME
ERAEAZHE L L O ETAMAIZ., RICET LA EHOWTN 1 HOa™—0
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Y 2R 2RI EF 2 R L TR R RICEE T D 2 & TRAMDSIGER L < T
AN AN

723, A CP ClE, Bk T 25 GICARANEOHGEN FIRE 2B U A N & i+
ZHDTHY, ANERRICHEREREIZ OV TIE, FRGERN Y A N bR
L, CPSTEDDHZ L ET A,

(A NMHERERR D 72 DI B2 EHH]

- HARE RS S A RN

- ERR SR FFRE - EHUEY I | EEERE

- FEREARBEL— R (BEMOHO) - EHEEEE TR

- MAFZ— R - B ZE KRBT R ATRE

- HRAEE TFIR CERITHRE S R E

RIS 3R (% 0 3% 2 Bh I HEE W 7 D B EAT)

- fih B TR - [HRETFIR GEE)

- HEORBRGIE JEAFEE TR GEE)

- [ B R ORRAE - F R REE

- A B - BAaREE

- MR EPRBRGE - SRS N

- I ORIRGIE cINBICHE T HREHE T, CPS
DR VEEMHERET DE PR
oY YD)

3. A DFEHFHRFEOE R
ARADEREIZ LD HEET 25805, FBSEGIHELZ IR T, ilROED 5
EHICEMZBAT 5 2 & CHEFEBAORGEEELSGEL 2 TR B0,
2B, REEAC XL 2EETORFEEONIHIRD 2,

4. [EFER K O PRI D E A HEIR

EZREKEATHENEFERERE S AR ELPHET2581X. BAT
DFAT LT EFEEATRES O 2 B — 2 B RICE%T 5 2 & CEHEZEKREA O
FHEAEVFEL 72 T HAeu,

ZOWE, EFERGTRES D 2 B — O X 2R ZE IS ER 2 HRF LT, FIER ek
FEE A I A THE L7 < TER B ARV,

PR B % O F BLE N E R RS O B ORENE A REE T 2581, 13.2.2
FARROFERE] TED D EHIC, HFEEARADE MRS & L R0 d 25613,
Vi EH A BRI CE AT 5 2 & CHEHEMBOREIEDNGE L BT, i e
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AL, HEAARADNEHMEREZHET S5 ENITEML TV D ERMESE D7
Uy M PR RmIcBEtT 52 T, BHETODLZ LOFELTIELRL T
X722 6780,

<EHv T4 DOEEE>
AEAEZHFE L LD & T2 AIL, FBEEROED D FHe S IZ/EV, AREARRED
—EAZHM LIHEHEEADOETFEL . RMEEREWLSE PKI SEREROREITT 5
BHRGEAEEZRAWEETES, B LITENCHEC BT BA R T o2 L0 X
0. FEEMRORAMER O FEEEAORGEREEZGEL R TX R B2,
B, AREAGEREY — B A REEEFREAL T PKI 33GER O HREAEEIC
ﬁ%%%i WHANLNFEITTE RN EnD, BTEAORMIZEIY NS
\\\\\ BAENGELTZ b D ERRIND,

3.2.4 FER LRWIIAE DIEHR
RO,

3.2.5 RO IEYMERESR
HE LRV,

3.2.6 FAEEAHDIEKE
HE L7,

3.3 BEHHFERF O NS K URREE
3.3.1 B OEEHERFOAR NERERE K OFRGE
IMAETEHR OB OFEEFIX, EFREAENER SN BNG 5 FLUNTHILIL,
13.2.3 fAANDWFE] THEH L2 EFH UIFERER CIER SN itk 2 B OSBRI 50,
MAFZDEL ZTRTRT HZ & TITAD,
5 FEZIME TGS, B L <IFtOEFEE L ISP EZIT e > TO D DR S
nfwkﬁai\@@®ﬁ%%%ﬁ&ﬁ%®$% FOHFET L HDET D,

8.3.2 FEFAERZNE DFEFEHT OAR NMERERR K& OFRGE
PIEOFEAERAT & RO FIRIC X W BFFT2 b0 LT 2,

3.4 RZNHFERFOARAMEMERE K URRAE
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I DRERERIC RN HFE 21T 9 L E2iE, ROFIAICHES D LT 5,

L S PET BRI B A ET 5.

2. W EE KT B B & B BT B

3. M MAER SR AT B4 2 L CHIERICRIET 2. BFEAME
DRFHBRCTERVHEL, MOTFEENOMAERATEHS = &2 FET 5.
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4 FTEREBDOITA 7V A 2 NIKTBER FOEMH

4.1 FrEAERFE
4.1.1 FEHAEOHTE
1. BRAGER &
HRNGERE O REEE 13, RMEEEEAD T O — B ARMEEARNE L ITZ20R
A, REEFEEAS IO —EAFIHEARNE L IFZOREAN LT 5,

2. EFERERA AL &
FEZERORAETEAE O GEH 1L, RIEERELTEICEDOEFER 2T 5H
AL LIZZORIENE T D,

3. EREEEE OB BT
EERRIERE S O BEA RER & O HEEH 13, ERIERESFOFHER L Xt oA L
ERGE

A CPICHIY BTSN HREHFIL, TSNS ORGHEITZIF T 720,

4.1.2 HFBEFREEOEE
SEHEOFIHZFH LT 581, BRERTED DL T DOWT D Tt & 12 X - TREA
EOFHBGFEEZIT O,

1. F12 b L IIRMFECARAR AT 555
ANE L <FIMRFEADRBEHIC 13.2.3 HADFRE] K ORRAER O E D 2 FEH A FF
2T 52 EICLVFIHPEEEIT O,
7k, REANICK2REEOEEIE. AEHEORHRFFICLE R BRI, RAAIZ
EDFATRKEOAK CP 13.2.3 HADFRAE] (ZHE U 7o REA DA N % g8 rIRE 70 &
BH RN T 5D LT 25,

2. Wk
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5.3.4 FEHMEDHEE K OBt
HE LRV,

5.3.5 BEOu—T—3 3 v ORERONEM
HE LU,

5.3.6 ER¥ HILTWRWTENI X B HIE
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HE LRV,

5.8.7 ST L7=8EE OB
HE LRV,

5.3.8 EE~EHLTHEH
HE LRV,

54 EET 7 OERH
X2 T A TR EIE, JIS Q 27002:2006 & AL EOBKICHE S b LT 5,
iz 1X, JIS Q 27002:2006 @ [ 10 & WHENROEHEH, F 11 = 772X
. 512 % fFlRS AT LOWG, BARKOMRST], 15 16 = JIASF) %208 24U
BT 5,

5.4.1 Fo8kTHA X2 FOFEE
WAFDIZ, CA VAT A, VRS N AT A, HARBICET I Xy NU—2 T o7&
ZDEERIEFROA N b - 1 F e FEEVTEHB TR RS,

5.4.2 EfE o J A0S ABEE
RERIE. B a7 % 3 » A2 1 ELU EEWNICRET D,

5.4.3 E&u /S EET A
BT 0, BRE 10 ERRGE SN D,

5.4.4 BEfo 7O
FTERERIT. BRAENIEABOANERE J\CT 78R TAZENRTEAL LY, WA
TR Aary ba—LERAL, HREZRZRWEOBESS, & A, RERBIRIG
RS D,

545 E&Z‘a DNy 7T v FR
Bl o 73, 47 54 L DEEEARIC CPS ICEDAMEE Ty 77 v RIS,
T O DOEMERIT X = 7 IR E TR E S b,

5.4.6 EEEo JOINET AT A (NEXFIMER)
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HE LRV,

547 AXRVINERZILEY TV h~DEHA
HE LU,

5.4.8 MEFSTERHAM
HE L7,

5.5 FREROHLE
RLERIE, JIS Q 27002:2006 & [FIZELL EOHEIZHE> TIRESND D ET 5D,
Bl 21X, JIS Q 27002:2006 O [# 12 & (HW T AT AOHSS, B L OMRSE], 5
15 % ) FN 2SS T2,

5.5.1 7 — WA 7RO

WAL (X LT OE#RET — A 7T 5,
AL O FATIEHIZ B9 2 AL B JEE
CRL DFATIZEIT 2 g g
AR OFEE
IMAE DFEHE
AL E RSN O R ORI W o 358
K DEERIZE D 5 EHE

5.5.2 7T—hA T ERFET DM
T—HA T HERIE, FEESER SN T b RIE 10 ERITEGFET 5,

5.5.3 T —HA 7 DIRE
T —A TIEROUND ST BERITMEE X 2 U T 4 Ik o TRES L, FFrf S
2B LT 7B ATERWE MRS NIRRT S HL. HERR 2 FF 72 72 DR SR
FHH L, WS A, WEPLRETS D,

554 T—HAT DNy 7T v FEe
HE LRV,

5.5.5 FLERKIZH A LREZ VT EOITDHEN
HE L7,
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5.5.6 7T —hA TINEL AT L (NERXFIMER)
HE LRV,

55.7 T—hA7TEREAFL. BRIET DFF
HE LRV,

5.6 ®OYYEZ
WRERIE, EHAIZ CARARO I 217 9, CARAHE, FERERMENIC T, K
ADNEERND G & HAOKSEY 22—/ (HSM) #HWVWTARksh 5,
CARGHOEH LICACBAMAFOEH b EMIND, ZOEHITBNTSH CA
MAREROGE & FERIZ, HEADYZNDO L LD ITh D,

5.7 faifb R KENLDEIR
5.7.1 KEKU CAFAERMEFRLA D DEIHFhe &
PRI, BE SN DU TOBBITH T 2EIAFIEZHE L, BRI 2RFAREEE
(G AE - AR A E T S,
CA FLA B fahaftk.
KL HUE, FHEO BRKE
VAT A (R T . Xy NU—I5%) O

572 AL ¥a—FDON N—KRyxT7, V7 =T, T—F0NHELEZE ORI
N=RU T VT NyxT | TEBNBEEXIEG L2 GE, Ny 2Ty T HOA
—Ry=7, VI UT Nyl T v T T—2ERNT, EONIEIBIEEEZITV,
HEMHMNICRERER 2T 5, £/o, BERAERNIIE, ATREZRR Y EHLMIC
IAFE . WBEEE I EHRAB A Web ¥4 MEIZX Vl@ad 5,

5.7.3 CARERNAEFME LB DXL
CA RAENGEIME T ZDOBENNE UGAIT, EAEEEOHRICL Y, H
MICFRREEB ZE LT 5 L &b, AR THE SN FHiE | %O%\£T®WA%
AEAED RN %217, CRIJARL #B/R L, CARAH#AZFEET 5, B, FEDERE
BRMIERZH L D,

5.7.4 REEFER OBENGE
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DX Sl N NI 13 5 I QO < /Y S XN AR 27 s T/ SE S A a Y T
AER THE SN TR S IS X, ﬂﬂﬁ%‘&@\@éaﬁ%‘ IEHE BT 5,

5.8 FIALRXIIBRFEBDOKT
FORE RN E R LT A ANTIE. EEOK T O 90 HETE TITMAF @M L, &
AIEJR DFE & A ROMBRI 2R E &2 FRLT Db D & T 5,
FRERAKE T T2 5A1CE, Mkl R Ok DL /e & U2 W FEICT 57
DORORDEATO Z L ET 5D,
BERROER ZEIET 28581, FRCMAZOREEZSZ 9 2T, BERPET D
A DG & EE 2 OBERICBEE L, £ E MAFE IZENT 5,
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6 BtV T B

6.1 ST DR L EE
6.1.1 ST DARL
CA ST 1L, BiFREENICHRE SNZHEHOK ST Y 22—/ (HSM) %AWV,
BEANDNSIZ DL &, HEREFF-T-HICLDBEICL VAR END,

6.1.2 MAE~DOFARDES
TV R T 4T 4 OIAF OFAFEDGRALR THEL SN D841, IETF RFC 2510
FEAEEH T o] (- TAH Y TA U NI oY T va T, XTRRRICE 27
FHETE->T, MAKICHEESND DO LTS, BEERIEAY P LVoRA#EE 5
WL BIIAARO I —2FFA L TWRWI EOFEANTE L0 LT 5,

6.1.3 FRFER~DABREDEN
TV RZVT 4T 4 DIAE ONBFEEDNIMAFIZ L 0 EK S 55481, IETF RFC
2510 MRERAEEH 7 0 b o) (o CTAHYTA U R T o7 v a T, URRBRICZE
BRIEIZL T, BAERICSIZESNDLI DO LT 5,

6.1.4 MEEEZE~D CA ABEOEAST
CA ABHSEE. REEFICLIAX T n— RERREE T 572012, ARV 52 AHT 5
MBI A4 N TRET LD LT 5,

6.1.5 DV AX
FEOR A R, HAENDLT NI Y XARIFT D, CAFEAZEDOHDF/ N A X
X, RSA 7Y XADEE, 2048 By T 5, o7 3V X AEHEHT 5 CAGE
HEOHOR/NT A XL, FEOLX2 )T 4 2T 5910 X35,
TV R UT 4T 4 DFEAZEOSEOE/N A XL, RSA 743 Y X L AXEA I
LEOTNAY ZLDEE, 1024 By FeT 5, thoT I LA R
T 4T 4 OFEEOHED /N A XX, FEOEX 2V 7 4 2T 5004 X325,

6.1.6 NBEBDONT A —FERENMERE

NBREENT A—HZX, B CE DO EEY 2 — /I Lo TEK SN D, AR NT A
— X DIERBE LR EEY 22— L VITHY> DT 5,
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6.1.7 BOFAER
PRRERO#EE, keyCertSign & cRLSign DB v h&EEHAT 5,
T R T 4T ¢ OFEL, DigitalSignature DBy & fEHT 5,

6.2 FAAEREOKRERUOHEEY 2 —LVEROBERE

6.2.1 BEBEY 2 —VOEHRERVER
CA FLA#DKANTY = —/L1E, US FIPS 140-2 L~UL 3 L [RIZELL E OB I HEL 2
bDET D,
TV RZUT 4T 4 ODMAFZREROITE Y 2 — 1%, US FIPS 140-2 L1 1 &
A5 EOBUSITHEIT 56 D &35,

6.2.2 RAROBEANICLZ= Fo—n
CA FAESOARICIE, EAE T L HBL OMRELVLEL T 5, Fo, #EME
ORAHFHOEIE (EMH L, FEEMHE, Ny 7T o7 Pk, HEESE) 2BV THLERA
DIERE 2 LB LT 5,

6.2.3 ROy
CA BAHIL., ERICE s TRELINDIGELARE, TR U ENRNED LT
%,
T RZUT 4T 4 DIMAEDORAHL, ERIZL > THREE INDLIGELRE, =
P A=AV (RS NP R R

6.24 HAERONYIT v
CA RESDO Ny 77 v 71X, BERRFIETIT ), B, Ny 77 v 7EEDOHER
EHTHEBANDIZNDOHETITHOEIICLEED, Ny T v 7 r—2EL 1L TCAFL
FHUZBEHT D IERAR L L2 DB SETRET LR EDFENRD D,

6.2.5 FEROT—HAT
FORESITIMAE DR FEZ T — A 7 L7230,

6.2.6 BEEEY 22—V ~ORFROEMEIRY HL
CA FAEHEL., BRITHMT 22 L L35, HlziE, RARMENCH LG FEY =
— VNI T D7 EDOFERS D,
PERA~DISy 7T FOEEERLIHEN S DY X R T OBREIL, X 27 F ¥ R/ &l
LTI b T 5,
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6.2.7 BEEBEY 22— N ~DEFRDOEMN
AN T 4T 4 D FEY 2 — /L TERIN WAL, IETF RFC 2510 (FF
BHEEHEH YO haji) 1IiE-> T, XERERICZ 272 FET, TV 2a—MIAhEns b
DET 5B,

6.2.8 FHEBOTEMALTTIE
CA HA#OIEMHAL D FiEIL, FBIERERNICBWTA CP 16.2.2 FAAEOEEHANIZ L
Harvhr—) ERUEL, BEADHEREZAET OHELELT D,

6.2.9 FHEBOINEMEALITIE
CA AL HEOIFEMAL D SIEIL, FERERENICTB W TA CP 16.2.2 FAAHOHEEAIC
Koaviu—n) LRICL, BEAOHEREAT DHEEZLELT D,

6.2.10 FAEROBEFE L
CA FMAHZMEE L 2T TR B RWIRIO LA, BAERENTACP 16.22 FAA#E
DEBNCLDar br—] LRUL, HEAOHREETHEHICE>T, ARD
AN Sz HSM #5828 b L, XU EICHEES %, RIS, Ny 727 v 70
AR L THREBEO TR XL - THRET S,
DA FLA SR EE Tt = 1. CPS SJUINMAE N AF AR CHEICTHR T2 D& T 5,

6.2.11 BEEEY 2 — /L DA

CA FAHZFMNT D0 5E Y = —/Lid, FIPS 140-2 L~UL 3 LRI ED b D % fif
M7 5%,

T RZUT 4T 4 DINAE DR EAEINT DI 5E D = —/1id, FIPS 140-2 X
N1 ERIZEUED L DEFEHT D,

6.3 @EXTEBIZET L OMOME

6.3.1 ABRROT—HAT
ARSI, %A OBHOBGEE FTREICT H720I0, B TE 2 HIETT =4 795
WEND D, WALRIE, A CPS CTEDIHIMT —H A 7 N5 2 L & RFET D
HENHDL O LT D,

6.3.2 ABRRFEAEOHLHIM & &7 OB

CA ABHSESFIHEDANMENIL 20 2z Wb D& L, ZORAEROMH I 10 %
Wz Wb LT 5,
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T RZUT 4T 4 OIMAEZ OABSGERAEOAIIIMIL 5 2z 2 bl L,
ZORAHFOMEHITABREEEAZEOFIHIRD 1 » HRiz#z 7200 L5,

6.4 EMLRT—%
6.4.1 EWALT —FDEREA VA F—b

RRERICB W THWS NS CA RMA#OTEMHALT —Z I3 —E T THIRERbD L L,
ZDEREA VA N—VTRFER CTED DN HAEICHWEBSIND D LT 5,

T R T 4T 4 OMAERARDOTENACT — & BREER TER SN D 5E1E, 1E
AT —ZIE—BETTRIRER b DL L, ZOAERE A A N —/WTGRIER TED Hil
TEBEIZEWEIE S, IMAFIZLEIEBmA b b D ET D,

IMAE R GEDOTEMEALT — & ZIMAE D ERT 25615, TEE(ET — 2 X T HIRREZ2
HDEL, TOEREA A M= /VIFHFER TED HITZHEIHENER SN Db D L
T 5,

6.4.2 TEHELT —Z DfRE

FRERIZEB W THWOILS CARAHOIEHALT —# 1%, SRR TED LA T-HEIC
PEWZRIREIND,

TV R T 4T 4 ODMAERGROIEMALT — & DFRGER CTHEKR SN D581, 1E
PEALT — 2 BMAB B Z DT HIT, BRERICBW IR LS L2 o
L%, £o. BAONTIEMELT —Z 13, LR TED BB, MAEIZ
FVLZRIRET LD LT D,

IMAFZRAESEDOIEMALT — Z ZIMAB P ERT H5E1E. SRR TED LI HEIC
eV, MAEIZ IV ZRIRET 20D LT 5,

6.4.3 EMALT —% DF DM OEM:
HE LRV,

65 I E2—FDEXF2) T4 EH

6.5.1 BEDILE2—FDEX=Y T 1 ITHTSEAMEME
FOREEB R IS ) 2 MK E R 218 U TiThh D N ER T 7 & 2% % BhfH
THIODRREITD Z &,
CA VAT h~Du 7 A BRI, A CP 15.2.3 il &2 OFENI KT 2 A NVEREGR & 58
AE] CED DL —VORFEEMHET D,
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6.5.2 L Pa—FtvXx=VT P
ISO15408 22 &2t ¥ = U 7 4 KRR DFOMIGEZITV, FERNSFHEZ1T 5
&,

6.6 TAT7YA I NOBIMHEE
WRER) ON—=Ry =27 ROV 7 vy =T iE, @8R4 7V CREOEX =Y 7 ¢
77/ aVEHEANT S MR CPSORBELEADEX2VT 4 F=v 7 2179,

6.6.1 AT LABREHE
JIS Q 27002:2006 %5 12 % [H# > AT LAOHE, BIRLOMRSE) LR EDMH
BIZHED b D LT 5,

6.62 X274 EREH
JIS Q 27002:2006 [ 12 7 EH T AT A0S, B L OMRST), [ 133 W
X2 VT4 AT hNOFR), T8 14 B ¥E5keEEE RS EOHRICHE
IrbDET D,

663 FATHAINDEXF2Y T 1 BHE
HE LU,

6.7 XYy NU—2DkF=2VT 4 BH
JIS Q 27002:2006 & [FI%LL EOBMKIZHED D LT 5,
il 13X, JIS Q 27002:2006 @ 45 10 &= #E X OEHEH 106 F*v hUV—2&
X270 111w 77eAH# 114 Ry NU—7 07 7ERHIH] 5%
M ZAUTFIY T 5,

6.8 ZALRES
SREFRRIEIX. 7TV r— g VEICBWTCEM AfE - B AT 52 95,
Bl 21X, NTP % —t 22 GPS, ERFFHIC L 2REZIRENET 55,
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7 FEAEROCRZIY A FPERROCSPDOFm 7 7 AL

71 FEHEBEOS 2T AN
A CP OFEFER N 3IT T HAEHEIL, X509 Version 3 7 4+ —~ v FEBHEERIZ LD
PERR S, F72REBEIX X500 #5114 (Distinguished Name, VAN DN &v9) (2K
DB ESh s bDET D,
ARV NGENRITENDBEHEDT 07 7 A VL, EAEROT 07 7 A V%
FT1LLIRL, RO T 0 7 7 A V2K 7.1.2 DIEY £ T 5,

723, Issuer @ DN /% CPS XX EDOMBIRCEIZTERINAZ L T 5,

711 RN—Ta EE
ARV S OREFERDIFEITT HIEAEIL, X509 Version 3 7 +—~ v MFAEERIC X
DIERRRESNDZ & LT 5,

7.1.2 FEAFEOHR (RMEEREILIEFOREZET)
ARRY NHENFAT I N D EFREAEDOILRFEIRO 7' 1 7 7 A VITLLFOR 7.1.2 O
WY LT 5,
subjectDirectoryAttributes #L3E TH 2 frEEFREALDE D&M (hcRole) 1Z-O0
TIX7.1.10 TED 5,

71.8 TAIY RAFT V=7 FRBI+

FHORFEIR D Signature 7 /L3 Y A AILLF D@D L35,
shalWithRSAEncryption (1.2.840.113549.1.1.5)
sha256WithRSAEncryption (1.2.840.113549.1.1.11)
sha384WithRSAEncryption (1.2.840.113549.1.1.12)
sha512WithRSAEncryption (1.2.840.113549.1.1.13)

FRGEIK D subjectPublicKeyInfo7 /L =Y A LILATO@EY &7 5,
RSAEncryption (1.2.840.113549.1.1.1)

7.14 ZBHOTEA
Issure & Subject DA RIORILER 7.1.1 1RSS5,

7.1.5 LB
)iﬁl,\fcﬁl,\o
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7.1.6 CPA7 =7 MEhIF
BEHES %,

7.1.7 RYU HIFPLRE
ERA LR,

7.1.8 KU VEMiT OEXKRNER
CPS #5335 URLAZEHDHZ LNTX 5,

7.1.9 FERAERY LR T 4 — ROk
A CP @ OID %Ki 5.
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#1711 FAEHEOTT T 7 AL FEARFER)
HHE RIE B
Version © | Ver3d &7 5,
SerialNumber © | [FA—REERNFBITT DEHEN T =—2 i L T 5,
Signature ©
Validity ©
NotBefore ©
NotAfter ©
[ssuer o KETFORMERT 5, . FQountryName IZ Printable.
AL UTF-8 Citik 9 2%)
CountryName © |c=JP (HE) &7 5,
LocalityName A
OrganizationName ©
OrganizationUnitName AN

FEERORY L EIRT XTI AR HE T D,
( THPKI-01-*-forAuthentication-forIndividual] & 3

CommonName © | 5, BB, XFHFDO"01"E, K CP ORI THH"HE
1.0 fi"&Rd, £, "L CA ZME—|ZFRBITX 5L
FHET D, )
Subiect o BHFOHEMT S, (CountryName, SerialNumber
ubjee IX Printable, 1 LI4ME UTF-8 Trlikd %)
CountryName © |c=JP (JHE) &35,
LocalityName AN
o TNE A3 [E PRI D & BLE DA 13,
OrganizationName O | 2 DB A IZEFRAHEREAS % 1 —~ T b 5\ I
T OrganizationName (Z50# L.
OrganizationUnitName O | OrganizatioUnitName (Z” Director” 35512 &
15,
CommonName © |MAEFEORALZ v —<FTilfi 1%,
GivenName X
SurName X
e-Mail X
SerialNumber A | ERESEEEREERETALENTE S,
SubjectPublicKeyInfo ©
Algorithm © | RSAEncryption &7 5%,
SubjectPublicKey ©
IssuerUniquelD X
SubjectUniquelD X
Extentions © | JraEsEk (Extensions) 2

zHo, TO] 1ZIMAE, TOJ IIHEICI VKA, AL 1ZFHTva .

WZ EEERT,

[X ] IXRE LA

e
i
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#1712 FEHEOT 0T 7 AV (JEEMHEEEL Extensions)

HE RIE B Critical
authorityKeyldentifier © FALSE
subejctKeyldentifier © FALSE
KeyUsage © TRUE

DigitalSignature ©
NonRepudiation X
KeyEncipherment X
DataEncipherment X
KeyAgreement X
KeyCertSign X
CRLSign X
EncipherOnly X
DeciphermentOnly X
extendedKeyUsage AN FALSE
privateKeyUsagePeriod X FALSE
certificatePolicies © TRUE
policyMapping X FALSE
subjectAltName A FALSE
issuerAltName A FALSE
subjectDirectoryAttributes | © | EEEFEEDOEH (hcRole) A 7Lk, FALSE
INAGE N E FZE A & K ONE R B % D&
AttrType O | HEOHAILNAE, TOMEBEFH OEEITE
i Al
HCActor ® codeDataFreeText |2 &4 7T —
TNVF 7.1.3 DH#Fit % UTF8String TR iE,
AttrValues O | subject NEEOEKEHT DA,
HCActorData (Z & #4455 ® HCActor %5 E
ERAE
basicConstraints X TRUE
CA X
pathLenConstraints X
nameConstraints X TRUE
policyConstraints X TRUE
cRLDistributionPoints © ?ﬁigg?ég;nz&; PR URLC, CRLOR | prpgp
subjectInfoAccess X FALSE
authorityInfoAccess AN FALSE

Fho, TO) 1TME, O 1TEARICIVMAE, TA] 134 Fvar, X IFRELYR
WZ Lt ERT,
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7.1.10 REBERBILSEDOEME (hcRole)

(1) ¥ 72 +T 4 V7 MY BHILETO heRole BHEDEA

AR Y TiE, ISO IS 17090 THIE L 7= heRole BMEA FRtlond L olc7m 7y
ANVLTHWS Z &7 5,

subjectDirectoryAttributes @ attrType (Z (£ hcRole % #* 4 OID
{ id-hcpki-at-healthcareactor } %% &4 5,

attrValue |Z HCActorData T, HCActor @ codedData Tl codeValueData I3 H
W, codeDataFreeText # %,

ARV Tl coding scheme reference ™ OID & L T ISO coding scheme
reference Z 7T, A CP OILTEDZR 7.1.3 DEAL E ST 2 local coding
scheme reference ® OID [%. 1 iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) hcRole(6) national-coding-scheme-reference(1) version(1) } %\ 5, &#
xR 713 T X D IZHFERFZ H UTF8string TRk iE T 5.

subject WEBOEK AT H5E1L, HCActorData IZE&E #4177 D HCActor % #%
ETHIENTE D,

APLERIT, A DEFEEIRAE M OEFEIEREE OIS OGEIT0NHE, £ ofh
(BEH)OLEITANET 35,

* 7.1.3 HPKI &#4 7 —7 /) (codeDataFreeText D EFH

Gk (EFREHR) B!
‘Medical Doctor’ [2% Bifi
‘Dentist’ Bk EE D
‘Pharmacist’ FEF M
‘Medical Technologist’ bl R AR A EL il
‘Radiological Technologist’ I G R A
‘Registered Nurse’ FHrghil
‘Public Health Nurse’ PRl
‘Midwife’ By AT
‘Physical Therapist’ HAERA
‘Occupational Therapist’ VEERE L
‘Orthoptist’ T RE I 1
‘Speech Therapist’ SR
‘Dental Technician’ BBk T
‘National Registered ‘Dietitian’ | & Bl 1=




‘Certified Social Worker’

e tgakt

‘Certified Care Worker’ Iri#tEntt
‘Emergency Medical Technician’ | 2o 1
‘Psychiatric Social Worker’ R R A kL
‘Clinical Engineer’ B IR T+

‘Massage and Finger Pressure

b WEE~ v Y — UERIERD

Practitioner’

‘Acupuncturist’ N
‘Moxibustion Practitioner’ & D Hfill
‘Dental Hygienist’ A A
‘Prosthetics & Orthctic’ LR A
‘Artificial Limb Fitter’ ESTEE-Si-11
‘Clinical Laboratory Technician’ | f#/EfR A FL
Gk (EREEOEBREME) |
‘Director of Hospital’ bR
‘Director of Clinic’ IR R
‘Supervisor of Pharmacy’ PRI AT
‘Proprietor of Pharmacy’ SR PR A

‘Director’

Z DA O PRAE R AR AL RS o0 & B AR

) B4 DYU— R OZE AT —{8? Space (x20) & 3%,

REEF L L TORAEELLE LT D 2 ENSVIERIEE% OE I EEE % heRole 72

JTHERTE DL IIZED TN D,

72 % . L FC Directord J& M % i H § 2 % & 1% Subject 7 4 — /L KD
OrganizationName & OF OrganizationUnitName (F4#47HC, OrganizationName (Z
PR E RS AR B 4 &2 9558 T v — <~ F T L. OrganizationUnitName

\Z”Director” d T4 & ¥AH95,
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(2) HPKI hcRole B 7 7 A v
A HPKI @ CP T, ISO IS 17090 (ZE % & #L7= hcRole JEM: D ASN.1 FKit % LL
ToXrIx7a7rA41T 5,

hcRole ATTRIBUTE :
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch
1D id-hcpki-at-healthcareactor}

Il
—

—— Assignment of object identifier values

—-- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki 0 }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id~hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

—— Following values are defined in Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{iso (1) member-body(2) jp(392) mhlw(100495) jhpki (1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

—— Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE ({
codedData [0] CodedData,
regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —-- Notel (Do not use)

CodedData :: = SET {
codingSchemeReference [0] OBJECT IDENTIFIER,
—— Contains the ISO coding scheme Reference
—— or local coding scheme reference achieving ISO or national registration.
—— Local coding scheme reference in Japanese HPKI is id-jhpki-cdata (defined above)
—— In this profile, use this OID: Note 2
—— At least ONE of the following SHALL be present
codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —— Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP

Notel : HCActor ® regionalHcActorData |, A< CP TIIfEH L7V,
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Note2 :

Note3 :
Note4 :

H A ® HPKI CP CJE 7= local coding scheme reference @ OID |3, idjhpki-cdata
fiso(1)  member-body(2) jp(392) mhlw(100495) jhpki(1)  hcRole(6)
national-coding-scheme-reference(1) version(1) } &9, Z® OID |%, # 7.1.3
DEMHEZIRT D,

A CP Ti% CodedData @ codeDataValue (ZH 20,

A CP TlZ. codeDataFreeText & L C® DirecroryString (2135 7.1.3 IZHE L
7= ‘Medical Doctor’ 7% & DHFERFLDOERHL = H\ 5, F7=, DirecroryString
IZ UTF8String T a— RLEbDZES, v~ v Fr 7 A—Wdng 1 —~
v FUTITL D,
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<BE>
LLUFIZ, heRole 5 7= X.509 SubjectDirectoryAttributes §ik% DER = =2— K L
Te7—4% O ASN1EZ X 7 LTl a2 =7,

Medical Doctor D

No Type Len Value
030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents
206 3:  OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)
704 54: OCTET STRING, encapsulates {

930 52 SEQUENCE {-- SubjectDirectoryAttributes
1130 50: SEQUENCE {-- Attribute::hcRoleAttribute
13 06 6: OBJECT IDENTTFIER '1 0 17090 0 1' -- OID::type
2131  40: SET {-- SET of AttributeValue::values
2331 38 SET {-- AttributeValue::HCActorData
2530 36 SEQUENCE {-- HCActor
27A0 34 [0] {-- HCActor
2931 32 SET {-- CodedData
31A0 12: [0] {-- codingSchemeReference: local coding scheme
3306 10: OBJECT IDENTIFIER '1 2 392 10049516 1 1'
: H
45A2 16 [2] {-- codeDataFreeText
470C 14 UTF8String 'Medical Doctor'
: H
H
H
H
H
H
H
H
H
}

SoSDUEEE T A R
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7.2 FERAERBVAMOTvT77rAN

721 N—vVa EE
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RNZ L EET,

F 721 FEAELY A MO 7 7 A0 (CRL FEAMHEE)

74— K BRIE B
Version © | Ver2&d5%,
Signature © | # 7.1.1 ® Signature L [AkEE T 5,
Lesuer o WHFOD Zﬂiﬁﬁﬁ’é » (CountryName i3 Printable, %
NPT UTF-8 TRtk 3 %)
CountryName © | c=JP(EE)ET S,
LocalityName AN
OrganizationName ©
OrganizationUnitName A
CommonName © | BEERORY v E AT XTI &G T D,
ThisUpdata ©
NextUpdate ©
RevokedCertificates ©
UserCertificate © | k¥ L7TFEEE O serialNumber % FLik,
RevocationDate © | K HEREEZEHT D,
CrlEntryExtensions © | yL9EMEEE (crlEntryExtentions) M8
CrlExtentions © | JriksEI (crlExtensions) Z M
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#1722 FAFRDY A LOTRT 7 AL
(CRL = | VU J8EfEIK crlEntryExtentions)

74—V K RE B Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure X TRUE

#1723 FERAERHDY A ~DOT 0T 7 A
(CRL & fEIk crlExtentions)

74—V EK RE B Critical
AuthorityKeyldentifier © FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint O 43E| CRL % W 5841342 TRUE
FreshesCRL X FALSE

7.3 OCSP 7mu77A)L
781 N—Ta EE
HE LRV,

7.3.2 OCSP {LEGESK
HE LU,
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HE L7,
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