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57 =2 XA (Algorithm)

Wb,/ 52, X2 D 2 DOFEME S AR5 L. EH5ICHFR U#x H
VN D i g 5 (W%ﬁfﬁﬂ ) oD, HiFEIZlE RSA. ElGamal W5 #5M dhig
a7 End b, %A IIKEBOFERED DES U481 L < DES O#%ifk & LTk
Fol AES 2 ERbD 5,

B 5E Y = —/L (Security Module)
A GECREIAEE 2 22 RE L. BT ARSCEL SO S E2IT o> — Y
2T NI T N 2T DEY 22—,

- = F=>7 47 4 (EndEntity)

AERASE D RATRI G ORFR, AT ZHA L CWHHEEK (=T 17 4) T,
NESEREREAFIHT 2 6 0, %M ﬁ@ TNRAA, TTVr—varinl)
7B, BRI FZoT 4 7 4 ITEE R,

F 7 =7 Ni#hl (Object Identifier)
ATV OB EITO T2, AT V= s MIBEEMIT b B,

TEPEAL (Activate)
HAEBL R EOBEBENT 2 ZENTEOREICTDHZ L, . EHTE RS
152 EEIEEEEE VD,

- #R (Key Length)
BT =20V A X, @7 NTY) ZLUKGFT D, BEoEOREIT—RICE#ORSIZ
FoTREL, #RIFIRTIVUIRWVIZ EMHNEIC R 508, BAPKE S A vE—
ZAERT DBROER b 230D K 9127 D, THEMOMIEZ KA - TEb) 2Rtk %%



RS DBEND D,

- #EOEIE (Key Escrow)

HoARRBICRATRET D 2 L,

- T (Key Pair)

FAGE L Z USRS D BRSO X,

« JMAZ (Subscriber)

PRRERI D B BT REHE 2 AT S, B REHENICRS S ARSI G T 5 FA
Az MNTELREZAT O 4,

- IRAFEREN

FORES D BIMAE TR L TIAT S ARSEREAE O Z &,

fe¥h1t. (Compromise)
T FEOMETERPEEE, ik, IMREICL ST, ZOMELREZLRS Z &,

AE# (Relying Party)
WREEE &1, 7 U2 VB ARRBEEEO AR THRIET 5E 2 2T,

- NBHgE (Public Key)

AL SN 28T, TV ZINVEBLORERZHNS,

- ABA#EEERE (Public Key Certificate)

AN D43 & NHBEZ S L CARBORIEMZFE T 23EHE T, FEREAE
(A4 %, BFREHED D WVITHISIEAE & b ), ABREREAEICIE, AR
DIMAEGE ., KB, CA OIFH. £ OMIEAZEORN MBS NLH S, CAD
BLDEND,

HO B4 REAE (Self Signed Certificate)
AL H & DT DTS 2 EFREAE., BITESL LMAELBFRIC TH S,

K%h (Revocation)
BHRWHABRATZ, (TS NOEE (S - ke ) TV EFERAEEZERCT L
Lo FEARMIZIE, RANDOHREIZL DN, BAKRHIIZ CA OHIrcRhans =



Ebd oD,

LA (Private Key)
INPREE & X 72 D8, ABHE T M AIZIRL W K D ICBOFTEE ST NERT D,
AR TES LIZbOIE, ZRICHHET 2 A TOLMGEN AIEETH 5,

REAELRZN Y A K (Certificate Revocation List, Authority Revocation List)

K LI BEFREEFED U A K,

T RET 4T 4 OFEAED KLY A b CRL &\, CA DREHED RS Y 2
% ARL &\ 9,

AERAE A TEOR (Certificate Signing Request)

HEEHE D DAL RICE TFREERITE RO DT OO ER, Bt ELERT 572
@@m&&é%%fx%®W@_i\$m%®%ﬁ%\%~A7va\®%%&
EDIEHRBEEND,

?IE@?ETO U v (Certificate Policy : CP)
WOEX2UT 4 BEHEL, FEOIIa=T A RN/ NIT 7V r—a
YOI T ASOEMAMEZIEET D AR SN REDOES

R
LRI EFREEORIT 2 HEET 2 ERD Z &,

&% (Electronic Signature)

B LEOIESMEEIRFET D 72 OITT B LD B4 E R, AR SR EZ2FMH L,
FHENPAANTHD Z L 2MHRTDHE L BT, HRPEFEBPICLHIA SN TR
ZEEFEAT DI ENTE D, AR S AEHWTAR LZEL T T VX NVE
HLbnd,

7“%%}%’ (Registration Authority : RA)

AEAEFRITOHREE ORNZEE - M L. F& U TBREES 217 O 18,
ﬁﬁ I, R ORED 5 B, —HDXEE ﬁoomﬁﬁéMA%@%%kKAT
RARCEEZA D B, BEFEAFICEA LD, BITLZDIT LR,

AL (Certification Authority : CA)
AEAE 2 AT DR, REERIL, ARENHEVWRIAAND LD TH D LFE



BIRIREIC T D5 = H BT, NIE, PALRNIGICH VEH TE RITIUTRE 7220,

SEEEM AR (Certification Practice Statement : CPS)
SEBAER Y SANZEKES WA REMICOWTOHEE, R/ NE I E A2 3T
T5 L XTI HERICETAERNALE LT EMT NS,

R gk fif =

RAFEB RO 9 b, BIREBHBRMOLPHREBE SNTZEE V), BEER IR
5 &1k, IMAE OBEAMARC, MAZEBO CGGEAEEZ X v a— R 5821
FERVFEHEND 1D, /NAT— REZ#HIT 28 ICHNDRHE VD,

FAALE R =
FOREES it (BRI E OB SUTE B W 5 B 7R R T OOk diE) 23
RESNIZEZV ), L, BREBHBREOADEESNDEE 2R

517/ (Issuer Authority)
B AEEDOER « 1T2F L UTRITESZIT OB, BIT/RIE. At ORE
DHH, —EBOEKEIT D,

Ny v = B (Hash Function)

EEOESOT—2NbEEED T ¥ LIEZ AT DR FE, AR LTEIX
[Ny afll] EREEND, Ny Y afllX, Ny T alENRL DT —F R TE

Nt BieD 2 0OT —ZINBE— Oy U a EBRAR S D EZEPEN

NETHL EWIWEEFFD, ZOWENLT — ¥ Z2EZET LI, EHEAOA

LTey v afi &G TT —2 DNy ¥ a B RO CTilid 2 ik Ll 23—

T, TR EFEBRF TCHIAIN TNV ERERTE S,

177 A1 (Profile)
B FEAESCFEAER LY Y A MIFL#E T 2 FEL OYERER ORI FiEZ2 EHi- b
D,

YARY ~VU (Repository)
BFREER OFEELRZN Y A M A LA 527 — 2 X—X,

U 7GR E
CA 8%+ 281, HLWACELEHE (NewWithNew) & i vii-fto CA



BELH LW CA #ZAHT D70 TESN DB FEE, Vv ZiEfEC
FoT, MROERD CA 2D ETFEAEE AT S AL IAFE [ T OFEEMRFED
AEE & R D,

U vV REIEICIE, B LA WA TES LZRERE (NewWithOld)
ELOEHOABREICH LWEERETES LA E (OldWithNew) 236 %,

— T CA (Root CA)
BB R DOFRFEREIZ RV T, B O EAICNLE T 2FFER O Z &, TALIZET S
RER O NBSEEAEFEORIT, K2 EHT L,

(A~7Z)
ARL (Authority Revocation List)

FRERDREAEFED R ) A b, GEHERD Y A 2RO Z L,

CA (Certification Authority)
bR RO Z L

CA GEM
ARRE R L CHAT S Lo B FREE,

CP (Certificate Policy)
FEAEAR Y RO Z L,

CPS (Certification Practice Statement)
PRREEME R Z RO Z L,

CRL (Certificate Revocation List)
T RZUT 4T A DFEAEORNY A N, GEHERD Y A 2SO L,

CRL #lE
RERAERZNGE S, AR 21T T 5 CRLICGEH SN TV O 2R T 52 &,

CSR (Certificate Signing Request)
AEAERITERESROZ &,

DN (Distinguished Name)



X.500 BFEIZBWTED LI igkil4, X.500 Bk CTikbll -2 IET 52 Ll k-
T, MAEDO—EM R ET 5,

FIPS 140-2 (Federal Information Processing Standard)

FIPS & (3K ERE I AL RE T, FIPS140-2 1FKf € ¥ 2 — Wil & &
X2 VT A BUEZHELEZLD, X2 T B LT 4 BEOEX2) T
4 LU (RIEKL~VL I~ Rm LUk 4) ZED TN D,

IA (Issuer Authority)
FITRESZROZ L,

OID (Object ID)
ATV =y MRS EBROZ L,

PKI (Public Key Infrastructure)
INPHGERAR, ABREERT ST & v O S E & B CRRRE R N A BHSERE R A R AT
L. ZOFEAFEEZ AW TESL  BARGE, W5 1875, FREL ATREIC S DAk 72,

RA (Registration Authority)
BikRaesRoZ L,

RSA

INBRSERF B D —-D, Rivest, Shamir. Adleman @ 3 42X > TR I, £+
DA TR &> TAT b, ERZEROZRE SBEONES ZFHA L7 DT,
INBHSERG S OfERE L LT L L TWD,

SHA1 (Secure Hash Algorithm 1)
Ny v aBHO—o, [FEORIOT —X 15 160bit DNy ¥ 2 fHEERT 5,

X.500
ITU-TASO MNEDT=T 4 V7 h U H—ERIZBET 5 EFRILIE,

X.509

ITU-T/ISO NED = EFREHEK OGEHERZI Y A MB35 [EEEE®E, X.509v3
TlX, BAEAEICIREREL 23T T, B e EORITE VM A O ® 2803
HIENTEB,
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2 ARRVCIRY ) OEE

21 UARTRY
UARY b U IIEERER OREITE & R20E M OINAFE O REE2 R EF 5,

2.2 FEHAEFHROAR
WIERIL. DL F O # A RIES L MAZ R AFAREICT 5,

<HRFEE NPT 2 FE >
CA DOBREEFEE
- AKCP
CRL/ARL
AR OFRIURFEICB T 2 &

<INMAE VAP % HIH>
RBAEROED % CPS
RRESR O TE $ 2 A\ B 2 KRR e

2.3 ABOBHXIXEDOEE
BRI, AT A IE AL F S-S T, ZOBHREART LD LT 5,

REAFRZNZ OV TOFE®RIL. ACP 4.9 FEHFEOKRD L —FHEIL] (> bD & T
2o

24 VRTVRMI~OT 7 RAEH
CP, CPS, REHEK TN L OREWE OBAEDIRIE R & ONFIFHRIL, AL LU

AEE T L TIERe A B & L TRd 2,
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3 K OFREE

3.1 AMRE

3.1.1 AMOTEME
K CPIZESWTHEITENDAEHFIMLEN ENLG T TV = 7 MAITIMAEL &35,
IMAFE 413 X.500 @ Distinguished Name % i /3 %, PREEE R AL B PKI Tl
ClZJP &7 %, £7- CommonName [IXZHT, MAENRHARANTH L5, MAEZED
K4 (m—~FKiL) Zi#ld 2,

3.1.2 ZAHBEBE®REZEOZ L OMEM
AR CPIZ XKV RITEINDIEHEOMRFREIA X, BiEEIC X > THfiES L, S
LZE9BROHLLDET S,

3.1.3 MAEDOELMIIIRANE
HE LRV,

3.1.4 FEx DLAHEREZAERT 37 ODHAH|
B IEIRT D72 OO BANT, ACP 17 FEBHEKOKZY A KR TNOCSP 7' a7
7 AN AR/,

3.1.5 &HmO—FEM
PRERNFITT HE A REHZEDOMAE S (subjectDN) 1%, FRFERNT—RIZT A7
WIZT Y TEE (SN) 2502 LN TX D, £o, iR O4F (issuerDN) 1T
RIEEIFEENLE PRI N T, HAREORGEREZ —BIE LR T O THD,

3.1.6 %ﬁ\%&&oﬁﬁw&u
HHE L7

3.2 WIEDA AR
3.2.1 FEROFTEZIEH T 55k
REEE DR L7287 OABEEZ 387 U CEBRE R kT LRERIERATE R 21T 9 BE.
ABASERIERAE E AR L OIS EFEAT 272012, BRERNLOTF v L v DITEL EAT
W, BREHEOFEZIEAT 0D LT 5, HDHWVIEHEE DR L GEERITE K
(CSR) OBEAMGEFIZEY . FAAROAZHERT 20D LT 5,

12



FORE SR THEEE OBEART 2T 258X ZOMY TIERW,

3.2.2 HEMRDOFBIE
TRAEEREAL B PKI RAERICEREREOEHEOGEAELZHFE L LS L 35%F
X, FEHEORITICHSL L, ROWT IO HiETHEORTERE L < 13EE 4 % ko
FAEM: 2 BRI NERE L7 < TIER B 720,
72k, WMEEEMEAORIEL 13.2.3 EADFRIE] IZED D HFIEIZE S,

- BN OS A

BRUHEIHGE . IRBR RIS O BRI IR L 72 BHER M ORIAR D = v — | RIR
RSO E 2 T RICHFEAR LV BITENEERAEFEDa L —R &
NHIRERED BT L IIZE L7ZFEE, SFEETHEREZRD LN TS H 0D
I E—DOWNTRNERINT S 2 Sk o TR O EEMZGET 5,

B, RBREFEES TH D Z EONGEE T A GE, BEEMEO A —ZH L
T ATE, FEEME R OMRRIEEIERE S Ch D 2 E ONGENRFEIFRHC e Sz b D 75
D, TRUSNOFEAELE CEEMZGE LA, 2RO %, A SR
DOHFITSNDHEU 3 7 A LUNO X @MED o B —7 PIRREFREESE cH DL L
AT A EHORM A VLHEE T 5,

iz, TNHDNFEOBRICHW D AFEEFICIL, PEERSICB W THEROEHE T
B HHEDRADFLHEH SN TN TR B,

- ANFEEOE

BEUHEIHGE E, IRBR RIS OB IR IR L 2R M ORIAR D = v — | {RIR
RSO EZZ BRI FEAR LV BTSN R ERAEFEDa L —R
NHIRERED B RATHE L IIZME L7IZFEE, SFEETHEREZRD LN TS H 0D
aE—E LIEENOIET 2 EEHOWT N EHRHNT 5 2 &1 X o Tk FE1E
PEZNLGRET D,

B, RBREFES TH D Z EONGEE T AGE, BEEMEO A —2H L
TG AE, FEEME R OMRRIEEERE S Ch D Z L ONGENRFIRFC e Sz D 275
D, TRUSNOFEIAEE CEEMZFE LA, 2RO %, TSR
DOHFITSNDHEIU 3 7 A LUNO X @MED o v —7p PIRBEFREES cH DL L
AT A EHOR M A LHEE T 5,

iz, TNHDNFEDOBRICHW D A FEERICIL, PFERSICB W THEROFEE T
B HBEDRADFLHEH SN T2 TR B,

© PRE T AR OEE 5 Mk O E
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KRR AWIFEBI DO LEIIE, FRAER O E D 2 EFHEICAHBHANZ E D B - AR 24
FIL7Z2 b D&IHT D 2 LIk » CTEEMESGET 5,

¥, SREOBRICHRIT 2 BHICIE, BEREAICBWTHEOERE ThHE DK
BT L7 TER B RN,

¥ OIFEETERZRDLNTND D) i, UTOLI b DEET,
ERE #1450 2 (ENERER)
SEEEATHAD 2B 35 FrrRE0ER)
RERTY —E2AFOFERED AR, &k OEE AT o5 532 K40
ZDOWEMRE (o)

BRI EE AW 256

AR DR O EE X320 53, REEREML S PKI SEGERARITT 28 H
FHTEFELNGEAZELZ AW ETFEL S LIIMERRLRIERORITT 5%
AEAEEZ HWCEFBAICRY ., FEMAGET 2 2 &R TE 5,

Fio, RBREFEESECTHD Z EONGEE T 550, REEEEA T PKI §85E
JRIDFATT D EHE T EFEL HEAFEIC L 2EFBEL 25613, RIRFHCOR
PRIEFIEBIE CTH D Z L ONFEN 2 ST L AT 2, BERLRIERORITT 58
TREAEZ AW LG, B, fBEBMED a2 v — DEMIMOIL%, #FE K
BN O HAT SN D EIT 3 7 A LUNO Sl mE O a2 v —7p EIRREREREAS CThH
5 Z LA T A EHORNARGER N E D 5 FIEIC LV L < T b,

BB, IR0 FEEZAVDIEAETYH, SAEOBRIZHAW 2 S MEHEICIL, HaEREA
B W THEOEHAE THLHEORA NI N TR TUIR LR,

3.2.3 fEADRIE

(R EE RSy B PRI GRAERICAEAEZ 5 L & 5 & T AL, GAEHEORITICR
MH, ROWTNNOFTETHE OELEME, AR O FERIE 2 B8R L7 <
TERbRy, £2, EFEEREATIENEZER LG ATTENE, ERgES0w
BN EREESEOEHE OFEEZHFE L L 95 32561, EFRERRAEDOFERE,
EHFHETHD I L OREREELBEDIFE LR TR SR, SRV S EFEIZ O
T, AN O L O, BREIEREZEO LD ZFANTITR G20,

B, AEOEDITFFAERFEONINCED S ED TH Y . BERNIEHE L 1T
T HEEIE. RKEOBEIZHEWHFEE ONGEZ{ThE, 4 BOBEICHIY HiEHE OFRE
J OGEBAEDIAT 2 Fhti T 5.,
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<EZOEEH>
1. 8N DOELEME
uE%i%EF' Lo E3aEAER, FRECDELICEHZ T, RiERDOED 5 H
EERICYEAD T4, AFA B, M. T (CUF, ER4F#RE VD)
%ﬁkb\ﬁﬁ%®% WCHEHT 2 2 & TEREMEDONGEE L TR R0,

2. fEANDARNNE
AEAEZHGE L X O L3 DA, RICET 2 FHOIRAZ Bik/m O O TR
R DT ETARANEDNGEE L7e < TER B,
B, ARCP T, 1 AE LI 2 RCARAMEOHRN ATREREHDO Y X M &
HTHHDOTHY , RAMEMERICHLEREFIZOWTL, FRiERNRY X Fh b
B/IRL, CPSTEDHHZ L LT D,

[1 R CTHEGE T 2EH]

+ AARERR - R LR

- EHR S FFRE - TR IS | EAEARE

- EREABED—F (BEMADOHD) - BEERIEFE RFE

- BRI A TR - B/ 22 SR BT R T AT RLE

SRS RN CEATRRE S R E

- B TR (3R 0 % 2 W5 IR B 3 D G EAT)

[2 AR LB 7 ]
AMDS 258, UTAME BMASA 1 AFSRH L2 TERLAR,

- BEREORBRFE - HRFETFIR GEES)
» (] R R PR IRALE JRAEEETIR GEE)
A LA AR - RS
- jif B PRBREE - RURRRE
IR R BREE - IS A &
- BRI T (6 7+ AUINFITO b D & B ERFNHE)

- SRAEGE (R B Z PG IEHNEFE DO BEA O HO)
B |+ 20O F3FEAE GEITES IR, 0 B2 I EELOFEMNSO L D)
T W BB OB IR I 2 S X FERR B A I &
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(WTNHEFET6 » ALLNDIRITO L D)
- B REER TR
- JRRBINE (BHTHED L D)

3. EANDFEHFHFE O
ARANBERHOENSEOERAFS L CHET 2581, EEEROARA
PEDONIREZAT 21X, FEEREONGER e SN b D & H7p T,
REANEOTHET 2541, HERERENELZIRZ T, BiEROED H %
ERICEMZRA L b O &S 2 2 & CHEEE A O R R EZ SEE L7 <
TUT R B2,

4. [EFER K OIS D E A HEIR

EZREWEZATL2EDEFEREREBATGEAELZRHET 250813, BEAT
DFAT LI EFKEK LR T 52F8 (LT, EFREROTFES) ORALZ B
DA TR T D 2 & TERFEERERAOFFELNGEL R TR B0,

PR B % O F BLE N E R RS O B ORENE A REE T 2581, 13.2.2
FAROFRFE] TEDLEFFIC, PHEHEAARAANNEEMERE & L TRl H VL%
%ﬁ%ﬁ%ﬁ@ﬂmf%r#é XV EEMER O FFEDNIGE L A 70T, ik
DI WEEIEL, HFEEARADNEFEMEREZ G T2 & QITEHEM L TV 5 ERERE %
NV7VyF@k%§ﬁ%®%DT%K?5;kT\ﬁﬁ%f%é;k@%%%
NERE L7 < TUE R B 722y,

<BEDOLGE >
1. AN DOELEME
ﬁ%i%$ﬁbi5k#éﬁki FREDE LIZIFZA T, RAt/RDOED 5 H
FEEEICY BN DHEAR 4 BFHREFTTA L, BERICEXET D Z & CREMEDGE
%L&<Ti&6@mo

2. [EANDARNME
FEAEFEZHFE L L O LT HHEAT, RIZHETLFHOW TN 1 Soae—o
WY 7R 2B ER 2 HRED U TR RICEIE T 5 2 & TRAMEDNGEZ L7 < T
AN AN
7%, R CP ClE, HET 25 A ICARANEOMERN AR T DO U A & Fi#d
HHDTHY, AN HEREFICOWTL, RGN U A R BiER
L., CPSTEDDHZELET A,
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(A NMHERERR D 72 DI B2 EHH]

+ AARERR

- EHR S FFRE

- EREABES—F (BEMDH D)
- BRI TR

CER T E AR
- EHIEE IS | AT T
- SRR S AT

- BRI ZE SBRPTH T IR

SRS RN

- B TR

- BERELRIRRE

» [E RAE R AR IRALE
- JLEHA B

- fin BPREREE

* I REORBRGLE

B ATHRE B RN

(35 0 B A B IR B 2 D G HAT)
- HRESFR GEER)

- BAESTFIR GEER)

- F RS

- RARE

- SR Tl

3. A DFEHFHRFEOE R
ARANEREIZ LD HEET 25803, FESEGIHELZIRZ T, iEROED 5
EHICEMZBAT 5 2 & CHEFEBAORGEERLSGFEL 2 TR B 720,
2B, REEAC XL 2EETOHFEEONIHIRD 2,

4. [EFER S O PRI D E A HEIR

EZREW LA T L2EDEFEREREBZATEAZFEZ FHT 256135 BEAJT
DFAT LT EF BRSO 2 B — 2 BRI T 5 2 &L CEHEEKRRAG D
FHEZVGEL 2L TUF R DR,

Z O, EFREKIEHFDO 2 B — O 2 2 M ER A2 HRE LT, FIEERERGE
HEZIRA THEE L2 TR LR,

RS OEHE N EREREOEHE OFENFELHGE T 2561, 13.2.2
FARROFERE] TED D EHIC, HFEEARADNEHMERE & L R0 d 25613,
UHEHEZBERICHET 5 2 & TEHMROFEEDGEE Z72d, A2
BAE, PEEARAANNEEMERE T D EAITEML TV D ERERESED 7
Ly MplaBERIcmitd 52T, BHETHL I LOFEFELTFELR T
A VAN

<HUTALDEFE>
AEAEZRFE L L5 & T AL, AR OED 2 Fhe IV, AREAGRREY
—EAZHMM LIHEHEEAOEFEL ., RMEEREALSE PKI S8EROREITT 5
BELRGEAEEZAWEZETES. H LTI B TEAZRILT 2 2 Lick
0. FEEELEOARANME L OHFEEEAOBGEEEZGEL 2 TER LA,
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72X, AWMEANFEREY — B A RIEEEE AL B PKI G85ER OB 4 FHREH E5IC
ﬁ%%%i WMEARANLNEITTERNWZ Enb, BEFELORMICEIY 2D
\\\\\ HASNEELT- b D ERREN S,

3.2.4 FER LRWIIAE DIEHR
RO,

3.2.5 FERHDIEYMERESR
HE LRV,

3.2.6 FREEAHDIEKE
HE L7,

3.3 BEHHFERF O NS K URREE
3.3.1 B OEEHERFOAR NERERE K OFRGE
A HFM OB OFEEFIL, 14.2.1 RAMEROEKMHER] DEBMSNTZADLDS 5
FLNTHNIZE, 13.2.3 @A@MﬁJTﬁMLtiﬁ VIRERER CER S vz itk &
BOSHT 50, MAZOBEAZIRTRTHZ L TITA D,
5 FEZIME TGS, B L <IFtOEFEE L ISP EZITe > TO D DBEFES
nfwkﬁai\mﬁ®ﬂ%%%ﬁ&ﬁ%®$% FOHFETH LD ET D,

8.3.2 FEFAERZNE DFEFEHT OAR NMERERR K& OFRGE
PIEOFEAERAT & RO FIRIC X W BFFT2 b0 LT 2,

3.4 REHFERF O ANMEHERE K ORRAE
MG DRERERIC RN RFE 21T 9 L E2iE, ROFIAICHKES D LT 5,

1. KW EHREET DREHELRET D,

2. FAEAEEZ RN T HHBAEZHALNTT 5,

3. HEEEICRRER 2MRAE P RE/R B E4 2 L GERRERICIEE 5, EFE4fE
DHFENTERWGEIE, tMOFEREMVVIMAEARANTH D Z L 2 FET D,
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4 FTEREBDOITA 7V A 2 NIKTBER FOEMH

4.1 FrEAERFE
4.1.1 FEHAEOHTE
1. BRAGER &
HRNGERE O REEE 13, RMEEEEAD T O — B ARMEEARNE L ITZ20R
A, REEFEEAS IO —EAFIHEARNE L IFZOREAN LT 5,

2. EFERERA AL &
FEZERORAETEAE O GEH 1L, RIEERELTEICEDOEFER 2T 5H
AL LIZZORIENE T D,

3. EREEEE OB BT
EERRIERE S O BEA RER & O HEEH 13, ERIERESFOFHER L Xt oA L
ERGE

AR CPIZHID AT SN HREAET. TS D D HFHIEZ T 720,

4.1.2 HFBEFREEOEE
SEHEOFIHZFH LT 581, BRERTED DL T DOWT D Tt & 12 X - TREA
EOFHBGFEEZIT O,

1. fi%
ARNE L <IEREEADBERRIC 13.2.3 EAORGE] K UFEREROE D 2 EFh & FF
B35 LI LK FIAREEITI,
k. REANIC K D HGEOSLGIE. FEFEOR A B IR EEIIMZ, AN
EDZTIRKEOAR CP 13.2.3 HADFEFES (ZHE U TR OARAM: A Fesd rl 723
FHHRRICIRET 2D ET 2,

2. Wk
2&}\75)?&%)53 |—3 2.3 ﬂEIA@mL‘ uIEJ &U\mu uIE)E,rJZ?))/E&)é fﬁ’i’ﬁ?ﬂéﬁ“é iz k
DRIAREEEZIT O,
7ok, BETOFHABEOLA, REEANIC L2 HFEITRD 2,
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3. oA
AN L IIMRELADRBECA L T AT 1323 EADOFIE] K UOREIER O E
LT EEMNTDHZLICKVFIAREEZIT I,
2B, REANCED2HFEOLAICIX, MERT —XITMx, RNZXDEERLOAR
CP 13.2.3 RANDFEEE) (ZHE U7 REA DR TRE &L Lo b D & T
P

Fro, FEAZFORMHBFEE T, HEEICHZY . A CP 1.3 PKI O /HfM] &5 9
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5.8.7 ST L7=8EE OB
HE LRV,

5.3.8 EE~EHLTHEH
HE LRV,

54 EET S OERHE
X2 T A TR EIE, JIS Q 27002:2006 & AL EOBKICHE S b LT 5,
iz 1X, JIS Q 27002:2006 @ [ 10 & WHENROEHEH, F 11 = 772X
. 512 % fFlR AT 2OWG, BARKOMRST], 15 16 = JIESF) %208 24U
BT 5,

5.4.1 Fo8kTHA X2 FOFEE
WAFDIZ, CA VAT A, VRS N AT A, HARBICET I Xy NU—2 T o7&
ZDEERIEFROA N b - 1 F e FEEVTEHB TR RS,

5.4.2 EfE o J A0S ABEE
RERIE. BEu 7% 3 » A2 1 ELU EEWICRET D,

5.4.3 E&u /S EET A
BT 0, BRE 10 ERRGE SN D,

5.4.4 BEfo 7O
FERERIT. BRA SN ABOANERE J\CT Vv RATAZENRTEAL LY, WA
TR Aary ba—LERAL, HREZRZRWEOBESS, & A, RERBIRIG
RS D,

545 E&x‘a DNy 7T v IFR
Bl o 73, 47 54 L DOEEEARIC CPS ICEDAMETy 77 v RIS,
T O DOEMERIT X = 7 IR E TR E S b,

5.4.6 EEEo JOINET AT A (NEXFIMER)

36



HE LRV,

547 AXRVINERZILEY TV h~DEHA
HE LU,

5.4.8 MEFSTERHAM
HE L7,

5.5 FREROHLE
RLERIE, JIS Q 27002:2006 & [FIZELL EOHEIZHE> TIRESND D ET 5D,
Bl 21X, JIS Q 27002:2006 O [# 12 & (HW T AT AOHSS, B L OMRSE], 5
15 % ) FN 2SS T2,

5.5.1 7 — WA 7RO

WAL (X LT OE#RET — A 7T 5,
AL O FATIEHIZ B9 2 AL B JEE
CRL DFATIZEIT 2 g g
AR OFEE
IMAE DFEHE
AL E RSN O R ORI W o 358
K DEERIZE D 5 EHE

5.5.2 7T—hA T ERFET DM
T—HA T HERIE, FEESER SN T b RIE 10 ERITEGFET 5,

5.5.3 T —HA 7 DIRE
T —A TIEROUND ST BERITMEE X 2 U T 4 Ik o TRES L, FFrf S
2B LT 7B ATERWE MRS NIRRT S HL. HERR 2 FF 72 72 DR SR
FHH L, WS A, WEPLRETS D,

554 T—HAT DNy 7T v FEe
HE LRV,

5.5.5 FLERKIZH A LREZ VT EOITDHEN
HE L7,
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5.5.6 7T —hA TINEL AT L (NERXFIMER)
HE LRV,

55.7 T—hA7EREAFL. BRIET DFF
HE LRV,

5.6 ®OYYEZ
WRERIE, EHAIZ CARARO I 217 9, CARAHE, FERERMENIC T, K
ADNEERND G & HAOKSEY 22—/ (HSM) #HWVWTARksh 5,
CARGHOEH LICACBAMAFOEH b EMIND, ZOEHITBNTSH CA
MAREROGE & FERIZ, HEADYZNDO L LD ITh D,

5.7 faifb R KENLDEIR
5.7.1 KEKU CAFAERMEFRLA D DEIHFhe &
PRI, BE SN DU TOBBITH T 2EIAFIEZHE L, BRI 2RFAREEE
(G AE - AR A E T S,
CA FLA B fahaftk.
KL HUE, FHEO BRKE
VAT A (R T . Xy NU—I5%) O

572 AL ¥a—FDON N—KRyxT7, V7 =T, T—F0NHELEZE ORI
N=RU T VT NyxT | TEBNBEEXIEG L2 GE, Ny 2Ty T HOA
—Ry=7, VI UT Nyl T v T T—2ERNT, EONIEIBIEEEZITV,
HEMHMNICRERER 2T 5, £/o, BERAERNIIE, ATREZRR Y EHLMIC
IAFE . WBEEE I EHRAB A Web ¥4 MEIZX Vl@ad 5,

5.7.3 CARERNAEFME LB DXL
CA RAENGEIME T ZDOBENNE UGAIT, EAEEEOHRICL Y, H
MICFRREEB ZE LT 5 L &b, AR THE SN FHiE | %O%\£T®WA%
AEAED RN %217, CRIJARL #B/R L, CARAH#AZFEET 5, B, FEDERE
BRMIERZH L D,

5.7.4 REEFER OBENGE
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DX Sl N NI 13 5 I QO < /Y S XN AR 27 s T/ SE S A a Y T
AER THE SN TR S IS X, ﬂﬂﬁ%‘&@\@éaﬁ%‘ IEHE BT 5,

5.8 FIALRXIIBRFEBDOKT
FORE RN E R LT A ATIE. EEOK T O 90 HETE TITMAF @M L, &
AIEJR DFE & A ROMBRI 2R E &2 FRLT Db D & T 5,
FRERAKE T T2 5A1CE, Mkl R Ok DL /e & U2 W FEICT 57
DORORDEATO Z L ET 5D,
BERROER ZE LT 28581, FACMAZOREEZSZ 2 2T, BERPET D
INAZE OIF# & EE 2 MOBERRDBE L, T2 IMAFITENT 5,
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6 BtV T B

6.1 ST DR L EE
6.1.1 ST DARL
CA ST 1L, BiFREENICHRE SNZHEHOK ST Y 22—/ (HSM) %AWV,
BEANDNSIZ DL &, HEREFF-T-HICLDBEICL VAR END,

6.1.2 MAE~DOFARDES
TV R T 4T 4 OIAF OFAFEDGRALR THEL SN D841, IETF RFC 2510
FEAEEH T o] (- TAH Y TA U NI oY T va T, XTRRRICE 27
FHETE->T, MAKICHEESND DO LTS, BEERIEAY P LVoRA#EE 5
WL BIIAARO I —2FFA L TWRWI EOFEANTE L0 LT 5,

6.1.3 FRFER~DABREDEN
TV RZVT 4T 4 DIAE ONBFEEDNIMAFIZ L 0 EK S 55481, IETF RFC
2510 MRERAEEH 7 0 b o) (o CTAHYTA U R T o7 v a T, URRBRICZE
BRIEIZL T, BAERICSIZESNDLI DO LT 5,

6.1.4 MEEEZE~D CA ABEOEAST
CA ABHSEE. REEFICLIAX T n— RERREE T 572012, ARV 52 AHT 5
MBI A4 N TRET LD LT 5,

6.1.5 DV AX
FEOR A R, HAENDLT NI Y XARIFT D, CAFEAZEDOHDF/ N A X
X, RSA 7Y XADEE, 2048 By T 5, o7 3V X AEHEHT 5 CAGE
HEOHOR/NT A XL, FEOLX2 )T 4 2T 5910 X35,
TV R UT 4T 4 DFEAZEOSEOE/N A XL, RSA 743 Y X L AXEA I
LEOTNAY ZLDEE, 1024 By FeT 5, thoT I LA R
T 4T 4 OFEEOHED /N A XX, FEOEX 2V 7 4 2T 5004 X325,

6.1.6 NBEBDONT A —FERENMERE

NBREENT A—HZX, B CE DO EEY 2 — /I Lo TEK SN D, AR NT A
— X DIERBE LR EEY 22— L VITHY> DT 5,
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6.1.7 #OFAEMN
PRRERO#EE, keyCertSign & cRLSign DB v h&EEHAT 5,
T R T 47 4 O#EIL. nonRepudiation DBy k& HT 5,

6.2 FAAEREOKRERUOHEEY 2 —LVEROBERE

6.2.1 BEBEY 2 —VOEHRERVER
CA FLA#DKANTY = —/L1E, US FIPS 140-2 L~UL 3 L [RIZELL E OB I HEL 2
bDET D,
TV RZUT 4T 4 ODMAFZREROITE Y 2 — 1%, US FIPS 140-2 L1 1 &
A5 EOBUSITHEIT 56 D &35,

6.2.2 RAROBEANICLZ= Fo—n
CA FAESOARICIE, EAE T L HBL OMRELVLEL T 5, Fo, #EME
ORAHFHOEIE (EMH L, FEEMHE, Ny 7T o7 Pk, HEESE) 2BV THLERA
DIERE 2 LB LT 5,

6.2.3 FEROTRI7uy
CA BAHIL., ERICE s TRELINDIGELARE, TR U ENRNED LT
Do
TV RZUT 4T 4 OMAZORAEIL, EEICL > TREE INGALZRE, =
P A=AV (RS NP R R

6.24 HAERONYIT v
CA RESDO Ny 77 v 71X, BERRFIETIT ), B, Ny 77 v 7EEDOHER
EHTHEBANDIZNDOHETITHOEIICLEED, Ny T v 7 r—2EL 1L TCAFL
FHUZBEHT D IERAR L L2 DB SETRET LR EDFENRD D,

6.2.5 FEROT—HAT
FORESITIMAE DR FEZ T — A 7 L7230,

6.2.6 HEEIa— N ~DNAROEKMEIMD HL
CA FAEHEL., BRITHMT 22 L L35, HlziE, RARMENCH LG FEY =
— VNI T D7 EDOFERS D,
PERA~DIS 7T FOEEERLIHEN S DY X R T OBREIL, X 27 F ¥ R/ &l
LTI b T 5,
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6.2.7 BEEBEY 22— N ~DEFRDOEMN
AN T 4T 4 D FEY 2 — /L TERIN WAL, IETF RFC 2510 (FF
BHEEHEH YO haji) 1IiE-> T, XERERICZ 272 FET, TV 2a—MIAhEns b
DET 5B,

6.2.8 FHEBOTEMALTTIE
CA HA#OIEMHAL D FiEIL, FBIERERNICBWTA CP 16.2.2 FAAEOEEHANIZ L
Harvhr—) ERUEL, BEADHEREZAET OHELELT D,

6.2.9 FHEBOINEMEALITIE
CA AL HEOIFEMAL D SIEIL, FERERENICTB W TA CP 16.2.2 FAAHOHEEAIC
Koaviu—n) LRICL, BEAOHEREAT DHEEZLELT D,

6.2.10 FAEROBEFE L
CA FMAHZMEE L 2T TR B RWIRIO LA, BAERENTACP 16.22 FAA#E
DEBNCLDar br—] LRUL, HEAOHREETHEHICE>T, ARD
AN Sz HSM #5828 b L, XU EICHEES %, RIS, Ny 727 v 70
AR L THREBEO TR XL - THRET S,
DA FLA SR EE Tt = 1. CPS SJUINMAE N AF AR CHEICTHR T2 D& T 5,

6.2.11 BEBEY 2 — /LD

CA FAHZFMNT D0 5E Y = —/Lid, FIPS 140-2 L~UL 3 LRI ED b D % fif
M7 5%,

T RZUT 4T 4 DINAE DR EAEINT DI 5E D = —/1id, FIPS 140-2 X
N1 ERIZEUED L DEFEHT D,

6.3 @EXTEBIZET L OMOME

6.3.1 ABRROT—HAT
ARSI, %A OBHOBGEE FTREICT H720I0, B TE 2 HIETT =4 795
WEND D, WALRIE, A CPS CTEDIHIMT —H A 7 N5 2 L & RFET D
HENHDL O LT D,

6.3.2 ABRRFEAEOHLHIM & &7 OB

CA ABHSESFIHEDANMENIL 20 2z Wb D& L, ZORAEROMH I 10 %
Wz Wb LT 5,
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T RTUT 4T 4 DIMAE DONFREGEHZEOANHMIL 5 F4iz 2 nbo s L,
FTORARHOERIL2EEZBZ 2V E D LT 5,

6.4 EMLRT—%
6.4.1 EWALT —FDEREA VA F—b

RRERICB W THWS NS CA RMA#OTEMHALT —Z I3 —E T THIRERbD L L,
ZDEREA VA N—VTRFER CTED DN HAEICHWEBSIND D LT 5,

T R T 4T 4 OMAERARDOTENACT — & BREER TER SN D 5E1E, 1E
AT —ZIE—BETTRIRER b DL L, ZOAERE A A N —/WTGRIER TED Hil
TEBEIZEWEIE S, IMAFIZLEIEBmA b b D ET D,

IMAE R GEDOTEMEALT — & ZIMAE D ERT 25615, TEE(ET — 2 X T HIRREZ2
HDEL, TOEREA A M= /VIFHFER TED HITZHEIHENER SN Db D L
T 5,

6.4.2 TEHELT —Z DfRE

FRERIZEB W THWOILS CARAHOIEHALT —# 1%, SRR TED LA T-HEIC
PEWZRIREIND,

TV R T 4T 4 ODMAERGROIEMALT — & DFRGER CTHEKR SN D581, 1E
PEALT — 2 BMAB B Z DT HIT, BRERICBW IR LS L2 o
L%, £o. BAONTIEMELT —Z 13, LR TED BB, MAEIZ
FVLZRIRET LD LT D,

IMAFZRAEIEDOIEMALT — Z ZIMABE D ERT H5E1E. SRR TED LI HEIC
eV, MAEIZ IV ZRIRET 20D LT 5,

6.4.3 EMALT —% DF DM OEM:
HE LRV,

65 I E2—FDEXF2) T4 EH

6.5.1 BEDILE2—FDEX=Y T 1 IZETSEAMERE
FOREEB R IS ) 2 MK E R 218 U TiThh D N ER T 7 & 2% % BhfH
THIODRREITD Z &,
CA VAT h~Du 7 A BRI, A CP 15.2.3 il &2 OFENI KT 2 A NVEREGR & 58
AE] CED DL —VORFEEMHET D,
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6.5.2 L Pa—FtvXx=VT P
ISO15408 22 &2t ¥ = U 7 4 KRR DFOMIGEZITV, FERNSFHEZ1T 5
&,

6.6 TAT7YA I NOBIMHEE
WRER) ON—=Ry =27 ROV 7 vy =T iE, @8R4 7V CREOEX =Y 7 ¢
77/ aVEHEANT S MR CPSORBELEADEX2VT 4 F=v 7 2179,

6.6.1 AT LABREHE
JIS Q 27002:2006 %5 12 % [H# > AT LOHEG, BIRLOMRSE) LR EDMH
BIZHED b D LT 5,

6.62 X274 EREH
JIS Q 27002:2006 [ 12 7 EH T AT A0S, B L OMRST), [ 133 W
X2 VT4 AT FNOFR), 5 14 B ¥E5keEEE RS EOHRICHE
IrbDET D,

663 FATHAINDEXF2Y T 1 BHE
HE LU,

6.7 XYy NU—2DkF=2VT 4 BH
JIS Q 27002:2006 & [FI%LL EOBMKIZHED D LT 5,
il 13X, JIS Q 27002:2006 @ 45 10 &= #WE X OEHEH 106 F*v hUV—2&
X270 111w 7278AHE 114 Ry NU—7 07 7ERHIH] 5%
M ZAUTFIY T 5,

6.8 ZALRES
SREFRRIEIX. 7TV r— g VEICBWTCEM AfE - B AT 52 95,
Bl 21X, NTP % —t 22 GPS, ERFFHIC L 2REZIRENET 55,
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7 FEAEROCRZIY A FPERROCSPDOFm 7 7 AL

71 FEHEBEOS 2T AN
A CP OFEFER N 3IT T HAEHEIL, X509 Version 3 7 4+ —~ v FEBHEERIZ LD
PERR S, F72REBEIX X500 #5114 (Distinguished Name, VAN DN &v9) (2K
DB ESh s bDET D,
ARV NGENRITENDBEHEDT 07 7 A VL, EAEROT 07 7 A V%
FT1LLIRL, RO T 0 7 7 A V2K 7.1.2 DIEY £ T 5,

723, Issuer @ DN /% CPS XX EDOMBIRCEIZTERINAZ L T 5,

711 RN—Ta EE
ARV S OREFERDIFEITT HIEAEIL, X509 Version 3 7 +—~ v MFAEERIC X
DIERRRESNDZ & LT 5,

7.1.2 FEAFEOHR (RMEEREILIEFOREZET)
ARRY NHENFAT I N D EFREAEDOILRFEIRO 7' 1 7 7 A VITLLFOR 7.1.2 O
WY LT 5,
subjectDirectoryAttributes #L3E TH 2 frEEFREALDE D&M (hcRole) 1Z-O0
TIX7.1.10 TED 5,

71.8 TAIY RAFT V=7 FRBI+

FHORFEIR D Signature 7 /L3 Y A AILLF D@D L35,
shalWithRSAEncryption (1.2.840.113549.1.1.5)
sha256WithRSAEncryption (1.2.840.113549.1.1.11)
sha384WithRSAEncryption (1.2.840.113549.1.1.12)
sha512WithRSAEncryption (1.2.840.113549.1.1.13)

FRGEIK D subjectPublicKeyInfo7 /L =Y A LILATO@EY &7 5,
RSAEncryption (1.2.840.113549.1.1.1)

7.14 ZBHOTEA
Issure & Subject DA RIORILER 7.1.1 1RSS5,

7.1.5 LB
)iﬁl,\fcﬁl,\o
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7.1.6 CPA7 =7 MEhIF
BEHES %,

7.1.7 RYU HIFPLRE
ERA LR,

7.1.8 KU VEMiT OEXKRNER
CPS #5335 URLAZEHDHZ LNTX 5,

7.1.9 FERAERY LR T 4 — ROk
A CP @ OID %Ki 5.
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#1711 FEAEOT BT 7 AV (FEARFHE)
HHE RIE LA
Version © [ Ver3d &t7T%,
SerialNumber © | FA—EERNFITT DiEHEN T2 =—2 2l & T 5,
Signature ©
Validity ©
NotBefore ©
NotAfter ©
Issuer © BHFOMEMT S, (CountryName % Printable,
Z N LIANE UTF-8 Catk+ A)
CountryName © |c=JP (HE) &7 5,
LocalityName A
OrganizationName ©
OrganizationUnitName A

RARORY & 2T XTI ERMT 5.

( THPKI-01-*-forNonRepudiation] &3 2%, 7233,
CommonName © B
SCFEFIHRD"01"E, AR CP O T 5" 1.0 "% 7~
T F70"E CA A ME—ITRRAITE D 3F8N LT 5,)
BHFOHEMT S, (CountryName, SerialNumber
Subject © B
/% Printable, Z#LI4ME UTF-8 Titik3 %)
CountryName © |c=JP (HE) &7 5,
LocalityName AN
OrganizationName o NN 703 R BE 55 D i PR D35 6 1T A
Z DB ITEREAEELN & 0 —~F b 5 VT HEEES
T OrganizationName (Z50# L.
OrganizationUnitName | O | OrganizatioUnitName (Z” Director” ¢ L% % ¥&#H
T2,
CommonName © | MAEORALZ R —~FTi#T 5,
GivenName X
SurName X
e-Mail X
SerialNumber AN | EEERE SR EETET A ENTE S,
SubjectPublicKeyInfo ©
Algorithm © | RSAEncryption &7 5%,
SubjectPublicKey ©
IssuerUniquelD X
SubjectUniquelD X
Extentions © | roksEl (Extensions) M
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Fho, TO) 1TME, O ITEARICIVMAE, TA] 3ATFvar, X IFRELR
W2t ERT,
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#1712 FERAFEOT BT 7 AL (HLiRfEE Extensions)

HAE RIE B Critical
authorityKeyldentifier © FALSE
subejctKeyldentifier © FALSE
KeyUsage © TRUE

DigitalSignature X
NonRepudiation ©
KeyEncipherment X
DataEncipherment X
KeyAgreement X
KeyCertSign X
CRLSign X
EncipherOnly X
DeciphermentOnly X
extendedKeyUsage X FALSE
privateKeyUsagePeriod X FALSE
certificatePolicies © TRUE
policyMapping X FALSE
subjectAltName AN FALSE
issuerAltName A FALSE
subjectDirectoryAttributes | © | [EEEFEEDOEHK (hcRole) % Fl#l, FALSE
DA S E GRS R A S ORI R & D
AttrType O | HFOLZEIILH, ZOMEBEE DL
B,
HCActor ® codeDataFreeText (2 &#4 7 —
7 V# 7.1.3 DHEF LA UTF8String TRE,
AttrValues O | subject NEDOEKEHT HHEAIL.
HCActorData |2 ¥ 4% %45y © HCActor % & i
ERAR
basicConstraints X TRUE
CA X
pathLenConstraints X
nameConstraints X TRUE
policyConstraints X TRUE
RLDistributionPoints o DirectoryName & 5\ % URI ¢, CRL DOfd FALSE

MREHET D,
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subjectInfoAccess X FALSE

authorityInfoAccess AN FALSE

Fho, TO) 1TME, TO) 1IEARICIVMAE, TA] 34 Fvar, X IFRELR
W2t ERT,

50




7.1.10 REBERBILSEDOEME (hcRole)

(1) ¥ 72 +T 4 V7 MY BHILETO heRole BHEDEA

AR Y TiE, ISO IS 17090 THIE L 7= heRole BMEA FRtlond L olc7m 7y
ANVLTHWS Z &7 5,

subjectDirectoryAttributes @ attrType (Z (£ hcRole % #* 4 OID
{ id-hcpki-at-healthcareactor } %% &4 5,

attrValue |Z HCActorData T, HCActor @ codedData Tl codeValueData I3 H
W, codeDataFreeText # %,

ARV Tl coding scheme reference ™ OID & L T ISO coding scheme
reference Z 7T, A CP OILTEDZR 7.1.3 DEAL E ST 2 local coding
scheme reference ® OID [%. 1 iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) hcRole(6) national-coding-scheme-reference(1) version(1) } &\ 5, &#
xR 713 T X D IZHFERFZ H UTF8string TRk iE T 5.

subject WEBOEK AT H5E1L, HCActorData IZE&E #4177 D HCActor % #%
ETHIENTE D,

APLERIT, A DEFEEIRAE M OEFEIEREE OIS OGEIT0NHE, £ ofh
(BEH)OLEITANET 35,

* 7.1.3 HPKI &#4 7 —7 /) (codeDataFreeText D EFH

Gk (EFREHR) B!
‘Medical Doctor’ [2% Bifi
‘Dentist’ Bk EE D
‘Pharmacist’ FEF M
‘Medical Technologist’ bl R AR A EL il
‘Radiological Technologist’ I G R A
‘General Nurse’ Fikhh
‘Public Health Nurse’ PRl
‘Midwife’ By AT
‘Physical Therapist’ HAERA
‘Occupational Therapist’ VEERE L
‘Orthoptist’ T RE I 1
‘Speech Therapist’ SR
‘Dental Technician’ BBk T
‘National Registered ‘Dietitian’ | & Bl 1=




‘Certified Social Worker’

e tgakt

‘Certified Care Worker’ Iri#tEntt
‘Emergency Medical Technician’ | 2o 1
‘Psychiatric Social Worker’ R R A kL
‘Clinical Engineer’ B IR T+
‘Masseur’ o VE~ P — URRIERINL Y B/ & @ S Bl
‘Dental Hygienist’ g B A
‘Prosthetics & Orthctic’ FAE R+
‘Artificial Limb Fitter’ ESERLGL
‘Clinical Laboratory Technician’ | ffA= R £l
G4 (EREEOEHEME) | il

‘Director of Hospital’ bt R
‘Director of Clinic’ IR R
‘Supervisor of Pharmacy’ (egiib il
‘Proprietor of Pharmacy’ SRy B R &

‘Director’

Z DA O PR E AR AL RS o B B AR

) B4 DOYU— R OZE AT —{8? Space (x20) & 3%,

BEICH L TEAMNOLELLZMNT L LR 2 VEREHESOEAEMEE %

hcRole 721 T TE D L HITEH TV D,

72 % . L FC Directord J& M % i H 5 2 % & 1% Subject 7 4 — /L N D
OrganizationName K& Of OrganizationUnitName [($4#42HC, OrganizationName (Z
PR E RS AR 4 &2 9558 T v — <~ F T L. OrganizationUnitName

\Z”Director” ® T4 & ¥AH95,
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(2 HPKI hcRole B 7w 7 7 A )L
K HPKI @ CP TiZ, ISO TS 17090 |Z7E & © 17z hcRole JEMED ASN.1 £t % LA
ToLocTe7rA LT 5,

hcRole ATTRIBUTE :
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch
1D id-hcpki-at-healthcareactor}

Il
—

—— Assignment of object identifier values

—-- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki 0 }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id~hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

—— Following values are defined in Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{iso (1) member-body(2) jp(392) mhlw(100495) jhpki (1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

—— Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE ({
codedData [0] CodedData,
regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —-- Notel (Do not use)

CodedData :: = SET {
codingSchemeReference [0] OBJECT IDENTIFIER,
—— Contains the ISO coding scheme Reference
—— or local coding scheme reference achieving ISO or national registration.
—— Local coding scheme reference in Japanese HPKI is id-jhpki-cdata (defined above)
—— In this profile, use this OID: Note 2
—— At least ONE of the following SHALL be present
codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —— Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP
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Notel :
Note2 :

Note3 :
Note4 :

HCActor @ regionalHcActorData I%, A CP TIHf#EH L7ew>,

H A ® HPKI CP CJE 7= local coding scheme reference @ OID |3, idjhpki-cdata
fiso(1)  member-body(2) jp(392) mhlw(100495) jhpki(1)  hcRole(6)
national-coding-scheme-reference(1) version(1) } &9, Z® OID |%, # 7.1.3
DEMHEZIRT D,

A CP Ti% CodedData @ codeDataValue (20,

A CP TlZ. codeDataFreeText & L C® DirecroryString (2135 7.1.3 IZHE L
72 ‘Medical Doctor’ 72 & DHFERFLDERHL = H\ 5, F7=, DirecroryString
IZ UTF8String T a— RLEbDZES, v~ v Fr 7 A— g 1 —~
v FUTITL D,

54



<BE>
LLUFIZ, heRole & 7= X.509 SubjectDirectoryAttributes §3k% DER = =2— K L
Te7—4% O ASN1EZ X 7 LTl a2 =7,

Medical Doctor D

No Type Len Value
030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents
206 3:  OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)
704 54: OCTET STRING, encapsulates {

930 52 SEQUENCE {-- SubjectDirectoryAttributes
1130 50: SEQUENCE {-- Attribute::hcRoleAttribute
13 06 6: OBJECT IDENTTFIER '1 0 17090 0 1' -- OID::type
2131  40: SET {-- SET of AttributeValue::values
2331 38 SET {-- AttributeValue::HCActorData
2530 36 SEQUENCE {-- HCActor
27A0 34 [0] {-- HCActor
2931 32 SET {-- CodedData
31A0 12: [0] {-- codingSchemeReference: local coding scheme
3306 10: OBJECT IDENTIFIER '1 2 392 10049516 1 1'
: H
45A2 16 [2] {-- codeDataFreeText
470C 14 UTF8String 'Medical Doctor'
: H
H
H
H
H
H
H
H
H
}
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CrlEntryExtensions © | yL9EMEEE (crlEntryExtentions) M8
CrlExtentions © | JriksEI (crlExtensions) Z M
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#1722 FAFRDY A LOTRT 7 AL
(CRL = | U §£8E5H crlEntryExtentions)

74—V K RE B Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure X TRUE

#1723 FERAERHDY A ~DOT 0T 7 A
(CRL & fEIk crlExtentions)

74—V K RE B Critical
AuthorityKeyldentifier © FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint O 43| CRL & W B84 134 2H TRUE
FreshesCRL X FALSE
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