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AL SN 28T, TV ZINVEBLORERZHANS,

- ABAFEREAAE (Public Key Certificate)

A D43 L NHBEZ S L CARBORIEMR 2T 23 E T, FERERE
(A4 %, BFREHED D WVITHISIEAE & b ), ABREREAEICIE, AR
DIMAFEE ., K, CA OfFH. T OMIEHFEOHNMBRAENLH S, CAD
BALPEND,

H O B4 REHE (Self Signed Certificate)
AR H & DT DTS 2 EFREAFE, BITESL LMAELBFR L TH S,

K%h (Revocation)

BHRHEABRATZ, (M HNOEE (B - ke l) TV EFEAEZERCT L
Lo FEARMIZIE, RANDOHREIZL DR, BAKRZIZ CA O cRhans Z
LD,

FLAH# (Private Key)
INBRgE L RN 72 D8, AT M ANV E S ICROFTEE T2 NEHT 5,
AR TEL LT b DI, ZHUTKHIET 2 ABREETOHRREN ATRETH D,



REAELRZN Y A2 b (Certificate Revocation List, Authority Revocation List)

KN LB REAED Y X |,

T REUT 4T 4 OFEAED R Y A b CRL &\, CA DREHED RS Y 2
N2 ARL L9,

FERHESITESR (Certificate Signing Request)

HEEE 2 DRGERIZE FREERIT A2 RO DT O D ER, B EZERT 572
DO LR DHEW|T, TONFITIE, HEEOFER, T — 7 R, AR
EDIEHRBEEND,

FEAZER Y o (Certificate Policy : CP)
HEOYF = ) F 4 TR L, BEOT I 2= 4 RO/ LT 7V r—v 3
DI T ASOEMMEEIRET 5. AT SNIZBEDEAR,

HEE
PRERICEFREHEORITERE T2 EERKOZ L,

&4 (Electronic Signature)

B LEDOIEYMEZRIET D 72D b D B4R, AR 2R AL,
HERANTHDLZ L E2MRTHE L HIC, HFRPEEBRPICHI A SN TN
ZEEFEAT DI ENTE D, ARERE S AEHWTAR LZEL I T VX NVE
HLbnd,

ek (Registration Authority : RA)

EFIEAERITORFEEDOARNCHEE - R L, F& U TREES LT O, &
FRIRIL, REEROEEED 5 B, —EOEBZIT 5, Rakd DIMAZE O & AN
FRREICE R Z A D 25, EREAEICEA LY BITLEDIE LA,

FBRER (Certification Authority : CA)
EFIEFEZRITT 2, LRI, AREREVW RS AKAND LD TH D LFE
BHARBIC T 285 —FHBI T, ANE, PR IGICH VEFH TERITIIR 720,

EFEM AR (Certification Practice Statement : CPS)
SEBAER Y SANZEKE S W REMICOWTOHEE, R/ NE I E LS 3T
T 5L XICBHATHERICET AR L LT EMT NS,



gk fif =

RAFEBHBRMED 9 b, BREBHBRMOLNPHEEBE SNTZEE V), BEER R
5 &1k, IMAE OBEAMARC, MAZBO CGGEAELZ X v a— KT 5821
FERVFEHRAEND 1D, /NAT— REZ#HIT 28 ICHNDRHE VD,

AL R =
FOREESS it (BRI E O SUTE B W 5 B RH R T OOk iF) 23
RESNIZEZV ), L, BREBHBREOADEESNDEE 2R

#17)% (Issuer Authority)
BREAZEOMER - BIT2E & UTHITES 21T O HE, BITRIL. REEROEE
DHL, —HOEEEIT,

Ny v = B# (Hash Function)

EEOESOT—2NbEEED T ¥ LIfEE AT HiHE L, AR LTEIX
[Ny v afli] EFEEND, Ny v affild, Ny VoS T -2 2R TE

mN—JEtE L. BieD 2 0OT —ZINGIE— Oy VA EBSARL S D EZEEN

NEETHL ENVWIWEEEFFD, ZOMENLT — ¥ ZEZET LI, EHEAOA

R LTeny ¥ 2Bl EZERTT =2 Oy ¥ a B2 RO THE 2 i Ll 23—

TIUX, T PEEBF THUIASNTORNZ LR TE 5,

a7 7 A1 (Profile)
T REAESCFEAER LY Y A MIFL#E T 2 FEL OYEEE ORI FiEZ2 EHi- b
D,

Y7ARY FVU (Repository)
BREER OGEERZN Y A M EEM LA 527 — 2 X— X,

U R E

CA 2 HHT AR, FHTLVWACEAMNE (NewWithNew) & duniit{to CA
B H LW D CA SBAMATIT D72 DICBIT SN D EREAE, U 7 iEHEIC
FoT, HROEZRD CA 2 OEFIEHFLZ T I NIIMAZEH TOFERAFEMRIED
AlRE L 7R D,

U7 GEEICIE. B LA WA TEA LZREE  (NewWithOld)
&L HTWABSHTE LWL A#ECEA LIZRENE (OldWithNew) 23& 5%,



— T CA (Root CA)
BB R DOFRFEREIZ RV, B O & EAICNLE T 2FFER O Z &, TALICET 5
RER O NBFSEEAEFEOIRIT, K EHT D,

(A~1Z)
ARL (Authority Revocation List)
RREROFEAFED RN Y A b FERHFERZY A FESROZ &,

CA (Certification Authority)
WREREZROZ L,

CA GE =
ARRERIT 6 L CHAT S Lo B FREE,

CP (Certificate Policy)
FEAEAR Y RO Z L,

CPS (Certification Practice Statement)
PRREEME R Z RO Z L,

CRL (Certificate Revocation List)
T RZUT 4T A DFEHEORNY A N, GEHERDY A 2SO L,

CRL #iiE
RERIERZNGE ®2S, AR 21T T 5 CRLICGEH SN TV O R T 52 &,

CSR (Certificate Signing Request)
AEAERITERESROZ &,

DN (Distinguished Name)
X.500 BUEIZIRBWTED HiLzikhl4, X.500 Hiks Tilkbl Fa2RET 52 Lick -
T, MAEZEO—BMHEZRET S,

FIPS 140-2 (Federal Information Processing Standard)
FIPS & (3K ERE I AL RE T, FIPS140-2 [k € ¥ = — il & &
Fa T A BEGERELLELD, KXo )T B LT 4 BfEOEx2 Y 7



4 L (FIE L~V I~|Em Lok 4) EED TN D,

IA (Issuer Authority)
FITRESZROZ L,

OID (Object ID)
F Ty Nk FEBRO L,

PKI (Public Key Infrastructure)
INPHEERAR, ABREERT AL & v O BB & B CRRRE R S A B ERE R A R AT
L. ZOFEAFEEZ AW TESL (BARGE, W5 1875, FREL ATREIC T D72,

RA (Registration Authority)
BikRaesRoZ L,

RSA

INBRSERF S D —-D, Rivest., Shamir. Adleman @ 3 ZAIZ K-> CRHEIN, #*
DA4HTE &> TAT b, ERZEROZRE SBEONESZFHA LD T,
INBHEERS S OBERE L LT R L TWD,

SHA1 (Secure Hash Algorithm 1)
Ny Y a B O o, EEOREOT =X 025 160bit DNy ¥ 2 & 1ET 5.

X.500
ITU-T/ISO NED =T 4 L7 I Y — R 2 EFRALUE,

X.509
ITU-TASO NEDT=EFREHEKR OGEHELRZ Y A MB35 [EEEE®E, X.509v3
TIE. BAEAEICHERE 2 5% C. BREEORITE VM E O %2 B4
HIENTED,
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2 ARRVCIRY ) OEME

21 VARV HY
UARY b UIIRERER OREIIE & R0 OINAFE O RE 2 R EF 5,

2.2 FEFAEFHRO AR
WAL, UL FOEREREES & IMAZENAFAREICT 5,

<HRFEE NPT % HH >
CA DOBREFEHE
- AKCP
CRL/ARL
AR OFRPURFEICB T 2 &

<IMAHF BT B HIE>
RERDED 5 CPS
FAALE R D TE 8 2 I (B3 5 A AR e v

2.3 ABHOBHXIXEDOEE
R, REDICET A ISR LE T S-S T, 2OBHREART LD LT 5,

REAEFRZNZ OV TOE®RIZ. ACP 4.9 FEHFEORG L —FHEIL] () bD & T
2o

24 VRTIRMI~OT 7 RAEH
CP, CPS, REHEK TN L OFEWE OBAEDIRIE R & O AFIFHRIL, IAE LU

AEE T L TIERe e B & L TAd 2,
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3 K OFREE

3.1 AWMRE

3.1.1 MO
K CPIZESWTHEITENLFEHFIMLEN ENLD T TV =7 MAITIMAER &35,
IMAFE 413 X.500 @ Distinguished Name % i f 3 %, PREEE R 4L B PKI Tl
ClZJP &7 %, £7- CommonName [IXZHT, MAENRHARANTH LG, MAEZED
K4 (m—~Ki) Zii#ld 2,

3.1.2 ZHBEBEREZESOZ L OMEM
K CPIZ XV RITEINDIEHEOMRFRRIA X, BiEEIC X > CHfiES L, S
LHZE9BROHLLDET S,

3.1.3 MAEDOELLMIIIRANE
HE LRV,

3.1.4 FEx DLAHEREZERT 3= 0DHA
B IEIRT D72 OO BANE, ACP 17 FEBHEKROKRZIY A MR TNOCSP 7' a7
7 A AR/,

3.1.5 AHDO—EME
RAERMDFATT 2B A EDOMAF 4 (subjectDN) 1%, FEIFRNT—EIZT 57
DIV Y TNAER (SN) 250l &N TE 5, o, HiERO4FR (issuerDN) 1%
RAEEIEE AL PRI N T, HAREOREREZ —BIELRTHLOTHD,

3.1.6 k. AR OFEEOLKE|
HE LA,

3.2 FIEIOAR NHHER
3.2.1 ﬂﬁ%@ﬁﬁ%ﬁ%?éﬁ&

DAL LT T O AR Z TR U CRRAERIT R LAEERATEOR 217 5 B,
&%%ﬁ%%kﬁﬁ%k@ﬁﬁ%ﬂ%?ét 12, BERNDDOF ¥ Ly DITBL BT
m\ﬂﬁﬁ@%ﬁ%ﬂﬁfé%@kfé B BN HFEE AR U7 SR AT R
(CSR) DEABIFEICLY . RAROFTA2HERTI LD LT 5,
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PRRERAI CHEEE OBEAT 2 ERT 581X Z DR Y TldZew,

3.2.2 HERRDOFBIE
TRIEEREAL B PKL RAERICEREREOEHEOGEAELZRFE L LS L T5%F
X, FEHEORITICHSL L, ROWTNNOHiETHEORTEE L < 130EE 4 2 ko
FAEM: 2 BRI NERE L7 < TIER B 720,
72k, WEEEMEAORIEL 13.2.3 EADOFRGE] [ZED D HFIEIZE S,

- BN OS A

BEUHEIHGE E, IRBREEE RIS OB IR TR L 72 BHER M ORIAR D = v — | R
EREREEDREZZ T BRI FEAR LV BTSN R ERAEFEDOa L —R &
NHIFERE D BT L IIZME LIZFEE, SFEETHEREZRD LN TN D H DD
AE—DOWTNERRET D 2 LISk - THEE O EEMZSLRET D,

B, FREBMED 3 E— 25 L7283, EEMEROIRREREEE TH D =
EDNFENRRRHZ R SN b D & T DM, ENLIANOFEAESE CRIEM 2 SFE L%
B DM O, B SRR B RIT I N D BT 3 7 A LIN O mED
a7 CIRRRIERERESE TH D Z L AT EHEORE A MAEE T 5,

iz, TNHDNFEOBRICHW D FFEEFIZIL, PEERSICE W TEROEHE T
HHHEDRADFLHEH SN TV T b7,

- ANFEZEOGE

BEUHEIHGE E, IRBR RIS O BRI TR L 72 BHER M ORIAR D = v — | fRIR
EREREEDREZZ TR FEAR LV BTSN ERAFEDa L —R &
NHIRERE D BT L UIZBE LIZFEE, SFEETHEREZRD LN TS H 0D
aE—E LIEENOIET 2 EEHOWT N ZRHT 5 2 &1 X o Tk 1
PEZNLGRET D,

B, FREBMED 3 E— 25 L7283, EEMEROIRREREEE TH D =
EDNFERRRHZI R SN b D & T D0, ENLIANOGEAES CRIEM 2 SFE L%
B DM O, FAE SRR B RIT I NS BT 3 7 A LIN O mED
a7 CIRRRIERERESE TH D Z L AT 2 EHEORE A LA L T 5,

iz, TNHDONFEOBRICHW D FFEEFICIL, PEERSICB W THEROEEE T
HHHEDRADFLHEH SN TV TR B,

© PRE T AR OEE 5 Mk O E

KA NHIBEBA DB TIE, FRRER DO E D 2 FHIZARIFANIE D b AR 245
FIL72b D&t T 5 2 &Ik » TEMEMEGET D,
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7ok, SEEOBICIRHE T A EIHICIE, BFERFAICBWTHBEOEBEE THHIHE DK
K HFEH L IR B,

¥ OTREETERERDOLNTVDELD] X, UTFTOLI b DOEET,
ERTE 14 50 2 (BrNETRIEE)
SEFEMATHA 2 8 5 GFrlRED#ER)
fRERTY —E2AFOFERED AR, &L OEEICEAT oA 532 K40
ZOHEMSRHE (forr)

BREEEZ AW 256

AR DR O EE X320 53, REIEEREALSE PKI S8R FEITT 2 & 2
HFEFELNGEAZELZ AW EFEL S LIIMERRLRIERORITT 5%
AEAEFEEZ HWCEFERICLY BEWENFET 52 &N TED,

ZO%E, RMEEREADE PKI FBRERAHEITT 2 BB M E B4 MR
WK DBEFEL TN DGE T, FFRFCRRERIEESE TH D 2 & ONGER RSN
L HIT N, FEEBRLRIR ORITT DEREF L W56, Bk, f5E 8%
FEO A — DIERINOSFAE . FAESHER ) B FAT S LD BT 3 7 H BIN D 3HA
WHFEO 2 E—7e PRBEEEES CTH D 2 & 25T 2 EEHORN AR N E
DLFECLVRE LR TUT R B0,

B, INLOFHEERHOWDEATH, MAEOBRICHW A AR ERIIL, PEERER
IZBWTHROEHE THLHEORA NI N TR TR LR,

3.2.3 fAADRIE

(RSB PRI GRAERICREAEZ 5 L & 5 & T A AL, FEHEORITICE
VB, ROWTINOTFIETHE OELEME, AL OH G & A B8 RICRE L <
TERbRY, £2, EEEREATIENEZER LG ATTENE, ERgE%0w
BN RSB OEHE OFEELZFFE L XL 5 32561, EFREERAEDOFERE,
BHFHETHD I L OREEELBEHIFE LR TR SR, SNIEHAW S EFIC O
TiX, ARSI DO DR, BRERZEDO L OEZ AW TIT R H20,

B, AEOEDITFFAERFEONIRNCED S ED TH D . BERNEHE L 1T
HEET 25613, RETOHEITHEWVHGEE ONREAZITHOE, 4 BOHEICHIY FEEE O
FENMOGEHEORITE R T D,

<EZBOBH>
1. fE A DOFELENM
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AEAEZHGE L LY &AL, FREDE LICHA T, #FiHROED 5 H
FEEMEICYEEAD TRA ., AFA B, R FAT] AT, ER4EHREVD)
ZEOAL, B0 OICIR—ET A 2 & TEEMOSGHZ L < TR b2,

2. fEANDARNNE
AERAEZHGE L L9 &5 AL, RICET 2 EBHOFAZBEFOE D TH:
RTDH T ETARAMEDNGEZ LR TER B2V,
¥, ARCP TiE, 1488 L <L 2 A CRANMEDHER N AIRERFHDO Y A M &7
WT 2D THY, KAMMRICHELRFHIZOWTE, FRFERNY X Fnb
BIRL, CPSTEHHZE LT D,

(18T T 5EH]

" AR « TS| A
IR BIED — 1 (FEMOb0) - BRGEEH RE

WA T
Wi Sk
BT

* P 22 PR RIRE
B ATRE B R
(3 0 B 2B LR B 2 D5 EAT)

[2 AR LB 7 ]
AMDS 25, UTAME BMAOA 1 AFSRH L2 TERLAR,

- BEREORBRFE - HRFETIR GEES)

- (] B R PR IRGLE JRAEEETIR GEE)

- LA BEE - RS

- jin BPRBREE - RURARE

* I RECRIREE - FIE S i &

- B T (6 7 ALINIFEITD b D & AR ERFIHE)

- ARE (Y BRZBGIEEE A DOEES O B 0)

- DO HSEEAE GRITAES IR, Y AL EE 2O EEMO b D)
- T IR BB O AN BRI B 3 S X AR A R B
(WFTHNHEHET 6 » ALINDRITO H D)

- B RIS TR
- BURBIEE (BRATFEO b D)
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3. EANDFEHFHFEOE M
ARANBERRFOENHEOERAFS L CHET 2581, EEEROARA
PEDSIFEZ AT 21X, HEEEEDONGRER R SN2 b D & B 72T,
REANEOTHET 2541, HEREREHELZIRZ T, BiEROED 5%
ERICEMZRAI L b O &R 2 2 & CHEEEE A O R EEEEZ SRE L7 <
TIE R B2,

4. EZE K ORI E O E I HER

EZREKER T H2ENEZERERE S AR ELPHETL2581X. BT
DFAT LI EFREK LT T 52F8 (LLF, EFREROTFES) ORAZ B
DA TIRRT D 2 & CEEERRAOFFELNGEL R TR B0,

PR B % O F BLE N E R RS O B OFENE A REET 2581, 13.2.2
FAROFRFE] TEDLEFHIZ, PHEEARANEEMERE & L TRl H L%
%ﬁ%ﬁﬁ%@*mf%r?é Lz @£@%@@$%@iﬂkﬁ@¢oﬁﬁ
MRV, HEEEARADNEEMERZ AT 25 L ATEH LT 2 ERSET %
NV7Vy%@k%ﬁﬁ%@%Df%m?5;kf\ﬁ@%?%é;k@%%%
NERE L7 < TUE R B 722Uy,

<BEDOLGE >
1. EANDOELEME
ﬁ%i%$%bi5k#éﬁki FREDE LIZIFA T, RAtRDOED 5 H
EEHICYRMMADIEAR 4 FHRETAL, BERBICHEET 5 Z & CEEMED R
%L&<Ti&%@wo

2. (EANDARNME
FEAEFEZHFE L L O LT AT, KIZHETLFHOW TN 1 Joae—o
WY 7R 2B R 2 RE L TR RIS AT 5 2 & TARAMEDNGEZ L7 < T
7257200,
7%, R CP ClE, HET 25 A ICARANEOMERN AR TR DO U A & Fid#id
HZHDTHY, RAEMERICKLE BT OW T, FBFERN Y A h 23R
L. CPSTEDDHZ LT 5,

[RAMEMERR D T= DI FE 725 ]

-+ AARERR - R LF R

- EHR S FFRE - BRI | EAEARE
- EREABRT—F (BEMOH D) - HERIEFE RFFE
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- BRI A TR * P 22 PR RIRE

- BRIk B ATRE B R

- B TR (38 0 B A B IR B 2 D T HAT)
- BERRLRIREE - HRESTFIR GEE)

» [E RAE R AR IRAE - BAESTIR GEE)

- PG HE - F GRS

- fin BPREREE - AR

- IR ORBAGE - SR Tl

3. A DFEHEFHRFEOE R
ARANDBEIEICL Y HEET 25613, AESEGEHELZIRZ T, FiEROED D
EHICEMZEAT 5 2 & CHEFEBEAORGEERLSEEL 2 TR B0,
B, REEAC XL 2EETOHFEEONIHIRD 2,

4. [EFER K OIS D E A HEIR

EZREKEHTHENEZERERE S AR ELPHETL2581E. BAT
DFAT LI EFEEATRES O 2 B — 2 B RICE%T 5 2 & CEHFEEKEA O
FHEEVFEL 72 TR B w0,

ZORE, EFEKIEHED 2 ©— 0 M 2SI ER 2 AT LT, FIEESekGE
HEZIRA THEE L TR B AR,

PR B % O F BLE SRR R O B ORENE A MEE T 2581, 13.2.2
FAREOFERE] TEYD D2 EHUC, HFEEARADNE MRS & L CRLiiod 25613,
Vs EF A BERRICH AT 5 2 & CHEHEMBOFEIEDNGE L AT, i e
BAE, PEEARAANEEMEREET D EAITEML TV D ERERE%ED 7
Ly MR EZBEMICEIRLTHI LT, BHETHDLZLDFERELTFELRL T
=AY

<HUTALDEE>

AEAEZRFE L L5 & T AL, BAEROED 2 Fhe IV AREAGRREY
—EAZHMM LIHEEEADOEFEL . RMEERELSE PKI SERERORITT 2
BLRGEAEEZAWVEZETES, H LTI BB ZRIET 2 2 Lick
0. EEEROARAEROHFEEEAORGEEREZFEL 2L T b,

¥, AWEAGRREY — A REEREADE PKI GREER OF 4 HREHEEIC
KDETELIL. BEARAANLDETTERNZ LD, EFELAORMCEY NG
DEBENGELT- b D E R END,
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3.2.4 FERLRWIIAEDIEHR
RO,

3.2.5 FEEHDIEYMERESR
HE LRV,

3.2.6 FAEEAHDIEYKE
HE L7,

3.3 BEHTHFERF O NS K UFREE
3.3.1 EH OEEHERFOAR NMERERE K UFRE
IMAFE MO OFEEFIL, 14.2.1 RAMERNEKEMHR] DEBMSNTZADLS 5
FLNTHNZE, 13.2.3 @A@MﬁJTﬁMLt A TRRRER TR S T itdk &
BOZSHT 50, MAZFOBEAZTRTRTHZ L TITA D,
5 FEZIMETWIEE, A L <IFtOEFL L ILRREPEZIT /e > TO DD BEFES
NTWEGAIE, PIROFEAERITEFRBEOTFIRIC LY BT 20 LT 5,

3.8.2 FEFAZERZNE DEEFH OARNIERESE & OFRGE
WIEOFEAERIT L FBEOFIEIC LV BET LD & 15,

3.4 EKBERFEROAR AR K OGRGE
IMAF RN EEIT D & X212, ROFIEICHEY LD ET 5,

1. K& HREET DREHELRET D,

2. FEAEZ RN T HHBEZH O NITT D,

3. HEHEICRER 2MREE P RE/R B B4 2 L GRERERICIEE 5, EFEAfE
DHFENTERWGEIE, tMOFEREMVVIMAEARANTH D Z L 2 FET 2,
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4 FTEREBDOITA 7V A I NVCKTBER FOEM

4.1 FrEAERFE
4.1.1 FEHAEOHFE
1. HARAGER
HRNGERE O REEE 13, RMEEEEAD T OV — B AREEARNE L ITZ20R
A, REEEEAS IO —EAFHEARNE L IFZORBEAN LT 5,

2. EFERIRA AT &
FEZEERAETEA SO GEH 1L, RIEEREWLTEICEDLEFEREAT DH
ANELIZZORIENE T D,

3. EREEE OB B TEE
EERRPERE S O BEA RTER & O HEEH 13, ERIERESFOFHER L I3t oA L
15,

AR CPIZHIY AT SN HREAET. LS D D HFFIIZ T 7220,

4.1.2 HFEFEEOEE
SEHZEOFIHZ2F/ LT 581, BRERTED DL T DOWT IO Tt & 12 X - THEA
EOFHBFEEZIT O,

1. f%
ARNE L <IEREEADBERRIC 13.2.3 EANDORGIE] K UFERER O E D 2 EFh &+
2352 LI LK FIAREEZTTI,
B, REEANIC L ZHEOH A, FSEHEOH A FFEICLEREHIIMAZ, AN
EDZTIRKOAR CP 13.2.3 HADFEFE] (ZHE U AR OARAM: A fes8 rl 72 3E
FHRRHICIRET 2D ET 2,

2. Wk
ARG 13.2.3 ﬂﬂ)\@mu HIA AN uIE)E,'Jb)/E&)%) iﬁ%ﬂﬂéﬁ“é ik
DHRIHBEEZIT 9,
¥, HETOFHBFEOSLE, RELANIZ X2 FEEIEFERO R,
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3. oA
AN L IIMRFADBBERCA L T AT 1323 EADFIE] K OREIER O E
LT =R EEMNTDH L ICKVFIAREEIT Y,
2B, REANCLD2HFEOLAITIX, MERT —XITMx, RNZXDELEROAR
CP 13.2.3 RANDFEFE) (ZHE U7 REA DR TRE R &L Lo b D & T
%o

Fro, FEAZFEORMBFEE T, HEEICHZY . A CP 1.3 PKI O H#MH] &5 9
ETHESNDIRFERORMEHMMALZEM L, FE L ETRHRELITI b0 LT 2,
HiZ, A CPICHIVEE N5, FRFER D E D % Bl 3CFH K OF AR E & I H H 55
DENZFHEA, NEZBEM L, £ 6ICRE L ETRHARFEEZ1TI bD LT 2,

4.2 FEHAEHFEFRE

4.2.1 AAHEROEHEHETR
ARANER VB OMERIZOWTIE, ZNENLUTOFIEIZLY EET 5, o, 4
TA VL DEEIE. ETORRTIEICEE D E TR L Fhit Sh, FRRERRAR
EHAFRREY — B A, B4 AR EEEEA B PRI, & L <IZZFCHEL - — B2 27
Hﬂﬁ“é EEBELIZBDOTHY AR CPAEMRFFATERTETCWARVWEAVEEND,
Z DA, MOFEE OMAEDLEITLY , HEERRARAME, FEME, BEEERLRVERK
%m%%ML@<TiEE&w

<AADNS DHFEDOLA >
1. BARA~OTEHERIT
WRERIE, BARASOGEHEDORITRE, A CP [3.2.3 fEADFRE] IZED D HiE
FHORNME, FEEMELOHFEREEOSFECR LT, ENZENLL T DL ETHEGOM
REAT I,

(1) FZoLsa
HEEE 0 DR SNIEFEOEHIZ OV T, il FENS KL TWhHZ &
DR N —H L TWD Z L O, Wit SheBEREEHFEEARNL D
MEREEFEMT D,
B, MEBICHWWIREAEFIIRER T e —2 Y | REEREZED T
REFELTBSbD LT D,
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(2) BxEo%E

HEEE D DRSNS EOERHICHOWT, S#EFEES B L TWnH I L
DHEFRPEHE N —E LT\ 5 Z & DRz £+ 5,

ZORE, HEEEARNDPBERIZHET 25813, EaEEE LUIET
AEAEZ BT 25 54, BATRNMNT 52 LIk EEMEOMR % FEhi
5, BMETEMNT 2561, BFiEHES LITEFEAEZ LT 255
. HEEEARNASRANBREZ BEE T2 2 LIS X80 EEEOMREZLT
Do

¥, MERICHWIEREAESRIL, B TRFFERZ ED THRFL TEBL
LD LT D,

(8) v 74D E
RERFH D UL W E OB B OANEORGEE FEiT 5.,
B, MRICHWEETFBEL O G SN PFEHEIL, B&R CRAFERZ
EOTRIFLTBLbDET D,

[5G & T B B~ DA EIEAT
RALRIL. EEEN T 5 E~OIHEDORITHE, 11, HIRA~DIEHETET )
DI L5 B ORRITM A, BLFOH IR L 0 5 EHRRE OREREIT 5.

(1) Fsouh

BAFFOFIT U EFER RIS OFRAZER L, ik v EFRERK
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AR HIMNICEIE R EE 2 BT 5, £z, BEERAERCIL, TR R 0 ECHIC
IAFE ., BEEE I EHRABR A Web ¥4 MEIZ X V@md 5,

5.7.3 CARAEINEIHL LTBE DXL
CA BAHEMEIMEIUIZE DB ZNNECTGAIE, EHEEE ORI LD | EP
INIRRREEG 21F 195 L L bIT, BBRER THE Sh o Fhi &l %O%\if@mlﬁ
AEAED R 21TV CRL/ARL ZBf7R L. CARARZFEET L, Hi, FEOEKRE
HHEIERZH# T D,
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5.7.4 KREZLREAM DOBFIEMWGME
fj‘é%fcﬁ EGCJ: D nth uiEjj‘lﬁﬂX&U\Iﬂ'ﬁtb)% «( Eﬁ@%%%
ﬁﬁfﬂméntiméuﬁo%\MAﬁﬁvﬁﬁ%

TR 7 5A T,
W HE AT 5,

k=
|

5.8 FREERXIIREFKRDOKT
RAER P EE 2 E 1T 254101, EEOK T O 90 HRTE TITIMAHIC
AR O & IF RO R E A FRLT 2 b D LT 5,
RRERDE T T HEHEITIE, BER

AA RN
DOV IRDEITHI Z L LT 5

wmmL, R
AR OFERD LA

IRRE IR ST DT
Bk R OEM 24T 1T 25813, FRNIMAZE ORIE 215725 2 T, BRI AT5
IAZE DI & TEE & oI

EL, ThEIMAEIET 5,
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6 BtV T B

6.1 ST DR L EE
6.1.1 ST DARL
CA ST IL, BiFREENICHRE SNZHEHOK 5T Y 22—/ (HSM) /AW,
BEANDSIZ DL & HEREFF>T-HIC L DBEICL VAR SN D,

6.1.2 MAE~DOFARDES
T R T 4T 4 OIAF OFAFEDGRALR THER SN H%4 1, IETF RFC 2510
FEAEEH T o] (- TAYTA U NI oY T va T, XTRRICE 275
HEZE T, MARICSEEESND DO LT D, BAERHITA ) VT LVOE#EE T &
WL BIIAAERO I —%2FFA L TWRWI EOFEANTE LD LT 5,

6.1.3 FRFER~DAREDESN
TV RZVT 4T 4 DIAE ONBEENIMAFIZ L 0 EK S 55481, IETF RFC
2510 MRERAEEH Y 0 haL | (o CTAHYTA U R T o7 va T, URRBRICE
BRIFEIZL T, BAERICSIZESNDLI DO LT 5,

6.1.4 MEEEZE~D CA ABEOEAST
CA ABHSEL, BEEFEICI A U n— FEAREL T 572012, AR L2 AT 5
MDY A N TRET LD LT 5,

6.1.5 DV AX
BOFNA RE, FERSNLT A TY XLNHKGET S, CAZEHEDRO /N A X
X, RSA 7Y XADEA, 2048 By b5, o7 3V X AEHEHT 5 CAGE
HEDHD /YA X, FEOEX2 )T 1 24 T 594 XL 45,
TV R UT 4T 4 DFEFZEOSOE/N A XL, RSA 743 Y X L AXEA I
FEOTNAY ZLDEGE, 1024 By FeT 5, thoT I XLEMHT 5 R
T AT 4 DFEAEOROE/N YA XL, FEOEX2 V7 4 2T 594 X35,

6.1.6 NBHRDONT A —FERENMERE

NBREENT A—HZ1X, B CE DO EEY 2 — /I Lo TEMK SN D, AR T 2
— X DIERBE LB EEY 22— L VITHY> DT 5,
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6.1.7 BOFABER
FRRERO#EE, keyCertSign & cRLSign DB v M &EEHT 5,
T R T 4T ¢ OFEL, DigitalSignature DBy h & fEHT 5,

6.2 FAAEREOKRERUHWEEY 2 —LVEROBERE

6.2.1 BEBEY 2 —/VOERERVEHE
CA AL EEDAITE ¥ 2 —/L1E, US FIPS 140-2 L~UL 3 L [AISELL EO I HERL 5
HDET D,
TV RZUT 4T 4 ODMAFZFERONE Y 2 — 1%, US FIPS 140-2 L1 1 &
A5 LA EOHISIHEIL ST 5 b D & D,

6.2.2 RAROBEANICLZ= Fo—n
CA FLESOAERICIE, BT L EBL OMRELVLEL T 5, Fo, #EME
ORAFHOFENE (EMHAb, FEEME, Ny 7T o7 Pk, HEEE) 2BV THLERA
DIERE 2 LB LT 5,

6.2.3 FEREOTRI7 oy
CA BAHIL., BRI TRELINDIGEARE, TR U ENRNED LT
Do
T RZUT 4T 4 DIMAEDORAFL, ERIZL > THREEINDOIGELRE, =
A7ByENRNEDET D,

6.24 HAERONYIT v
CA RAESDO Ny 77 v 71X, BERIRFIETIT ), A, Ny 77 v 7EEDOHER
EHTHEBANDIZNDOHETITHO LD, N T v 7 r—42EL 1L TCAFL
FHIZBEHT D IERAR L L2 DB SETRET AR EDFERH D,

6.2.5 FERDOT—HAT
PRRERIIIMAE ORE A T — A 7 L7,

6.2.6 HEEIa— N ~DNAEOKMNEIRD HL
CA FAEHEL, BRITHMT 2L L35, HlziE, RARMENCH LG FEY =
— VNI T D7 EDOFIERS B,
PERA~DISy 7T FOEEERLIHEN S DY X R T OBEIL, BxX 27 F ¥ R/ &l
LAY b0 ET 5,
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6.2.7 BEBEY 22— NV ~DFEFRDOKEMN
AN T 4T 4 D FEY 2 — /L TERIN WS, IETF RFC 2510 (FF
BHEEHEH O haj) 1IiE-> T, XERERICZ 272 FET, TV a—MIAhEns b
DT 5,

6.2.8 FAERDIEMALSE
CA LA BEDOIEMEAL D kT, FEFRENIZHE W TA CP 16.2.2 FLAROEINIZ L
Harvha—)) LRICL ., BEADHEREBETHEEZLELTH,

6.2.9 FLAERDIEFEMAL T
CA RSO IFEMAL O BT, RIFRENICTBWTA CP 16.2.2 RAAAE#HOEE A
KXprarie—n] LRIUL, BELAOHERERE T EZLELET S,

6.2.10 FAEROBEFE L
CA FMAHZMEE L 2T NE R B RWIRIOSE . BAERENTACP 16.2.2 FAA#
DEBNCLDar br—] LRUL, HEAOHREETHEICE T, ARD
KA S i HSM Zseaicgi#iib U, XUSWERICIEE T 5, [FAIFIZ, Ny 77 v 70O
AR L THREBEOTR XL - THRET S,
DA FLA SRR FE Tt & 1. CPS SJUINMAE R AF AR CEHICTHR T2 D& T 5,

6.2.11 BEE-EY 2 — /L DA

CA FAHZFMNT D20 5E Y = —/Lid, FIPS 140-2 L~UL 3 L [RIS%LL B b O & fi
M7 5,

T RZUT 4T 4 DINAE DRAFEEAEINT DI 5E Y = —/1id, FIPS 140-2 X
N1 ERI%EUEDOLDEFEHT D,

6.3 @EXTEHEHEIIETDZOMOME

6.3.1 ABREDOT—HA T
ARSI, % H OB/ ORGEETRRICT 272010, BETE 3 HIETT— 04715
VEN DD, BALRIE, AN CPS CED LT —H A 7S5 2 L &Y 5
HERDDHbD LT D,

6.3.2 ABIRFEAEOHDHAM & &7 OB

CA ABHSESFIHEDANMENL 20 2z Wb D& L, ZORAEROMH I 10 4%
WzenwbD LT 5,
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T RTUT 4T 4 DIMAEDONREGEHEZEOANIMIL 2 F2z Vb s L,
FTOFRARHOERIL2EEZBZ 2N E D LT 5,

6.4 TEHIAT—%
6.4.1 EWALT —FDEREA VR F—v

RRERIZBWTHWO LD CA RAROTEHELT —Z 13— ETTFHIARERbD L L,
FDEREA AN —VMIFRFER TED LN HEICEVETm I NS LD LT 5,

T REUT 4 T 4 OIMAE G ROTEALT — 2 DGR CER SN D HAIE, &
HALT —ZIF—ETTHUARRER LD E L, ZOEREA VA M VIRFER TED i
TEHUEIZHEVEf S, MAFIZZEIEBIALNLG D LT 5,

IMAZ R BEDOIEMEALT — & ZIMAE D ERT D56 1L, LT — 2 13T HIRREZ:
bOEL, TOEMEA VA N VTFEFER TED DITZHEICHEWE TSN D b D &
T 5,

6.4.2 TEHELT —Z DfRE

FRERIZBWTHW LIS CA REHOIEHALT —Z 1%, SRR TED LA T-HEIC
PEWZRIREIND,

TV RZUT 4T 4 OMABFRAROIEMALT — & BFEFER CER SN A% E1E, Th
MALT —Z DIMAEF B Z N ZIE, FBRERICB W TIEZERICHE LIRE L2 o
LD, Fo. BALNTIEMELT —Z 13, FRER TED HILIZHEITHE, MAEIZ
LV ERRET LD LT D,

IMAZRAFEDOIEMALT — & ZIMAE D ERT H5E1L. SRR CTED LT HEIC
PEV, MAEIZ IV ZRIRET LD LT D,

6.4.3 EMALT —% DF DO EM:
HE LRV,

65 I E2—FDEXF2) T4 EH
6.5.1 BEDILEa2—FDEX=Y T 1 ITHTSEAMEM
AR R ISk 2 Mk B KU ERIF 218 U TIThh D N ER T 7 & 2% % B
THIODRREITD Z &,
CA VAT h~Du 7 A UBHCiE, ACP 15.2.3 il OFENI KT 2 A NVEMEGR & 58
AE] CEDDL—VORFEEMHET D,
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6.5.2 L a—FvXx=V T P
ISO015408 22 &2t F = U T LR T 2FEOKRIS 2TV, FBIHIZFHE 21T 9
&,

6.6 TAT7YVA I NOBIMHEE
IR ON—RT =27 FOY 7 by =T, MY A 2 TREO X2 U T«
77/ aVEHEANTSL R CPSORELEO X2 T 4 F =y 7 &21T 9,

6.6.1 AT LABAREE
JIS Q 27002:2006 %5 12 % [HH > AT LOHE, BIRLOMRSE) LRSS EDOH
BIZHED b LT 5,

6.62 X274 EREH
JIS Q 27002:2006 [ 12 & EH T AT A0S, B L OMRST), [ 13 %  H#
X2 VT 44T FNOFE), T35 14 B ¥E5keEEE RS EORICHE
IrbDET D,

663 FATHAINDEXF2Y T 1 BH
HE LA,

6.7 Xy NT—27DkF=)T 4 EH
JIS Q 27002:2006 & [FI%LL EOBKIZHE D D LT 5,
iz 1X, JIS Q 27002:2006 @ 45 10 & WE X OEHEH 106 F*v MUV —2&
X270 H 11w 7278AH# 114 Xy NU—27 07 7ERHIH] 5%
M ZAUTFIY T 5,

6.8 ZALRES
SREFRRIEIX. 7Y r— g VEICBWTCIEM BT - B AT 52 295,
Bl 21X, NTP % —t 2% GPS, B FFFHIC L A2REZIRIE NS T 55,
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7 FEAEROCERZIY A PR ROCSPDOFm 7 7 AL

71 FERAEOTu T 7 AL
A CP OFEGERNFEAITT HREHEIL, X509 Version 3 7 +—~ v MEAZEEUZ LD
PERR &4, F72REBEIX X500 #5114 (Distinguished Name, AT DN &1v9) (2K
D —RBIZHEMEND b D ET D,
AR VNHENEITSNDBREHEO Y0 7 7 A VL, EBAEKRO 707 7 A V%
K TLLITRL, JREMO T 07 7 A Va2 7.1.2 D@D &2,

723, Issuer @ DN /% CPS XX EDOMBIRCEIZFEREINAZ L &T 5,

711 RN—Ta EE
ARV S ORFERDIFEITT 5 EEAEIL, X509 Version 3 7 +—~ v MFAERERIC X
DIERRESNDZ & T 5,

7.1.2 FERAECHER (REEREIIFORELZST)
KR Y UNPENFAT SN D BAREAZFEDOILRFEM D 7 1 7 7 A JWFILLF DX 7.1.2 O
WY LT 5,
subjectDirectoryAttributes #L3E TH 2 frEEFREALDE D&M (heRole) 1Z-O0
TIL7.1.10 TEDH D,

71.8 TAIY RAAFT V=7 MRkBI+

FORFEIR D Signature 7L 3 Y X AFLLF D@D L35,
shalWithRSAEncryption (1.2.840.113549.1.1.5)
sha256WithRSAEncryption (1.2.840.113549.1.1.11)
sha384WithRSAEncryption (1.2.840.113549.1.1.12)
sha512WithRSAEncryption (1.2.840.113549.1.1.13)

FRGEIK D subjectPublicKeyInfo7 /L =Y A LA ZLA T O@EY &7 5,
RSAEncryption (1.2.840.113549.1.1.1)

7.1.4 ZHOTEA
Issure & Subject DA RIOERILER 7.1.1 ITRIND,

7.1.5 LI
Hﬂb\fcﬁb Y,
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7.1.6 CPA7Y =7 MEhI+F
BEHES %,

7.1.7 RYU HIFPLE
ERA LR,

7.1.8 RYU VEHiTOEXKNER
CPS #5425 URLAZEHDHZ LNTX 5,

7.1.9 FERAERY LR T 4 — ok
A CP @ OID %Ki 5.
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#1711 #HHEOST T 74 (FEAMER)
HHE RIE B
Version © | Ver3d &7 5,
SerialNumber © | [FA—REERNFBITT DiEHEN T =—2 i L T 5,
Signature ©
Validity ©
NotBefore ©
NotAfter ©
[ssuer o KETFORMERT 5, . FQountryName IZ Printable.
i LAME UTF-8 Citik 9 2%)
CountryName © |c=JP (HE) &7 5,
LocalityName A
OrganizationName ©
OrganizationUnitName AN

FEERORY L EIRT XTI AR E T D,
( THPKI-01-*-forAuthentication-forIndividual] & 3

CommonName © | b, BB, XFHFDO"01E, K CP ORI THH"HE
1.0 fi"&Rd, £, "L CA ZME—ZFRBITX 5L
THET D, )
Subiect o WHFDOHEMT S, (CountryName, SerialNumber
Hbyec Ix Printable, Z#LI4ME UTF-8 Trlikd %)
CountryName © |c=JP (JHE) &35,
LocalityName AN
o TNE A3 [E PRI S D & BLE DA 13,
OrganizationName O | 2 BB REFRAMES % 0 —~F b 5\ THTE
T OrganizationName (Z50#; L.
OrganizationUnitName O | OrganizatioUnitName (Z” Director” 35512 &
T %,
CommonName © |MAFEORAR v —~FTiL#T 5,
GivenName X
SurName X
e-Mail X
SerialNumber A | ERESEEEREERETALENTE S,
SubjectPublicKeyInfo ©
Algorithm © | RSAEncryption &7 5%,
SubjectPublicKey ©
IssuerUniquelD X
SubjectUniquelD X
Extentions © | JraEsEk (Extensions) 2

zHo, TO] 1IMAE, TOJ ITHEICIVMAE, AL 1ZFHTvar,

WZ EAERT,

[X ] IXRE LA

R
it
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#1712 FEHEOT v T 7 AV (JEEMEEK Extensions)

HE RIE B Critical
authorityKeyldentifier © FALSE
subejctKeyldentifier © FALSE
KeyUsage © TRUE

DigitalSignature ©
NonRepudiation X
KeyEncipherment X
DataEncipherment X
KeyAgreement X
KeyCertSign X
CRLSign X
EncipherOnly X
DeciphermentOnly X
extendedKeyUsage AN FALSE
privateKeyUsagePeriod X FALSE
certificatePolicies © TRUE
policyMapping X FALSE
subjectAltName A FALSE
issuerAltName A FALSE
subjectDirectoryAttributes | © | EEEFEEDOEH (hcRole) A il FALSE
A N E ZZE A & K ONE R B % D&
AttrType O | HEOHAILNAE, TOMEBEFH OEEITE
i Al
HCActor ® codeDataFreeText |2 &#4 7T —
TNVF 7.1.3 DH#Fit % UTF8String TR iE,
AttrValues O | subject NEEOEKEHT DA,
HCActorData (Z & #4455 ® HCActor %5 1E
ERAE
basicConstraints X TRUE
CA X
pathLenConstraints X
nameConstraints X TRUE
policyConstraints X TRUE
cRLDistributionPoints © ?ﬁig‘gég;“z% PR URLC, CRLOR | prrsp
subjectInfoAccess X FALSE
authorityInfoAccess AN FALSE

Fho, TO) 1TME, O IIEARICIVMAE, TA] 34 Fvar, X ITRELR
WZ Lt ERT,
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7.1.10 REEERBILSEDOEME (hcRole)

(1) ¥7¥=27 b7 4 V7 MY BHILETO heRole BHEDHEA

AR Y TiE, ISO IS 17090 THIE L 7= heRole B4 FRtlond L olc 77y
ANVLTHWD Z &7 5,

subjectDirectoryAttributes @ attrType (Z (£ hcRole % #* 4 OID
{ id-hcpki-at-healthcareactor } %% &4 5,

attrValue |Z HCActorData T, HCActor @ codedData Tl codeValueData I3 H
97, codeDataFreeText % 5,

AR YU Tl coding scheme reference ™ OID & L T ISO coding scheme
reference Z W\, A CP OILTEDZER 7.1.3 DEKAL E ST 2 local coding
scheme reference ® OID X, 1 iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) hcRole(6) national-coding-scheme-reference(1) version(1) } &\ 5, &
xR 713 T X D IZHFERTZ H UTF8string Tk iE 7 5.

subject WEBOEKE AT H5E1L, HCActorData (& #4157 D HCActor % #%
ETHIENTE D,

APLRIT, A DEFEE A E K OEFEIEREEOEHE OGEIT0NHE, £ ofh
(BES)OLEITANET &35,

* 7.1.3 HPKI &4 7 —7 /) (codeDataFreeText D EFH

Gk (EFREHR) B!
‘Medical Doctor’ [2% Bifi
‘Dentist’ Bk EE D
‘Pharmacist’ FEF M
‘Medical Technologist’ b R AR A B il
‘Radiological Technologist’ I R
‘Registered Nurse’ Hrghil
‘Public Health Nurse’ PRl
‘Midwife’ BT
‘Physical Therapist’ HAERA
‘Occupational Therapist’ VEERE L
‘Orthoptist’ T RE I 1
‘Speech Therapist’ S
‘Dental Technician’ BBk T
‘National Registered ‘Dietitian’ | & B 1
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‘Certified Social Worker’ gkt

‘Certified Care Worker’ Iri#tantt

‘Emergency Medical Technician’ | 2o 1=

‘Psychiatric Social Worker’ RO R Ak L

‘Clinical Engineer’ 137 IR 5

‘Masseur’ o /VE~ P — URRIERINT Y Bl & @ S Bl
‘Dental Hygienist’ i Bk A

‘Prosthetics & Orthctic’ FlAE R+

‘Artificial Limb Fitter’ ESERLG

‘Clinical Laboratory Technician’ | f#/EfR A FL

B4 (EREEOEHEME) | il

‘Director of Hospital’ E]85S

‘Director of Clinic’ s

‘Supervisor of Pharmacy’ EBRAE A AR

‘Proprietor of Pharmacy’ SR B R

‘Director’ Z DA DOIRAEEE R FE LR O & BT

) B DOYU— R OZE AT —{8? Space (x20) & 3%,

REEF L L TORAELLE LT D 2 ENZVIERIEE%OE I EEE % heRole 72

JTHETE DL IZED TN D,

72 % . LG Directord J& M % i H 5 % % & 1% Subject 7 4 — /L KD
OrganizationName & OF OrganizationUnitName [($442H6C, OrganizationName (Z
PR E RS AR 4 2 9558 T v — <~ F CTH M L. OrganizationUnitName
\Z”Director” D L FHN A &M 5,
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(2) HPKI hcRole B 7 7 A v
A HPKI @ CP T, ISO IS 17090 (ZE % & #17= hcRole JEM: D ASN.1 FKit % LL
Tk w7741t %,

hcRole ATTRIBUTE : = {
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch
[D] id-hcpki-at-healthcareactor}

—— Assignment of object identifier values
—— The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki O }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki—-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

—— Following values are defined In Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{iso(1) member-body(2) jp(392) mhiw(100495) jhpki(1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

—— Definition of data types:
HCActorData :-: = SET OF HCActor

HCActor :: = SEQUENCE {
codedData [0] CodedData,
regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —— Notel (Do not use)

CodedData :: = SET {
codingSchemeReference [0] OBJECT IDENTIFIER,
—— Contains the ISO coding scheme Reference
—— or local coding scheme reference achieving ISO or national registration.
—— Local coding scheme reference in Japanese HPKI is 1d-jhpki-cdata (defined above)
—— In this profile, use this OID: Note 2
—— At least ONE of the following SHALL be present
codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —— Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP
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Notel :
Note2 :

Note3 :
Note4 :

HCActor ® regionalHcActorData i%, A CP TIHf#EH L7ev>,

H A ® HPKI CP CJE 7= local coding scheme reference @ OID |3, idjhpki-cdata
fiso(1)  member-body(2)  jp(392) mhlw(100495) jhpki(1)  hcRole(6)
national-coding-scheme-reference(1) version(1) } &9, Z® OID |%, # 7.1.3
DEMHEBZRT D,

A CP Ti% CodedData @ codeDataValue (20,

A CP TiZ. codeDataFreeText & L C® DirecroryString (2135 7.1.3 IZHE L
72 ‘Medical Doctor’ 72 & DHGFERFLDEHL # H\ 5, F7=. DirecroryString
IZ UTF8String T a— RL7ebDZES, v~ v Fr 7 —dng 1 —~
Y F LTI D,
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<BE>
LLFIZ, heRole 5 7= X.509 SubjectDirectoryAttributes §iik% DER = =2— K L
77 —4 O ASN1EZ & 7 LTl 2 =7,

Medical Doctor D

No Type Len Value
030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents
206 3:  OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)
704 54: OCTET STRING, encapsulates {

930 52 SEQUENCE {-- SubjectDirectoryAttributes
1130 50: SEQUENCE {-- Attribute::hcRoleAttribute
13 06 6: OBJECT IDENTTFIER '1 0 17090 0 1' -- OID::type
2131  40: SET {-- SET of AttributeValue::values
2331 38: SET {-- AttributeValue::HCActorData
2530 36 SEQUENCE {-- HCActor
27TA0 34 [0] {-- HCActor
2931 32 SET {-- CodedData
31A0 12: [0] {-- codingSchemeReference: local coding scheme
3306 10: OBJECT IDENTIFIER '1 2 392 10049516 1 1'
: H
45A2 16 [2] {-- codeDataFreeText
470C 14 UTF8String 'Medical Doctor'
: H
H
H
H
H
H
H
H
H
}

oA A L
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7.2 FERAERBVAMOTeT7rANL

721 N—vVa EE
FREm 21T S CRL X, X.509CRL 7+ —~ v MERD A= 3 0 2121069 H D
LT %,
EARTERO T 07 7 A MEF 7.2.1 12587,

7.2.2 CRL & CRL = VU HE3EREIR
CRL = MY O¥LEfE D 70 7 7 A L%, LT DR 7.2.2 0@V & 4%, CRL #L3E
T 7 A ik, LF0E 723080 35,
#Ho, TO) FHAE, TO) 1IFEAICLV KA, TA] 1ZA7Tvar, X IEREL

RNZ L EET,

#1721 FEHERZHNY A FOT a7 7 A (CRL HEAME)

74— K RE B!
Version © | Ver2&td15%,
Signature © | # 7.1.1 ® Signature L [AkEE T 5,
Lesuer o HHFO Zﬂiﬁﬁﬁ’é » (CountryName i3 Printable, %
NS X UTF-8 TRtk 3 %)
CountryName © | c=JP(EE)ET S,
LocalityName AN
OrganizationName ©
OrganizationUnitName A
CommonName © | BEERORY AR XFHN &L T D,
ThisUpdata ©
NextUpdate ©
RevokedCertificates ©
UserCertificate © | k¥ LIFEEE O serialNumber % FLik,
RevocationDate © | K BERFEZEHT D,
CrlEntryExtensions © | yL9EfEEE (crlEntryExtentions) &M
CrlExtentions © | JriEsEC (crlExtensions) Z M
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#1722 FAFRDY A OTRT 7 AL
(CRL = | U §£8EfH crlEntryExtentions)

74—V EK RE B Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure X TRUE

#1723 FERAERHY A ~DOT 0T 7 AN
(CRL L& fEIk crlExtentions)

74—V EK RE B Critical
AuthorityKeyldentifier © FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint O 43| CRL % W 534134 2E TRUE
FreshesCRL X FALSE

7.3 OCSP u77A)L
781 N—Ta EE
HE LRV,

7.3.2 OCSP JLEESK
HE LA,
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8 MEHLMEEER L 7 DDA

EMMEEAIT, 2< O PKI fHEEAMET VORI R A= N ThoH, K
CP (2t~ TREMEZRITT DRGERIT. A CP OZEMFITERITHE> TN D &) T L
ZMGEES . IMAFE L O HPKI BRE R MR RE N E T 2R THMYT5 b D LT 5,

8.1 EEFEE
AR OMENMEEE X, 1 EUTORB TN bO 45, HL, B, EE,
BB P IO KB AREE N - - B IRE bICEAE 2 ERT 560 L4
%)o

8.2 EXFZFDHIL - B
IR, AR R A BT > COBEBM BN LTz, WY 26T DA
FEMEE R FET A LD LT 5,

8.3 ETHE LHEEF OREK
BT, 2REER SRR OMERICET 5 2 Ltk o T BEEENLMY LT A
LDOLT D, BEEFHIT., WMEEE L ENRFERRE RS0 LT 5,

8.4 EET—~
B iX. AR CP MOBES A CPS OHEHUE L B R—1 5,

8.5 EETHEMEE ~DOXIL
WAL, FEERREF OB TROL &, BEAICE T A EMEEIC T 5 WEE A =
Wit 5.,

8.6 EEMROEM
B IS & o TRE E OB 5 B/ KA FL & V72 38R R SR Bk
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