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B8 (IEREEMDID. 050 RRIBEFHEET 3,

/7 FIBRIBRETFI1UT v [CEREL. BHEIUEREIENFA T IRENSDH 77 I AAEET D,
o, FART Y MRBDTA ST —FZFAL. EEOEANBREFA LR,

N\
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BIIRTRUIBICH 1T SREER R DR S — I D X (KB TDiED &1,

i=le e =/ = Eh
(] () EEY_CX BEZTT LR =% - [EERIER
T B ®Re) | (OP) it — £ 2 (APD)
(DES - [EEREEER
(Q)RAUHITR N~
B ® CIBA/HEARTDiEH
o] IT R NS
(3 BERIER(T v > 138H)
Z2AI—KRIA>FTV .
(C & B 18E (HES - REERCSEE. BERIE ‘ FIDOODiEH
BL R
AR
RS RS
h—2> ST ‘
B * CIBA/HEARTDEFR
(5) 7R M= FAT
(6) 7Ot R =0 & FE > EAPIIEH U
(7T OCR =0 A%REE
HEART D& >
(SRR
(10)E% - fRERIERSET | (9) % - RERIERISE
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[(2)BAIUOIITABR] DINSA—FEUT. CIBADSecurity Consideration®
REZBEUTEDIZ.

/7 FBEOEE - BRBEHRICHITIRAVUIIR ML, BHREAET /N1 X (Ef) EFR5ET/\ AR (BE) INERDIEH.
CIBADOMRRICAD EERAIU U TR hZIT S,

7 IRITODOHEART OAuth 2.0 Profile([CHEWTIFICIBAAERE TIEEBR SN TLVRWESD., /NS A—=FDIRFTICHUWTIEEIIC
CIBA®MDSecurity Considerationz&% & U/z.

7 ERZEBFRA TR ULERD/ISA—FZRR—Z(CERHT D,
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[(2)BAIUOIITABR] DINSA—5EUT. CIBADSecurity Consideration®
REZBEUTEDIZ.

No. I>RRA> M BTl
(2) I\ OF v RILEREETL Rk > b~ CIBAICKBFRIEUIIR b ZZIFHSIFBD I Rk > b
INSA—=4 WA NIEE /ARt anBl /S TEARHL
scope B “openid”d KUEBRIERWSIRIE(CIG Uz AJ—TICDULWTIZHEART FHIR OAuth 2.0 ScopesDit & E#EEX TEH
RAA—TDEZIBET D HEESY
acr_values = FIDOFREEZIEET D/ S A—-FELT. RPEINEREEL NILZIBE U VMBS (CERAESND /IS A -5, KEIFTE
"urn:cibatest:auth:fido"Z3¥8E 9 B. EE - ERIBEIREVOHEMIBIRZIRD 2. FREHRE DSV ZITD
ENTEBFIDORIZAET D,
client_notification | 4FER | A/N\SA—F(HERLRLN. KIS A =4 (FPing, PushE— RCHWNWTRPICO—ILI\Y TFTBIERDIS
_token HTFT A7 > REREETERT AN S — =02 DIETH DN SEIFPollE— R
WA TEMI DEEDTZHMERA LR,
login_hint_token | {anh id_token_hint&E LT, BEBNEEY—EXR | login_hint(E1—H%Z—RI(CHBI TR IEHDA—ILT7 RL A1 -H&%E
1 token hint WA FIARF(CEBERSIY —EXANSEYS L/ZID ETD, TDEDHIENBHRZR ST —AEBESINDIEH. RIS A—
- - =D > &IEET D, SZFAITDIHEF. TF1 VTR TCOMHRFA NI E
login_hint
binding_message | {£& AR E(FRRTIFRVA RREECHVT(E | WEENSOERIURVGREEY VTR BB R TRELIAWLSI(C
IBET D, Fz. ERNIELS, BOSNEXF | XSG A-—FZEET D
Y MISRBXFINEEE T D EET D | EDIBEDRET /A XDHHI LRV FIIRFEDNF Y hERRT
SRV ZERE T D,
user_code = KIS A= (IER U, E(Clogin_hintZ8E 9 dBE(C. 8BEY I TRA M—AHICXESND S
ExBETEDITERETNAN A@(ilogln_hlnt%@ﬁﬁ UIRVVEEDZDfE
UL,
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[(2)BAIUOIITABR] DINSA—5EUT. CIBADSecurity Consideration®
REZBEUTEDIZ.

No.

IVRRA> R

%II

(2) I\ OF v RJLEREEL> RIRA > b

CIBA(L&%DLJD IJOIX I\%R‘/T'f—_ﬂljél/ I\/_I_\/r/ I\

NSA—5H

WAZH

sAE(E /75t shBA/ ERTEARHL

requested_expiry

=

KIS A= (HEAR LR,

BE] U T NOEMIRERE. SEIOSRETFHEERIY — E0H
DEMIRDT T )L MEZERS 3.

client_id

WA

EERS—EXDUSA 7> MDZEE BEDIMT —EXANMAWE I EZRET D

client_secret

WA

ERS—EXDISA 7> =0y bz | BERY —EXAMAWETEZRET D,

18E
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acr_values \SA—HCDWTIE. BFNRMEZY—EXZ EICHREIL, EEITD
HENRB D,

7 acr_values DEE
0 ERESNEREIEI>FTFRX IS XS8R (acr : Authentication Context Class Reference) D&,
® FEITSNEERRECK D THIESNEFEREI>TFAN ISR IDM—=D>DacrL—LMEE L TIREND,

Z acr MEZ (OpenlD Connect Core 1.0 (CHUL\TECEK)
o e N/ZEREMLIENETZ 9 Authentication Context Class 29 Authentication Context Class Reference EZR9 XF5,

o COEDEKRIDECAFITFANIKIOTRRDEEMENDDEH. D Claim ZFHT D55, BFRER TEDEKRI D ET
BICDVWTERUTHBEN DD, acr [FAXF/N\XFZXHFTDIXFINTH D,

® I Open Banking (CBHF3 acr E&EDHI (Open Banking Security Profile - Implementer’s Draft v1.1.0 (CHBU\TELE)
« urn:openbanking:psd2:sca  : PSD2 RTSTEBIITSNTWDESD (CFREEZEITONEN DD EZRT .
« urn:openbanking:psd2:ca : SCAZERE I (SR ZERTD RN TWdiEE) C&EZRT.

7 KIEH(CEREEH —EXZEE I BRD acr_values DIEOTFEED XHNER(CDULTIE, B89 DR50H — EX S 1741
DB/, EBBHCEDTHREANRE LD,
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[(3)EEBIALER] [CHBITFIEEDITOT /A ANDBEMICDONWTIE, ERULTLS
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A—YREAETSESDAY—IA S TFITVT—3>59 00— RODLEA A B=IT S,
® SEEETCI(E. mBaaSH—DTdDGoogle Firebase Mgt 9237w 1 BIAY—EXRZFHI D ET. BEZRIY—EINSEEDIRE
ROF7 TV =2 3> (ChalF CRERMREOBNZEET D EE U, BEARNRQBAIORNIETOED.,

BRNFET /) \A ZADFS I F (&, 77TV —2 3>+ >R h—)LEEDOFRRFEEDH TGoogle FirebasehSimak(CElT THRITI DEHEE
BSEBERMIT—EADI—YIBREMDITDICETERLUTND (InREERFFIBmKRDOEBESHHT I THEER & FTinR TOMT T
ZRIEER) . COXDICA—HICHDI<TY S 1B HEDBFERICDOWTIZT Y S 1 B8HORRLFRICEDETIREIDBRETH D,

IV —23 >4 R b=)ViEDYIIERER ERY—EXADSDEE DI E KR
Google BERLT—EX Google | BERIT—EX
Firebase (OP) Firebase @ @4 (OP)
UOIX

@ EEEERT 6 BEESEER
(SERDERNIEQ D
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ESEDOQTEEF =N
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[(4)ER - RBHILERR. BEEGEIEM] (CHITDFHBERRROANIE. &
HIECEFEY— EXDREIS S ERERRICEDETEDI.

/7 EFE - ERBHREHRORSHERICDONTE. BEOGHUET TRICUTORRZIRE T IEEmZRRL. TDEHE T
O—YPRRNICABRRZITDOCENTEDILDCT D,

o [ER - BRBERORMLEY —EXSZ

o IFHIBZMBANBHRCEE - BEIBHROANS 77017 AEFRINSR
1EHRDIFE(CDUNTIEFHIR OAuth 2.0 Scopes NI
[CHBNWTEESNTVBRIUY—XFI1TD

- BEORRA(CEI T 216k
- VUILF— EEMARTHECE T D15

LERDEHRANDT I A2 RERICIRET D LICABLET .

PDEESE(CUTS
® [RIEREIEECDVNTDEE

O mRLFELE

BRIELFEEA EE=AVESE)
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[(4)EE - RERSHRICERR. BEBIRME] (CHIFBFIDORIRIEEUT,
21514 7ITVU—<>3 > mElFOFIDO UAFZRLE,

Z  FFH I BFIDOFREARME
o EEGLECDOVTIE. EE - BRIBHREVSEANBRZINDS EVLWSEWVWEFI TN kdESNZRE. FENSHEFTD ETRIAVE
Ltot%ﬂﬁﬁ LT WVEWDSFHBEENA RO SNDZHRED, I—HDF/)\A AW YR— N T BEMRREE - T/ 2O UfEbRIEEEZ=FIAE L
TZFIDOREEZ 1T D,
o FIDOFREIMIRE LT, EI(CWebF7 T UL —2 3 > mIFTOZEREFReIZa]fe & 9 BFIDO U2F, FIDO2ERN—KIA>T7TUo—2 3>
IREDRAT T TV —23>%FREUTUWBFIDO UAFK B D,
e KEITIE. BEDT/\AIAANDBHOFRELZTODEDODI—SRIMNIBEZZAI— N IA BT TS -3 >oh581752 & ET B8,
FIDO UAFZRWD & EUTE,
Z FIDOREEICHITBRIE) S A—SFDi&Et

0 J\SA-HDIEFICHUTIE., FEICFIDOMAEHRDSecurity Considerations &S KU Privacy Considerations® &% (LIRE LTz,
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[(B)POCAN—=D2%FT] CBIFBIN—DUDOIAMDINGA—FEUT,
CIBA®MSecurity ConsiderationOAREZZEE U TCEDIE.

/ CIBATI(Eh—=T>ZEDE—REUTPOl, Ping, Push®3DDE— RZH7/R— KL TULVD,

tT—FK Poll Ping Push
i J'\;,;j(?igﬁ\ﬂ{]('\:’,ﬁ’gi;‘%%;% AD L TI1—HOEBENZTISE, OP | “
fgs AD(%ﬁ{gu@gg‘gﬁﬂuﬁ) T —HEE (FRPICH LT, T EHNZIXD ADLETI—HDREENTTIDE. OP
T R ot a H&E s =z _ N, — A~ .
e L o U DT T fﬁﬂgf_gﬁyjtw(il\ O2UOT | FRPICHLT h—o>%iRHT S
N— > EHIENS ’
) )
“RP- = ... &= 0P|
— (OK)
B e POST /tok (OK)
POST /token g /token >
token
token

/7 CIBAOMARR EB XUHEARTOZ LR L TIIEERY — EXMITOHEET— REFFBEELESNTLVRL, ZCT. BEEY—EX
EERICEVWEF I UFT ZEREINDIERMY —EX@MIFTOCIBARE(TOT 71 I)L)ICDWLWTESTZ [Financial-grade
API: Client Initiated Backchannel Authentication Profile]

7 FAPI-CIBALTI(d. E—RICOWVWTIEUTORMBERENTWNS Iz, FIRFETEPolIE—RZFIBYT S,

(LIPg. FAPI-CIBA) =&=Z&L U=,

® Push®— RZEH/R—KUTIERSRAL (shall not)
® PollE— RZB/R—KIRETHD (shall)
® PingE— RZH/R—KULTELL (may)
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[(B)7OCAM—D2%1T] CEIBIR—DI2VUITAMDINSA—FEUT,
HEART OAuth 2.0 Profile DREZZEU TEDIZ.

J FIR—ZOAA(CHNIR T, HEART OAuth 2.0 ProfileddD [2.2.2. Requests to the Token Endpoint] (CCEE&H M TL)
BDR=U>IT2 RIRA> MADTOCAICHITDEHBEICDODVNTEERE LU,

No. IVRRA> M i
(5) N—O>TIT> RRA> b VOCAN=0>, IDb=D>, UDJLw2a =T %ZBU59 D
INSA—=4 WA NEE/ Bt B8/ EEARHL
grant_type WA D52 NI T=IBE. CIBADGZS(E OpenID Connect CIBA 007 7 A )L CIEEDIE
[urn:openid:params:grant-type:cibal TEE | &&EI D.
auth_req_id W [(2)BR]UOIR ] DLARZAHFD OpenID Connect CIBA O 7 1 JLOAR(ICE
auth_req_idDfE DEHET Do

client_id R EEY—EXDIS17> ND&EIEE BEREIY—EIMANWEIEZRTET D,
client_secret WA EED—-—EXDISA 7> =Ly hEIEE | BEFIT —EXAMAVWRITEZRET Do
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[(7)POERN—=O 2485 IS A—%E LT, HEART OAuth 2.0 Profile®
AaZZEUTED.

Z HEART OAuth 2.0 Profile®r@ [3.2.2. Introspection] ([CTCEEHENTWD =T 4> RORRTZIZ>ITI RIRA Y
NMCBITDEEHFBIEICDVTEE L,

No. I RRA> M L]
(7) N—O>a4> bOXRTEI>TIY FPOCA =02 ORBEIREET D (BRARE. WIiEITBd3XI—T%)
RA-1> b
INSA—=4H WA REME /it SR/ SR TEAR B

token WAZE N—D > ZIETE. BEFNYT—EANMANWEITEZRTET D,

token_type_hint =1 ARFEECHWTIIEFITIEEE LIRLY, ERI/INSA=FDI=s,

client_id WAZE EE - BERIEHRIEHY—EXDIUS A 7> RND%® | BERIMY—EXNIANWEITEZRET D
1BTE

client_secret WAZE Ei& - ERIERIBHEY—EXDOTA 7> b — | BEFID—EXANMNLWETEZRTET D
L v hZEIEE
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KIHRIE(X, 59 RERIE E(COpenID ConnectX*FIDOEZFDHURICIZERENRIEHT D
rosl =)\ Ir—S2FIBIT 3 ETERUE,

7 FBEFIT—EX(CIE. OpenID Connecti>FIDOFEDFUHE (TR ST DEREEE/ \v o —F A LTS,
® KIKREETI(E. NRITF217770./0O0>—X&&HED [Uni-ID Libral ZFA UL,
J/ EEY-—EXBLVEE - @RERRHEY —EXCDWTIE, MEEAORESREYV IOV I TV —2 3> 72REUT.
YV 4 %ubuEE‘KH#@th—/Lﬁﬂ(j‘J = 138%0)(C(F. Firebase Cloud MessagingZ=#F LTz,
AWS(Amazon Web Service) RiE
sl EE/I\vo— =

B - (RRIER =
't —E X (API) EERDB

(7) 702
h—2 AR5

(6) APIIEH L (9)EE - RRBERLE
(8)IRITHER

=D =D
Firebase Cloud ! BEDIY—EXR ¢ e EEY—EX =
Messaging I (OP) (RP) ‘
: —~ (5) P IR N— 2 FhT g —
(3)BERIAER : (4)BERIRE. (DR - SRR (10)E - (ERIBHET
(T w138 I B - AR AR IR

|
e 2 | @
:i;%iﬁ @‘ s i'i'-l 8 =



5. OpenID Connect&FIDO% &R U TCEEEEE8 nI B DR ET 3 KU —EBSEEE | SRIESEEEDHi#ER

KiFER & U T, OpenlID Connect CIBA/FIDO%ZEEHAY 3 & TCEEBADREZE
B CERNREENBEDERE - BFEBHZIME IS ITHIZIRETETI I EEER UL,

KRB LOZDERZLUT(TRY,
7/ OpenlD Connect CIBATER(CLDBEBEANDRIRICKDER - BRIBIREBHDOIHADER

® OpenID Connect CIBADEAICK D, BEDER - RIBRCT7ITATIEMDIHRE,. ER - RRIGRIEHEICATITDEEDT/N
ARZDHITDENTE, BEEAORAEZRE CERNEFZENRBOER - BRBIRCHIS I DHEHZHEN(CRIRIETH DT &
R TET,

/7 FIDOER(ICXDI—YREADOFIESE - 21U mE

® FIDOMDEAICLD. BERI-—YUFREDHELLT, BEEBEMATIAY— K IA2EDT /A X 2RAWztzF 1 75865 A a2 F)
TS &zRUic. EE - BRIERO X SLHEMRBERZRSRICHNTE, FIDODFRICKDEWIMEEEF2 VST « 2R
TEBLEEZXBND,

/7 FBEFFIYU-ERXREBALCLDERY - EXFRES LVEENDOEIBER

o AERKFEIT[E. FJBEODRIISIVER - BRIBRIEHEROERZEERIY —ER(C—mLIDBRELZ. TNICLD. ERY—
EXFRER=NS(E. BEORILER - BRIGROBSHMIEZER (CRExTDIEEMNED. BERANSE. ERY—EXXTE
(CIDBE KV R T— REDFRIHBERZF DOHENIRLIED, [BREEOEENMERTEDLEASND.
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SEDER:ZEU T, RANBTEZRRCEATIRICHITBII-RT—XICIHUIZINS
A I, REA(C KD RARDIEHEBFRG ESEORFADVBERFIRD KRNI

SEIEGTINRS EEZEZISNDFAICDVTUTICRT,
J 1—XT—XIIEU=0penID Connect CIBA/ VS A —A Di&RET

o SEHEEEIITI(E. BEDFELEIED KUFRAI(CH LY TOpenID Connect CIBA%ZSER L TUL\D, CIBAFIA(CHZD THORIE/I S A D&
([CdpfzeD Tl CIBAMLER RF 1 A > MIEE&EH S TLVDSecurity Consideration/R EEZSE(CLTULD,

o —A/T. UTFDISAZCDONTIFHAREND L — AT —AVPFHHRS AT LMBKICE D K/ SAFIRFIDETH D, SEVIEEEDN
5T - BR(CHZO CIIFREFBICHWVWTREI N ETH D,

- BEFIY-EXINDORAIU I IR MFCEREIERZIEET /(5 AS
° %nquEﬂ EX/\O)E IJ OIX I\H%(LM\gtvénqu L) b’i?ﬁﬁ?%/ \OEXQ

7/ FIDOEHEERT

o SOl T(IFIDOREE(CFIDO UAFZFIB LY, FIDO2ZFAUEEEEEZXS5ND. HlZ(L. GoogleldAndroid ETEIMET S
RATaTT7TVT—23 2 m@EFIC. FIDO2M#EEZEITI DIHDAPIZIRH LTS, CDRICDNTE, REEEBBDERE(CHL)
TIRANMDBETH D,

7 REA - RBRACKDIESDESMEHBR

o EEEUDETFCHENTE. BEORKCIDIBEPEENAN R THDREDRAIBIERICKID ., BERACKDFDEPER - #RIGHk
IRHORABN RE LT — ANEBE=ND.

® ZDXISMBENDMILT —RXEUTSEIDRETIHMIRANCLDRAEZNET UL AT AMBRICHAAD T ADIRFT Z XL Tz,

o UH U, RERCAREAPEBEALCLDABZITIHRECIE, EHRIMEN - BEATHDZEOMHR - BIESLUREDIELSHEDIBRR
ECDNT. FHBI1—RT - A EEEEHEZIEEF A TRAMZA RO ETH D,
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sosl B EOFMIAEZES. SDODEHNEEZ PILICRIET SHEEDRES KU iz
KLz,

7 SABNRI AT A
B 27 1

NAFIR=FIL BAT HARERCHEITSNBINAFT2/I\—H— RZE>T7IOTERITD. BINHEEY
BAZSAIH—EXTHD., FECONEREDITHFHRENTEDRE, G
to CCRHEENASVVH—EXTHD o),

gBizID BAOT SEACBEASETEITICHRITINDIDT., HRARMTHRY—EXZFAT IRICE
SCTENTEDRRE., Gto BTCHEENKSESWH—EXTHDIZH,

LINE ID IT HAERARZIFTT83008 AU LDAM 7 O57 « T 1 —HYHHNFIE T IERNEGEHD
SNSTH DIz,

Value direct £t RSB RE U >Y—2RY N\ F DTS XF AT, ERASEWNIH
HIRITIR ESHDEAEREN DDz,

dr7Hho> b~ = ERNSEAFOBESFETHANTT RIENFKEITIDIHBEID THDIZH,

/7 ATIEH

o ABEIXRFTLOME. A ATLAERDIN (BIRIDEFE)
® XX LHEE. EHR
. IDEER. B (KYCEESE) OERAT
. SREEFER (ID/)\RT— R, 2ERPEEREE)
. IDER(CEATDEIE (1BHEH. FIARERDOUH/\U -7, IDBIRSESE)
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o EfdIHEEEREEEHE - H1 RS >DFEECDNT
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27— F ORI ETS . EE1TI.
AR IE, ZHERTOEEEZONICLT, d7HT > FOYA bhd
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European Commission - Press release

Commission proposes high level of privacy rules for all electronic
communications and updates data protection rules for EU institutions

Brussels, 10 January 2017

The Commission is proposing new ion to ensure stronger privacy in electronic
communications, while opening up new business opportunities.

The measures presented today aim to update current rules, extending their scope to all electronic
communication providers, They also aim te create new possibilities to process communication data
2nd reinforce trust and security in the Digits| Single Market - 2 key objective of the Digit=l Single
Market strategy. At the same time, the proposal aligns the rules for electronic communications with
the new world-class standards of the EU's General Data Protection Regulation. The Commission is
slz0 proposing new rules to ensure that when personzl dats are handled by EU institutions and bodies
privacy is protected in the same way as it i in Member States under the General Data Protection
Regulation, as well as setting out a strategic approach to the issues concerning intemnational transfers
of personz! data.

First Vice-President Timmermans szid: "Our proposals will complete the EU datz protection
framewaork. They will ensure that the privacy of electronic communications is protected by up to date
and effective rules, and that Eurapesn institutions will apply the s3me high standards that we expect
from our Member States."

Andrus Ansip, Vice-President for the Digital Single Market szid: "Our proposals will deliver the trust
in the Digital Single Market that people expect. I want to ensure confidentiality of electronic
‘communications and privacy. Qur draft ePrivacy Regulation strikes the right balance: it provides a
high level of pratection for consumers, while 2llawing businesses ta innavate.”

Véra Jourova, Commissioner for Justice, Consumers and Gender Equality said: "The European das
protection legislation adopted last year sets high standerds for the benefit of both EU citizens and
companies. Todzy we are also setting out our strategy fo facilitate international dats exchanges in
the global digital economy and promote high data protection standards worldwide."

Better online protection and new business opportunities

The proposed Regulation on Privacy and Electronic Communications will increase the protection of
pecple's private life and open up new oppertunities for business:

« New players: 92% of Europeans say it is important that their emails and online messages
remain cenfidential. However, the current ePrivacy Directive only applies to traditional telecoms
aperators. Privacy rules will now also cover new providers of electronic communications services,
such as WhatsApp, Facebook Messenger, Skype, Gmail, iMessage, or Viber,

» Stronger rules: By updating the current Directive with 2 directly applicable Regulation, all pecple

and businesses in the EU will enjoy the same level of protection for their electronic
communications. Businesses will also benefit from one single set of rules across the EU.

acy Factanest pat
Eransfert dats

SR

=N
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