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ךּ

ḭ ṡ Ṣṕ ḭ Ṗ טּ Ḯ ḭ
וֹףּ ITּף ṇ ףּ ḭנּ צּ ךּ ףּ

טּ OpenIDּף FIDO ︡ Ḯ

︣Ḯ

ểḰ ︢

︣Ḯ

ỄḰ

ḭ ḭ ︣Ḯ

ễḰOpenID Foundation FIDO Alliance

OpenID ּף FIDO ףּ ךּ ︣Ḯ

ỆḰ ṕJPKI/HPKIṖ ךּ

︡ אל ךּ ṕJPKIṖּף ṕHPKIṖ ףּ ḭ
︣ ︣Ḯ

ệḰOpenID Connect FIDO ︡ ףּ

ףּ ︡ ḭ ︡ ︣ ṇ ṇ ךּ ḭOpenID Connect ףּ FIDO ︡
ףּ ךּ ︣Ḯ

1. ︢
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ךּ

ỈḰ ︡ ךּ ︣

︡ ךּ ךּ ḭ ︡ ךּ ḭ ︣ ḭ ︣Ḯ

ỉḰ ︣

︣ ףּ ḭ ךּףּ ︣ ︣
︣Ḯ

ỊḰּף

ṇ ףּ וֹ ךּ ︣Ḯ

1. ︢
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צּ Ṅ צּ נּ ךּ Ḯ כֿ ḭ
2018 ḭנּ ︡ Ḯ

¸ ךּףּ ḭ וֹ צּ ︡ ךּ Ḯֿכ לּ

︣ ḭ ךּףּ ḭ ṇ ḱ ︡ ḭ

טּ ︢ כֿ ḭ ︣ כֿ צּ ךּ Ḯ

ḭ 29 (2017 )ể ︣ ṡ ṇ Ṣ ḭבֿ

ḱ ḱ ṇ וֹ קּ Ḯ

¸ ṇ ךּףּ ︣ ךּףּ Ṅ ךּ ḭ

קּ וֹ ︡ ︣ כֿ ḭצּ ︣ קּ ︡ ḭ

︡ צּ ךּ נּ Ḯ ḭ ︡ ḭṡ ṇ

︣ ḱ Ṣṕ2017 Ṗּף ṡ ︣ Ṣṕ2018 Ṗ ︡ ךּ Ḯ

¸ ṡ ︣ Ṣṕ2018 Ṗ ḭ אל ṇ ḭ

ḭ אל ṕ ︣ Ṗקּ ךּ טּצּ כֿ צּ אל Ḯ

ḭ ︣ ︣ ḭ ṇ / ḱ API ḱFIDO ṇ ḱ

ṕOpenID ṖḱHPKI/JPKI/ ID ḭ אל ︣ טּצּ כֿ צּ אל Ḯ

¸ ︣ ךּ ḭ IT ּצ ḭ Ṅ צּ נּ ךּ Ḯ

ḭנּ ḭ Ḯלּ ︡ ḭ

︣ כֿ ︡ ךּ Ḯ

2. | 
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ḭṡנּ ףּ ︣ Ṣ ḭ
ṡ ךּ Ṣ ︡ Ḯ

ṇ Ḯ

OpenID Foundation FIDO Alliance

¸ ︣ טּ OpenID Foundation FIDO Alliance ךּ ḭ ︡ ךּ
︣ Ḯ

ṕJPKI/HPKI Ṗ ךּ

¸ ṕJPKI/HPKIṖ ךּ ḭ ḭךּ ךּ
︣ Ḯ

OpenID Connect FIDO ︡ ףּ

¸ OpenID Connect CIBA FIDO ḭ ṇ ︡ ךּ ךּףּ ḱ
ךּ ḭ ︣ Ḯ

¸ ︡ ךּףּ ḭ ךּ︡ (CIBAּף FIDO) ךּ ḭ
ḭךּ ︣ Ḯ

︡ ךּ ︣

¸ OpenID Connect FIDO ︡ḭ ︡ ךּ ︡ ︣ Ḯ

︣

¸ ḭ ︣ וֹ ךּ ︣ Ḯ

2. | ṇ
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צּ ︡ ךּ ︣ לּ ḭ
וֹ נּ ךּ ︡ Ḯ

OpenID Foundation

¸ OpenID ḭ ḭ ףּ Ḯ

¸ ךּ ︣ ṇ ṇ צּ ︡ ףּ ḭ

ךּ ḭHEART (Health Relationship Trust) ṇ ṇ צּ ךּ Ḯ

OpenID Connect Core 1.0 OpenID Connect ṇ ṇ
Ḯ

OpenID Connect שּ
︣ ṇ ︡ ︣ Ḯ וֹףּ

︡ ḭ Ḯ

OpenID Connect Security 
Consideration

OpenID Connect ︣
︣ Ḯ

OpenID Connect ṇ
כֿ צּ Ḯ

OpenID Connect Client Initiated 
Backchannel Authentication Flow 
(CIBA)

צּ ḭ ṇ ṇ
︣ ṇ

︣ Ḯ

צּ ︣ ḭ
ḱ קּ ︣
︣ ︡ ︣ Ḯ וֹףּ

︡ Ḯ

Health Relationship Trust Profile for 
OAuth 2.0

OpenID Connect ךּ OAuth2.0
︣

ףּ ךּ Ḯ
HEART ṇ ṇ Ḯ

OpenID Connect
︣ כֿ צּ Ḯ

2. | OpenID Foundation FIDO Alliance
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צּ ︡ ךּ ︣ לּ ḭ
וֹ נּ ךּ ︡ Ḯ

FIDO Alliance

¸ ḭIDḱ ṇ ךּ ︣ FIDO ︣ Ḯ

2. | OpenID Foundation FIDO Alliance

FIDO2 ︡ ḭ
Web וֹףּ ṇ ḭ
ףּ ṇ ︣ Ḯ

FIDO ︣ Web ףּ
ṇ ︣ Ḯ ףּ

וֹ ︡ Ḯ

FIDO UAF FIDO UAF ṇ ︣ ḭ
ṇ ṇ ︣ Ḯ

ṇ ṇ ךּ ḭFIDO2
פּ ︣ Ḯ

FIDO U2F Web ṇ ṇ ṇ 2
︣ Ḯ

ṇ ṇ ךּ ḭFIDO2
פּ ︣ Ḯ
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JPKI ḱHPKI ︡ ḭ ףּ ḭ ṇ
ךּףּ ḭ ︣ ︡ Ḯ

ṇ ךּ ףּ ḭ Ḯ

JPKI ḱHPKI

¸ JPKIḭHPKI ךּ ︣ Ḯ

JPKI ḱHPKI

¸ JPKIḭHPKI ḭקּ ḱ ṇ ṇ ︣ Ḯ

¸ ︡ ṇ ṇ וֹףּ ṕ ṇ Ṗ ךּ ︣ Ḯ

¸ ︡ ףּ ךּ ︣ Ḯ

JPKI

¸ JPKI ḭ ṇ ṇ פּ 4 ( ḭ ḭ ḭ ) ︣ API ṇ ṇ ︡
ךּ Ḯ ḭ ṇ ḭ צּ ︣ ︣ ṡ APIṢ ︡ ךּ Ḯֿכ API ︡ ID

ḭ ṇ ṇ ךּ ︣ Ḯ

HPKI

¸ HPKI ḭSAML(ẑ) ︡ ךּ Ḯ ךּףּ SAML ︣ כֿ ︡ḭ ḱ
Ḯלּ

2. | ṕJPKI/HPKI Ṗ ךּ

(ẑ)SAMLḲSecurity Assertion Markup Language Ḯ ṇ ṇ ṇ לּ 1 Ḯ
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OpenID Connect CIBA FIDO ḭ ṇ ︡ ךּ
ךּףּ ḱ ךּ ḭ ףּ Ḯ

ṇ ךּ ףּ ḭ Ḯ

ṡOpenID Foundation FIDO Alliance Ṣ ךּףּ ︡ OpenID Connect ḭCIBA ּף FIDO 
ḭקּ ḭ ṇ ḭ ṇ ︣ Ḯ

¸ OpenID Connect ףּ CIBA ḭּט ṇ ḭ ṇ ṇ ṇ ḭ
(API ) ︣ ︣ כֿ ︣ Ḯ

¸ FIDO ḭ צּ ︡ ︣ כֿ ︣ Ḯ

ṇ ḭ ṇ טּ ḭOpenID Foundation HEART ṇ
ṇ צּ ︡ ךּ ḭ ︣ ︡ ︣ Ḯ

︡ ךּ ḭ ṕOpenID Foundation ףּ FIDO Alliance Ṗ Ḯ

︡ ḭ ṇ ḭ ṇ ḭקּ ︡ Ḯ

2. | OpenID Connect FIDO ︡ ףּ
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ḭ ṇ ךּףּ ḭ טּצּ ︡ḭ
︡ ḭ פּ ︡ Ḯ

ṇ ( ḭ Ṍ )

2. | OpenID Connect FIDO ︡ ףּ

ṇ
(RP)

ṇ
(OP2)

ṇ
(OP1)

DB

DBṇ (API)

(ẑ)ṇ קּ ḭ ︣Ḯ
(ẑ)OPḲOpenID Provider ḮOpenID Connect ︣

ṇ ︣ ṇ ︣Ḯ
(ẑ)RPḲRelying Party Ḯ ṇ ṇ ︣ ṇ

︣ ︣Ḯ
(ẑ) ṇ ḲOpenID Connect וֹףּ ḭAPI

ṇ ︣ ṇ

(1)

(2)

(3)

(4)

(7)

(8)API

(9)

(10)

(5)

(6)

Ẍ
ḱ (FIDO)

ḱFIDO
ḱ ḭ

Ẍ
ḱCIBA ṇ
ḱ ṕOP2ּצRP ︣ ḭפּ
RPּצOP2 ḭפּלּ צּ ḮṖ

Ẍ
ḱAPI ḭ
ṇ צּ ︣

( ṇ (ẑ)

ṇ ṇ OP2
נּ פּ ḭפּלּ צּ Ḯ)
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︡ ךּ ךּ ḭ ḱ
︡ ︡ Ḯ

ṇ ךּ ףּ ḭ Ḯ

¸ ḲWebḱ Ḯ

¸ ṕ ︢ ṖḲ ḭ Ḯ

ṇ אל ṇ ṇ ︣ ḭ צּ ︣
ṇ טּ ḭ צּקּ קּ ḭG

to C צּ ךּקּ ṇ טּ Ḯ

gBizID וֹ אל ID ḭ Ṅ ṇ ︣
כֿלּ צּ קּ ḭG to B צּ ךּקּ ṇ טּ Ḯ

LINE ID IT וֹ 8300 ṇ צּ ︣
SNS טּ Ḯ

Value direct צּ ︡ ṇ ḭ
טּצּ Ḯ

d טּ NTT צּ ︣ ID טּ Ḯ

2. | ︡ ךּ ︣
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ḭ ḭ
ךּ Ḯ

¸ ḭ ṕ ID Ṗ

¸ ḭ

Å ID ḭ ṕKYC Ṗ

Å ṕID/ ṇ ḭ2 Ṗ

Å ID ︣ ṕ ḭ ṇ ḭID Ṗ

Å ṕ ḭ ṇ Ṗ

¸ ︣ ḱ ךּ

2. | ︡ ךּ ︣
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︣ ךּ ḭךּ
︡ Ḯ

ṇ ךּ ףּ ḭ Ḯ

︣

¸

¸ GDPR (EU ṇ )

¸ e ṇ

¸ CCPA ( ṇ )

¸ India Stack DEPA וֹףּ Electronic Consent Framework

¸ ḭ ḭ Ḯלּ

¸ ︡ ḭ ḭקּ ︡ḭ ︣ Ḯ

Å ḭ וֹףּ קּ לּ ︣ Ḯ

¸

¸ ךּףּ ḭ

¸ ︣ וֹףּ

Å ID וֹףּ ṕ Ṗ

Å ḱ

Å ṕ Ṗ

2. | ︣
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OpenID Foundation ṇ ṇ טּ
OpenID טּ ḭ IT צּ ︡ ךּ Ḯ

OpenID Foundation

¸ OpenID Foundation ḭOpenID ṕ ID ḭAPI Ṗ ḭ ḭ
טּ Ḯ

¸ 2007 6 צּ אל ḭ ḭ ṇḭ ṇ ṇ ṇ ︣ וֹףּ
︡ ︡ ךּ Ḯ

¸ ID צּ ︡ ḭOpenIDךּ ṇ ︡
ךּ Ḯ

ḱ (2020 9 )

¸ Sustaining Corporate Members ṕ ṇ ṇṖ

¸ Corporate Members ṕ59 Ṗ

¸ Non-Profit Members ṕ16 Ṗ

Akamai Google KDDI

Microsoft NRI SecureTechnologies Ping Identity

Verizon Verizon Media

3. OpenID Foundation FIDO Alliance | OpenID Foundation
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OpenID Foundation Ṅ (Working Group) צּ ︡ḭ
︡ OpenID Connect צּ ךּ Ḯ

(2020 9 )

¸ AB/Connect

Å OpenID Connect ︣ ṕOpenID Connect Core 1.0 Ṗ ךּ Ḯ

¸ Mobile Operator Discovery ḭRegistration & autheNticAtion ṕMODRNAṖ

Å RP ID ṇ ︣ ḭ ṇ ︣ RP ḭ ︡ OpenID Connect
(Client Initiated Backchannel Authentication (CIBA) ) ךּ Ḯאל OpenID Connect

︡ ḭ ךּ Ḯ

¸ HEARTṕHealth Relationship Trust Ṗ

Å צּ ︣ ṇ API ︣ כֿ ︣ ḭ ṇ ︣
(Health Relationship Trust Profile for OAuth 2.0 ) ךּ Ḯ

¸ International Government Assurance Profile ṕiGovṖ

Å OpenID Connect ṇ ︡ḭ ṇ ṇּצ ḭךּ
ṇ ︣ כֿ ︣ OpenID Connect ṇ ךּ Ḯ

¸ Financial -grade API (FAPI)

Å ṇ צּ קּ לּ ︣ ḭ ṇ ︣
︣ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Foundation
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OpenID Foundation Ṅ (Working Group) צּ ︡ḭ
︡ OpenID Connect צּ ךּ Ḯ

(2020 9 )

¸ Enhanced Authentication Profile (EAP)

Å ṇ ṇּצ ךּ ︡ ḭOpenID ︣ ḭOpenID Connect ףּ
ṇ ךּ ḮOpenID Connect IETF ṇ ḭּף FIDO

ךּ ךּ Ḯ

¸ eKYC-IDA

Å RP ṕ אל ṇ ḭּף ṇ ךּ ḭ ḭ לּ ḭ לּ ṇ
ḭ לּ ︡ פּ ḭ Ṗ ︣ OpenID ךּ Ḯ

¸ FastFed

Å OpenID Connectצּ ḭSAMLḭSCIM 1 ṇ ︣ ID ṇ אל ḭID 
אל ṇ צּ קּ לּ ︣ ḭ ṇ ḭAPIḭּף ṇ

ṇ ךּ Ḯ

¸ Research & Education (R&E)

Å ḱ (R&E) ṇ וֹףּ OpenID Connect ︣ ḭOpenID Connect 
ךּ Ḯ

¸ Shared Signal & Events

Å ḭ ḭּף ḭ ︣ ︣ ︡ ḭ ṇ
ḭ טּ ṇּצ ṇ ︣ כֿ ︣ ḭ ṇ ṇḭ ḭ ṇ
ṇּצ ︡ קּ לּ ︣ כֿ ︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Foundation
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OpenID Connect ḭID API לּ Ḯ
ṇ פּ ḭ Ṅ קּ ṇ צּ Ḯ

OpenID Connect כֿלּ ḭ וֹ שּ

︣ כֿ צּ ḭקּ שּ ṇ

כֿלּ צּ קּ לּ Ḯ
Ḳhttps://openid.net/

3. OpenID Foundation FIDO Alliance | OpenID Connect

https://openid.net/
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OpenID Connect ḭID ṇ ︡ ṇ ḭ
ID ︡ שּ אל ךּ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect

SNS

( ) https://gbiz - id.go.jp/top/manual/pdf/QuickManual_Member.pdf

ṇ

ḱ

ṇ

ḱ ṇ
ṇ A

ṇ B

ṇ C

ṇ SNS ṇ

ṇ

SNS
ḱ ṇ

ṇ

ḱ

ṇ
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OpenID Connect ︡ ךּ ḭ ṇ ṇ פֿ ︣ טּצּ Ḯ

ḭ ṇ ṇ ךּ צּ ︣ Ḯ

1 ṇ צּ ṇ / ṇ ︣ כֿ צּ ḭ
︡ ךּ צּ ︣ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect

SNS ṇ

ṇ

ṇ

ṇ DB

ṇ DB

ṇ DB

ṥ ṇ Ṧ
ṇ צּ ṇ פֿ (ID/ ṇ ) נּ
טּצּ Ḯ

ẓ נּ )ךּ︣ אל (ךּ︣ ṇ כֿלּ ḭ
ṇ אל טּצּ Ḯ

ṥ ṇ Ṧ
ḱID ṇ צּ ︣ כֿ ḭ

צּ Ḯ
ḱID ( ṇ ḭ )
ḱ ṇ ︣ ṇ
ṕID/ ṇ ḱOTP ḱ Ṗ
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OpenID Connect ḭ צּ אל
ṇ ẑ1 טּ ḭ ךּ ẑ2Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect

OpenID Connect וֹףּ Authorization Code Flow ṇ ṇ ︣Ḯ

ṇ

SNS ṇ ṇ

ṇ

(IdP)

( ṇ )

ṇ

ṇ ẑ3

ṇ

צּ אל כֿ
ID צּ אל Ḯ

ṇ ḱID
︣ כֿ ḭ
צּ אל Ḯ

(ID ṇ Ṋ )
ḭ ףּ
ṇ ḭ ︣ ︡
︠ פּ אל Ḯ

︣ ṇ קּ ḭ
ṇ פּ קּ Ḯ

ẑ 1ḲSign in Apple, Google Sign - in, Microsoft Azure App Signin ￼ךּ OpenID Connect Ḯ

ḭ ṇ ID ︡ אל ךּ Ḯ

ẑ 2Ḳ צּ פּ ךּ Ḯ

ẑ 3ḲOpenID Connect טּ OAuth ṇ ︡ ךּ ḭ ṡ Ṣּצ ךּ Ḯ

צּ
ṇ

ṇ צּ
ṇ

ṇ
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ID ḭAPI ךּףּ ṡ Ṣ כֿלּ
לּ טּצּ ḭ ךּףּ ︣ טּצּ Ḯ

כֿלּ ︡ ḭ צּ בֿ Ḯ

ḱ ṇ

¸ ṇ ḭ ṇ ḭ ︣ ︡ḭ ḭ ḭ ṇ ︣
אל ךּ Ḯ

¸ ṇ ṇ ︡ ṇ ṇ צּ ךּ Ḯṕ ḭ ṇ Ṗ

¸ ︡ ︡ ךּ כֿ ḭ ︡ ךּ כֿ
Ḯ

ṇ ṇ

¸ ḭ ṇ ︡ ךּ Ḯ

¸ ṇ ṇ ṇṕ צּ Ṗּפ ṇ ︡ ḭ
︣ ︣ Ḯ

ṇ

¸ OpenID Connect FIDO ךּ ḭ ︡ ךּ OpenID Foundation ףּ FIDO Alliance
צּ ךּ פּ ︣ ṇ צּ אל ךּ Ḯ ṇ ︣ כֿ ḭ

︣ ḭ ︣ כֿ צּ קּ Ḯ

¸ טּ ḭ צּ ṇ טּ שּ צּ ︡ ךּ ḭ ṇ ṇ ṇּפ
︡ Ḯךּ︣ ḭ צּ Ḯṕ ḭ ḭ

טּצּ ḮṖ

¸ צּ ṇ טּ ḭ שּ צּ ︡ ךּ Ḯ ︣ כֿ ḭ פּ
︣ ︡ ḭ פּפּ נּ כֿ צּ קּ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect
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ṇ ךּףּ ḭOpenID Connect ︡ ︡ ךּ
( ID) ṇ טּ Ḯ

ṇ צּ ︣ טּ ḭ ︡ שּ ṇ אל ךּ OpenID Connect ︡
כֿלּ ḭ ṇ צּ ︡ ךּ ךּ ṇ ṇ
Ḯלּ

¸ ḭ ︡ ךּ ID ︣ כֿ ḭ ṇ קּ צּ אל Ḯ

¸ ṇ ḭ ףּ ID ︣ כֿ צּ קּ Ḯ

OpenID Connectּצ שּ︡ אל ךּ ךּףּ ḭ ṇ
צּ אל ḭ ID ︣ טּ ḭ ︡ ṇ ︣ כֿ צּ קּ Ḯ ḭ צּ
פּ קּ שּ כֿ ḭ ṇ צּ ךּ ḭ
ḭ שּ︡ ︡ ID ︣ כֿ צּ אל Ḯ

ṇ ḭצּ ID ︡ ṇ ︣ כֿ ḭ ṇ צּ ID
אל ךּ כֿ צּ Ḯ ṇ ḭ ṇ פּ ID

ḭ ︣ כֿ צּ Ḯ

¸ ID וֹףּ ךּ ḭNIST SP800 -63 -3C ṡ5.1.3 Federation Authorities Ṣ אל ךּ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect

ṇ

ṇṖ
ṇ ḭ

ṇ ḭ
ṇ

Ṗ
SNS ṇ ID ḭ

ID ḭ
ṇ ṇ
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ṇ ךּףּ ḭṡ Ṣ ṡ Ṣ אל Ḯ

לּ ṇ ︣ פּ ︣ ṇ צּ Ḯ

¸ ￼ לּ ṇ ︣ Ḯṕ Ḳ IP פּ ṇ טּ

︣ Ṗ

צּ ṕ Ṗ טּ פּ
︣ כֿ Ḯ

SNS ṇ ḭצּ ︡ קּ ṇ ךּ אל
ID/ ṇ ṇ A טּ ︣ Ḯ

OpenID 
Connectḭ
SAML

ṇ
︣ כֿ Ḯ

SNS ṇ ḭצּ ṇ ︡ ṇ A
︣ Ḯ

OAuth 2.0

ṇ ךּףּ ḭṡ Ṣ ṡ Ṣ
אל ףּ ḭOpenID Connect כֿ צּ טּ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect
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ṇ API ︣ ḭ ṇ X ṇ API ︡ ṇ ṇ (ID/

ṇ ) טּצּ Ḯ

OpenID Connect( ףּ ṇ OAuth 2.0) ḭ ףּ API כֿלּ צּ

Ḯ

¸ SNS ṇ A API API ︡ ṇ ︣Ḯ

ṇ API ︡ ṇ ( צּ(
נּ ךּ ḮAPI ךּףּ OpenID Connect צּ קּ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect

SNS ṇ A

ṇ B

ṇ C

ṇ X API

API

API

ṇ

API

(ID/ ṇ )

SNS ṇ A

ṇ B

ṇ C

(IdP)

API

( ṇ )

ṇ

ṇ X

API

API

API

ṇ

API

( ṇ )

ṇ

ṇ A ID/ ṇ

ṇ B ID/ ṇ

ṇ C ID/ ṇ

ṇ ṇ טּ ID/ ṇ
כֿ︣ ḭ Ḯ

Å ID/ ṇ
Å ṇ /IDצּ ṇ API

( )

ṇ API
טּ ṇ לּ

כֿ ḭ Ḯ
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OpenID Connect SAML ︡ ḭṡ ṢḭṡAPI Ṣḭṡ ṇ (RP) Ṣ פּ ︡

︣Ḯ

OpenID Connect ︢ טּ SAML ︡ ḭ ṇ
︡ אל︣ API OpenID Connect צּ ︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect

API ṇ (RP)

OpenID Connect
( ḱ ) ךּ
ṇ Ḯ

Web ṇ
ṇ שּ אל

ךּ Ḯ

OpenID Connect ṇ
ךּ OAuth 2.0

API ṇ

Web ḭ ṇ
ךּףּ ṇ

טּ JSON/REST ︡ḭ

SAML 2.0
( ḱ ) ךּ
ṇ Ḯ

Web
ḭצּ Web
צּ Ḯ

SAML טּ
ḭ API ṇ
︡ Ḯךּ

XML/SOAP ︡ ךּ
ḭ SAML

צּ
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OpenID Connect Core ḭOpenID Connect ךּ Ḯ
1.0 טּ ḭ2014 11 אל ךּ Ḯ

OpenID Connect Core ︣Ḯ

︡ ךּ ḭ 1 ︡ ךּ Ḯ

1 Introduction OpenID Connect Core 1.0 ḮOpen ID Connect ḭOAuth2.0 ḭ
ṇ ︡ כֿ ךּ Ḯ

2 ID Token ID ṇ ḭOpenID Connect OAuth2.0צּ ︣ טּ ḭ
ṇ ṇ טּ כֿ ךּ Ḯ

3 Authentication OpenID Connect ︡ ךּ ṇ טּ ḭ ṇ ṇḭ ṇḭ
ṇḭ ךּ ךּ Ḯ

4 Initiating Login from a 
Third Party

פRPּצּ ḭ3rdשּ Partyּפ ︣ ṇ ךּ ︡ ךּ Ḯ

5 Claims ḭצּ ṇ ︣ ḭ ṇ ךּ
︡ ךּ Ḯ

6 Passing Request 
Parameters as JWTs

ḭ ︣ ︡ ךּ Ḯ

7 Self- Issued OpenID 
Provider

קּ ID ṇ ︡ḭself -hosted OP ṇ ︣ ךּ
︡ ךּ Ḯ

8 Subject Identifier Types Subject Identifier ḭ אל ṇ ḭ
ךּ אל ךּ Ḯ

9 Client Authentication צּ ṇ ︣ ḭ ṇ ︣
︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect



30

OpenID Connect Core ḭOpenID Connect ךּ Ḯ
1.0 טּ ḭ2014 11 אל ךּ Ḯ

OpenID Connect Core ︣Ḯ

︡ ךּ ḭ 1 ︡ ךּ Ḯ

10 Signatures and 
Encryption

JSON Web Signature(JWS) JSON Web Encryption(JWE) פּ ḭ
לּ ךּ אל ךּ Ḯ

11 Offline Access OAuth2.0 ṇ ︣ scope ︡ ︡ ךּ Ḯ

12 Using Refresh Tokens ṇ ḭצּ ṇ וֹ ךּ אל ךּ Ḯ

13 Serializations ṇ ︣ ךּ אל ךּ Ḯ

14 String Operations OpenID Connect ṇ ︣ ḭ ṇ ︣ כֿ צּ
ḭצּ ךּ אל ךּ Ḯ

15 Implementation 
Considerations

RP OP אל ךּ אל ךּ Ḯ

16 Security Considerations RFC6750ḭ6819ḭISO/IEC29115 ︡ ḭ צּ ︣ קּ ︡
אל ךּ Ḯ

17 Privacy Considerations OpenID Connect ṇ ךּףּ ḭ פּ ︣ קּ ךּ
ךּ Ḯ

18 IANA Considerations OpenID Connect ︡ ךּ JWT ṇ ḭOAuth ṇ ḭ ṇ ḭJWT
RFC6749 ︣ כֿלּךּ צּ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect
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MODRNA WG וֹ ףּ ḭ
1 CIBA טּצּ Ḯ

MODRNA ṕMobile Operator Discovery, Registration & autheNticAtion Ṗ

¸ MODRNA WG ḭRP ID ṇ ︣ ḭ ṇ ︣ RP ḭ

︡ OpenID Connect ךּ Ḯ

¸ MODRNA WG אל ךּ ṕ Ṗ 4 טּ ḭ CIBA Ḯ

Å OpenID Connect MODRNA Authentication Profile

Å OpenID Connect Account Porting

Å OpenID Connect User Questioning API

Å OpenID Connect Client Initiated Backchannel Authentication Flow ²Core

3. OpenID Foundation FIDO Alliance | OpenID Connect
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OpenID Connect CIBA ḭ ṇ ḱ לּ ḱ ṇ ṇ
︡ ךּ לּךּ ṇ ṇ ︣ נּ טּ Ḯ

OpenID Connect CIBA צּ קּ

¸ OpenID Connect Core ḭ ṇ ︡ ṇ ṇּצ שּ ךּ ḭצּ ṇ

︣ ṇ ṇ צּ ḱ לּ ךּ Ḯ

¸ ṇ ṇ ḭ ṕ נּ ḭ ṇ ṇ ṇ IoT ḭPOS Ṗ ḭ צּ ṇ

ṇ ךּ API קּ לּ ךּ Ḯךּ

¸ כֿ ḭ ṇ / לּ ḱ ṇ ṇ ︡ ךּ לּךּ ṇ ṇ ︣

נּ OpenID Connect CIBAצּ טּ Ḯ

OpenID Connect CIBA ṇ ṇ

¸ ḭWeb ṇ ṇ ḭ אל Ḯךּ

¸ POS ḭ ṇ ṇ ṇ ︡ Ḯךּ

¸ ṕ ṇ Ṗ ךּ ḭ צּ ṇ ︡ Ḯךּ

3. OpenID Foundation FIDO Alliance | OpenID Connect
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CIBA ṇ ︡ ḭEC ךּףּ צּ ṇ ︡ לּ ︡ḭ
פּ צּ צּ בֿ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect

OP

RP
( )

AD

CD

/

/

CIBA ṇ

¸ כֿכֿ פּ ḭ ︡ ḭOP ︣ ṇ ︡ ךּ Ḯ

ṕ ḭCIBA אל ךּ ︣ḮṖ

7 ḲBackchannel 
Authentication Endpoint

8 Ḳ OpenID Provider Obtains 
End -User Consent/Authorization

Ḳhttps://www.secure -sketch.com/blog/openid -connect -ciba- implementation
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CIBA ṇ ︡ ḭEC ךּףּ צּ ṇ ︡ לּ ︡ḭ
פּ צּ צּ בֿ Ḯ

3. OpenID Foundation FIDO Alliance | OpenID Connect

( )

ṇ ︡ ṇ

API

OP

RP

AD

CD

ṇ

¸ כֿכֿ ḭ פּ צּ OP צּ אל כֿ פּ ḭ ṇ צּ אל ṇ

︡ ךּ Ḯ

ṇ

9 Ḳ Client Notification Endpoint

10 Ḳ Getting the 
Authentication Result

Ḳhttps://www.secure -sketch.com/blog/openid -connect -ciba- implementation
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HEART WG ףּ ḭ2020 6
ḭ4 ︡ ךּ Ḯ

HEART (Health Relationship Trust) WG

¸ HEART WG ḭ ךּצּ ḭ לּ ḭ ḭ לּ ṇ ︣ פּ ṇ ︣

ךּ Ḯ

¸ ḭFHIRṕFast Healthcare Interoperability Resources ṖḭOAuthḭOpenID Connect ḭUMAṕUser-

Managed Access Ṗ ︡ ḭ ṇ ︣ ︡ ךּ Ḯ

¸ HEART WG אל ךּ ṕ Ṗ 4 טּ Ḯ

Å Health Relationship Trust Profile for OAuth 2.0

Å Health Relationship Trust Profile for Fast Healthcare Interoperability Resources (FHIR) OAuth 2.0 Scopes

Å Health Relationship Trust Profile for User -Managed Access 2.0

Å Health Relationship Trust Profile for Fast Healthcare Interoperability Resources (FHIR) UMA 2 Resources

3. OpenID Foundation FIDO Alliance | OpenID Connect
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Health Relationship Trust Profile for OAuth 2.0 ḭOAuth 2.0 Web
ṇ ṇ ︣ RESTful API ︣ טּ Ḯ

HEART for OAuth 2.0 

¸ OAuth 2.0 ḭ ︡ ḭאל ︠

ṇ ︡ ךּ ︡ ךּ Ḯ

¸ ḭ שּ ︡ ףּ ḭ

כֿתּ צּ קּ Ḯךּ

¸ אל ︡ ḭ ךּ ṇ ṇ ︡ ṇ ḭ

ךּ ṇ ṇ כֿלּ ︡ HEART צּ

אל Ḯ

¸ ḭ וֹ שּ אל כֿ ︡ ךּ Ḯ

HEART for OAuth 2.0

¸ שּקּ וֹ 3 פּ ḭ צּ ︣ קּ צּ ךּ Ḯ

Å OAuth ḭשּ ṕ2 Ṗ

Å ṇ ṕ3 Ṗ

Å אל ṇ ṕ4 Ṗ

3. OpenID Foundation FIDO Alliance | OpenID Connect
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FIDO Alliance ṇ ︣ ︡ FIDO
︡ ךּ טּ ḭ IT צּ ︡ ךּ Ḯ

FIDO Alliance

¸ ṡFIDOṢ ףּ לּ טּ Ḯ

¸ FIDO ︣ ︡ ךּ Ḯ

¸ 2012 7 ḲPayPalḭLenovoḭNok Nok Labs 6 FIDO Allianceצּ

¸ 2013 2 Ḳ FIDO Alliance צּ

¸ 2014 2 Ḳ ṇ UAF 1.0ּף 2 U2F 1.0

¸ 2018 4 ḲW3C FIDO Alliance FIDO2צּ

ḱ ṕ2020 9 Ṗ

¸ Board Level Membersṕ42 Ṗ

Å Google, Apple, Facebook, Amazon, Microsoft, NTT docomo, LINE, Yahoo! Japan 

¸ Sponsor Level Members ṕ59 Ṗ

Å Alibaba Group, Twitter, ebay, , , KDDI, NRI SecureTechnologies 

¸ Government Level Members ṕ7 Ṗ

¸ Associate Level Members ṕ140 Ṗ

3. OpenID Foundation FIDO Alliance | FIDO Alliance
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FIDO Alliance פֿ Working Group( צּ( ︡ḭ
︡ צּ ךּ Ḯ

Technical Working Groups

¸ FIDO2

Å ḭ ḭ ṇ ︣ כֿ ︡ ךּ Ḯ

¸ Internet of Things (IoT) 

Å RP IoT ︣ IoT / ḭ ṇ ṇ ḭ ṇ ḱ ṇ

ḭ ךּ Ḯ

¸ Metadata Service

Å FIDO ṇ ḱ ṇ ︣ ḭ ḱ ךּ ṇ ṇ ḭךּ

ṇ צּ נּ לּ ︡ḭ ṇ ḱ ṇ ︡ ךּ Ḯ

¸ Universal Authentication Framework (UAF) 

Å ḭ ḭ ṇ ︡ḭ

FIDO ︣ כֿ ︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO Alliance
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FIDO Alliance פֿ Working Group( צּ( ︡ḭ
︡ צּ ךּ Ḯ

Certification, Security, Privacy and Identity focused Working Groups

¸ Certification

Å FIDO אל ḭ ḭּף ︡ḭ FIDO

︣ כֿ ḭIDO ︡ ךּ Ḯ

¸ Identity Verification & Binding

Å ṇ ID ṕּף Ṗ ︡ḭֿכ ︣ ︡ḭֿכ

ףּ ︣ ︣ אל Ḯ

¸ Security & Privacy Requirements

Å ṇḭ ḱ אל FIDO ṇ ︣

︣ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO Alliance
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FIDO Alliance פֿ Working Group( צּ( ︡ḭ
︡ צּ ךּ Ḯ

Adoption Working Groups

¸ Consumer Deployment

Å FIDO ṇ נּ ךּ ḭFIDO ףּ ṇ ︡ ︣ Ḯ

¸ Enterprise Deployment

Å ṇ FIDO ṇ נּ ךּ ḭFIDO ףּ

ṇ ︡ ︣ Ḯ

¸ Government Deployment

Å FIDO ṇ נּ ךּ ḭFIDO ףּ ṇ ︡

︣ Ḯ

Regional Working Groups

¸ ךּףּ ḭ FIDOצּ ךּ Ḯ

Å FIDO China

Å FIDO Europe

Å FIDO India

Å FIDO Japan

Å FIDO Korea

3. OpenID Foundation FIDO Alliance | FIDO Alliance
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ṇ ךּףּ ︣ כֿ ṇ ṇ
︡ ︡ ṡFIDO Ṣ ︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

FIDO

¸ ṇ ṇ ( ) Ḯ

¸ FIDO ṇ צּ אל ḭFIDO ṇ ︣ Ḯ

Å ṇ ID/ ṇ ךּ צּ ךּ צּ ︣ Ḯ

¸ ךּ כֿלּ ︠ ︣ ︡ Ḯתּ

Å FIDO ṇ Ḯלּ

Web/ ṇ

OS/Web
(FIDO )

( ) ( ) ( )

ṇ ṇ
(FIDO RP )

FIDO ṇ

ṇ ṕ ṇ ḱPCṖ

ṇ

ṇ

ḱ FIDO ṇ
ḱ לּ

ṇ
ṇ
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FIDO ṇ ︡ ךּ לּ ḭ
ṇ ︣ כֿ אל ךּ Ḯ

¸ ( טּ כֿ ףּ( ( ṇ ID פּשּ פּ( Ḯ
ṇ לּ ḭ ( ṇ ḱ ) ṇ ︣ Ḯ

FIDO

¸ ṇ ︣ ḭ ṇ כֿ︣ צּ Ḯךּ
ḭ ︠ ︣ פּ︡ אל Ḯ

¸ FIDO FIDO ṇ ךּ ︡ ךּ Ḯ ṇ FIDOצּ
כֿלּ ḭ ︣ כֿ צּ קּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

ID/ ṇ ḱ

OK

Web/ ṇ

OS/Web

( ) ( ) ( )

ṇ ṇ
(FIDO RP)

FIDO ṇ

ṇ ṇ
Ḯךּ

FIDO ṇ
ךּ Ḯ

ṇ

ṕ ṇ ḱPCṖ

ṇ

ṇ
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FIDO ︣ כֿ ḭFIDO ṇ ︡ ךּ
צּ ︣ כֿ צּ קּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

Ḵ

FIDO ṇ

Å FIDO אל ךּ ḭFIDO לּ
Ṅ ︣ כֿ צּ Ḯ

Å ךּףּ ךּ︡ צּ FIDO
כֿלּ ךּ שּ Ḯ

FIDO

1

2

3

4
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FIDO Web ṇ וֹ ḭשּ ṇ ךּףּ OS
ṇ צּ ḭ FIDOשּ קּ צּ קּ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

Web ṇ וֹףּ ṇ

¸ Google Yahoo! Japan ḭLINE ṇ צּ
ṇ ︡ FIDO ṇ Ḯ

¸ NTT KDDI ךּ צּ ṇ
ṇ (d ḭau ID) FIDO ṇ Ḯ

ṇ ( ṇ ḱPC) וֹףּ ṇ

¸ Google Chrome, Mozilla Firefox, Microsoft Edge
FIDO ṇ ︡ ףּ ḭWeb ṇ ṇ

︣ כֿ צּ קּ Ḯ

¸ iOS macOS טּ Safari 2020 9 ṇ
iOS14 ףּ macOS Big Sur Safari14 WebAuthn ︣
כֿ ḮWeb ṇ TouchID FaceID צּ

Ḯ

¸ Windows 10 ḭFIDO ṇ ︡ PC אל ךּ
ṇ טּ Windows 

Hello ṇ ︡ ךּ Ḯ

¸ ṇ OS טּ Android FIDO2 ︡ ףּ ḭ
Android ṇ ṇ אל ךּ

︡ ṇ ︣ כֿ צּ קּ Ḯ
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FIDO ︡ ḭ אל FIDO1 ṇ ṇ ︢ FIDO UAF
FIDO U2F ︡ ךּ ḭFIDO2צּ 1 ︡ אל Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

FIDO

¸ FIDO1.0 ṇ טּ FIDO UAFḭṡ Ṣ ︡ טּ FIDO U2F ︡

ךּ ḮFIDO2 כֿ צּ אל ḭ Web API ︡ Web Authentication API 

(WebAuthn) צּ אל Ḯ

¸ WebAuthn Web פּ FIDO ( ) ︣ API צּ אל ךּ

Ḯֿכ ḭWeb ḭUSB ṇ ךּ קּ לּ

Ḯ
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FIDO וֹףּ ḭ ḭ ḭ 3 פּ אל Ḯ
כֿ FIDO UAF/U2F ףּ FIDO2 ￼ךּ Ḯ

¸ FIDO לּ 1 וֹ ︣ Ḯ

¸ FIDO ḭ ṇ ḭ ︡ Ẁ ︡ḭFIDO ṇ ︣ Ḯ

¸ Challenge -Response ︣ Ḯ

¸ ṇ צּ ךּ ︣ ḭ FIDO צּ ︡FIDO ṇ ︣Ḯ

¸ FIDO ṇ ︣ Ḯ

¸ Challenge -Response ︣ Ḯ

¸ FIDO שּ ( ṇ ID ) ︣ Ḯ

¸ FIDO ṇ אל ךּ ︣ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO
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ḭ צּ ךּ ḱ ︡ḭ
FIDO ṇ ︣ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

Web/ ṇ

OS/Web
(FIDO )

( ) ( ) ( )

ṇ ṇ
(FIDO RP )

FIDO ṇ

ṇ ṕ ṇ ḱPCṖ

ḱ

ḱ פֿ ḭ
ṇ פֿ

ḱ
ḱ ḭ ṇ לּ

FIDO ṇ

FIDO ṇ וֹ
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FIDO ךּףּ ḭ ךּףּ ṇ וֹ
( צּ( אל כֿ צּ טּ Ḯ

וֹףּ

¸ ךּףּ ḭ ṇ ṇ שּ ḱ ︡ḭֿכ ︡
︣ Ḯ

¸ צּ ṇ וֹ טּ כֿ FIDOצּ טּ ḭ ︡
ṇ וֹ כֿלּ צּ Ḯ ṇ פּ ︡

כֿלּ ḭ פּ ︣ כֿ צּ Ḯ

Å ṇ ( ) וֹ ךּ NIST SP800 -63-3B ṡ6.1 Authenticator Binding Ṣ אל ךּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

Web/ ṇ

OS/Web
(FIDO )

( ) ( ) ( )

ṇ ṇ
(FIDO RP )

FIDO ṇ

ṇ ṕ ṇ ḱPCṖ

ṇ

ṇ צּוֹ

אל ךּ כֿ FIDOצּ
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ḭ צּ ḭFIDOךּ ṇ צּ
︡ḭ ṇ Ḯלּ

3. OpenID Foundation FIDO Alliance | FIDO

Web/ ṇ

OS/Web
(FIDO )

( ) ( ) ( )

ṇ ṇ
(FIDO RP )

FIDO ṇ

ṇ ṕ ṇ ḱPCṖ

FIDO ṇ וֹ

︡ḭ
ṇ לּ

︡ ḭ

ṇ

ṇ

FIDO ṇ
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ḭ ṇ ṇ FIDO ṇ צּ ︣ ṇ
︣ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

Web/ ṇ

OS/Web
(FIDO )

( ) ( ) ( )

ṇ ṇ
(FIDO RP )

FIDO ṇ

ṇ ṕ ṇ ḱPCṖ

FIDO ṇ
︣ Ḯ

ú



51

FIDO U2F ḭWeb ṇ ︡ ID/ ṇ
נּ 2 ṇ ︣ ︡ אל ךּ Ḯ

FIDO U2F

¸ ṇ ṇ ṇ ︡ 2 ︣ כֿ ḭ ṇ

קּ Ḯ

¸ ṇ ṇ ḭ ￼ ḭ ṇ ṇ ṇ ︣ Ḯ ṇ ḭאל

ḭ ṇ ṇ 2 כֿ צּ קּ Ḯ

¸ 2 ︣ כֿ ḭ ṇ בֿ כֿ ḭשּ ṇ קּ

ṕ4 ṖḮ

FIDO U2F

¸ ḭWeb ṇ ︣ ṇ ︡ ḭ2 ︡ צּ

אל ךּ Ḯ

¸ ḭ צּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

( ) https://fidoalliance.org/%E3%82%A2%E3%83%97%E3%83%AD%E3%83%BC%E3%83%81%E3%81%A8%E3%83%93%E3%82%B8%E3%83%A7%E3%83%B3/

https://www.mhlw.go.jp/content/10800000/000537436.pdf p152
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FIDO U2F ḭWeb FIDOצּ ︡ ︣ כֿ ḭ
Web ṇ ︣ ︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

FIDO U2F ︣

¸ Web ṇ Web ︡ U2F Javascript API

¸ Web ︡ U2F HID/Bluetooth/NFC protocol

¸ כֿ אל ṇ ︡ U2F Raw Message Formats

Web ṇ

Web
(FIDO )

( ) ( ) ( )

ṇ ṇ
(FIDO RP)

FIDO ṇ

ṇ ṕ ṇ ḱPCṖ

FIDO U2F HID Protocol

FIDO U2F BluetoothÚ protocol

FIDO U2F NFC protocol

FIDO U2F JavaScript API
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ḲFIDO U2F 

3. OpenID Foundation FIDO Alliance | FIDO

FIDO U2F Architectural 
Overview

︣ Ṅ ︡ḭ ṇ ṇ ︡ ךּ Ḯֿכ
︢ ḭ וֹףּ Ṅ ṇ ךּ ︡ ךּ Ḯ

FIDO U2F Javascript API U2F ︣ Web API ךּ אל ךּ Ḯ
ṇ ḭ כֿ API ︡ḭ ṇ ṇ U2F ṇ

קּ ṇ ṇ ︣ כֿ ḭU2F ︣ כֿ צּ קּ Ḯ

FIDO U2F Raw Message 
Formats

FIDO U2F ṇ FIDO U2F ṇ ṇ ︡ אל ךּ Ḯ

FIDO U2F HID Protocol 
Specification

FIDO פּ USB U2F ṇ אל ṇ ḭUSB HIDצּ ︡ לּ
ךּ פּ ︡ ךּ Ḯ

FIDO U2F Implementation 
Considerations

U2F ףּ U2F ṇ ︣ RP ︣ ףּ Ḯ

FIDO AppID and Facet 
Specification

U2F ḭ foo.com ּצ U2F ṇ foo.com אל קּ
כֿ ︣ Ḯֿכ ḭfoo.com Ṅ צּ ( ḭ OS ) ṇ
︢ ︣ ︣ Ḯ

FIDO Common Header 
Files u2f.h 

FIDO U2F Raw Messages FIDO U2F HID Protocol Specification אל ךּ ṇ
︡ ךּ Ḯ

FIDO Bluetooth 
Specification 

U2F ּצ FIDO Bluetooth Low Energy FIDO לּ אל
פּקּ ︡ ךּ Ḯ

FIDO NFC Specification FIDO NFC FIDO U2F ּצ לּ אל פּקּ Ḯ
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FIDO UAF ḭ ︡ ṇ
ךּ כֿ ṇ ￼ לּ ︡ אל ךּ Ḯ

FIDO UAF ṕUniversal Authentication Framework Ṗ

¸ UAF ḭ ḭ ḭ ḭPIN ṇ ︣

ṇ ṇּצ ︣ כֿ ḭ ṇ ṇ ṇ ︣ Ḯ

¸ UAF ḭ ṇ צּ ṇ ṇ ︡ ︣ פּ קּ Ḯ

FIDO UAF

¸ ṇ ṇ ךּףּ ḭ ṇ ︡ צּ

אל ךּ Ḯ

¸ ṇ ṇ ︡ ḭ ṕ ṇ Ṗ ךּ

Ḯלּ

3. OpenID Foundation FIDO Alliance | FIDO

( ) https://fidoalliance.org/%E3%82%A2%E3%83%97%E3%83%AD%E3%83%BC%E3%83%81%E3%81%A8%E3%83%93%E3%82%B8%E3%83%A7%E3%83%B3/
https://www.mhlw.go.jp/content/10800000/000537436.pdf p153
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FIDO UAF ḭ ṇ וֹ טּ כֿ ḭ
ṇ -FIDO - ︣ ︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

FIDO UAF ︣

¸ ṇ FIDO ︡ UAF Application API

¸ FIDO ︡ UAF Authenticator -Specific Module API ףּ UAF Authenticator 

Commands

¸ כֿ אל ṇ ︡ UAF Protocol Specification

ṇ

FIDO

( ) ( ) ( )

ṇ ṇ
(FIDO RP)

FIDO ṇ

ṇ ṕ ṇ Ṗ

FIDO UAF Authenticator -

Specific Module API

FIDO UAF Authenticator 

Commands

FIDO ECDAA Algorithm

FIDO UAF APDU Commands

FIDO UAF Application API and 

Transport Binding Specification
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ḲFIDO UAF 

3. OpenID Foundation FIDO Alliance | FIDO

FIDO UAF Architectural Overview ︣ Ṅ ︡ḭ ṇ ṇ

FIDO UAF Protocol Specification ︣ UAF ṇ ṇ ṇ ṇ

UAF Application API and Transport 
Binding Specification

FIDO UAF ︣ API ךּ

FIDO UAF Authenticator -specific 
Module API

ṇ ḭASMּצFIDO ︣ API

FIDO UAF Authenticator Commands UAF UAFצּ ṇ ︣ ︣ קּ ךּ

FIDO ECDAA Algorithm ṇ ︡ ḭ ︣
ךּ

FIDO UAF APDU Commands שּ UAF ︣ FIDO UAF ṇ
ḱ ḱ ṇ ḱ ṕAPDUṖ

UAF Registry of Predefined Values UAF אל ︣
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FIDO2 ḭWebAuthn CTAP 2 פּ אל ḭWebAuthn W3C
︣ כֿ OS/Webךּ ṇ ︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

FIDO2

¸ FIDO U2F ּף UAF ︣ ︡ḭ ︣ Ḯ

Å FIDO2 ḭFIDO UAF U2F ṇ ︡ ךּ פּ Web ṇ צּ

¸ FIDO2 ︣ קּ ︡ ḭWeb Authentication API (WebAuthn) CTAPּצ Ḯ

Web/ ṇ

OS/Web
(FIDO )

( ) ( ) ( )

ṇ ṇ
(FIDO RP)

FIDO ṇ

ṇ ṕ ṇ ḱPCṖ

CTAP

WebAuthn

WebAuthn Web (FIDO צּ( ︣ Web אל Javascript API Ḯ
2019 3 W3C וֹףּ ( ) Ḯ

CTAP FIDO טּ ḭFIDO U2F Ḯ
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FIDO2 Web צּ ṇ ︣ APIקּ (WebAuthn) W3Cצּ ︡
אל ḭ צּ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

Web ṇ

Web

Web ṇ

Web
U2F Javascript API WebAuthn

WebAuthn 

¸ WebAuthn W3C(World Wide Web Consortium) ︡ צּ ḭ2019 3 W3C וֹףּ

( ) Ḯ

¸ W3C כֿ ḭ ︡ לּ ︡

פּ ḭWeb ︡ ︣ קּ ︡ צּ צּ ḭ צּ ךּ Ḯ

¸ וֹ ḭWindows 10שּ לּ OS/ ṇ ךּ Ḯ

U2F API W3C ךּ ḭ
︡ אל Ḯ

ẓ ︣ פּ פּלּ
ẓ FIDO פּ

WebAuthn W3C ︡ אל ךּ ḭ
Web ︡ אל Ḯ

ẓ אל קּ
ẓ FIDO אל

FIDO U2F FIDO2
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צּ ṇ ︣ APIקּ (CTAP) U2F פּ אל ḭ
Bluetooth NFC ṇ קּ לּ Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

( )

U2F API

CTAP 

¸ CTAP FIDO U2F ︡ḭ Bluetooth NFC ךּ ︡ Ḯ

¸ CTAP U2F CTAP1ּף ḭCTAP1 אל ︡ CTAP2 2 פּ אל Ḯ

¸ CTAP טּ ITU -T(International Telecommunication Union Telecommunication 

Standardization Sector) ( ITU -T X.1278) ︡ אל ךּ Ḯ

FIDO U2F FIDO2

(USB)
(

) (USB) (Bluetooth) (NFC)

U2F API
CTAP CTAP CTAP CTAP

U2F API וֹ ︡ USB
ṇ

CTAP Bluetooth ףּ NFC
ṇ

ẓ ṇ

CTAP API ︡

CTAP ṇ ︡
ךּ ︢API
︡ כֿלּ צּ
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3. OpenID Foundation FIDO Alliance | FIDO

Web/ FIDO RP/

FIDO

Attestation

Challenge

Challenge,RP

Attestation

Attestation

FIDO2 וֹףּ ṇ ḭ ︡ נּלּ FIDO
ṇ ︣ Ḯ

OS/Web
(FIDO )

Attestation

Attestation

אל Attestation ḭFIDO ṇ אל

Ḯ
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Assertion ḭFIDO ṇ אל Ḯ

3. OpenID Foundation FIDO Alliance | FIDO

Web/ FIDO RP/

FIDO

Assertion

Challenge

Challenge,RP

Assertion

Assertion

FIDO2 וֹףּ ṇ ḭ ︡ FIDO ṇ
︣ Ḯ

OS/Web
(FIDO )

Assertion
Assertion
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︣ ︡ ḭ
( NIST) SP800 -63 -3 ︡ ךּ Ḯ

NIST SP800 -63 -3

¸ (NISTḲNational Institute of Standards and Technology) צּ ︡ ךּ ID

︣ ḮID ḭ ḭ ṇ ID פּפּ ︡ טּ

Ḯ2017 6 3 צּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 

SP 800 -63 -3 Digital
Identity Guidelines

ID ṇ ṇ ḭ
︢

SP 800 -63 A Enrollment and
Identity Proofing

ID וֹףּ

SP 800 -63 B Authentication and
Lifecycle
Management

ḭ / ṇ / ṇ

SP 800 -63 C Federation
and Assertions ṕ ṇ Ṗ וֹףּ ṇ

ḭ ṇ ︡



63

NIST SP800 -63 -3 ḭID ḱ ︡ ṡ ṇ Ṣḭṡ ṇ Ṣḭ
ṡ Ṣ 3 ṇ ךּ ︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 

SP800-63CḲ

ṇ (RP)

וֹףּ

ṇ

(FAL) ךּ

SP800-63AḲ

ṇ

(IAL) ךּ

SNS ṇ

ṇ

ṇ

(IdP)

ṇ DB

SP800-63BḲ

ṇ

(AAL) ךּ
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אל ךּ

¸ IALṕIdentity Assurance Level ṖḲID פּ אל︡ וֹףּ ḭ פּ אל︡

¸ AALṕAuthenticator Assurance Level Ṗ Ḳ ףּ ḭ פּ אל︡

¸ FALṕFederation Assurance Level ṖḲID ṇ ףּ ḭ ︣

אל ךּ

NIST SP800 -63 -3 ID ḱ ḱ ךּ
︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 

IAL 1 ID וֹ צּ ḭשּ ︣ Ḯ

2 ḭ ID וֹ ךּ כֿ ︣ Ḯ

3 ḭ ID וֹ ךּ כֿ צּ ︣ Ḯ

AAL 1 צּ כֿ ḭּט
︣ Ḯ

2 ḭ צּ כֿ ךּ ḭ
︣ Ḯ

3 אל ḭ צּ כֿ ךּ ḭ ךּ
︣ Ḯ

FAL 1 SAMLḭOIDC ךּ ṇ טּ ḭIdP ︣ Ḯ

2 FAL1 נּ ḭ ︡ ךּ Ḯ

3 FAL2 נּ ḭCryptographic Authenticator צּ ṇ שּ
︣ Ḯ

( ) https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800 -63 -3.pdf
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︣ ḭ ṇ פֿ
︣ ︣ טּצּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 

¸ ṇ ḭIdentity Proofing Authenticator Federation ּשּש ︣ ḭ

︡ ךּ צּ ︢ ḭ ︣ טּצּ Ḯ

¸ NIST SP 800 -63 -3 IAL,AAL,FAL ︣ ḭ ṇ ︡

ḭךּ ︡ ︣ ךּ אל ךּ Ḯ

Ṉ 1 2 3

, , ṇ Low Mod High

Low Mod High

N/A Low/Mod High

Authorize ּך N/A Low/Mod High

N/A Low Mod/High

N/A Low/Mod High

( ) https://openid -foundation - japan.github.io/800 -63 -3-final/sp800 -63 -3.ja.html
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ṇ ףּ ḭ
ṇ ךּףּ טּ פּ צּ Ḯ

ṇ ḭ ︣Ḯ

︣ ךּ ︡ ףּ ḭ טּ ḭ ṇ ṇ

ḭקּ צּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 

ṇ

, , 
ṇ

︣

, ︣ פּ , , , . Low

, ︣ פּ , ︡ךּ צּ , , 
ṇ .

Moderate

︣ פּ , , , ṇ
כֿ . , ︡ שּ , ︣ טּ
︡ טּ .

High

︣ , ︣ ךּאלאל , ךּ ︡ךּ Low

, ︣ ︡ךּ , Moderate

︣ ︡ךּ , High

︣
, , . ︡ , 

(i) ּף , 
נּ , (ii) , ּטּצ

Low

, , . ︡ , (i) 
ףּ ךּ︡ ,

ךּ︡ , (ii) ּ︡ך טּצּ ,

Moderate

, . 
︡ , (i) ּף , 

, (ii) , ּטּצ

High

( ) https://openid -foundation - japan.github.io/800 -63 -3-final/sp800 -63 -3.ja.html
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ṇ ףּ ḭ
ṇ ךּףּ טּ פּ צּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 

ṇ

Authorize ּך
︣

, FIPS 199 אל Confidentiality ( ) ︣, 
Authorize אל ךּ ךּ ︣ Personal Information, U.S. 
︡ךּ

Low

, FIPS 199 אל Confidentiality ( ) ︣, 
Authorize אל ךּ ךּ ︣ Personal Information, U.S. 
︡ךּ .

Moderate

FIPS 199 אל Confidentiality ( ) ︣, Authorize 
אל ךּ ךּ ︣ Personal Information, U.S. ּ︡ך

.

High

︣ , ︡ ךּ Low

, ︣ ︡ךּ , ︣ ︣ Moderate

︣ High

︣
ךּ , Low

לּ , Moderate

High

( ) https://openid -foundation - japan.github.io/800 -63 -3-final/sp800 -63 -3.ja.html
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ID לּ טּ ḭ ṇ צּ צּ ︣
צּ טּ כֿ ︣ כֿ צּ ךּ Ḯ

NIST SP800 -63 -3C ךּףּ ḭID לּ Federation Authority צּ אל ךּ Ḯ ︣Ḯ

¸ Federation Authority ḭIdPּצ IALḭAALḭFAL ︣ כֿ ︣ Ḯ

¸ Federation Authority ḭ ID ︡ אל , IALḭAALḭFAL ︣ ṇ ︣ כֿ ḭ ḭID

︡ḭ אל ḭ ףּ ṇ ︡ ךּ פּ ︣ כֿ צּ

ךּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 

( ) https://openid -foundation - japan.github.io/800 -63 -3-final/sp800 -63c.ja.html
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OpenID Connect FIDO NIST SP800 -63 -3 צּ ︣
ṇ ṇ︡ ךּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 OpenID Connect ףּ FIDO

SNS ṇ

ṇ

ṇ

(IdP)

ṇ DB

FIDO
( ḱ ) OpenID Connect
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ךּ אל ךּ NIST SP800 -63B ḭ ךּ
צּ אל ךּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 OpenID Connect ףּ FIDO
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SP800 -63 -3B FIDO אל ḱ
Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 OpenID Connect ףּ FIDO

FIDO U2F USB

FIDO ṇ
( ḱPIN ḱ טּ )
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ךּףּ ḭ ︢ ︡
ḭID Ḯ

NIST SP800 -63 -3B ךּףּ ḭ ︣ (Authenticator) ךּ אל

ךּ Ḯ

︡ ḭ צּ בֿ ךּ Ḯ

¸ ṕ ṇ וֹ Ṗ

¸ ḭ ḭ ḭ

¸

¸

NIST SP800 -63 -3 וֹףּ ḭצּךּ ḭ ףּ ID ︡ ID

︡ Ḯ

ID ךּ ḭISO/IEC 24760 A framework for identity management ךּףּ ḭ ḭ ṇ

ḭ ḭ ḭID צּ אל ךּ Ḯ ḭ ID

לּ נּ כֿ צּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 



73

NIST SP 800 -63C אל ךּ ṇ (FAL)
ךּףּ OpenID Connect צּ ︣ קּ ךּ אל ךּ Ḯ

ṇ ( ) וֹףּ (FAL) OpenID Connect ︣ קּ ךּ

︣Ḯ

OpenID Connect וֹףּ Implicit Client לּ ID ṇ צּ ( ṇ )

︣ Front -channel ךּףּ ḭID ṇ צּ תּ FAL2 צּ

אל ךּ Ḯ

3. OpenID Foundation FIDO Alliance | NIST SP800 -63 -3 OpenID Connect ףּ FIDO

OpenID Connect ︣ קּ

FAL1 ךּ OpenID Connect Basic Client 

FAL2 FAL1 ḭIDנּ ṇ RP ︣ טּצּ Ḯ
(ID ṇ ךּ OpenID Connect Core ṡ10.  Signatures and 
Encryption Ṣ )

FAL3 FAL2 ḭנּ ( ṇ IDצּ( ṇ שּ
Token)לּ Binding) טּצּ Ḯ

(ID ṇ Token Binding ︡ OpenID Connect Token Bound 
Authentication 1.0 צּ )



4. 
ṕJPKI/HPKI Ṗ ךּ
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ṇ קּ לּ ḭ שּ ḱ

︣ Ḯ

28 1 ḭ Ḯ Ṋ ṇ

(J-LIS)

ṇ (JPKI) ḭ שּ
ḱ ︣ Ḯ

4. (JPKI/HPKI) ךּ | JPKI

e-Tax

( )

ḱ

אל Ḯ
4 ( ḭ ḭ
ḭ )

ḱ
ṇ

︣ ḭ
אל

Ḯ

ṇ

ṇ ṇ

/ ṇ

ṇ IC

e-Gov

ṇ
( (קּ

ṇ

ṇ

ḱקּ ṇ

https://www.soumu.go.jp/main_content/000400619.pdf NRI ṇ
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ṇ (JPKI) / ḭ
4 ︡ ךּ Ḯ

4. (JPKI/HPKI) ךּ | JPKI

JPKI 3שּקּ ︡ ךּ Ḯ

ףּ

4 ( ḭ ḭ ḭ )

ףּ 4

ṇ ṇ ṇ
( (קּ

ṇ
︣ כֿ

ḭ צּ ︠ אל ךּ
כֿךּ

ṇ
טּ כֿ

Ḯלּ

ṇ
4 ︣
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ṇ (JPKI) ︡ ḭ ṇ וֹףּ ṇ ḱ
צּ בֿ ךּ Ḯ

4. (JPKI/HPKI) ךּ | JPKI

Ḳhttps://www.soumu.go.jp/main_content/000324414.pdf
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וֹףּ ṇ ḭ ︣ כֿלּ צּ אל Ḯ

כֿ ḭ ṇ וֹףּ ṇ ךּ צּ כֿ צּ נּ Ḯ

︡ קּ שּךּ פּ צּ ︣ ḭצּ ṇ

︡ ḭ ךּ ףּ ︣ 1 ︡ ḭ ṇ

(JPKI) ︣ כֿ צּ נּ Ḯ

ṇ ṇ ḭ 4 ḱ ḱ ḱ ︡ ךּ Ḯ

כֿ 4 ︡ ḭ ṇ ṇ וֹףּ ḭ ḭ ḱ

ךּףּ אל ךּ Ḯ

ḭ ḱID ṇ ︣ כֿ ךּ ḭ צּ ṇ ︡ḭ

ṇ אל ךּ טּצּ טּצּ Ḯ ṇ צּ ḭ ḱ ︣ קּ

︡ḭ ךּףּ JPKI ︣ כֿ ḭ ṇ JPKIצּ ḭ

︣ ︣ כֿ צּ קּ נּ Ḯ

JPKI צּ ︣ 4 טּ ךּ טּ ḭ
וֹ ︣ כֿ צּ נּ Ḯ

4. (JPKI/HPKI) ךּ | JPKI ףּ ṇ ︡

ṇ A

ṇ

ṇ B

ṇ

ṇ

ṇ

ṇ

ṇ
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JPKI אל ḭ 4 ḱ ḱ ḱ 4 צּ ףּ ḭ

ṇ ṇ ṇ IC אל ךּ Ḯ

4 ךּ ḭ ṇ אל טּ ḭ צּ ךּ ︡

קּ Ḯ

JPKI ṇ וֹ פּ 4 ︣

︡ ףּ ḭ כֿ כֿ 4 קּ Ḯֿכ

כֿלּ צּ קּ Ḯ

ḭJPKI צּ ︣ כֿ ḭ ṇ
ṇ Ṋ ṇ פּ 4 קּ Ḯ

4. (JPKI/HPKI) ךּ | JPKI ףּ ṇ ︡

JPKI
ṇ

ṇ ṇ

פּ 4

ṇ ṇ

PC / 

PC

JPKIּצ ︣ ṇ

ḱ
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ḭJPKI ︡ ףּ
4 לּ צּ נּ Ḯ

ḭ צּ ṇ ךּףּ ḭJPKI

ףּ 4 Ḯ

¸ ḭ Ḯ

4. (JPKI/HPKI) ךּ | JPKI ףּ ṇ ︡

JPKI
ṇ

ḭ
ṇ ṇ ︡

︡ḭ
︣ Ḯ

ḭךּ
ףּ

Ḯלּ
Å

Å 4
︡ḭ

︣ כֿ
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︣ ṕ ḭ Ṗ 2018 11 ︣

צּ אל Ḯ

JPKI ︡ ךּ ḭ ṡ Ṣ אל ךּ Ḯ

JPKI ךּ ḭ ︣
ךּףּ 1 ︡ אל ךּ Ḯ

4. (JPKI/HPKI) ךּ | JPKI ףּ ṇ ︡

פּ ḭ ︣

ṕ Ḯ כֿ ךּףּ ṡ Ṣ ḮṖלּךּ

קּ צּ ︡

אל ︣ צּ ︣

וֹ ṕ צּ ︣ טּ ḮṖ
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ṇ ḭ API ︣ ︡ ףּ ḭ
ךּףּ צּ טּ נּ Ḯ

4. (JPKI/HPKI) ךּ | JPKI ףּ ṇ ︡

Ḳhttps://www.mhlw.go.jp/content/12401000/000610530.pdf

צּ ︣
︣ API
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כֿ API כֿ︣ כḭֿקּ

︣ כֿ צּ קּ Ḯ

API ףּ (2020 3 ) Ḯ

ḭ ṇ צּ ︣ API כֿ︣ ḭ
צּ ︣ קּ Ḯ

4. (JPKI/HPKI) ךּ | JPKI ףּ ṇ ︡

ṇ
( API)

ṇ ṇ

Ṋ

No.

1

2

3 ( ḱ ) ḭ ḭ ḱ

4 ( ḱ ) ḱ ḭ ḭ ḭ ḱ ḭ ḱ

5 ( ḱ ) ḭ ḱ ḭ ḭ ḱ

6 ( ḱ ) ḭ

7 ( ) ḱ
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וֹףּ API ︡ ṇ
ṇ Ḯ

4. (JPKI/HPKI) ךּ | JPKI ףּ ṇ ︡

Ḳhttps://www.cao.go.jp/bangouseido/pdf/api_notice.pdf

︣
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צּ ︡ ṡ ME-BYO Ṣ ḭ ṇ צּ
︡ ךּ API ︡ ḭ ךּ Ḯ

ME-BYO

¸ צּ ︡ Ḯ

¸ ḭ ḭ ḭ

כֿלּ צּ קּ Ḯ

¸ ḭ ḭ

ṇ ךּ Ḯ

¸ ṇ צּ ︡ ךּ API ︡ ḭ

ḭךּ פּ

כֿלּ צּ קּ Ḯ

ẑ Ḳhttps://www.pref.kanagawa.jp/docs/mv4/cnt/f532715/p991437.html

https://www.cao.go.jp/bangouseido/pdf/myna20191021.pdf

4. (JPKI/HPKI) ךּ | JPKI ףּ ṇ ︡
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JPKI ךּ ḭ ḭJPKIּצ ︣ ︡

ṇ ṇ צּ נּ Ḯ

JPKI ṇ ︡ ףּ ḭ ṇ ṇ ףּ

צּ Ḯ

ךּףּ ḭֿכ JPKI ︡ ṇ ︣ כֿ ḭ

ṇ ṇ ṇ קּ ḭ ףּ טּצּ Ḯ

JPKI צּ ︣ ︣ כֿ ḭ
ṇ JPKI ︣ כֿ צּ נּ Ḯ

4. (JPKI/HPKI) ךּ | JPKI ףּ ṇ ︡

JPKI
ṇ

ṇ ṇ

ṇ

ṇ ṇ

PC / 

PC

ṇ

ṇ

JPKIּצ ︣ ṇ

ḱ
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JPKI 

¸ ṇ ṇ פּ 4 ︣ ḭ2020 3

ףּ ḭ קּ OS טּצּ Ḯ ḭ צּ פּ

קּ לּ ︣ לּ טּצּ Ḯ

Å Windows 8.1 / Windows 10 ḲInternet Explorer 11

Å macOS v10.14 / v10.15 ḲSafari 13

Å Android OS

Å iOS

וֹףּ JPKI ︡ ḱ
︡ ḭ לּ צּ בֿ Ḯ

4. (JPKI/HPKI) ךּ | JPKI ףּ ṇ ︡
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ṇ ︡ ︣ ḭ ︣ ︡ ṇ

︠ תּ אל ṕPKIṖḮ

2005 3 ISO17090 ṕHealth Informatics -Public Key Infrastructure Ṗ אל ṡhcRoleṕhealthcare 

RoleṖṢ ︡ ṇ ︡ ṡ PKI ṕ ḭ

ṖṢ Ḯ

ṇ ︣ כֿ ḭ HPKI ṇ ︣ כֿ צּ קּ Ḯ

¸ כֿ ḭ ︣ כֿ צּ Ḯ

(HPKI) ḭ
︣ טּ Ḯ

4. (JPKI/HPKI) ךּ | HPKI

ṇ

Ṋ Ṋ
ṇ

ḱ
ISO17090 ︡
26

ṇ

HPKI ṇ

( / )

ṇ IC

( (קּ

ṕ צּ

Ṗ

ṇ

ḱ

http://www.medis.or.jp/8_hpki/conceptual -scheme.html NRI ṇ
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(HPKI) ḭJPKI /
ḭ ︣ Ḯ

4. (JPKI/HPKI) ךּ | HPKI

HPKI 3שּקּ ︡ ךּ

ףּ

26 ףּ 5

ףּ
ףּ

ṇ ṇ ṇ
( (קּ

ṇ
︣ כֿ

ḭ צּ ︠ אל ךּ
כֿךּ Ḯ

ṇ
טּ כֿ

Ḯלּ

ṇ hcRoleṕ
Ṗ ︣ כֿ

︣
Ḯ

( (קּ
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(HPKI) ︡ ḭ
צּ בֿ Ḯ

4. (JPKI/HPKI) ךּ | HPKI

(︡ ṇ ) ḭ ︡ HPKI צּ ︣

Ḯ

︡ וֹףּ ︡ ךּ Ḯ

Ḳhttps://www.jmaca.med.or.jp/hpki/case/example02.html
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וֹ ךּ ḭHPKI SAML ︡ ףּ
צּ נּ Ḯ

4. (JPKI/HPKI) ךּ | HPKI ︡

וֹ ḭ וֹ שּ ףּ לּ טּצּ Ḯ

ṕ Ṗ HPKI קּ Ḯ

︡ ףּ ḭ ṇ ︡ HPKI SAML(Security Assertion 

Markup Language) ︣ ︡ ךּ Ḯ

Ḳhttps://www.jmaca.med.or.jp/hpki/role/sso.html
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ṇ פּ ḭוֹ SAML כֿלּ
ףּ Ḯלּ ︡ Ṋ ︡ḭ

ṇ ︣Ḯ

ṇ כֿ ḭ טּצּ Ḯ

¸ Ṩ ṇ OpenID Connect/OAuth2.0 ︣ כֿ ḭSAML וֹ קּ ךּ
כֿלּ צּ קּ Ḯ

¸ וֹ ︣ כֿ ḭ ︣ כֿ צּ קּ Ḯ

1 ︡ ḭ ︡ ︣ כֿ
כֿלּ צּ טּ Ḯ

4. (JPKI/HPKI) ךּ | HPKI ︡

(OP)

ṇ

ṇ
(RP)

(SAML )

( צּ

SAML ︡ ︣)

SAML פּ ︡

אל ךּ

ṇ ṇ
( ṇ ṇ )

ṇ

( )

ṇ

ṇ
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ṇ וֹףּ ḭ
ṇ ︡ Ḯ

4. (JPKI/HPKI) ךּ | HPKI ︡

ṇ

ṇ
ṇ
ṇ

(SAML )

(SAML ) SAML פּ

אל ךּ

ṇ

( )

ṇṇ
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פּ ḭ (SAML ) ︡ אל ︣ צּ אל Ḯ

¸

¸ hcRoleṕhealth care role ḭHPKI אל ךּ 26 ףּ 5 Ṗ

ḭ ︣ כֿ צּ נּ Ḯ

ḭ שּ ( ) ︣ לּ צּ אל ḭ

ךּףּ לּ וֹףּ נּ Ḯ

SAML ︣ טּ ḭ לּ ṇ ︡ ךּ ḭ

︣ טּצּ Ḯ

פּ אל ḭ
כֿלּ צּ נּ Ḯ

4. (JPKI/HPKI) ךּ | HPKI ︡

ṇ ṇ
( ṇ ṇ )



5. OpenID Connect FIDO ︡
ףּ
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ךּףּ צּ פּ צּ ḱ
קּ לּךּ ︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

ṇ ṇ ︡ ḭ ︡ Ḯ

¸ צּ לּ טּ ḭ ṇ ṕ Ṗ ḱ ḱ ︡ ךּ Ḯ

¸ צּ ︣ ṇ ḭ ṇ ︡ ךּ ḱ ḭ ḱ

DB אל ḭ API ṇ ṇ צּ אל ךּ Ḯ

¸ ḭ ḱ DB ḱ ︣ ḭ ḱ ︣ כֿ

Ḯלּ

¸ ḭ ṇ וֹ ḭ טּ כֿ ︡ נּלּ ḱ Ḯלּ

¸ ḭ ḭ ṇ ︡ ḱ DB API ︡ḭ ḱ ḭ ︣ Ḯ

(3) ḱ

(1) ḱ

ḱ
DB

ḱ

(2) ḱ

(4) ḱ
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צּ ḱ ︣ ṇ ṇ
︡ḭOpenID Connect ּף FIDO ︡ ︣ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

︡ ḭ ︣ Ḯ

ṇ
(Relying Party: RP)

ṇ
(OpenID Provider: OP)

ḱ ṇ

ḱ

ḱ

ḱ

︣Ẁ ḱ

ḱ
DB

No. ḱ ṇ

1 ṇ ṇ צּ ︣ ṇ Ḯ ṇ ḱ
ṇ פּ ︣ Ḯ

ḭףּ פּ ( ṇ ) ︡ ךּ כֿ ︡ ךּ Ḯ

2 ṇ ︡ḭ ṇ וֹ לּ ṇ Ḯ ḭ ḱ
ṇ אל ךּ ḱ Ḯלּ

3 ḱ
ṇ

אל ḱ ︣ ṇ Ḯ ḱ API ḭ
פּ ṇ ṇ ︣ Ḯ ḱ ḭ ṇ אל

ṇ Ḯ

ṇ PC

ḱ
ṇ (Web )

ḱ
( ṇ )

ID ID

ḱ

ḱ
ṇ (API)

ḱ
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צּ ףּ ḱ ḭ צּ
ḱ ︣ ṇ ︡ ︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

ṇ (RP)ּפ וֹ ḭ ṇ (OP) OpenID Connect CIBA קּ

Ḯ

ḱ ḭךּ ṇ ṇ צּ אל Ḯ

ṇ ṇ ḱ ṇ ḱ ︣ Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(1) ḱ

(2)

(3)
(4) ḭ

ḱ

(6) ṇ

(7) ṇ

API ︡
(10) ḱ

(11) ḱ

(8)

ṇ

(9)

(5)
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ể ︡ ḭ ṇ ID
צּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

︣ ︡ ḭ ḭ ṇ ID צּ Ḯ

ṇ ︡ ︣ צּ טּצּ ︡ḭID ךּףּ צּ כֿ
︡ ךּ Ḯ

ID ḭ ṇ פּ ︣ ḭ ṇ
ṇ ︣ Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(3)ID(1)ID

(2)
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Ễ ︡ ḭ ṇ צּ
Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

FIDO לּ ḭ ṇ צּ Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(2)

(1)

(5) ḭ

(3)

(6)

(4)
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ễ ︡ ḭ ḱ ṇ ḱ
צּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

ḱ ṇ ךּףּ RPּפ ḱ לּ ḭ ḱ

ṇ צּ Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(2)
(5)ID ṇ (ẑ)

(1) ḱ

(3)(4)

(7) ḱ

(6)

ḱ
ṇ (Web )

(ẑ)OpenID Connectṇ

ṇ Ḯ ṇ ףּ

ṇ

Ḯ
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Ệ ︡ ḭ ṇ צּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

OpenID Connect CIBA שּ ףּ ḭ3
ṇ צּ ︣ Ḯ(id_token_hint, login_hint_token, login_hint)

ḭ ︡ ṇ צּ ךּ ︣ID ṇ ︣ ︣Ḯֿכ ḭ
ṇ ḭ צּ אל Ḯ

¸ כֿ ṇ ḭ ṇ ṇ (RP) וֹףּ ṇ צּ Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

ṇ
(2)

(5)ID ṇ

(1)

(4) ḭ

ḱ

(3) ḭ

ḱ

(7)

ṇ ךּףּ ṇ
כֿלּ ךּ ḭ

צּ אל Ḯ

(6)
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Ệ ךּ ḭ ṇ
︣ נּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

ṇ צּ ( ḭ ṇ ID ) ḭ
ṇ ︣ נּ Ḯ

¸ כֿ ṇ ḭ ṇ ṇ ךּ צּ אל Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

ṇ

(1)

(2)

(0) ṇ ṇ
( )
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ḭ ṇ ︣ כֿ צּ אל Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

ḭ ṇ (RP) ︣ כֿ צּ ךּ︡ אל Ḯ ︢ טּ ךּףּ
ḭ ︣ ṇ צּ צּ Ḯ

ḱ לּךּ לּ ḭ פּ ḱ צּ ḱ
︣ ṇ ︡ḭ Ḯלּ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(1) ḱ

(2)

(3)
(4) ḭ

ḱ

(6) ṇ

(7) ṇ

API ︡
(10 ) ḱ

(11) ḱ

(8)

ṇ

(9)

(5)

ṇ (RP) אל Ḯ
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ḱ ︡ ṇ ךּ ḭ ףּ
︡ ḱ לּ ךּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

ḱ כֿ ︡ḭ 1 ︡ ḭ
ףּ ︡ḭ ￼ ḱ כֿלּ ךּ ḭ

︡ Ḯ נּ ︡ ḭ שּקּ 2 צּ נּ Ḯ

¸ ︡ ṇ ︣ Ḯ

¸ ṇ פּ ḭךּ ṇ ︣ Ḯ

ṇ ︣ ṇ ṇ ︣Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(1) ḱ

(2) ṇ

API ︡
(5 ) ḱ

(6) ḱ

(3)

ṇ

(4)
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ṇ ︣ ḭ ︡
ṇ ︡ ︣ כֿ צּ Ḯךּ︡

5. OpenID Connect FIDO ︡ ףּ | ṇ

ṇ ךּ ḭ ךּנּ ︣ כֿ קּ כֿךּ ḭ ḱ
צּ אל טּצּ כֿ פּ ḭ ṇ ︣ אל Ḯךּ

¸ ṇ ︣ ḭ ṇ ךּ ṇ כֿלּ צּ Ḯךּ︡

¸ OpenID Connect ṇ ︣ כֿ ḭ ףּ כֿלּ שּ ṇ
︣ כֿ צּ Ḯ

ךּ ṇ ︡ḭ צּ קּ לּ ︣ Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(1) ḱ

(2)

(5)

(6) ṇ

(7) ṇ

API ︡
(10 ) ḱ

(11) ḱ

(8)

ṇ

(9)

︡ḭ
צּ ︣ Ḯ

אל ṇ
︡ Ḯךּ

(3)
(4) ḭ

ḱ
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ṇ פּ ךּ ṇ ︣ ḭ
לּ ︣ ḭפּ צּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

OpenID Connect CIBA ךּףּ ḭ ︡ OpenID Provider ḭ ︣
︡ ︡ḭ כֿלּ אל ךּ Ḯ

ḭ ṇ ḭ ṇ (OP)ּצ ︣ ︡ ךּ ךּףּ ḭ
פּ ︣ טּצּ נּ Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(1) ḱ

(2)

(3)

(4) ṇ

(5) ṇ

API ︡
(8 ) ḱ

(9) ḱ

(6)

ṇ

(7)

(0) ḱ

לּ ︣
Ḵפּ
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1 ︡ ḭ ṇ ṇ
︡ ḭ לּ צּ נּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

ṇ צּ קּ כֿ ḭ ṇ וֹ Ḯ

¸ ṇ ṇ ṇ ṇ ︣ Ḯ

ṇ ḭRP ḭךּ ︡ RP ︡ ︣ Ḯ

ḭ ︡ ︡ ḭ ṇ ḭ ṇ
וֹ ḭוֹ ︡ ṇ ḭ ︣ Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(2) ḱ

(3)

(4)

(5) ṇ

(6) ṇ

API ︡
(9 ) ḱ

(10) ḱ

(7)

ṇ

(8)

ṇ
(Trust Framework 

Provider)

ṇ

RP ḭ
RP ︡

(1) ḭ

︡
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ṇ ḭ ḱ צּ ḭ
ṇ ︣ צּ נּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

ךּףּ ḭ צּ ḭ שּ︡ צּ
לּ ṇ צּ אל Ḯ2 ︡ ḭ ḱ ︣
ךּ ︣ Ḯ

כֿ ṇ ḭOpenID Connect CIBA ḭקּ ṇ (RP)ּפ וֹ ḭ
︣ צּ נּ Ḯ

¸ ṇ (RP) ךּףּ צּ טּ כֿ ףּ ṇ צּ טּ כֿ ︣ טּצּ Ḯ

ḭ ḱ ṇ ︣ Ḯ

ṇ
(RP)

ṇ
(OP)

(1) ḱ

(2)

(5)

(6) ṇ

DB

(3 )

(4) ḭ

ḱ

ḭRP
וֹףּ
ṇ ךּ ḭ

צּ Ḯ

(11) ḱ

ṇ

ḱ
DB

ḱ
ṇ (API)

(7) ṇ

API ︡
(10) ḱ

(8)

ṇ

(9)
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ṇ ḭ ךּ ḭ ṇ ṇ
נּ צּ טּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | ṇ

ḭ RPצּ ṇ אל ḭ אל ךּ כֿ צּ Ḯ

︡ ḭ Ṅ ṇ ṇ ףּ טּצּ ḭ ṇ
︢ ךּ צּ טּ Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(1) ḱ

(2)

(5)

(6) ṇ

(7) ṇ

API ︡
(10) ḱ

(8)

ṇ

(9)

DB

(3 )

(4) ḭ

ḱ
(11) ḱ

ṇ

RP ḭ
ṇ ḭ

ḭ ךּ
צּ Ḯ
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ḭ ךּ ḭṡOpenID Foundation FIDO 
Alliance Ṣ נּ ︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

︡ ךּ ṡOpenID Foundation FIDO Alliance Ṣ ךּףּ ︡

OpenID Connect CIBA ףּ FIDO ḭקּ ṇ ḱ ṇ ︡ Ḯ

︡ ḭקּ ︡ Ḯ

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(1) ḱ

(2)

(3)(4 ) ḱ

ḭ

(5) ṇ

(6) ṇ

API ︡

(9 ) ḱ

(12) ḱ

(7)

ṇ

(8)

(3) FIDO ךּ כֿ ךּ

ףּ

אל

(1) CIBA ךּ

( )

( )

(2) HEART

OAuth 2.0

︡



112

Ḯ

︣Ḯ

︡ ḭ ṇ ḭ ṇ ḭקּ ︣ Ḯ

¸ 2 ךּ ḭ ︡ḭ ︡ Ḯ

¸ ṇ וֹףּ ḭ פּ ︡ ךּ ︡ḭ ︡ Ḯ

ḭ ︣ ḭ ︣ ︡ Ḯךּ

OpenID Connect ּף FIDO ךּ ︣ ḭ ḭ צּ קּ

שּ נּ Ḯ ḭ OpenID Provider ḭOpenID Foundation ּף FIDO Alliance

︡ ךּ ṇ ︣ כֿ ︣ Ḯ

Relying Party ּף ḱ API ךּ ḭ ṇ ︣ Ḯ

ḭ ︣ Ḯ

︡ḭ ףּ צּ ︣ פּ ︣ Ḯ

ḭ ṇ ṇ ︡ḭ ︡ Ḯךּ

5. OpenID Connect FIDO ︡ ףּ | ︣
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︡ וֹףּ ṇ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

ṇ
(RP)

ṇ
(OP)

ḱ
ṇ (API)

(1) ḱ

(2)

(4 ) ḱ ḭ

ṇ

(5) ṇ

(6) ṇ API ︡

(7) ṇ

(8)

(9 ) ḱ(10) ḱ

CIBA/HEART

FIDO

CIBA/HEART

(3) ( )

HEART

ṇ
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ṡ(2) Ṣ ṇ ︡ ḭCIBA Security Consideration
︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

ḱ ︣ ḭ ṕ Ṗ ṕ Ṗּצ ḭ

CIBA Ḯלּ

HEART OAuth 2.0 Profile ךּףּ CIBA אל ךּ ךּ ḭ ṇ ךּףּ

CIBA Security Consideration ︡ Ḯ

נּ ︡ ṇ ṇ ︣ Ḯ
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ṡ(2) Ṣ ṇ ︡ ḭCIBA Security Consideration
︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

No.

(2) CIBA וֹ וֹ

ṇ Ṋ Ṋ

scope ¬openidºּף ︢
ṇ ︣ Ḯ

ṇ ךּ HEART FHIR OAuth 2.0 Scopes נּ
︣ Ḯ

acr_values FIDO ︣ ṇ ︡ ḭ
ºurn:cibatest:auth:fidoº︣ Ḯ

RP צּ ︡ ךּ אל ṇ Ḯ
ḱ לּךּ לּ ḭ ךּ כֿלּ

צּ קּ FIDO ︣ Ḯ

client_notification
_token

ṇ ︡ Ḯךּ ṇ Ping, Push ṇ ךּףּ RP ṇ ︣
︣ ṇ ṇ טּ ḭצּ Poll ṇ

︣ ︡ Ḯךּ

login_hint_token פּ id_token_hint ︡ ḭ צּ ṇ
ṇ פּ ︡ ID

ṇ ︣ Ḯ

login_hint ṇ ︣ ṇ ṇ
︣ Ḯ לּ ṇ אל ḭ ṇ

︣ ḭ צּ Ḯ
id_token_hint

login_hint

binding_message ḭצּךּ ךּףּ
︣ Ḯ ḭ ḭשּ
פּ ︣ כֿ ︣ Ḯ

פּ ︡ ךּ צּ ︡ ךּ לּ
ṇ ︣ Ḯ

ךּ
קּ ךּ ︣ Ḯ

user_code ṇ ︡ Ḯךּ login_hint ︣ ḭ צּ אל כֿ
תּ אל ḭצּ login_hint ︡ ךּ

︡ Ḯךּ



116

ṡ(2) Ṣ ṇ ︡ ḭCIBA Security Consideration
︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

No.

(2) CIBA וֹ וֹ

ṇ Ṋ Ṋ

requested_expiry ṇ ︡ Ḯךּ Ḯ ṇ צּ
︣ Ḯ

client_id ṇ ID ṇ צּ ךּ ︣ ︣ Ḯ

client_secret ṇ ṇ ṇ צּ ךּ ︣ ︣ Ḯ
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acr_values ṇ ךּ ḭ ṇ פֿ ︡ḭ ︣
טּצּ Ḯ

acr_values 

¸ אל (acr : Authentication Context Class Reference) Ḯ

¸ אל אל ḭID ṇ acr ṇ ︡ אל Ḯ

acr (OpenID Connect Core 1.0 ּךּף )

¸ אל צּ ︣ Authentication Context Class ︣ Authentication Context Class Reference ︣ Ḯ

¸ כֿ ︣ כֿ טּצּ ḭֿכ Claim ︣ , ︣ כֿ

ךּ ︡ שּףּ טּצּ Ḯacr ︣ טּ Ḯ

¸ Open Banking ּוֹף acr (Open Banking Security Profile - Implementer¢s Draft v1.1.0ּךּף )

Å urn:openbanking:psd2:sca ḲPSD2 RTS וֹ ךּ ףּ לּ טּצּ כֿ ︣Ḯ

Å urn:openbanking:psd2:ca ḲSCA ￼ ︣ ṕ אל ךּ Ṗֿכ ︣Ḯ

ṇ ︣ acr_values ּף ךּ ḭ ︣ ṇ

ḭ קּ צּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 
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ṡ(3) Ṣ וֹףּ ךּ ḭ ︡ ךּ
ṇ ︡ ︡ Ḯ

mBaaS (mobile Backend as a Service)

¸ ṇ ︡ ṇ שּ אל פּ ︣ ṇ ︡

mBaaS(mobile Backend as a Service) צּ ︣ Ḯ

¸ ṇ ︡ ḭ ( ṇ ) טּ ︢פּ ṇ פּ

ṇ לּ ṇ ṇ ṇ ṇ ︣ Ḯ

¸ ḭmBaaS טּ Google Firebase ּצ ︣ ṇ ︣ כֿ ḭ ṇ פּ

ṇ וֹ ︣ כֿ ︡ Ḯ Ḯ

Å וֹ ḭ ṇ ṇ Google Firebase פּ וֹ ︣

ṇ ṇ וֹ כֿ ︡ ךּ ṕ וֹ Ẁ וֹ

ṖḮֿכ לּ ṇ שּ ךּ צּ טּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

ṇ
(OP)

Google 
Firebase

ṇ
(OP)

Google 
Firebase

ṇ ṇ ṇ פּ

(

) ︣

אל

ṇ
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ṡ(4 ) ḱ ḭ Ṣ וֹףּ ḭ
ṇ קּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

ḱ ךּ ḭ ︣ ︡ḭ

ṇ צּ כֿלּ צּ קּ לּ ︣ Ḯ

¸ ḱ ṇ

¸ ︣ ḱ

Å ךּ FHIR OAuth 2.0 Scopes

ךּףּ אל ךּ ṇ

︡ Ḯ

¸ ךּ

︡ ︡ ︣

ḱ

ḱ ︣

ḱ ṇ ︣

︡ ︡

︣ כֿ ︡ ︣Ḯ

ḱḱḱ
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ṡ(4 ) ḱ ḭ Ṣ וֹףּ FIDO ︡ ḭ
ṇ וֹ FIDO UAF ךּ Ḯ

︣ FIDO

¸ ךּ ḭ ḱ לּךּ לּ לּךּ ךּ צּ ḭ פּ ףּ ךּ

︡ ךּ︣ לּךּ צּ ḭ ṇ צּ ṇ ︣ ḱ ︡

FIDO Ḯלּ

¸ FIDO ︡ ḭ Web ṇ וֹ ︣ FIDO U2FḭFIDO2 ṇ ṇ

ṇ ︡ ךּ FIDO UAFּטּצ Ḯ

¸ ḭ ṇ ṇ וֹ ṇ פּ כֿלּ ︣ ḭ

FIDO UAF ךּ כֿ ︡ Ḯ

FIDO וֹףּ ṇ

¸ ṇ ךּףּ ḭ FIDO Security Considerations ּף Privacy Considerations ︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 
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ṡ(5) ṇ Ṣ וֹףּ ṇ ṇ ︡ ḭ
CIBA Security Consideration ︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

CIBA ṇ ṇ ︡ Poll, Ping, Push 3 ṇ ṇ ︡ ךּ Ḯ

CIBA ףּ HEART ṇ וֹ ṇ אל ךּ Ḯךּ כֿ ḭ ṇ
ךּ אל ṇ וֹ CIBA ( ) ךּ ṡFinancial -grade 

API: Client Initiated Backchannel Authentication Profile Ṣṕ ḭFAPI-CIBAṖ ︡ Ḯ

FAPI -CIBA ḭ ṇ ךּ צּ אל ךּ ḭ Poll ṇ ︣ Ḯ

¸ Push ṇ ṇ ︡ ךּ (shall not)

¸ Poll ṇ ṇ ︣ קּ טּ (shall)

¸ Ping ṇ ṇ ︡ ךּ (may)

ṇ Poll Ping Push

RP ṇ ︡
ṇ ( ) לּ

AD( ) ṇ
צּ ︡ לּ ḭ
ṇ צּ אל

AD ṇ צּ ︣ ḭOP
RP ︡ ḭ

וֹ RP ṇ
לּ

AD ṇ צּ ︣ ḭOP
RP ︡ ṇ ︣

ṇ

RP OP

POST /token

RP OP

token

token
(OK)

(OK)

RP OP
POST /token

POST /token

token
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ṇ נּ ḭHEART OAuth 2.0 Profile ṡ2.2.2. Requests to the Token Endpoint Ṣ אל ךּ

ṇ וֹףּ ךּ ︡ Ḯ

ṡ(5) ṇ Ṣ וֹףּ ṇ ṇ ︡ ḭ
HEART OAuth 2.0 Profile ︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

No.

(5) ṇ ṇ ḭID ṇ ḭ ṇ ︣

ṇ Ṋ Ṋ

grant_type ḮCIBA
ṡurn:openid:params:grant - type:ciba Ṣ

OpenID Connect CIBA 
︣ Ḯ

auth_req_id ṡ(2) Ṣ
auth_req_id

OpenID Connect CIBA 
קּ ︣ Ḯ

client_id ṇ ID ṇ צּ ךּ ︣ ︣ Ḯ

client_secret ṇ ṇ ṇ צּ ךּ ︣ ︣ Ḯ
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HEART OAuth 2.0 Profile ṡ3.2.2. Introspection Ṣ אל ךּ ṇ

וֹףּ ךּ ︡ Ḯ

ṡ(7) ṇ Ṣ ṇ ︡ ḭHEART OAuth 2.0 Profile
︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

No.

(7) ṇ ṇ ︣ ṕ ḭ ︣ ṇ Ṗ

ṇ Ṋ Ṋ

token ṇ Ḯ ṇ צּ ךּ ︣ ︣ Ḯ

token_type_hint ךּףּ ︡ Ḯךּ ṇ Ḯ

client_id ḱ ṇ ID ṇ צּ ךּ ︣ ︣ Ḯ

client_secret ḱ ṇ ṇ ṇ צּ ךּ ︣ ︣ Ḯ
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ṇ ḭ OpenID Connect FIDO ︣ ṇ ︡ Ḯ

¸ ḭNRI ṇ ṡUni- ID Libra Ṣ ︡ Ḯ

ṇ ףּ ḱ ṇ ךּ ḭ ṇ ︡ Ḯ

ṇ ( ) ḭFirebase Cloud Messaging ︡ Ḯ

ḭ OpenID Connect FIDO ︣
ṇ ︣ כֿ ︡ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 

ṇ
(RP)

ṇ
(OP)

ḱ
DB

ḱ
ṇ (API)

(1) ḱ

(2)

(3)

( )

(4) ḭ

ḱ

(5) ṇ

(6) API ︡ (9 ) ḱ

(10) ḱ

(7)

ṇ

(8)

ṇ

AWS(Amazon Web Service) 

Firebase Cloud
Messaging

Firebase
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︡ ḭOpenID Connect CIBA/FIDO ︣ כֿ
צּ ḱ ︣ קּ כֿ ︡ Ḯ

ףּ ︣Ḯ

OpenID Connect CIBA ḱ

¸ OpenID Connect CIBA ḭ ḱ ︣ ḭ ḱ ︣
︣ כֿ צּ ḭקּ צּ ḱ ︣ טּ כֿ

צּ קּ Ḯ

FIDO ṇ ḱ

¸ FIDO ḭ ṇ ︡ ḭ צּ ︣ ṇ ךּ
קּ כֿ ︡ Ḯ ḱ לּ לּ ךּףּ ḭFIDO ךּ
קּ נּ Ḯ

ṇ ṇ ףּ

¸ ḭ ףּ ḱ ṇ ︣ ︡ Ḯֿכ ḭ ṇ
פּ ḭ ḱ ︣ צּ ḭ פּ ḭ ṇ פֿ

IDּף ṇ צּ שּ ḭ צּ קּ נּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 
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︡ ḭ ︣ וֹףּ ṇ ṇ ︢
ḭ צּ צּ אל Ḯ

︣ קּ נּ ךּ ︣Ḯ

ṇ ṇ ︢ OpenID Connect CIBA ṇ

¸ ḭ ףּ ךּףּ OpenID Connect CIBA ︡ ךּ ḮCIBA טּ
טּ ḭCIBA אל ךּ Security Consideration ︡ ךּ Ḯ

¸ ḭ ךּ אל ṇ ṇ שּ צּ טּ ḭ
ḱ טּ ךּףּ צּ טּ Ḯ

Å ṇ ︣

Å ṇ ︣ ︣

FIDO

¸ FIDO FIDO UAF ︡ ḭFIDO2צּ ︡ נּ Ḯ נּ ḭGoogle Android ︣
ṇ וֹ ḭFIDO2 ︣ API ︡ ךּ Ḯֿכ ךּ ḭ ךּףּ

צּ טּ Ḯ

ḱ

¸ ךּףּ ḭ צּ טּ Ṅ ḭ ḱ
צּ ṇ צּ אל Ḯ

¸ לּ ṇ ︡ ︡ ︡ Ḯ

¸ ḭ︡פּ︡ לּ ḭ ḱ טּ כֿ ḱ ףּ
ךּ ḭ ṇ ṇ נּ צּ טּ Ḯ

5. OpenID Connect FIDO ︡ ףּ | 



6. ︡ ךּ ︣
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ḭ5 ︣ ףּ
︡ Ḯ

¸ ḭ ṕ ID Ṗ

¸ ḭ

Å ID ḭ ṕKYC Ṗ

Å ṕID/ ṇ ḭ2 Ṗ

Å ID ︣ ṕ ḭ ṇ ḭID Ṗ

Å ṕ ḭ ṇ Ṗ

¸ ︣ ḱ ךּ

ṇ אל ṇ ṇ ︣ ḭ צּ ︣
ṇ טּ ḭ צּקּ קּ ḭG

to C צּ ךּקּ ṇ טּ Ḯ

gBizID וֹ אל ID ḭ Ṅ ṇ ︣
כֿלּ צּ קּ ḭG to B צּ ךּקּ ṇ טּ Ḯ

LINE ID IT וֹ 8300 ṇ צּ ︣
SNS טּ Ḯ

Value direct צּ ︡ ṇ ḭ
טּצּ Ḯ

d טּ NTT צּ ︣ ID טּ Ḯ

6. ︡ ךּ ︣ | 
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ḭ5 ︣ ףּ
︡ Ḯ

3 ḭ ḭ ︡ Ḯ

6. ︡ ךּ ︣ | 

‮ ‮ ‮ ЫϱЗЪ˔Ќи gBizID LINE ID Value Direct dϯϸϳрЕ

ID 2033

ˢ 2 4Ὦ1 Ⱳ χЫϱЗрН˔ϸ˔Ж “ ˣ

13 ὮḧϯϼГϰУг˔Ѓ 8300 ̞

ˢ̞LINE г˔Ѓχ92̋ψІЫШϯФзϬ ʺϘθLINEϯϸϳрЕψ

ϯϸϳрЕⱱνάρΥπΦϥˣ

῝ᵫ 7000 ӟ

ˢᵕ Ἰ ϬΰοσΨοϜϯϸϳрЕ⌠ ᴦ ˣ

  ЫϱЗрН˔χ Ϭ  βϥ∑τψʺḂ῝ “χּא Φ ᶎ Ϙθ

ψʺ◕Ỹ Υ ρ ϛϥϜχ2 Ϭ►μοʺ πχ ᾕᶎ Ϭם☼ʻ

ṁ ‮ ψЫϱЧ˔ЅϢϤ  ᴦ ʻθιΰ χ ♃יּ χ  ψʺ

ϬgBizID֫ ЈрЌ˔τ βϥ ΥΚϥʻ

ЫϱЧ˔Ѕ π  ᴦ ʻ ʾ♃ ψЫϱЧ˔ЅϢϤ  ᴦ ʻθιΰк˔рϞ Ɫ σςϬ ΰο

Μϥ ›ψʺ πχ︣ Φρσϥʻ

ЫϱЧ˔ЅЂϱЕΤϣ  ᴦ ʻθιΰ♃ ρ Ὦ ψ ᶎ χϯАФ

к˔ЖΥ ʻ

Ⱳχ

зϸНз˔

ᵕ πОІм˔ЖϬḧӸΠϥρϯϸϳрЕΥкАϼήϦʺ◕Ỹ ῢτ

ΰΜοϯϸϳрЕχкАϼᵔ Υ τσϥʻ

ⱲχзϸНз˔ ʿОІм˔Ж ϦϘθψϯϸϳрЕкАϼΥήϦθ

›ψʺϯϸϳрЕτ ΰοΜϥЮ˔иϯЖйІτ ήϦϥЮ˔иΤϣʺО

Ім˔Жχ ṍᴟϬ“Ξʻ

ϯϸϳрЕкАϼⱲτψʺ ΰοΜϥ ‹Ϭ►μοSMS ʺFacebook

ρLINEϯϸϳрЕϬ ξΪοΜϥ ›ψFacebookϯϸϳрЕπ ẛᴦ ʻ

ῢπϺаАЄвϸ˔Жχ ρ ︡ԏ Ӛ ‹Ϭ Πʺ™ Ϭ“Ξ О̒Ім˔Ж Ϧπὀ ᵕ Ἰ ⱲτψʺIDτ ήϦοΜϥЮ˔иτᴠОІ

м˔ЖΥ “ήϦʺζχОІм˔ЖϬ►μοкϽϱрϬם☼ʺОІм˔Жχ™

Ϭ“Ξʻ

ὀ ᵕ Ἰ ⱲτψʺἸ ᵕ πχ ϬONτΰοʺdϯϸϳрЕχЂϱЕΤϣ

ὀ ᵕ Ἰ Ⱳτ ΰθОІм˔ЖϬ βϥάρπʺdϯϸϳрЕτ ΰ

θОІм˔ЖϬᶎ βϥάρΥπΦϥʻ

ﬞⱲ ЫϱЗрН˔ϸ˔Ж ﬞⱲψʺὕ╔ πӹﬞ χ︣ ΦϬ“Μʺ◕Ỹ ῢ

τ ΰΜο™ “Ϭ“Ξʻ

- - - -

ﬞ῟ʾ ᵓ χ♂ Ϟ⁯ᵰϒχ τ Μʺ Τϣ⌡ ήϦθ ›ψʺЫϱЗрН˔

ϸ˔ЖΥﬞ῟βϥʻ

ЫϱЧ˔Ѕ ϢϤ ᵓᴦ ʻ LINEϯФзχϯϸϳрЕ⌡ Ϭם“βϥάρπ ᵓΥᴦ ʻ ῢϘθψ τοʺ Ϭ ꜘΰο ᵓ︣ ΦΥᴦ ʻ ᵕ Ἰ ΰοΜϥ ›ʿͻϯϸϳрЕχ⌡ Ϭ“μοϜʺ ‹ρ ξΜο

Υ▪ϥθϛʺ™ ⌠ βϥάρπ⌡ τ βάρΥπΦϥʻ

ᵕ Ἰ Ⱳʿԁ ⌡ βϥρʺ⌡ τ ϥάρΥπΦσΜʻ

῝ Ϭ Μθ

ᾕᶎ σΰ

- ʾgBizID ϵрЕз˔ʿ τπϜ⌠ πΦϥϯϸϳрЕπʺ ₰σΰπ ϯϸ

ϳрЕ⌠ ᴦ ʻˢЮ˔иϯЖйІρʺ χ ›ψ ‹χᶎ ψ“Ξʻˣ

ʾID ʿϯϸϳрЕ⌠ χθϛτʺ ‹ ρᶎ Υ ʻˢ2020 4Ὦ

ϘπψʺfacebookϯϸϳрЕϬ ΰοχϯϸϳрЕ⌠ Ϭᴦ ρΰοΜ

θʻˣ

ʾ ᶎ ʿ ῐχḢ Τϣԁ LINEχṐ Ϭ πΦϥϢΞτβϥθ

ϛτʺ ϺазϯχἸ Ϭ►μο ᶎ Ϭם☼ΰοΜϥʻ

- ΜγϦΤχ πdϯϸϳрЕϬ⌠ ΰʺᵕ Ἰ ρχ ξΪʺϘθψ

χϯАФк˔ЖϬ“ϩσΤμθ ›ʻ

ʾWeb

ʾІЫ˔ЕТ϶рϯФз

῝ Ϭ Μθ

ᾕᶎ ΚϤ

ЫϱЗрН˔ϸ˔ЖϬ Ϊ︡ϥ∑τʺḂ῝ “χּא Φ ᶎ ˢ

ṁ ϸ˔ЖϞ֫ Ẩ σςˣ

Ϙθψʺ◕Ỹ Υ ρ ϛϥϜχ2 Ϭ►μοʺ πχ ᾕᶎ Ϭם

☼ʻ

ʾgBizID ФжϱЭʿ Υיּ יּ ψᾤ ⱧỘ︠ πΚϥάρϬᶎ

ΰθϯϸϳрЕʻϯϸϳрЕ⌠ τψ ₰Υ ρσϥʻ

ʾgBizID ЮрН˔ʿ χ ỘԌ χϯϸϳрЕʻgBizID ФжϱЭτϢμο⌠

ήϦϥʻ

ʾ ᾕᶎ ˢLINE PayχϙˣʿLINE Payπ Ỳ χṐ Ϭ►Ξ∑τψʺ ᾕᶎ

(eKYC)Υ ʻ

χ Ϭ“ΞρʺϱрЌ˔КАЕНрϺрϽЂ˔РІ χϯϸϳрЕρỴ“

ῢ℅χ⌠ Υ“ϩϦϥʻ

ʾϱрЌ˔КАЕʿ֫ Ẩ ρὲῴ ᾑ χ2 χᵊ Ϭ►μο ᾕᶎ Ϭם

☼ʻ

ʾ ʿᴞṜχ2 χ1¤5χ Τϣ2 Ϭ►μο ᾕᶎ Ϭם☼ʻ

ʹ1ʿ֫ Ẩ ЀС˔

ʹ2ʿЫϱЗрН˔ϸ˔ЖЀС˔ʺ ṁϸ˔ЖЀС˔ʺ χּאΰ

ʹ3ʿԊḦ ᾖ

ʹ4ʿ῝Ặ Ỳ ʾ Ẑ ᾖ

ʾ ʿ π֫ Ẩ χ Υᶎ πΦϥ Ϭ►μοʺ ᾕᶎ Ϭם

☼ʻ

ΜγϦΤχ πdϯϸϳрЕϬ⌠ ΰʺᵕ Ἰ ρχ ξΪʺϘθψ

χϯАФк˔ЖϬ“μθ ›ʻ

ʾWeb

ʾІЫ˔ЕТ϶рϯФз

ʾ

ID/PWτϢϥ - ʾgBizID ϵрЕз˔ʿID/ОІм˔Жπχ ˲LINEкϽϱр(ᵰ ЂϱЕρχ ὀ)˳

ʾУжϳЃʿID/ОІм˔ЖτϢϥ

˲LINEϯФзϒχкϽϱр˳

ʾДІϼЕАФϯФзʿID/ОІм˔ЖτϢϥ

- ʾОІм˔Ж

ʾICϸ˔Жз˔ЍжϱЌπχкϽϱрʿ

ICϸ˔Жз˔ЍжϱЌτЫϱЗрН˔ϸ˔ЖϬЈАЕΰʺ יּ ◓

ОІм˔ЖϬ ʻ

ʾ2ⱳᾕН˔Ѐ˔ЖπχкϽϱр:

ЫϱЗЪ˔ЌиAPˢІЫ˔ЕТ϶рϯФзˣπН˔Ѐ˔ЖϬ ϙ︡ϤʺІЫ˔

ЕТ϶рπЫϱЗрН˔ϸ˔ЖϬ ϙ︡Ϥʺ יּ ◓ ОІм˔Ж

Ϭ ʻ

ʾІЫ˔ЕТ϶рπχкϽϱрʿ

ІЫ˔ЕТ϶рπЫϱЗрН˔ϸ˔ЖϬ ϙ︡Ϥʺ יּ ◓ ОІ

м˔ЖϬ ʻ

ʾgBizID ФжϱЭʿID/ОІм˔ЖτᴥΠʺІЫ˔ЕТ϶рϯФзϘθψSMSм

рЌϱЭОІм˔Ж

ʾgBizID ЮрН˔ʿID/ОІм˔ЖτᴥΠʺІЫ˔ЕТ϶рϯФзϘθψSMSм

рЌϱЭОІм˔Ж

˲LINEϯФзϒχкϽϱр˳

ДІϼЕАФϯФзʿ ᵕχϙ ID/PW+LINEϬϱрІЕ˔иΰοΜϥІЫ˔Е

Т϶р πPINЀ˔Ж

ʾкϽϱрⱲʿID/ОІм˔ЖτᴥΠοʺ ΰοΜϥ ӟᵰΤϣχкϽϱр

σςзІϼΥ‰Μρ ήϦθ ›ψʺ›ᾠ τϢϥ ᴥχᶎ ʻ

ʾОІм˔Ж˴PINˢЮ˔иˣ

ʾОІм˔Ж˴PINˢSMSˣ

ζχ χ - - ˲LINEϯФзϒχкϽϱр˳

ʾІЫШϯФзʿ

ʾДІϼЕАФϯФзʿQRЀ˔Ж

ʾ ₅ ⱲʿϯФзχмрЌϱЭОІм˔ЖϘθψ τϢϥ ʾFIDO

ʾᵕ

ID ὀФкЕЀ

и

῝ᵫ OpenID Connectˢ ᴦЀ˔ЖТк˔ˣ OpenID Connectˢ ᴦЀ˔ЖТк˔ˣ - OpenID Connectˢ ᴦЀ˔ЖТк˔ˣ

ὀΰοΜϥ

Ђ˔РІ

⁯ ◓ ⁮ ЄІГЭˢe-TaxˣʺφϭΦϭКАЕʺMyPost( ˣʺ

e-♆ ˢ ᾆˣʺ   ◓ ʾ ЄІГЭLite

ᵓזּ ᾑ︣ Φχ ◓ ʺIT Ỳ2020ʺ ▀ Ặ Ђ˔РІ

20ЄІГЭ

︠τB to CРЅКІϬ ᵫΰοΜϥ σỘᵦʾЂ˔РІρ ὀΰοΜϥʻ- Ђ˔РІʺJз˔ϽϷржϱрІЕϯʺgaccoσςזּꜛ

ὀχ Ӫʾ

ằχḚ

Ђ˔РІ ὀⱲχ Ӫ︡

ϵрЖг˔ЃχЫϱЧ˔ЅΤϣᵰ ЂϱЕτ ὀΰθ χᶎ ΣϢό︡Ϥ ΰ

χם“

ṛ χ Ӫ︡ Ђ˔РІ ὀⱲχ Ӫ︡

ЫϱЧ˔ЅϢϤ ὀΰοΜϥЂ˔РІχᵔ ᴦ

Ђ˔РІ Ⱳχ Ӫχ︡ ꜛ χД˔Ќχ ằτḩΰοʺςχД˔ЌϬ τ ằβϥχΤḚ πΦϥʻ

ЫϱЧ˔ЅΤϣᵰ ЂϱЕτ Ϭ ὀΰθ χᶎ ΣϢό︡Ϥ ΰχם“ʻ

О˔ЊЗиД˔Ќύ ρʺФжϱНЄ˔ЪзЄ˔Ϭ ϛʺФжϱНЄ˔χ ῐρ

О˔ЊЗиД˔ЌϬᶨ βϥ∑χ Ϭ ꜘʻ

ḩ ʾ“ ︣ τΣΪϥ χᾤ Ϭ꜡ βϥθϛχ ‹χ τḩβϥ

ʾ“ ︣ τΣΪϥ χᾤ Ϭ꜡ βϥθϛχ ‹χ τḩβϥ ☼“

ṛ

ʾ Ṫ Ϭᶨ ΰθ“ χ τḩβϥ

ʾᶆ χ Ḛβϥ τἰϥ Ṫ Ϭᶨ ΰθ“ χ τḩβϥ

☼“ṛ

√ ӱ׃ ♁ √ ӱ׃ ♁ ὀ ♁

√ ӱ׃ ♁

NIST  SP800-63A ϯϱДрГϰГϰ йЦиIAL3τ ʾgBizID ФжϱЭʾЮрН˔

ʹ   ϯϱДрГϰГϰ йЦиIAL2τ

ʾgBizID ϵрЕз˔

      ϯϱДрГϰГϰ йЦиIAL1τ

ʾ χLINEϯϸϳрЕ⌠ Ⱳ

ϯϱДрГϰГϰ йЦиIAL1τ

ʾLINE Payπ ᾕᶎ Ϭם☼ΰθ ›

ϯϱДрГϰГϰ йЦиIAL2τ

ϯϱДрГϰГϰ йЦиIAL2τ ʾ πᵕ Ἰ ϬΰοΜϥϯϸϳрЕ

ʹϯϱДрГϰГϰ йЦиIAL3τ

ʾКАЕ πᵕ Ἰ ϬΰοΜϥʺϘθψ χϯАФк˔ЖϬΰο

ᶎ ↄϙχϯϸϳрЕ

   ϯϱДрГϰГϰ йЦиIAL2τ

ʾᵕ Ἰ ϬΰοΣϣγʺ ᶎ ϜΰοΜσΜϯϸϳрЕ

ʹϯϱДрГϰГϰ йЦиIAL1τ

NIST  SP800-63B йЦиAAL3τ ʾgBizID ФжϱЭʾЮрН˔

ʹ   йЦиAAL2τ

ʾgBizID ϵрЕз˔

ʹ   йЦиAAL1τ

ʾLINE PayχFIDO ʿ йЦиAAL3τ

ʾДІϼЕАФϯФзχLINE ᵕ Ⱳʿ йЦиAAL2τ

ʾζϦӟᵰʿ йЦиAAL1τ

ʾЂ˔РІкϽϱрⱲ

ʹ йЦиAAL1

ʾ ︡ԏⱲ

ʹ йЦиAAL2

ʾFIDO πкϽϱр

      йЦиAAL3τ

ʾᵕ ʺID/PW+ІЫШϯФз ⌠

      йЦиAAL2τ

ʾID/PWʺID/PW+Ю˔и

      йЦиAAL1τ

NIST  SP800-63C ῝ᵫ ὀτΣΪϥ йЦиFAL1 ὀ йЦиFAL2τ - ῝ᵫ

ζχ “ ︣ τΣΪϥϷржϱрτϢϥ ᶎ χ︣ τḩβϥϹϱЖжϱр “ ︣ τΣΪϥϷржϱрτϢϥ ᶎ χ︣ τḩβϥϹϱЖжϱр - - -

кϽϱр ϢϤᶎ ᴦ кϽϱр Ϭ︡ σΰ ЫϱЧ˔ЅΤϣᶎ βϥάρΥπΦϥʻ ϢϤᶎ ᴦ

кϽϱрϯж˔Е кϽϱрβϥθότ◙ ΰθЮ˔иϯЖйІϒχ Υᴦ ʻ ԁ ϜкϽϱрΰθάρχσΜ ΤϣкϽϱрΥΚμθ ›ʺSMSϘθψ

Ю˔иπ βϥʻ

ДІϼЕАФϯФзρУжϳЃ πкϽϱрΰθ∑τψʺϯФз π ήϦ

ϥʻ

σΰ ΰσΜḕẽΤϣкϽϱрΥΚμθ ›τψкϽϱр Ю˔иΥ ή

Ϧϥʻ

кϽϱрЈАЄдр σΰ σΰ ДІϼЕАФϯФзρУжϳЃΤϣχкϽϱрЈАЄдрχ︡Ϥ ΰΥπΦϥʻ σΰ σΰ

ζχ σ︣ ΦϬβϥ∑τʺ χ∑τ►ϩϦϥ יּ ◓ πψσ

Ψʺ ◓ Ϭ Μοʺ ΥᵠίϭήϦσΜϢΞτβϥʻ

- - - ОІм˔ЖйІ ϬβϥάρπʺТϰАЄрϽ₴ṬϞзІЕἷϯϸϳрЕ

МАϺрϽ Ϭ ΩάρΥπΦϥʻ

ζχ ЈϺвзГϰΰ

χθϛχ☼├

ὀ

ḩ ʾ

ϹϱЖжϱр

ḩ ϹϱЖжϱр

ID ʾ ᾕᶎ

IDḚ
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ṇ ḭ צּ ︣ ṇ Ḯ
ḭקּ ḭ ṇ ︡ ךּ Ḯ

6. ︡ ךּ ︣ | ṇ

ẑ Ḳhttps://warp.da.ndl.go.jp/info:ndljp/pid/11126101/www.meti.go.jp/policy/it_policy/id_renkei/150917_1_METI.pdf p4
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ṇ ︣ ︣Ḯ

6. ︡ ךּ ︣ | ṇ

ID 2033 ṕ 2 4 1 ṇ ṇ Ṗ

ID ṇ ︣ ḭ קּ ḭ צּ
2 ḭ Ḯ

ṇ
ṇ נּ צּ אל ḭ ךּ

צּ Ḯ

ṇ ṇ ḭ קּ ḭךּ ךּ Ḯלּ

ḱ ḭךּ פּ אל ḭ ṇ ṇ צּ ︣ Ḯ

ID ḱ ךּ
︡

-

ךּ
טּ

ṇ ṇ וֹ ḭ קּ ṕ ṇ
Ṗ ḭ צּ 2 ḭ Ḯ

ID/ ṇ -

ḱIC ṇ ṇ Ḳ
IC ṇ ṇ ṇ ṇ ︡ḭ ṇ Ḯ
ḱ2 ṇ ṇ :

ṇ APṕ ṇ Ṗ ṇ ṇ ḭ ṇ ṇ ṇ
ḭ ṇ Ḯ

ḱ ṇ Ḳ
ṇ ṇ ṇ ḭ ṇ Ḯ

-
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ṇ ︣ ︣Ḯ

6. ︡ ךּ ︣ | ṇ

ID

︡ ךּ ṇ ṕe-TaxṖḭ קּ ḭMyPost( Ṗḭe- ṕ Ṗḭ
ḱ Lite

ḱ ṇ
ṇ ṇ פּ ︡ ףּ ︡

ḱ וֹףּ ︣ ︣
ḱ וֹףּ ︣ ︣

NIST SP800 -63A IAL3

NIST SP800 -63B AAL3

NIST SP800 -63C

וֹףּ ︣

ṇ ︣ ︡ ṇ צּ Ḯ

︡

קּ ︣ ḭ ḭשּ ךּ
ḭ צּ ︠ אל ךּ לּ ︣ Ḯ
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ṇ צּ אל ךּ אל ḭ ṇ ṇ וֹ
לּ ḭ ṇ וֹףּ ︣ ︡ טּ Ḯ

ḱ

ḱ ṇ

ḱ ṇ

ṡ ḱ Ṣ

ṡ ḱ Ṣּצ אל ḭ

צּ 2

ḱ

ḱ

ḱ

ú2

ṇ ︡ קּ ḭ

︡ ḭ פּ

︡ וֹ Ḯךּ

אל ךּ
צּ אל ḭ ￼ Ḯשּ

צּ נּ אל ךּ ︡ḭ

ḭ ṇ ︣ Ḯ

ḭ פּ ṇ

ḭוֹ

וֹ Ḯךּ

קּ
ךּ

לּ ḭ ︣ צּ︡ Ḯ

6. ︡ ךּ ︣ | ṇ

ṇ ẑ1

ỉ
ṇ

17

ẑ1 וֹףּ ︣ ︣

ẑ2 ּוֹף ︣ ︣

ṇ
ẑ2

1
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ṇ ︣ ḭ ṇ ṇ IC טּ
ṇ צּ ḭ צּ ךּ צּ טּ Ḯ

ḱIC צּ
אל ךּ Ḯ

ḱ ︣ ṇ צּ Ḯ
ḱ ṇ ︣ ḭ

IC פּ
︠ ḱ צּ קּ Ḯךּ

ṇ

ṇ
ṕJPKIṖ

ḱ ṇ ṇ IC
ḭ ṇ

︡ḭ ︣Ḯ

ṇ ︣ ḭ
ḱ ṇ ṇ ṕ Ṗ
ḱ ṇ ṕ Ṗ

צּ Ḯṕ צּ
Ṗךּ

6. ︡ ךּ ︣ | ṇ
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וֹףּ ︣ אל
ךּ ︣ ḭ 3 ︣ Ḯ

6. ︡ ךּ ︣ | ṇ

וֹףּ 3 ṇ ṇ ṇ וֹףּ

ḱ ḭ קּ ể ḱ
ḱ כֿךּ

ḱ 1 ḭ
צּ 2

ḱ ḱ ︡ ṇ ẑ
כֿ ︡ לּ

ḱ ךּףּ ḭ ṇ ṇ

ṇ ḱ אל ḭ ḭ פּ
︣ כֿ Ḯ

ḱ צּ אל ṇ ṇ
︣ כֿ Ḯ

ḱ אל ṕ Ṗ
ṕ ṇ ṇ Ṗ ךּ ḭ ︣ Ḯ
ḱ צּ אל ךּ ṇ ṇ IC ḭ

︣ Ḯ

ḱ ḭ ḭ ḭ
ḱ ḭ ḭ
︣

ḱ Ḳ ṕ Ṗ
ḱ Ḳ פֿ ṇ
ḱ Ḳ
ḱ Ḳ ID ḭ

ID ךּ ︡ לּ
ḱ Ḳ ṇ ︡ כֿ OpenID 
Connect
ḱ ḲEV-SSL

ḱ
ḱ

ḱ פּ אל ךּ
Ḯ
ḱ ḭ Ḯ

ẑhttps://www.kantei.go.jp/jp/singi/it2/cio/kettei/20190225kettei1-1.pdf

NRI ṇ
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ṇ ḭ ṇ ṇ ṇ
︡ צּ ךּ Ḯ

75 ṇ ṇ

6. ︡ ךּ ︣ | ṇ

70

ṇ

ṇ וֹ ḭ

︣ Ḯ

ḱ ︣ ︡ ṇ
︣ ḭ ︡ ṇ

וֹ אל Ḯ
ḱ שּ ḭ ḱ כֿ
︡ ḭ 70 אל Ḯ

ḭקּ ḭנּ שּ︡ ︣

ḭ ḭ ḭ

ḭ ︣ ︣

ḭ ︡ ḭ

︣ Ḯ

ḱ פּ
קּ ︡ ḭ ḭ

︡ קּ ︣ḭ צּ
אל אל Ḯ
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אל ṇ ḭךּ ṇ צּ
︡ ḭ ṇ ṇ טּ Ḯ

6. ︡ ךּ ︣ | ṇ | IdP ︣

ṇ

ṇ ṕRPṖ

ṕIdPṖ

(IdP) אל ךּ ṇ (RP)ּצ ṇ ḭךּ ṇ צּ ︡ ︡

ḭ ṇ ṇ טּ Ḯ

נּ ḭ Open Banking ḭ ṇ צּ ךּאל ṇ צּ טּ כֿ טּ ḭIdP צּ

קּ וֹ ḭRP ךּ ḭ לּ אל ךּ Ḯ

ṇ ḭIdP ︡ ḭIdPךּ צּ

ךּ IdP ︣ ︣ צּקּ Ḯẑ

ẑ Ḳhttps://lis.virginia.gov/cgi -bin/legp604.exe?111+ful+HB2259&111+ful+HB2259/
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gBizID ḭ ︡ḭ1 ṇ ︣
כֿ צּ קּ טּ Ḯ

6. ︡ ךּ ︣ | gBizID

ẑ Ḳhttps://gbiz - id.go.jp/top/manual/pdf/QuickManual_Member.pdf
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gBizID ︣ ︣Ḯ

6. ︡ ךּ ︣ | gBizID

ID 13

ID ṇ Ḯ ︡ ḭ gBizID ṇ
︣ טּצּ Ḯ

ṇ
ṇ Ḳ ṇ אלצּ ḭ

︡ ךּ ṇ אל ṇ פּ ḭ ṇ Ḯלּ

-

ḱ ṇ Ḯ

ID ḱ ךּ
︡

ḱgBizID ṇḲ קּ ḭ ︡ Ḯṕ ṇ
ḭ ḮṖלּ

ךּ
טּ

ḱgBizID Ḳ צּ טּ כֿ ︡ Ḯ
צּ Ḯ

ḱgBizID ṇḲ ḮgBizID אל Ḯ

ID/ ṇ ḱgBizID ṇḲID/ ṇ

ḱgBizID ḲID/ ṇ ḭנּ ṇ SMS ṇ
ḱgBizID ṇḲID/ ṇ ḭנּ ṇ SMS ṇ

-
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gBizID ︣ ︣Ḯ

6. ︡ ךּ ︣ | gBizID

ID OpenID Connect ṕ ṇ ṇṖ

︡ ךּ ṇ קּ ḭIT 2020ḭ ṇ 20

ḱ

ḱ ︡ ︣
ḱ ︣ ︡ ︣

NIST SP800 -63A ḱgBizID ḱ ṇ
IAL2

ḱgBizID ṇ
IAL1

NIST SP800 -63B ḱgBizID ḱ ṇ
AAL2

ḱgBizID ṇ
AAL1

NIST SP800 -63C וֹףּ FAL1

וֹףּ ︣

ṇ ︡ כֿ ךּ פּ טּצּ ḭSMS ṇ ︣ Ḯ

︡

-
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gBiz ︣ ḭ ṇ צּ אל Ḯ
ḭgBiz ṇּצgBizID ︣ 2 צּ אל Ḯ

︡ḭ
︣ Ḯ

Ồ Ổỏ ṇ ḭ
צּ Ḯ

gBizID

ṇ

￼2 לּ טּצּ Ḯ
ḱID/ ṇ
ḱSMS ṇ ḭ
ṇ ṇ

6. ︡ ךּ ︣ | gBizID

gBiz gBiz ḱ ṇ
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ể
ễ

ể
Ễ

ể
ễ

ể
Ễ

gBizID 

gBizID ṕ ḱA Ṗ gBizID ṕ ḱB Ṗ

gBizID ṇ

gBizID ṇ

gBizID ṇṕB Ṗ

gBizID ṇṕB Ṗ

ṇ

ṕ ỄṖ

6. ︡ ךּ ︣ | gBizID

gBizID gBizID ṇ ḭךּ ṇ ︣
כֿ צּ קּ Ḯ ḭ ︣ כֿ צּ קּ Ḯ

ṕ ỄṖ

ṇ
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וֹףּ ︣ אל
ךּ ︣ ḭ 2 ︣ Ḯ

6. ︡ ךּ ︣ | gBizID

וֹףּ 2 gBiz ︡ ḭ
gBizID וֹףּ

ṕ Ṗ
ḱ קּ ể ṕ Ễ Ṗ
ḱ ṕ Ṗ

ṕ Ṗ
ḱ ︣ ṕ Ṗ
ḱ ṕ Ṗ

︡ ḭ ṕ Ṗ
ḭךּ צּ Ḯ

ḱ ḱ ︡ ṇ ḭ
כֿ ḭ ḭ ṧ ṇ ḭ

ṧ ṇ ḭ ṧ
ṇ ṇ

ṇ אל URL ︡ḭSMS אל
ṇ ︣ כֿ ḭ צּ

אל Ḯ

ṇ ḱ אל ḭ ḭ פּ
︣ כֿ

ID/ ṇ ṧ ṇ SMS
ṇ

ḱ ḭ ḭ ḭ
ḱ ḭ ḭ
︣

ḱ Ḳ ṕ Ṗ
ḱ Ḳ פֿ ṇ
ḱ Ḳ
ḱ Ḳ ID
ḱ Ḳ ṇ ︡ כֿ
OpenID Connect
ḱ ḲEV-SSL

ḱ ︣

ẑhttps://www.kantei.go.jp/jp/singi/it2/cio/kettei/20190225kettei1-1.pdf

NRI ṇ
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LINE 8300 ṇ טּצּ ḭ SNS ṇ ḭ
Ṅ ṇ וֹ ṇ LINE ID ךּ ךּ Ḯ

https://www.linebiz.com/system/files/jp/download/LINE%20Business%20Guide_202001 -06.pdf

NRI ṇ

ẑ1 LINE ṇ ṇ 2019 12

ṇ

EC

ṇ

6. ︡ ךּ ︣ | LINE ID


