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² ṇ ṡ Ṣ

·https://bsoza.com/

²openclipart
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ך²ּ ︣
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1-1. ḭ ḭ

ṕ1Ṗ Ḵ

קּ נּ

ḭ ḭ

ṕ2Ṗ

10 2017

ṕ3Ṗ

Ṍ Ṍ

Ṍ Ṍ

Ṍ Ṍ

Ṍ ḱ Ṍ

ṕ4Ṗ

Ṍ Ṍ

Ṍ Ṍ

ṕ5ṖIoT

IoT Ṍ Ṍ

IoT Ṍ Ṍ



- 7 -

Computer Software Association of Japan 

Ḵ

² אל טּ לּ ḭ
ḭ ḭ ḭ
נּ ךּ

· JNSA

·TR X 0036 -3:2000 (ISO/IEC TR 13335 -3:1998)

JNSA: NPO ṇ
(Japan Network Security Association)
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קּ נּ

² ︡ ךּ Ḵפּ︣

· (JIS Q 27001 Ḳ2006 )

²︣

² ḭ

² ךּ ḭ

² ︡

² ︣ ︡ḭ

² ︣

² צּ וֹ פּ ︡ ךּ ךּ

² ḭ ḭ צּ ︣

² ḭ ︡ ḭ ḭ ךּ ךּ
פּ

² וֹ ךּ ḭ
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Ḳ

² Ṋ ṇ ṕ נּ ḭ ךּ ḭ Ṗ

² ṇ ṕ נּ ḭ ṇ ḭ Ṗ

² ṇ ṕ נּ ḭ ḭ
אל Ṗ

² ṕ נּ ḭ ḭ ḭ ṇ Ṗ

² ṇ ṕ נּ ḭ ṇ ḭCD-ROMḭPROM Ṗ

² ṕ נּ ḭ Ṗ

² ṕ נּ ḭATM Ṗ

²

² ṇ ṕ נּ ḭ ṇ ḭ Ṗ

² ṇ ṕ נּ ḭ ךּ ṇ Ṗ

²

²

² ṇ

TR X 0036 -3:2000 (ISO/IEC TR 13335 -3:1998)
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ḭ ḭ

JIS Q 27000:2014

²

· נּ טּצּ ḯ
שּ︡ ךּ Ḯ

²

· וֹ טּ ḯ
Ḯ

²

· ︣ אלפּ Ḯ

²JIS Q 0073:2010 1.1

²

· ︣ Ḯ
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Ḳ

JIS Q 0073:2010 1.1

² ︣ אלפּ Ḯ

· 1  ḯ אל ךּ כֿ פּ ḯ ךּ︡ Ṋ
שּ︡ ךּ ṕךּפּ Ṗ ︣ כֿ Ḯלּךּ

· 2  ḯ נּ ḯ ḯ ḯ ︣
ḯ טּצּ ḯ ḯ ḯ ḯ ḯ

ḯ אל כֿ טּצּ Ḯ

· 3  ḯ כֿ ḯ כֿ
ךּ כֿ ḯ ︣ כֿ צּ Ḯךּ

· 4  ḯּט ṕ ḮṖ
כֿ אל︣ ︡ אל כֿ צּ Ḯךּ

· אלפּ  5 ḯ ḯ כֿ אל︣
︣ ḯ ḯ שּ︡ ḯצּ נּ ︡ ךּ

Ḯלּךּ
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ḭ ḭ

ꜞ☻◒
× ×
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² ḭ

כֿ· ︡ḭỂṌ8 ︡ ךּ

· צּ ךּ טּ כֿ ︡ ךּ

Low(0) Medium(1) High(2)

L(0) M(1) H(2) L(0) M(1) H(2) L(0) M(1) H(2)

0 0 1 2 1 2 3 2 3 4

1 1 2 3 2 3 4 3 4 5

2 2 3 4 3 4 5 4 5 6

3 3 4 5 4 5 6 5 6 7

4 4 5 6 5 6 7 6 7 8
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JIS Q 27000:2014

² ṕcontrol Ṗ

· ṕmodifying Ṗ︣ Ḯ

² 1 ḯ ︣ טּ
ḯ ḯ ḯוֹ Ḯ

² 2 ḯצּ ︡ ︣
Ḯךּ
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² 10

·IPAּצ ︡ḭ
ḭ

פּ
ṡ10 Ṣּצ

︡ ḱ
ḭךּ Ḯ
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10 2018

1

2

3

4

5

6

7 IoT

8

IoT 9

10
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² ṇ

² צּ

² ︡ כֿלּ

² ṇ פּ ṡ קּ Ṣṡ Ṣ

² פּ ṡ Ṣ

² צּ
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Ṍ Ṍ

² ︡

· קּ (CSIRT)

·
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Ṍ Ṍ

²

· ︣

· ḱ ṇ

² ḱ

· ṇ ḱ
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Ṍ Ṍ

²

·

· ṇ

· CSIRT

· ṇ ︣
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Ṍ ḱ Ṍ

² ṇ

·

²

·OSḱ

· ḱ
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²PC ḭ ṇ
ḭךּ

²2016 צּ ︡ ךּ

/

² ṇ פּ

² פּ
ṕ Ṗ

² ︡ PC וֹ ḭשּ ṇ ṇ
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Ṍ Ṍ

² ︡

· קּ ṕCSIRT Ṗ

·

·
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Ṍ Ṍ

ớỎḱ ṇ

² ṇ

· ṇ ṕ ḱ Ṗ

²

·OSḱ

·

· ṇ

² וֹ

· פּ

· קּ פּ

· ṇ Ӹ
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IoT

IoT

²IoT צּ אל ḭ
אל

² אל IoT צּ ︡ḭ
DDoS אל ṇ

/

²IoT ︡
אל

² ḭDDoS
ךּ ṇ ︣

² אל
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IoT Ṍ Ṍ

² ṇ

·

²

· (telnet )

· פּ

· ( )
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IoT Ṍ Ṍ

²

²

²

² ךּ

²

² (telnet )

²

² וֹפּ

IoT
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ךּ .1-2 Ṍ ṇ Ṍ

ể



- 30 -

Computer Software Association of Japan 

2

JIS, ISO/IEC, IEEE
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2-1. 

ṕ1Ṗ ḱ

ṕ2Ṗ

ṕ3ṖISMS

ṕ4Ṗ
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ḱ

²OECD ( ) Guidelines (2015/10/1) 
·ṡ ṇ

Ḳ וֹ Ṣ
²ṡ Ṣ לּךּ ךּ︡
² ị

1.
2.
3.
4.
5.
6.
7.
8.
9.
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²JIS X 0008:2001 ( × )

· וֹףּ ḯ ︣
ךּ

·ISO/IEC 2382 -8:1998

²JIS Q 0073:2010 ( × )

· ḭ ךּףּ ḭ
ףּ ︣

︣

·ISO Guide 73:2009 
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ISMS

ḯ ḯ ḯ פּ אל
ḯ ︣

»

ISO/IEC 27000 Information security management systemsïOverview and vocabulary

ISO/IEC 27001 Information security management systems ïRequirements

ISO/IEC 27002 Code of practice for information security controls

ISO/IEC 27003 Information security management system implementation guidance

ISO/IEC 27004 Information security management ïMeasurement

ISO/IEC 27005 Information security risk management

ISO/IEC 27006 Requirements for bodies providing audit and certification of information security managementsystems

ISO/IEC 27007 Guidelines for information security management systems auditing

ISO/IEC TR 27008 Guidelines for auditors on information security controls

ISO/IEC 27010 Information security management for inter-sector and inter-organizational communications

ISO/IEC 27011 Information security management guidelines for telecommunications organizations based on ISO/IEC 27002

ISO/IEC 27013 Guidance on the integrated implementation of ISO/IEC 27001 and ISO/IEC 20000

ISO/IEC 27014 Governance of information security

ISO/IEC TR 27015 Information security management guidelines for financial services

ISO/IEC TR 27016 Information security managementïOrganizational economics

ISO/IEC TR 27019 Information security management guidelines based on ISO/IEC 27002 for process control systems specific 

to the energy utility industry

ISO 27799:2008 Health informaticsïInformation security management in health using ISO/IEC 27002
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ḭ שּ

²ISO ( )

·International Organization for Standardization

· שּ ḭ
︣ Ḯ

²IEC ( )

·International Electrotechnical Commission

· ḭ ḭּף ︡ לּ
Ḯ ISO Ḯ

²ITU ( )

·International Telecommunication Union)

· Ḯ ךּףּ
Ḯ Ḯ
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² IEEE ( ẑ ḱ ḱ ṇ)
· Institute of Electrical and Electronic Engineers
· ḭ ḭ ṇ שּ נּ ךּ

ṇ ṇ
²JISC ( )
·Japanese Industrial Standards Committee
· אל ךּ Ḯ ︣
ḱ לּ

² IETF ( ṇ ṇ )
·Internet Engineering Task Force
· ṇ וֹףּ rough consensus קּ /

ךּ Ḯשּךּ rough consensus ︣
ḭךּ ︡ שּךּ IETFצּ טּ
·IETF וֹףּ RFC (Request For Comments) לּךּ

ḭ אל ḭ קּ Ḯ
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2-2. 

ṕ1ṖISMS

ISO/IEC 27000:2014

ISO/IEC 27001:2013

ISO/IEC 27002:2013

ISO/IEC 27014:2013

ISO/IEC 15408 -1:2009

ṕ2ṖIEEE802.11 LAN
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ISO/IEC 27000:2014

²JIS Q 27000:2014 ( × ×
× )

·ISMS ︣ ךּ

·
²2.28 ṕgovernance of 

information security Ṗ
ṕ2.57Ṗ ︡ḯ ︣
Ḯ

²2.57 ṕorganization Ṗ
ṕ2.56Ṗ ︣ ḯ ḯ

לּ ḯ Ṅ Ḯ

²2.56 ṕobjective Ṗ
︣ Ḯ
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ISO/IEC 27001:2013

²JIS Q 27001:2014 ( × ×
× )

·ISMS ḭ ḭ ḭ לּ

· ︣
︣ ḭ צּ ︣

ךּ כֿ

·
²9.1 ḯ ḯ

ḯ ṇ ISMS 
︡ וֹ Ḯךּ
ḯ ︡ וֹ Ḯךּ

a) אל Ḯֿכ ḯ
Ḯ

b) Ṍ Ṍ ISMS
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ISO/IEC 27002:2013

²JIS Q 27002:2014 ( × ×
)

· ḭ
ḭ ︣ Ḯקּ

· ︣
ךּ כֿ Ḯ

·
²7.2.2 ḯ

ḯ ︣ ḯ
︣ ךּ ḯ ḯ

ḯוֹ ḯ
וֹ כֿ צּ Ḯךּ︡

ISMS
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ISO/IEC 27014:2013

²JIS Q 27014:2015 ( × ×
)

· ךּ
שּ

· צּ ︡ ḭ ḭ
ṇ קּ לּ

·
²5.3 5.3.1 

ḯ ︣ ḯ¬ ºḯ¬
ºḯ¬ º ¬ ṇ º ︣
Ḯ
אל ḯ¬ º ḯ

︡ ךּ ︡ צּ
Ḯ
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ISO/IEC 15408 -1:2009

²CC (Common Criteria)

²JIS X 5070 -1:2011 ( ×
× ể Ḳ )

· ḯ ︣
Ḯ

· קּ IT IT 
אל ︣ ︣ כֿ

ḯֿכ ︣ Ḯ

· אלפּ ḭ (EAL) Ḯוֹ

²EAL1Ṍ3Ḳ

²EAL4Ḳ וֹ

²EAL5Ṍ7Ḳ ḭפּ וֹ
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IEEE802.11 LAN

IEEE802.11n 2009/9 2.4 - 2.5GHz
5.15 - 5.35GHz
5.47 - 5.725GHz

65Mbps -
600Mbps

ךּ
(2.4GHz )

IEEE802.11ac 2014/1 5.15 - 5.35GHz
5.47 - 5.725GHz

292.5Mbps -
6.93Gbps

802.11a/n ṇ

IEEE802.11ad 2013/1 57 - 66GHz 4.6Gbps -
6.8Gbps

IEEE802.11ax 2.4 - 2.5GHz
5.15 - 5.35GHz
5.47 - 5.725GHz

-
9607.8 Mbps

צּ ︣
ṇ ( ac 4 )

a/b/g/n/ac

² IEEE802.11i

· LAN (2004/6 )

² Medium Access Control (MAC) Security Enhancements

· AES

·CCMPṕcounter mode with cipher block chaining/message authentication 
code protocol Ṗ

² AES לּ 1

² וֹ ḭשּ ṇ ︠ נּ

· IEEE 802.11i ︡ ḭWi-Fi Alliance WPA2
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3
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3-1. (IR)

ṕ1Ṗ

ṕ2Ṗ ṕ Ṗ
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JIS Q 27000:2014

²

· ךּ שּ︡ ḯ ︡
ךּ שּ︡ טּ ḯ
︣שּלּ ︣פּ צּ ךּ Ḯ

²

· שּ︡ ḯ
︡ ︣ḯ ḯ ṇ

ṇ ︣ Ḯ

²

· ḭ ḭ ḭ ḭWeb
︠ ḭDoS (DDoS)

JPCERT/CC (https://www.jpcert.or.jp/ir/) 
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ṕ Ṗ

︣ ṡ Ṣ כֿ Ḯ

JIS 22300:2013 ṕ × Ṗ

² ṕIR: incident response Ṗ

· ︡ ṇ ךּ ḯ
ḱ קּ ︣כֿ טּ

︡ḯ ︣ ︢ Ḯ
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3-2. 

ṕ1Ṗ ṇ

ṕ2Ṗ - נּ

ṇ

ṕ3Ṗ -

ṇ

ṇ

ṕ3Ṗ -

ḭ ḭ

ṕ4Ṗ ²
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ṇ

² ṕIRM: Incident Response Management Ṗ

· נּ

·
²

·

² ṇ ṕIRT: Incident Response Team Ṗ

· ṇ ṇ (CSIRT: Computer Security IRT)

· ︣ ṇ

· ḭIRT/CSIRT
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² נּ

IRTּצ נּ ḭ ḭ לּ

²
·
· ṇ

² IRP: Incident Response Policy

² IRT/CSIRT
·
·
·
· אל ṇ

² ṇ ḭ ṇ ḭ

·
² ṇ ṇḭ

²
· ṇ ṕ Ṗ
· ṇ
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² נּ

² Ḳ

· ḭ ḭOS ṇ
︡ ︣

² Ḳ /

· ḭקּ ḭ
︣ ︣

²

· ḱ ṇ

²

·

· ṇ

·

·
²IRT ṇ אל
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ṇ

ṇ (IRP) 

²
² ṇ
² ṇ
· ḭ ḭ לּ אל פּ

² ṇ
² צּ ︣
² ḭ ḭ ḭ
·IRT ḭ
·IRT ךּ︡
· ךּ

² ( )
²
² ṇ ṇ
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²

²

·

· פּ

² ṇ

· ︡

²

· ḭ

·

² IRP: Incident Response Plan

·

²SOP: Standard Operating Procedures

·

²

· ךּ
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²

·

· פּ

² ︣

· צּ פּךּ

· ṡ Ṣ שּףּ

²

· פּ ךּ ︣

· ︣
² ḭ ḭ ṇ ṇ ḭ ṇ

· פּ IRTּצ ︣

² ︡ ︡ḭ
IRT ︣
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ṇ

² ︡ ︣

·IRT ḭ פּ לּ

² ḭ ︣

² ṇ ךּ

·IRTּצṡ קּ Ṣפּ לּךּ ṇ
︣

· 3W1Hḭּך (when) ḭ כֿ (where) ḭ (what)צּ ḭ
(how)לּ ︡ פּ ךּ

² ṇ ḭ ךּ טּ

· ( )

·

· ךּ
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ṇ

פּ ︡ḭIRT ּצ ︣ פּקּ פּ

ḭ ︢ ︣ טּ
︡

²IRT ּצ ︣ קּ ︡

· ṇ ︣ Ḯ

²IRT ּצ ︣ ךּ ︡

· ṇ קּ ḭ
ḭ / ︣ Ḯ

²IRT ḭ פּ ḭ
︣ קּ ︡

· לּ
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ỉ ḭנּ

C
&

C

VPN
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1. ḭךּ IRTצּ ︣ קּ פּ פּ
︡ḭ צּ פּ פּ ︣ Ḯ

· צּ ḭIT
︡ḭ ︡ ︣ Ḯ

² לּ

· צּ ḭ ︡
︡ ︣

² ︢IT / לּ
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2. ךּ ︡

· ︡ḭ ︢
︣ טּ ︡ḭ
︡ ḭ Ḯ

3. ︡ פּ פּ ︡ḭ
ḭ ︡ḭ ︡ḭ

︣ Ḯ

4. ︡ ḭ
( ︡ ) ḭ
ṇ קּ ︣ Ḯ
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(IRP) צּ

² ( )

² ( ףּ(

²

²

²IRT

²

² אל קּ

²



- 61 -

Computer Software Association of Japan 

² (SOP) 

·IRTּצ ︣

· פֿ ḭ ḭ ḭ
ṇ

· ṇּף שּ

· קּ ḭלּ קּ וֹ שּ
︣

² ךּ ḭ

²SOP

· ︣ כֿ /

²SOP ḭIRT ︣

²SOP SOP
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²

ḭ פּ ︡ḭ ︣ כֿ
︣

²

· Ḳ ḭ
ḭךּ Ḯ

²

· קּ
צּ טּצּ

²

·
ISMS

· ךּ ḭ ḭ
ḭ
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²

²

· ︢ḭ

² ṇ

· ︣

· קּ כֿ

· ︣

·

·
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3-3. Ṍ ṇ Ṍ

Ễ -
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4

ḭ

ṇ



- 66 -

Computer Software Association of Japan 

4-1. ṇ נּ

ṕ1Ṗ

ṡ Ṣ

ṡ Ṣ

ṕ2Ṗ ṌSTRIDE & DREADṌ

ṕ3Ṗ ṇ

ṇ ṇ

ṇ ṇ

ṇ

ṇ

ṕ4Ṗ ṇ
VLAN ṇ
ṇ ṇ

DHCP ṇ
ṇ ṇ

ṕ5Ṗ LAN ︣
LAN
LAN

ṕ6ṖIoT
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(Saltzer and Schroeder [1975])

1. קּ וֹ ךּ

2. ︣

3. ṇ ︣

4. ṕ Ṗ אל

5. ṇ ︣

6. אל ךּ

7. ṕ ṇ ṇּצ ︣ Ṗ

8. וֹ Ḯפּ נּ Ḯפּ
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ḭ פּ כֿ טּ (Security by Design)
ḭ ︣

ṡ קּ ṇ Ṣ

3
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² ṇ

· ḭ ḭ ḭ
ṇ ḭ ṇ

² ṇ ṇ ṇ

· ṇ ḭ ḭ
ḭ ךּ ḭ

ṇ

²

· ḭ ḭ

·

·

· ṇ
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ṡ Ṣ
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ṡ Ṣ
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ṌSTRIDE & DREAD Ṍ

²
· ︣ ︡ (Spoofing Identity)
· ︠ (Tampering with data)
· (Repudiation)
· (Information Disclosure)
· ṇ (Denial of Service)
· (Elevation of Privilege)

²
· אלקּ (Damage potential)
· (Reproducibility)
· (Exploitability)
· וֹ ṇ ṇ (Affected users)
· (Discoverability)
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²

· קּ

²

·

² ṇ

· ḭ ṇ ṇḭ

²

· כֿ

² וֹ

· ú ú
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ṇ

פֿ

7

6

5

4

3

2

1

4

HTTP

SMTP

POP3

IMAP

FTP

3 TCP UDP

2 IP

1
LAN

OSITCP/IP



- 75 -

Computer Software Association of Japan 

ṇ ṇ

²

· ṕ ṇ ḭ Ṗ
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