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Daniel Patrick Pereira, D.Sc.

Doctor of Science in Electronic Engineering and Computing by the Aeronautics

{Abril/2020) — research area in Systems Security Engineering [integrating safe

* Master of Science in compute engineering by Federal University of Amﬁnnas. {
wireless sensor networks; il

* Member of INCOSE Brazil —used to work as a regional director pmmatlng m{d, d|55| ;
engineering practices in companies and universities; e

* More than 19 years of experience covering the full stack of systems engineering processes, working in
several projects (12 years dedicated to safety-critical systems);

+ Member of Eurocae WG-72/RTCA SC-216 workgroup to revise the new security aeronautic regulations (i.e.
ED-202A /DO-326A and ED-203A / DO-356A);

* Currently, | am working at Mitsubishi Aircraft Company (MITAC) as an Engineering Manager in Cybersecurity
in charge of creating the product cybersecurity process and modifying the existing processes to address
cybersecurity concerns.
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What is a system?
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Transport system

Source: INCOSE Handbook 42 2015
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Transport system

[ Axcrafi sysbem I
1
| | | | |
| m-lr__un Il :ru'-qu| Support || Facilities || Pemennel |
Erre grommscrital A S Electrical Inieriors Mloc hamical Propulsem Aungliary Awfme
segmen wEment segment segrmenl segmeni wyment wpTReT wEmens
21 Aw » 14 2510 [ | 27 Flaghe b T 96 51T}
1 condiioning | T Ao iight Ll Elecwrieal | L) Crrwi soptrals 1 Fl Auibary | [ Fuse-
21 (1) Cabin 3 s 29 1 P
-4 - o nscen Ll Hydmulic 54 throsgh st 55
: 1 ""mm"“ A3-30, 40, 10 power | L sem0gh) | Empend
| sobeesmn | LU % Passcager 7 T i6) Part of 54 | =2
PR, Shipeide | seommoda- | | anchmg Pacclhes’ 1
15 Omygen & roooedhng T iy
- Power
3 Paccummtic = & H—.ut:n. .“E! plant (7} bochdes
1 ] - aber, wasbe, bavs, g . 5 [ il
(1) Pant of 21 Air ' & plurnbing ;:'IFI- 56 Windows
comehlammg - -
applicable pures of | E-'F-q_ = ;
26 Fare profectson {4 Imcbucles T2 Epgine, T3 Engine fise] and control,
pro isicws 75 Air, 54- 10 Macclle, 74 Ignition, 78 Exhaust, T8
(3) Iechudes 13- 50 Emergency il & RO Startng
Source: Systems Engineering for l['.:::~rnmn.an:ialJl!l.incll'n-*ft,Jl!l.l..lﬁ""“'"i || 3 (5} Inchudes
1927, INCOSE International Symposium 71}, DOI: Senhlghn| T Eagiedeply

10.1002/j.2334-5837.1997 tb02151 x Scottlackson.

o v

COMMDENTLL, — ikl R pre gy o MITAC §ng M Jainsd

SPACEJET



A system s ...

* Formal definition:

* A man-made, created and utilized to provide products or services in defined environments
for the benefit of users and other stakeholders {ISO/IEC/IEEE 15288);

+ An integrated set of elements, subsystems, or assemblies that accomplish a defined objective
(INCOSE);

A ooven SPACEJET

CONMIDENTLL, — il R prepty 4F MITAC §ng M 2uind



Understanding System complexity

* Source of complexity:
* System;

* Environment;
* Design/ management.

-

Large number of components, many
intricate interdependencies

Adaptive components, interactions;
Interfaceswith human users or other
complex entities ;

Evolving technology.

* For some classes of Sy ic|. Operational environment {conditions); ESign
the proper 5?’5'59”1 3 = System environment {changes to
+ System decomposition: elements of the larger system)
* Abstraction;
* Formal analysis. = Large number of people and
) organizationsinvolved
* Common questlnns:
* What are the subsystems and how are they connected internally?
* How does the system interact with the environment?
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Example of a Complex System

The NAS with NextGen and legacy technologies

Source: NASASCR-2015 - Operadic Analysis of Distributed Systems.
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What is systems engineering?

» Systems engineeringis responsible for the big picture.
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Systems engineering covering

» Systems Engineering considers both the business and technical needs
of all customers with the goal of providing a quality product that
meets the user needs.

Delivers the technical i‘"‘:_:;ﬂhf tffﬂmﬂiﬁt_%
aspects of the project: e overall:
System Design W4 Resource Management

i Scheduling

Product Realization

Technical Management Luat Siimation

Risk Management

Stakeholders, Risks, Configuration
Management, Data Management,
Reviews, Schedule
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The role of the systems engineering

*» Any engineer acts as a systems engineer when responsible for the
design and implementation of a total system;

* The difference with “traditional engineering” lies primarily in the
greater emphasis on defining goals, the creative generation of
alternative designs, the evaluation of alternative designs, and the
coordination and control of the diverse tasks that are necessary to
create a complex system focusing on stakeholder needs;

*» The role of systems engineering is one of manager that utilizes a
structured value delivery process.
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Life cycle stages

» A system “progresses” through a common set of life cycle stages
where it is conceived, developed, produced, utilized, supported and

retired.
/ Development \

Concept M Production —){ Utilization —){ Retirement

!

Support
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The systems engineering process

* The major steps in the completion of a typical systems engineering
project are the following:
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V-Model of Systems Development

L1
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Impact of not [properly] SE in the projects

Mars Climate Orbiter

* Loss of mission {cost of $327.6M);

* |nadequate consideration of the entire operation;

* |nconsistent communications;

+ lLack of complete end-to-end verification of navigation
software.

Therac-25

+ Six accidents (03 fatalities) due to
massive overdoses of radiation;

* Overconfidence in software;

* |nadequate SE process practices;

+ Software reuse.
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Impact of SE in the projects

Submarine Warfare Federated tactical

Systems

* Subset of 40 systems produced by
20 different program offices;

+ Model Based Systems Engineering.

Hubble Space Telescope

* Broadly explore technical
concepts;

* High degree of system
integration;

+ Consider all life cycle;

+ Risk Management.
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International Council on II@E
Systems Engineering .
+ |NCOSE is a not-for-profit membership organization founded to develop and

disseminate the interdisciplinary principles and practices that enable the realization of
successful systems;

* Mission:
* To address complexsocietal and technical challenges by enabling, promoting, and advancing
systems engineering and systems approaches;
* Goals:

* To provide afocal point for dissemination of systems engineering knowledge.

+ To pmn’tt‘ute international collaboration in systems engineering practice, education, and
research.

* To assure the establishment of competitive, scale-able professional standardsin the practice of
systems engineering.

* Toimprove the professional status of all persons engaged in the practice of systems engineering.

* To encourage governmental and industrial support for research and educational programs that
will improve the systems engineering process and its practice.
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About INCOSE
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INCOSE Workgroups
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INCOSE - Certification

+ Certification is a formal process whereby a community of knowledgeable, experienced, and skilled
representatives of an organization, such as INCOSE, provides confirmation of an individual's competency
{demonstrated knowledge, education, and experience) in a specified profession;

If you are a practicing Systems —
Engineer with more than five years @ K If you are a systems engineering
If you have just started of systems engineering professional - leader with recognized systems
practicing —orwantto start work experience, then CSEP is for ' - accomplishments and have
practicing —systems YOU. many years of systems
engineering, then ASEF is for engineering professional work
YOI, "XV L I HEatRpy s Fow experience, then ESEP is for you
people atthe beginning of

theircareeras a systems
engineer. The ASEP has "book

-_-_-_-_-_‘_‘__'_‘—\—_
knowledge” but not yet
significant experience as a
TysTEms engineer. |_ ]
) 872 )/ 2002 )’ 308
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Join INCOSE
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https://www.jcose.org/

Join INCOSE - Japan
JCOSE

Japan Council on SyTherm Ingnesring Jupu" cnun'Ei| nn
Systems Engineeri
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Reference

» Systems Engineering standards:

* INCOSE Systems Engineering Handbook, A Guide for System Lifecycle
Processes and Activities, INCOSE-TP-2003-002-03, version 3, International
Council on Systems Engineering (INCOSE), June 2006 —version 4 was just

issued in July 2015;

* ISO/IEC 15288:2008(E), IEEE Std 15288-2008, Second edition, 2008-02-01
Systems and software engineering — System life cycle processes — May 2015
edition ;

* NASA Systems Engineering Handbook, NASA/SP-2007-6105, Rev 1, Dec 2007.

* Functional Analysis Module, Space Systems Engineering, version 1.0, NASA.
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Questions

Thank you for boarding
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