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o LinuxZOJSE2TA>2971—2R
(https://www.oreilly.co jp/books/9784873115856/)

BRoEsE - BRBICBULWTHIABIE. BWESAFETERIADO-LTHEHRLEE
/\Jo

Haconiwa® EJL Kk

B (https://gist.github.com/udzura/fa82a8cb49a611c5f6400e561cf38a1d) fEDTVM
EEODEFFENEL LS.

BEBRINYIr—204 A =)

$ sudo apt install build-essential util-linux rake psmisc bison git flex make cri
gperf cgroup-tools libpameg-dev \
autotools-dev libcap-dev libargtable2-dev parallel systemtap-sdt-dev \
libtool

B RRfT
o mrubyld2.1.2ZRAWLET . mruby STADFMEESS AT LATOISZIICBD

TEAICCETOERBERICRVLOT. RSO EBITIESRT2RERLTL
E-g-n

$ git clone https://github.com/haconiwa/haconiwa,git
% cd haconiwa

$ git fetch origin && git checkout seckun

$ rake

¢ ER
o FITWIFIRTIRY NI—IRIBICK D Tldait done’2 EMGA1 LTI
rUET, EDSWDIS—AVE—SOBRESIED rake BFRITUTLE
=Ly,
o EBLTEHEEIRTERMES., BN >EDNAFIUERBRDET ..

Bh{FHEER

$ ./mruby/bin/mruby -e 'p Haconiwa::VERSION'
"9.11.5"

$ ./mruby/bin/mirb
mirb - Embeddable Interactive Ruby Shell

hitps://gist.github.com/udzura/155595ca21ae293e7583c0ec1008d3b78 2nT7
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> p Haconiwa: :VERSION
"9.11.5"

=» "6,11,5"

» exit

o BEREEDFT. CRubyEHBEDEDDHDEEA.

pid = Process.fork do
Exec.execve ENV.to_hash, "/bin/sh"
end

s = Process.waitpld2(pid)
p s

o LS TNZEBL TS &R,

* GitHub

BIFTIE. mruby AoV M KB TOTSEZTRITVET,

TOCADER

# R

% ./mruby/bin/mruby mycontainer.rb

$ ps auxf

USER PID %CPU XMEM VSZ  RSS TTY STAT START
root 2 0.8 6.o e e ? S Decl3
root 3 0.0 0.0 0 0 ? I< Decl3
root 881 ©.2 6.8 12184 7316 ? Ss  Decl3
root 175131 @.e 0.1 13860 8852 ¢ Ss Decl?
vagrant 175246 0.0 0.9 13960 6208 ? s Decl?
vagrant 175247 0.9 0.0 12216 6680 pts/i Ss  Decl?7
vagrant 248825 8.4 0.8 8704 5466 pts/1 5 13:02
vagrant 248826 0.8 ©.8 2616 612 pts/1 5 13:02
vagrant 248827 8.8 .6 11832 3772 pts/i1 R+ 13:82

$ exit
#<Process::Status: pid=248826,exited(8)>

chroot(2)

https://gist.github.com/udzura/155595ca21ae293e783c0ec1b08d3b78

TIME COMMAND

@:88 [kthreadd]
0:80 \_ [rcu_gp]
0:08 sshd: /usr/sbi
@:80 \_ sshd: vagr
@:91 | \_ sshd:
e:00 | \_ -t
e:e0 | \
e:ee |

@:00 |

F7ANS AT LD, Linux NamespaceFRRf
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$ sudo mkdir /tmp/myroot
$ sudo docker pull deblan:18-slim
$ sudo docker run -d debian:1@-slim sleep inf
50c3bcB867aladFdc4bib8814520a6455055869287db3e3daf216685535d26¢c4
$ sudo docker export 56c3bc@8 | sudo tar xvf - -C /tmp/myroot

o 7> R Tchrootd 3

$ sudo chroot /tmp/myroot
root@ubuntu2004: /#

total 76
drwxr-xr-x 2
drwxr-xr-x 2
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
druxr-xr-x

F -9
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LS

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxrwxrwt
drwxr-xr-x 1
drwxr-xr-x 11

NN NNMNW

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root@ubuntu2e04: /4
root@ubuntuzeed; /#

1s -1

root
root
raot
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

4935
4096
4096
4996
4896
4096
4096
4096
4096
4996
4096
4096
4096
4996
4096
4896
4096
4036
4956

1s /proc/
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Dec
Dec
Nov
pec
Dec
Dec
Dec
Dec
Nov
Dec
bec
Dec
Dec
Nov
Dec
Dec
Dec

URLIERFHHER < ZE&LN.

o JPAIYU—ZERIBIDEBICHERUET.

22
18
18
22

O W W w o

22

v WO W

22

0

23:22
12:37
13:05
13:e5
12:37
23:22
23:22
23:22
23:22
23:22
12:37
23:22
23:22
23:22
23:22
12:37
23:22
23:22
23:22

. GitHub
docker export TXEZE{EZ (L

bin
boot
dev
etc
home
1ib
1ibs4
media
mnt
opt
proc
root
Pun
sbin
sry
sys
tmp
usr
var

o ANETBH. BBLRIPAIESATLZEI I MUTWVRWEDFFAETE

3,

RRWE: MUIThWIAFyTHRTY

o BANRTHED: jail(2), jail(8) https://www.freebsd.org/cgi/man.cgi?
query=jail8apropos=0&sektion=2

clone(2) &Linux NamespacelcBE9 3754

e Linux Namespace& (&

hitps://gist.github.com/udzura/155595¢ca21ae293e783c0ec1b08d3b78
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ref: https://contalner-security.dev/namespace/

Namespace {ZiZ Linux 5.9 OBRBTIX, X0 o2MBUET.
Namespace BE

Cgroup Namespace T &IZ cgroup ZERET S (Linux 4.6 »5)
IPC IPC % POSIX message queues 74 & %45k

Network FYPI—DTFRARPT FLRAGEEZSM
Mount TFANLVATFLESH

PID Tt 29T S (Linux 3.8 Hd)

Time DATFLAIO YO D—8HESBT D (Linux 5.6 i)
User  UID / GID #5B¥ % (Linux 3.8 H i)

utsS hosthame 5 8iv 5

e Mount NamespaceZDBET D, —#C. BBRIFAILZ AT LOREEZEND >

Mo
o DEtETDIDICARS B AT LI-ILE3DHDET

o unshare(2) . MU ULETOCRZH UL E-ERREHICAIBEE S,

2. PIDERIZMA LEFMOHFHRTIVENS

0 clone(2) « fork(2) AP pthread_create(2) D'AIBITHRIAT D, ML LEHT
FIRALw RO RZERT DA LT=)L. TSI0OWIC, FHimR T
CACBWTARIZEMED T D=ODEONSEND.

o setns(2) . MUMHULIETOEA%, BIFOLREZEMICAIBRS# 5.
o clone(2) ICTSITEFETH. forkéexecDMIT unshare/setns(2) ZIRUHT

EWSOHEFRNLBRR. SEIIE.

pld = Namespace,clone(Namespace: :CLONE_NEWNS) do
newroot = "/tmp/myroot”
# BELEL...
Mount.make_rprivat "/"
# procfs®w vk
Mount .mount{"proc", "#{mewroot}/proc*, type: "proc")

# RUEIMRTEHLIIC...

tount.bind_mount("/etc/resolv.conf”, "#{newroot}/etc/resolv,conf”)

# chroot
Dir.chroot newroot
$ ALUFTFALI Y E TERETHECDHIITTD
Dir.chdir /!
# sh ZEVWISWVDT...
Exec.execve ENV.to_hash, "/bin/bash”
end

_s § = Process,waitpidz(pid)
ps

https:/igist.github.com/udzura/155595¢ca2 1ae283e783c0ec1 b08d3b78
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$ sudo ,/mruby/bin/mruby mycontainer.rb
root@ubuntuzeed: /#

root@ubuntu2eed: /# apt update
root@ubuntu2084:/# apt install procps iproute2 iputils-ping
root@ubuntu2ees: /# ps aufx | head

USER
root
root
root
root
root
root
root
root
root

e

* GitHub

PID %CPU %MEM VSZ RSS TTY STAT START
2 0.0 @.9 @ e? S Dec13

3 6.6 0.0 e e ? I< Decl3

4 8.¢ 0.9 e e I< Deci3

6 0.0 0.9 e e ? I< Decl13

3 0.0 0.0 2] 0? I< Decl3
19 0.0 0.0 0 8 ? S Decl3
11 8.6 e.0 %) er I Deci3
12 ©.9 .8 2 o ? 5 Decl3
13 0.0 0.0 e e? 5 Decl3

root@ubuntu2ee4:/# apt install 1sb-release
root@ubuntu2e84:/# lsb_release -a

No LSB modules are available.

Distributor ID: Debian

Description:
Release:
Codename:

Debian GNU/Linux 1@ (buster)
1@
buster

TIME COMMAND

9:00
0:00
0:80
0:00
.00
e.e0
8:13
e:84
0:00

[kthreadd]

\_ [rcu_gp}

\_ [rcu_par_g
\_ [kworker/€
\_ [mm_percpt
\_ [ksoftirqgc
\_ [rcu_schec
\_ [migratior
\_ [idle_inje

o B3IV OATHEUKIBENTEDI LD . e, A>FFHEIRIITS
FB{IOCAD mount OBRICEEED W &EETEIRT D,

o W DHIEES SNamespaceZiBAN,

pid = Namespace.clone{
Namespace: :CLONE_NEWNS | Namespace: :CLONE_NEWUTS |Namespace : :CLONE_NEWPID

} do

newroot = “/tmp/myroot"
# BELAEL...

# procfs@®T 2 b

# BAMBARTEDLSIC...

# chroot

Dir.chroot newroot

Dir.chdir

I/I

# hostnameX¥ X, &
system "hostname seckun-1.local"
Exec.execve ENV.to_hash, "/bin/bash"

end

_» S = Process,waltpid2(pid)

P S

https:/igist.github.com/udzura/155595ca21ae293e783c0ec1b08d3b78
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% sudo ./mruby/bin/mruby mycontainer.rb
root@seckun-1:/#

root@seckun-1:/# hostname
seckun-1.local

root@seckun-1:/# ps auxf

USER PID %CPU ¥MEM VSZ  RSS TTY STAT START
root 1 6.9 e.0 ApB4 3228 ? S 13:26
root 5 9.9 8.6 7644 2824 ? R+ 13:27

s LIFOZLEEMEELLD:

TIME COMMAND
9:80 /bin/bash
9:80 ps auxf

o RA LD, JA>FFHOMIOTOLAEZRDI T ENTELL
o 27 F Thostname’h EEBLTEH, RANCEHEEESZA,

Y NI—D D5k

o RA MYBiENZRY RDO—OZERUL. BTBTIECTPIYFULUTHED

e netns DFEDETD. I RHs:

$ sudo ip netns add seckun-1
$ sudo ip link add name ethl type veth peer name guest-ethl
$ sudo ip link set guest-ethl netns seckun-1
$ sudo ip addr add 16.100.100.1/24 dev ethl
$ sudo ip link set ethl up
$ sudo ip netns exec seckun-1 \
ip addr add 10.166.168.2/24 dev guest-ethl
$ sudo ip netns exec seckun-1 \
ip link set guest-ethl up

o ip B DL DEHER

$ ip a s ethl

19: ethi@if9: <BROADCAST,MULTICAST> mtu 1508 gdisc ncop state UP group default ql

link/ether 6e:e9:07:96:1f:74 brd ff:ff:ff:ff:ff:ff link-netns seckun-1

inet 16.100.160.1/24 scope global ethil
valid_lft forever preferred_lft forever

$ sudo ip netns exec seckun-1 ip a

1: lo: <LOOPBACK> mtu 65536 qdisc noop state UP group default qlen loee

link/loopback 02:00:60:60:22:00 brd 06:00:00:00:00:00

9: guest-ethl@ifl@e: <BROADCAST ,MULTICAST> mtu 1500 qdisc noop state DOWN group de

link/ether Qa:67:12:6¢c:+f:df brd ff:ff:ff:Ff:Ff:ff link-netnsid o

inet 19.168.108.2/24 scope global guest-ethl
valid_1ft forever preferred_lft forever

e setns(2) EARLWTTFYVFTS,

https://gist.github.com/udzura/i55595ca21ae293e783c0ec1b08d3h78
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pid = MNamespace.clone(
Namespace: :CLONE_NEWNS | Namespace: :CLONE_NEWUTS |Namespace: : CLONE_NEWPID

) do
Namespace,.setns Namespace: sCLONE_NEWNET, fd: File.open("/var/run/netns/seckun-1
# ELFHL...

end

o Ry hI—DZBIZILTIHO>TNWD T E&HHER.

$ sudo ./mruby/bin/mruby mycontainer.rb
root@seckun-1:/# ping 10.1€98.1086.1
PING 10.160.188.1 (18.168.1€8.1) 56(84) bytes of data.
64 bytes from 10.100.1€6.1: icmp_seqg=1 ttl=64 time=0.186 ms
64 bytes from 18.166.128.1: icmp_seq=2 ttl=64 time=0.851 ms
root@seckun-1:/# ip a
1: lo: <LOOPBACK> mtu 65536 qdisc noop state DOWN group default qlen leee
link/loopback €0:00:06:00:0:€0 brd 99:90:00:00:006:00
9: guest-ethl@ifl@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1580 gdisc noqueue stat
link/ether @a:67:12:6¢:ff:df brd ff:ff:ffiff:ff:Ff link-netnsid ©
inet 16.160.100.2/24 scope global guest-ethi
valid_lft forever preferred_lft forever
inet6 feB8@::867:12ff:fe6c:ffdf/64 scope link
valid_lft forever preferred_lft forever
root@seckun-1:/# ip route
10.192.106.0/24 dev guest-ethl proto kernel scope link src 10.100.186.2

BEREE BUNWEATYTHRTY
o JUwZEEDIPYADL— REBREITNEINCHSNET . FIREEX THE
L&D
pivot_root(2)

o chroot(2) (JERICKDINunjail N TEDIDT. pivot_root(2) ZHESLDICT
Do

pid = Namespace.clone(
Namespaces: s CLONE_NEWNS | Namespace: s CLONE_NEWUTS [ Namespace: : CLONE_NEWPID
) do
Namespace,setns Namespace::CLONE_NEWNET, fd: File.open("/var/run/netns/seckun-1

Mount.make_rprivate "/

newroot = “/tmp/myroot"

# chroot® CHICERAD

# pivot_root TAHAXRRMAMLEDT UYL FHRA v FCLHLEWNTEL,
Mount.bind_mount newroot, newroot

hitps://gist.github.com/udzura/155595ca21ae293e783c0ec1 b08d3b78 BMT



20211728 URLHEB(FER < FZ&. - GitHub

Haconiwa,pivot_root_to newroot, true
Dir.chdir '/*

# procfs@®T O b
Mount,.mount("proc", "/proc", type: "proc")

# hostname¥ ¥ X 3

system "hostname seckun-1.local"

Exec.execve ENV.to_hash, "/bin/bash"
end

_s S = Process.waltpid2(pid)
ps

$ sudo ./mruby/bin/mruby mycontainer.rb
root@seckun-1:/# mount

/dev/sda3 on / type ext4 (rw,relatime,errors=remount-ro)
proc on /proc type proc (rw,relatime)

¢ chrootTunjaill’ TEBD &, pivot_root TTERNT L ZHEBL KD,

CCETTDEIE

o CTETTIACFTITRECEEREMIRETETCET | HEEDERDFL
&

DY —X ¥ AOHIH

cgroup OIE

ref: https://container-security.dev/cgroup/

cgroup RFBERETL—TEL, FOTL—FICRTI/ORAHLTY V—ROHKIEB
ET54#H T,

cgroup I& cgroupfs EMIFRB T 7 AL ATLEBLTRELEZY, <1
/sys/fs/egroup IR I FERTVET,

HBRTEDIYVY—ANTEEYTLATFLERY, CcPU aATHEPLATERE. 7otXR
BalEHBTEET.

o ANV BRSA2THYT (vITY)

$ sudo mkdir /sys/fs/cgroup/cpu/seckun-1
$ sudo 1ls /sys/fs/cgroup/cpu/seckun-1

cgroup.clone_children cpuacct.usage cpuacct.usage_percpu_sys cpuacct.t
cgroup.procs cpuacct.usage_all cpuacct.usage_percpu_user cpu.cfs_g
cpuacct.stat cpuacct.usage_percpu cpuacct.usage_sys cpu.cfs_c

https://gist.github.comfudzura/155595ca21ae293e783c0ec1h08d3b78 a7
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$ bash # Uz ILBLLIABLITD

$ echo $% | sudo tee /sys/fs/cgroup/cpu/seckun-1/tasks
251170

$ sudo cat /proc/self/cgroup | grep cpu
5:cpu,cpuacct:/seckun-1

4:cpuset:/

o JOUEAHNFEBLTWS.
e CPUBIRRZEMTS.

$ cat /sys/fs/cgroup/cpu/seckun-1/cpu.cfs_period_us

106000

$ echo 20000 | sudo tee /sys/fs/cgroup/cpu/seckun-1/cpu.cfs_quota_us
20000

$ cat /sys/fs/cgroup/cpu/seckun-1/cpu.cfs_gquota_us

20000

e CPU’&E5.‘
$ ruby -e 'loop { 2 ** 188 }'
o BIDH—Z=ZF )L TlopZFIDL:

top - 14:22:18 up 5 days, 59 min, 3 users, lead average: 1.12, 1.03, 1.01
Tasks: 218 total, 2 running, 216 sleeping, @ stopped, © zomble
%Cpu{s): 1.8us, 0.8 sy, @.e ni, 98.2 id, e.e wa, ©.8 hi, ©.€ si, 0.6
st

MiB Mem : 7959.5 total, 1600.9 free, 678.2 used, 6280.4 buff/cache

MiB Swap:  1953.@ total, 1951.7 free, 1.3 used. 6992.4 avail Mem
PID USER PR NI VIRT RES SHR 5 ¥%CPU %MEM TIME+ COMMAND
251218 vagrant 20 © 86504 22080 5344 R 19.9 9.3 9:06.72 ruby
173216 root 20 o 7828 5212 3480 S 1.6 98.1 19:13.22 tunmh
162677 root 28 © 1858780 4Be28 26996 5 €.3 0.6 B:35.97
containerd
1 root 26 © 169796 13826 8388 S 8.0 0.2 0:09.93 systemd
FRRRE: BUITWEZASFY THRTY

o AEUBHEULSICRIBEMNIBNET., BRKD

mruby@ 3 > F7 > TDcgroup®FIH

https:/fgist.github.com/udzura/155595¢ca21ae293e783c0ec1b08d3b78
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e 1-libcgroupDS W EES,
o 2-JFAIARVEDAPI ( Dir.mkdir/Filestread/Filetwrite ) EE-1ED, IT>
REIT>2B® S,

HEOIFE T,

system "mkdir -p /sys/fs/cgroup/cpu/seckun-1"

pld = HWamespace.clone(
Namespaces s CLONE_NEWNS |Namespace: : CLONE_NEWUTS | Namespace: s CLONE_NEWPID
) do
File.open("/sys/fs/cgroup/cpu/seckun-1/tasks", "w") do |f|
f.write Process.pid.to_s
end
File.open{"/sys/fs/cgroup/cpu/seckun-1/cpu.cfs_quota_us", "w") do |F|
f.write "20000"
end

Namespace,.setns Namespace: ;CLONE_NEWNET, fd: File.open("/var/run/netns/seckun-1
Mount.make_rprivate "/"

newroot = "/tmp/myroot”

# chrootZ ChICEA D

# pivot_root THXRIZAMLBOVTHY bl L M THRLE LT,

Mount,bind_mount newroot, newrocot

Haconiwa.pivot_root_to newroot, true

Dir.chdir /'

# procfsDT I+

Mount,.mount{"proc", "/proc", type: "proc")
# /dev/null &Y

Mount.mount("dev", */dev", type: “devtmpfs")
# hosthame¥EX D

system "hostname seckun-1.local”

Exec.execve ENV.to_hash, "/bin/bash”
end

o HRZEHEETD. BIDSY—ZF )L TropZWID.

$ sudo ./mruby/bin/mruby mycontainer.rb
rootfdseckun-1:/# yes >/dev/null

RERE: MU NEIAFYTHRTY
o thEM iresource limit { vlinit(1) ) OFEBHHRRLS.

HEFR DR

https://gist.github.com/udzura/155595¢ca21ae293e783c0ec1b08d3b78 1IM7



20211128 URLHEBFESER <FZEL. - GitHub

Linux Capabilities

ref: https://container-security.dev/capability/
Linux IZI% Capability &EMEIFH (AN HY., P27/ ABRUTORRICH L THEELZE
NMNBEETELENTEET,

o rootld [FTARTD) SAFLBMEDT-HDWERZEFR > TWLWAIH, —EOIERTt
DIMBEN GO, FE(C—EBOHEFRBUZVLVEEDLNHS. O>2FFTHN
(&, '
o 1024BBUTOMR— hEUY A UL 12E (setuidTETEERTNES..)
o —7. RADEECH—ILED 1 —ILDA1 2 A M—AEBRRERBTE
s EWSHERE,
o BFfl: https://man7.org/linux/man-pages/man7/capabilities.7.html

P'(amblent)

(flle is privileged) ? 6 : P{ambient)

P*'{permitted)

(P(inheritable) & F(inheritable)) |
(F{permitted) & P(bounding)) | P’(ambient)

P'(effective) = F(effective) ? P'(permitted) : P*(ambient)

P'(inheritable) = P{inheritable} [1.e., unchanged}

P' (bounding) = P(bounding) [i.e., unchanged]
where:

P() denotes the value of a thread capability set before the
execve(2)

P'() denotes the value of a thread capability set after the
execve(2)

F() denotes a flle capability set

o roothSREDIHEEED. LWLWIBRTIE
o fork(2) 92
o Bounding seth'S cap_xxx EEET
o exec(2) 93
o LWSFHIREHD L. HiUWITOTSATIE capx BEDOND.
» R (CNTEEH><DRDT... UhEEifRoT, RELTE
oK)
n FERORICHBUVT, P (permitted) = (P(inheritable) & F{inheritable))
| (F(permitted) & P(bounding)) | P'(ambient)

oot THRITDIRE = (BHKE & 288) | (2H/E & P(bounding)) |
BME

hitps://gist.github.com/udzura/155595ca21ae293e783clec1b08d3b78 1217
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n Ko TELOBRE. execveDED T Oz ADpermitted setidTORT

Mbounding setlC—E9 D
o cf. ping /{4 F LD file capability
o FlELT. [REZPRENTE/E oot user D1l

$ sudo capsh --drop=cap_sys_time -- -1

WARNING: libcap needs an update (cap=39 should have a name).
root@ubuntu2e04: /home/vagrant/haconiwa# date

Sun 20 Dec 2020 87:17:34 AM UTC

root@ubuntu2064: /home/vagrant/haconiwa# date s '1970-01-e1'
date: cannot set date: Operation not permitted

Thu 81 Jan 197@ 12:80:08 &AM UTC
root@ubuntu20e4:/home/vagrant/haconiwa# date

Sun 20 Dec 2028 ©7:17:44 AM UTC

root@ubuntu2ee4: /home/vagrant/haconiwa# id

uid=8(root) gid=8(root) groups=0(root)

o mruby Tl{3mruby-capability ’7TEBE 95 capability.drop_bound HMEZ S,

pid = Namespace.clone(

Namespace: : CLONE_NEWNS |Namespace: : CLONE_NEWUTS | Namespace: : CLONE_NEWPID
) do

# ...

# Capability
Capability.drop_bound{Capability::CAP_SYS_TIME)
# Add your own config...

Exec.execve ENV.to_hash, "/bin/bash”
end

$ sudo ./mruby/bin/mruby mycontainer.rb
root@seckun-1:/# date -s '1978-01-61'

date: cannot set date: Operation not permitted
Thu Jan 1 90:06:00 UTC 1970

root@seckun-1:/# date

Sun Dec 28 87:26:01 UTC 2028

o man RGBS CapabilityEIBA. TEUL T, BRELTHED

o 12, CapabiltyB%RIES DIERIMFIET D ( CAP_SETFCAP/CAP_SETPCAP ) (D
T. E2EBIAIFAEYURTT ENSDCapabilityZEE L TH Sexecve® 93,

RREE: BUThEAFYTHRTY

e FreeBSDDCapsicum{C DWTHATHBLES

https://gist.github.com/udzura/155595ca21ae293e783c0ec1b08d3L78
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o https://www.freebsd.org/cgi/man.cgi?capsicum

seccomp

ref: https://mmi.hatenablog.com/entry/2016/68/01/844089
seccomp (Secure Computing®BES LWL, LinuxizBWWTH Y FRy S AERBTH=0
2 7RO AFLA-NLORITEHEBT DHETT.

o AEINIC (XeBPFERLVD
o SAFLII-NHUHLZT AP, FEORHATREDREZZES.
o TEDI&EF?

o allowlist. denylist. errno®D3&HEIEE. FFEsyscalld bL-—2X. audit log~\D
i, 1—Y5> RIOJVSLNAOHMOZERnewl/2 &,

» mruby-seccomp TR (CET — &M TES: httpsi//github.com/haconiwa/mruby-
seccomp

$ git clone https://github.com/haconiwa/mruby-seccomp.git
$ cd mruby-seccomp && rake

$ ./mruby/bin/mruby examples/bash_wituout_mkdir.rb
==== It will be jailed. Please try to mkdir

$ mkdir /tmp/xxx

Bad system call (core dumped)

$ exit

[2451, #<Process::Status: pid=2451,exited(159)>]
==== It will not be jailed

$ mkdir /tmp/xxx

$ 1s -1 /tmp/xxx

total @

$ exit

o CCETOBEILFTFHICHEIPADRS:

# Capability®@EBIM LAY

context = Seccomp.new(default: :allow) do |rule|
rule.kill(:mkdir, Seccomp::ARG(:>=, B), Seccomp:i:ARG({:»=, 8})

end

context.load

# execvelRICHBICZAHS,

# Capability
Capability.drop_bound(Capability::CAP_SYS_TIME)

Exec.execve ENV.to_hash, "/bin/bash"
end

https://gist. github.com/udzura/155595ca21ae293e783c0ec1h08d3678 1417



2021128 URLHABZIHIEZ <& - GitHub

$ sudo ./mruby/bin/mruby mycontainer.rb
root@seckun-1:/# mkdir ., /foo
Bad system call (core dumped)

e UNIX2—HHERY~Capability S (IFEROBTH I L(CERTDI L.

cf. Linux Security Module (LSM)

HE &L FEEERE: MUITNIAFYTHETY .

. AppArmor

ref: https://container-security.dev/lsm/apparmor.html

AppArmor & Linux Security Module (LSM) ®—DT. Mandatory access control
(MAC) ZRBLTULET,

FINr—2avlelcdoorA LEBRTHCENTE, BEDIFANADTIEAR
PURTFLA—LORUHLOKBREFT I CENTEET,

o AppArmorl(d 1)1 U DpathB4I T )7 OCABAT O P A NERETSD
CENRTED. /A FUBLIEContainer Security BookD#ilZ 888,

o JOTU7ANEBRAYTIMERT. T TIEM.

$ cat <<PROF | sudo tee /etc/apparmor.d/nohosts
#include <tunables/global>

profile nohosts {
#include <abstractions/base>

/etc/hosts r,
fusr/bin/cat ix,

}
PROF

$ sudo apparmor_parser -r -W fetc/apparmor.d/nohosts

o aaz-exec CIMATFPAILERIDbashZREITDIE., AIHETEHWLITE..
/etc/hosts oV 3cat Y REHTOHEMTE D,

$ sudo aa-exec -p nohosts bash -1
bash: /etc/profile: Permission denied
bash: /root/.profile: Permission denied

bash-5.0#

bash-5.8# cat /etc/hosts

127.8.0.1 localhost

127.8.1.1 ubuntu2e84.localdomain

# The following lines are desirable for IPv6 capable hosts
d localhost ip6-localhost ip6-loopback

hitps://gist.github.com/udzura/155595ca21ae293e783c0ec1b08d3b78 18117
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ff82::1 ip6-allnodes
ff82::2 ips-allrouters

127.6.¢.1 ubuntu2004.localdomain

bash-5.0# cat /etc/passwd

cat: /etc/passwd: Permission denied
bash-5.e# id

bash: /usr/bin/id: Permission denied

o mruby Ti{Zmruby-apparmor/XTEEE T D Apparmor.change_onexec TEIZFDRIEL
T&ED. AT OMFHAFHE, EES5NMEVS EFYERTOIP1ILDOESBH
REEWDS T ETHBE,

o https://udzura.hatenablog.jp/entry/2016/12/09/155055
o https://github.com/haconiwa/mruby-apparmor

o LSMORODEIRERE LT, SELInuA®TOMOYO LinuxIFBEZ SN ESD. R

KRSIDL S ED EMAENDEDIDELW DG,
o https://lwn.net/Articles/808048/

SHDFE LD

o EHEOOCRZVVNCLTHIIZE. O2FFELUTERSHCOWLWTHN
1=
o HIOBBODED. tIHGEOHIIR,. UYV—ADHIR. RO &LD 3L
Hd.
o BELETELWICSIFITOBOIFF 2 BBOTOCADER &3,

o XUy hEHD (BRIDERSE. RIVE) . TAVUY FEHD (R OMRES
HELCH U BREZIARLY) .

EB seckun-902-lasttask.md

O\ —T B

» HETSRETRV. BREOABSTE(CIIN—TEZERULTLIZE,

o BRIHCHRENSDIHRBIATL v R — bk [RBERDSITS— b (1/10) |
HRMEANTLEZEZN
(https://docs.google.com/spreadsheets/d/1KxwDcHwoNebKUiOSFTQDFF1eAq
_OleolLUPvckxabofk/edit#gid=1999206161)

o IW—TTFs XDy auLih., BEAEREEEELLENSEHHLTE
BEBEBZITLLIEZ,

https://gist.github.comiudzura/155595ca21ae293e783c0ec1b08d3b78
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o SODIPEDOBEIC (TSRECIEXTTHVERADT) BEFHEZHERLTH
EREEET.

e 1) Linux namespace DEIHFZIEER T SH8//\DIY > REEEIEmuby X DU hE
K& 2o hEBER K.
o &3> Thnamespace MBS NIETOCRAEMEDH] [ESWVWDHAT
SRMETNTWDTENRETEIN #BZD L.
o 8§DRT TR EEBRULWL 1.1) UTS Namespace 2.2) Net namespace (D2 Dh\
BED#EMS ERLDE LR,
o b. ZF/z. Ubuntu 200407 « A bO%E/R—ICTime NamespaceDENMEFEER
FIBCEESTNIVWINER L,
e 2) cgroup (TR BEBHNENTNDIDE, IV REL([Emuby RO UT M THRER
ITHFIEEER. .
o (&3> UcgroupHFHIRESNIZETOCAZESMN [ESWSHAHTHE
SNTWBSTEHETED N BEEBERXD L.
o 1.1)CPU. 1.2) Memory. 1.3)pids®3DMO> FO—SENENICDVWTR
B3EEL.
s FlRiZvinve ESSTEEDIR.
o b TNENDI> PO—S—MNEDLSRBBRENITIHIIIRE L.
¢ 3) chrootZit.
o a. chrootlZEDSVSRAEMIE MBI DN TEIHREEL. PoCERE
B
o b.&E/=, pivot_root (X chroot &&EDIDH\. Linux NamespaceDBHE LS
HETERL
e 4) capability(CDWLWTHRBEE LK. €OLTRTICER L.
o a ping Dfile capabilitylCk D, IAEF—#I—FHICMP SocketZFNDDH
et &,
® net.ipva4.ping_group_range EERTIMNENHD (Ubuntu 20,0473 &)
. —BZOERE(X net.ipvd.ping group_range = 1 8 & U TREFE X
o b.TIAIMEEDDocker I>2FF T, root 1—HUN date -s BRITT
ZiRVEBEAN, BREFNARERIAE K.
o ¢ mruby BT 2) CREOFIRZRULS TV ZREE L.
¢ 5) seccomp OBEEICDWTLITOREZITX . CEEDIEN, HaconiwaDERLY
BrarubyZFBUTERLY,
o aiRDA MJX - ORE EBVEEROFIRZRE.
o b JSvOURN OMELEWVERZEOTIEERE.
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