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In this lab you will manually:

* Create an Amazon Virtual Private Cloud (VPC)

¢ Create a public and private subnets

¢ (Create an Internet gateway

¢ (Create a Route Table and added a route to the Internet

e Create a security group for your web server to only allow HTTP traffic to your

web server

* Create a security group for your MySQL RDS instance to only allow MySQL

traffic from your public subnets
* Deploy a web server and a MySQL RDS instance

e Configure your application to connect to your MySQL RDS instance
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Filter by VPC:
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é *L L A % O) Li E EE’ ( » E; Q, selecta vPC region.
AN | o)

VIRTUAL PRIVATE A
CLOUD Resources by Region

Your VPCs C Refresh Resources

Launch VPC Wizard

Launch EC2 Instances

Subnets You are using the following Amazon VPC resources

Route Tables

VPCs NAT Gateways
Internet Gateways See all regions 1 See all regions
Egress Only Internet
Gateways
Carrier Gateways Subnets VPC Peering
; See all regions 4 Connections

DHCP Options Sets See all regions
Elastic IPs
Managed Prefix Route Tables
Lists See all regions 1 Network ACLs

d See all regions
Endpoints
Endpoint Services

Internet
MNAT Gateways Gateways Security
. e See all regions 1 Groups
Peering Connections See all regions
¥ SECURITY
Network ACLs Egress-only
" Internet Customer
it

Security Groups Gateways Gateways
VIRTUAL PRIVATE Seeall regions 0  Seeallregions
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3 > D Name tag - optional
rl S 4 ~§: _
o % & 7L ) / — O) )ﬁ 7Ll % Creates a tag with a key of '"Name' and a value that you specify.

my VPC

TS5 & ED“Create  ***";R

RUITIBRE,. HEDOE FICED e

BEXNFT, (RTZO—ILL  ovrmmmm
HWEHTIARWT RG>

=Y. ZEIDEM(ZCreate .
IZl>TW2) T 5280 H

your resources or track your AWS costs.

Key Value - optional

Add new tag

You can add 49 more tags.
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Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-
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yum -y update

yum -y install httpd php mysql

chkeonfig httpd on

service httpd start

cd Sfvar fwww/html
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e FE37TD OV NIZRL
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Z1E—&R—XAFLT
CrZa Ly, (FIBEEWN
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splfspl-13/seripts/fapp.tgz

tar xvfz app.tgz

o J— N — Jll chown apache:root fvar/ wes/htm]
FANZITHhT . FlE

¥ Network interfaces i

Device = Network Interface Subnet

eth( New network interface v subnet-0ac

Add Device

v Advanced Details

Metadata accessible (j
Metadata version (j
Metadata token response hop limit (i

User data (i

php-mysql

atzs7Vvo95E0
tfj__'7b€—Z? 2? EE 7;-0

> Create new file system

Primary IP

deeb5f v Auto-assign

Enabled
V1 and V2 {token optional)
1

® As text O As file O Input is already

Secondary IP addresses IPv6 IPs

Add IP

A
A
A

baset4 encoded

Add IP

FEEE ISR £
INICE Y, —NEFEIC
RITESNXT

IESER

(Optional)

FRa<> kA

Cancel = Previous

Pl
Review and Launch

Next: Add Storage
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« AWSTIZEL A Y7y FTH- Create security group e
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& > X[ IZSecurity Group* L& Basic details
THZEETCBEZHEL X, Secuty group
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VPC Info

vpc-afa21fd7 (DEFAULT-VPC)

Q |

o .
172.31.0.0/16
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This security group has no inbound rule




Type Info Protocol

Custom TCP A TCP
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L\) PostgreS0QL J—



Inbound rules info

Inbound rule 1

Type Info Protocol  Info

MYSQL/Aurora

Source Info

Q

Portrange  Info

3306

Description - optional  Info

Delete
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Add subnets

(13
He 1

Maulahuluty ZDr‘IES
Choose the labilit e< that include the subnets you want to add

3
=

|
N
e

| us-west-Za X | | us-west-2b X

Subnets
Choose the subnets that you

| subnet-01a15554f4f10a20f (10.0.3.0/24) X |

| subnet-04d6ffb15F122fbeb (10.0.4.0/24) ><|

| N &4

RN HFES =
M © e} ), ffR

%l

R et | O W

AX Subnets selected (2)
b - 7’— ~ Availability zone Subnet ID
ubnetic
N
< 7—: é L\O us-west-2h subnet-04dE6ffb15f122fbet
us-west-2a subnet-01a15554f4f10a20f

want to add. The list includes the subnets in the selected Availability Zones

CIDR block

10.0.4.0/24

10.0.3.0/24
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Virtual private cloud (VPC) Info
VPC that defines the virtual networking environment for this DB instance.

2':% ” T\ j: My SQ I— T & ~N— X 7& My VPC [\lrpc—DEaB‘IeSBBlaQSad?.SDQJ _ | v
AYRP=LLET, B ™ ond e B 2B, VES ) )T

« KIRTIEBBERDIOLH Y, o DL Y ET
&amawﬁﬁum¢bfmi¢o = T——

Subnet group  Info

._\\

> \ DB subnet group that defines which subnets and IP ranges the DB instance can use in the YPC you selected.

o« T—RXXN—=XPTHKT DL TIEZY

i N my sbunet group v
% TOT, LIFNIEH t%
& O Public access Info
‘HLLNEHA,

/I_J\L/T:E)J:L\‘]b:é) ves

Amazon EC2 instances and devices outside the VPC can connect to your database. Choose one or more VPC security groups that

T k 1 1 Lj: s 7(— % * 1§ﬂ EE .(\\ specify which EC2 instances and devices inside the VPC can connect to the database.
as BH7L 91K =1 0 o

_g— ) RDS will not assign a public IP address to the database. Only Amazon EC2 instances and devices inside the VPC can connect to
your database.

VPC security group
:l: ~ “ Choose one or more RDS security groups to allow access to your database. Ensure that the security group rules allow incoming
L4 TJ' N r e e S N S a u S traffic from EC2 instances and devices outside your VPC. (Security groups are required for publicly accessible databases.)
A 1 | b | L - 7" ~ T L \ % 75\ % E =4 l © Choose existing Create new
V a I a e — C}\ O |:|I[_,\ Choose existing VPC security groups Create new VPC security group
N
i - L \ Existi ng VPC SECUI‘iI}f groups
— o

e X

Availability Zone Info

Mo preference v



v Additional configuration

Database options, backup disabled, backtrack disabled, Enhanced Monitoring disabled, maintenance, CloudWateh Logs, delete
protection disabled

Database options

. Z:%E. f\EQA_rE 72 (,j:—a-l\ [/ i —-g—— Initial database name Info ‘

| myDB

If you do not specify a database name, Amazon RDS does not create a database.

DB parameter group Info

default.mysqgl8.0 v
| |

Option group  Info

| default:mysgl-8-0 v ‘

Backup

Creates a point in time snapshot of your database

Enable automatic backups
Enabling backups will automatically create backups of your
database during a certain time window.

Monitoring

Enable Enhanced monitoring
Enabling Enhanced monitoring metrics are useful when you want to see how different
processes or threads use the CPU

Log exports

Select the log types to publish to Amazon CloudWatch Logs
Error log
General log

Slow guery log

1AM role
The following service-linked role is used for publishing logs to CloudWatch Logs.

RDS service-linked role



Databases

@ Group resources C Modify Actions w Restore from 53

| Q, Filter databases |

AvailablelC B2 F CEFEHET

ne Region & AZ Size
2L Community us-west-2a db.t2.micro & Available -
\ | 4 Connectivity & se
Endpoint & port
Endpoint
mydb.cgustb&Bocot.us-west-
2 rds.amazonaws.com
Port
DB identifier 3306
mydb

Availablell7Zm > 7=6bDB&ZAx= 27 Y v 7 L.

VIIR—XPLET

Networking

Awvailability zone

us-west-23

WPC
My VPC (vpc-
063 1e388a98ad7309)

Subnet group

my sbunet group

Subnets

subnet-04d6ffb15f122fbes
subnet-01a15554f4f10a20f

hboAxaabE—L, Web7 7 U4 —3 3

Security

VPC security groups

Database (sg-
Oecd3233d1a49a7c9)
[ active )

Public accessibility
Mo

Certificate authority
rds-ca-2019

Certificate authority date
Aug 23rd, 2024

TICIERAERRLET
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