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Design for Failure with AWS

Tools to make your life easier
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« On-demand self-service
« Broad network access

« Resource pooling

« Rapid elasticity

« Measured service
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Monitoring Security Groups with Amazon CloudWatch Events
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Topic: i Step Function:
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CloudFormation:
Clean Room

Topic:

Record
Metadata
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Topic:
Instance
Incident

Forensics Report
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Amazon GuardDutylC#HDZ{t
OO WEE—> Dr—> ERIOBEH—> MW

Amazon GuardDuty
Amazon GuardDuty is a
threat detection service that
continuously monitors for
malicious or unauthorized
behavior to protect your
AWS accounts and workloads

Enable GuardDuty
With a few clicks in the
console, monitor all your
AWS accounts without
additional security software
or infrastructure to deploy
or manage

CloudTrail Logs

VPC Flow Logs

DNS Logs

Continuously analyze
Automatically analyze
network and account
activity at scale, providing
broad, continuous
monitoring of your AWS
accounts

Intelligently detect threats
GuardDuty combines managed
rule-sets, threat intelligence
from AWS Security and 3rd
party intelligence partners,
anomaly detection, and ML to
intelligently detect malicious or
unauthorized behavior

Take action
Review detailed findings in
the console, integrate into
event management or
workflow systems, or trigger
AWS Lambda for automated
remediation or prevention
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1.7 Eliminate use of the root user for administrative and daily tasks
fAutomated)

Profile Applicability:

* Level 1

Description:

With the creation of an AWS account, a root user is created that cannot be disabled or
deleted. That user has unrestricted access to and control over all resources in the AWS
account. [t is highly recommended that the use of this account be avoided for everyday
tasks.

Rationale:

The root user has unrestricted access to and control over all account resources. Use of it is
inconsistent with the principles of least privilege and separation of duties, and can lead to
unnecessary harm due to error or account compromise.

Audit:

From Console:

1. Login to the AWS Management Console at ke o

2. Inthe left pane, cli t

3. Clickon I '

4. Open of Save the file locally

5. Locate the - unz> under the user column

6. Review last_used_date,

when the root user was last used.

From Command Line:
Run the following CLI commands to provide a credential report for determining the last
time the root user was used:

t | baseéd -d |
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AWS Security Hub

Quickly assess your
high-priority security alerts
and security posture across
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comprehensive view
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[extra768] Find secrets in ECS task definitions
variables (Not Scored) (Not part of CIS
benchmark)

[extra765] Check if ECR image scan on push is
enabled (Not Scored) (Not part of CIS
benchmark)

[extra764] Check if S3 buckets have secure
transport policy (Not Scored) (Not part of CIS
benchmark)

[extra764] Check if S3 buckets have secure
transport policy (Not Scored) (Not part of CIS
benchmark)

[extra764) Check if S3 buckets have secure
transport policy (Not Scored) (Not part of CIS
benchmark)
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What is lock-in?
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