<2007 —F5
DF v INE1

MKRE AN —tFa Vst 5—
B 1R




SAoO7—=F70OFvINE1L

p XAOO7—FO0FvREEL
» CPU (CXI T DINE

> Meltdown IXZ

» Spectre IRE

» EFT (%fm)
» JOtvwYS =L —F%ZE DT Spectre DEFAT




NAOOV —F7T3
FL(&




NAoOOQV —F7IF v Ll

» dE1—4 - S AT LADOHWHRIEL 177D 1D

» oty bF—FFTTOF v (ISA) OEREICBITDI V7 —F5
IDF v 7&xigd

> VIBNIDTTP/)I\—ROTT7OIERICAE

IV —23>
=RILDTT7 (525914 L1N)
ARL—F 4 2O RA5 I
ety N —FF0F v
XA2oOQ7 —F70F v

[O]#%
5I\A X




WHRIELAVPEtEFa1 U5

> TFI7ROEI—FSRFLDIEDHICIFINTDL
AV TCTEF2IVT A EZET DINENDD

> RSN TWDESH, BlDOLATTHERE=NTWTED
ANSYANA

» REWRELPITVLATHEDND

IV —23>
=RILDTT7 (525914 L1N)
ARL—F 4 2O RA5 I
ety N —FF0F v
XA2oOQ7 —F70F v
[O]#%
5I\A X




WHRIELAVPEtEFa1 U5

> TFI7ROEI—FSRFLDIEDHICIFINTDL
AV TCTEF2IVT A EZET DINENDD

» HRIE=NTWDZH. BIDL A TVHREENTWTERD
ANSYANA

» REWRELPITVLATHEDND

7T —2 3> @ 77w

SRLDTT (5o51L) | @ St

ARL—F 4 T2 RAFT I « Ny I7A—/{—20

Rty N —FFTF v

NAoOQ7 —F7TF v « Spectre, Meltdown, .
(o] % « F2

S aIAN 74 « JOo-J. Bv




NAOQF7 —FF7O0F v IELE

> Z;GDT—i:?U?V@%%(CE3’5%55'@(:%]‘3’5
e

> VIRNITTR—-R - XAM0OQ7 —FF70F v INEE
> JI\—RIDT7 - VI RNITFETARERESNTLDHEEE (A

H-IB-Hh) BDSNOBIWERZIRRC 9 C & ICKBDRENZE
IRESINTULD

> VIRNITTF7HMBSRZBIED1—HFSRAFTLADIREE (77—
FTOFv - A5—bK) E/I\—-RDOTT7OREMREE (W1~ 0O
V—FFOFv - A5T—b) OEWVWCEBL. Y1 RFvxRIL
E(CKDAREE TERVEIRZEE - AT 3FE

» Meltdown [M. Lipp+ 2018]
» Spectre [P. Kocher+ 2018]
> ..

> BRERITICRD T —FFTIFv - A5 — haeBSRRDIFE
» Rowhammer [Y. Kim+ 2014]

} CPUICXS T DINEE

[M. Lipp+ 2018] Meltdown: Reading Kernel Memory from User Space
[P. Kocher+ 2018] Spectre Attacks: Exploiting Speculative Execution
[Y. Kim+ 2014] Flipping bits in memory without accessing them: An experimental study of DRAM disturbance errors




NAOQF7 —FF7O0F v IELE

> NAOO7—FF0FvDEE(CERITIMIEECHTITD
EE
> VIRNITTR—-R - XAM0OQ7 —FF70F v INEE
> JI\—RIDT7 - VI RNITFETARERESNTLDHEEE (A

A H-0IB-H ) DSNDOEBWERZIRK 9 & ICKDNENSS
SERENT HEancna

(y VIROITITFHBEZBZIVEL IS RFADRE (7—F )
7_'99:17 « XAF—hK) EI\—ROTT7OREMAREE (X120

“k55F - 25— RN) OBNCEBL. B4 RFrRIL
& 2 (- L DAREE CE R VBRERVE - AT 3FE

» Meltdown [M. Lipp+ 2018]
» Spectre [P. Kocher+ 2018]
\ D /
> RN EITICKD T —FFTTFv - A7— haEBESMRADIFE

» Rowhammer [Y. Kim+ 2014]

} CPUICX} T DINEE

[M. Lipp+ 2018] Meltdown: Reading Kernel Memory from User Space
[P. Kocher+ 2018] Spectre Attacks: Exploiting Speculative Execution
[Y. Kim+ 2014] Flipping bits in memory without accessing them: An experimental study of DRAM disturbance errors




NAOQF7 —FF7O0F v IELE

> NAOO7—FF0FvDEE(CERITIMIEECHTITD
EE
» VIBRIITR—-X - X140O7 —FF7D0F v INE
> JI\—ROT7 - VI BNITFETARERESNTULDHEE (A
P-4 -H ) DN DORWERZIRC I C EICKDNENSE
IRESINTULD
> VIRNITTF7HMBSRZBIED1—HFSRAFTLADIREE (77—
FTOFv - A5—bK) E/I\—-RDOTT7OREMREE (W1~ 0O
—FFTOFv - A7—bF) OEWVCEBL., Y1 RFvxRIL
WE(CKXDARKEE TERVEIRZEUS - A9 3FE
» Meltdown [M. Lipp+ 2018]

» Spectre [P. Kocher+ 2018]
RERET

[» SRETICEDT—EFTIF v - AT — NEEX MR Z3FE ]

} CPUICXS T DINEE

» Rowhammer [Y. Kim+ 2014]

[M. Lipp+ 2018] Meltdown: Reading Kernel Memory from User Space
[P. Kocher+ 2018] Spectre Attacks: Exploiting Speculative Execution
[Y. Kim+ 2014] Flipping bits in memory without accessing them: An experimental study of DRAM disturbance errors




CPUICX] I BINEE




IREE T DT (CAERTR R 56K

Frwv>aXEy

7 AT A= BET
TR C K DIHESETT
V=T TFv AT—bh
NAoOQ7 —FF7IOF v AT7—b
YA R FrvRIVINE

vV v v v v Y




y,

(11

Frwv>aXs

CPU

> AEURBEBOWBKRERR JOtyyay !
N e g *
r NBEEFEEEI TR LRI TF7AIL
v B
> VI BRIDT 77 EXTURERE

» VIRITITHMSRADIAEY LiFrysa

N
~ 32 KB
y LTRY L LSRYEE Ly 23 /'- - S
> R 7KL prvsa
> 4

by EE5E [HIE (RI8) —4piE ) o
DIV ELTH S AEUTS RO-5

> VIRNITT7MSRAIBNWAELD XEUJNR
> Frwva ]

FECIE

» BZ WS EZE [FER] EuD ~ 128 GB

> XEV7IORAFCFvrYvSa1(CRFFUTHE.
RE1 7701 B (C{ER




0 NATA—SFarmEIT

» JOYHHaRERITIDHAAND LD

» B—J)N PC. AY— T A 2R EDCPUIFIFEFINRNTID
N ZIRA

» TO0SLDEGHIRICEFRIR<GRERITI DA
> oA A HEIT (HRIBED(CRITIBHR)
> POMATA-STOYY

» JOLYHATHSHEOKEFEREGREHETL,. STEICHER
F—AIMNZB oD h BEICEAEAEITLTLL

» M= OOV IOYADILETZD D BERITEN S
> R OEEHMEME. SHEEIDEM




PIORATA-STOLYY

» JOyOEHREIERIORS
> I\ATSA 21k
> Z—)RB5
> T RAT AR DET




JOtwvHo)\1 T 51>k

» JOVHDI\ATSA 21k
» JOtvHOERNRERILFEL
» JOCYHENERDIN\ATSA > THK

— (EBRH(CE) BRENE->IL—T v bNE

> AT SA2AEDHI

insn0.fetch, dec, exec

Single-cycle

insn1.fetch, dec, exec

insn0.fetch

insn0.dec

insn0.exec

F 3

1 clock cycle
< >

Multi-cycle

insn1.fetch

insn1.dec |insni1.exec

insn0.fetch

insn0.dec

insn0.exec

SRATHFFEI A

Pipelined

insn1.fetch

insni.dec

insni1.exec




(=3=)
SR\ TS >JOtwvy

» JOVIR (41>A—4F70tvH)
» 5ER(C3E|—Fetch, Decode, eXecution, Memory, Writeback
Yo T

Register
File
P> s1s

- - 1
s i i

F/ID




A—)\AHhZ70tvy

» I\ATSA 2 =EHRFOTOLYVY
» 1 DDA TS+ >—IPC (Instruction per Cycle)DEXIE 1
> I\ATSA>D (] ZIE>I Z & TIPC>1Z2XEIR

regfile

Scalar
pipeline

Superscalar
pipeline




A—INABDSCHITDTREIT

Single-issue 1 2 3 4 5 6 7 8 9 10 11 12

1d [r1+0]=>r2 F D X M W

1d [rl1+4]=>r3 F D X M W
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» CVE-2017-5754
> HIE

> HERZRIT/AWVWI—YH PC OH—FRILAEY EMPIEAE
U ([CEERICTITRT DT ENATRECIR DS

> WEFE
> MR PC ETRETOT S LZERIT

> DS RY—ERDLIBHEBI AT LANDREZEZR D
& DI —TDIEIRICT Oz A EJ6E

> SCEEH
» Intel CPU ZEA U XTI *1
» ARM Cortex-A57 ZEFHUTES A7 A *2

*1 https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00088.html
*2 https://developer.arm.com/support/arm-security-updates/speculative-processor-vulnerability
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HZzENWTHL (R TsNnd ehitzicd)

2. PISNDFEET D THSDUBDR(IC, 7O ERZ
CPUDF v a1RTHERT KD ZE N TH <

3. POTCANBELESNTWDIBIEICT7OTEXTD L. Hilst
WFELE U TUENRIRTIEND

4. POBATA=S=FITICKD, BISFELERTIC2. DYULIE
WEITEND

5. 4.DCPUDF w15t ID ZECKD, YREXE
VD EDIBFRIC T O ANERIEESN TUVDIEHRN D DN
ZHIBTLU T, SIRIDIENARELRD
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> CARTOVSLAZERTCHD

1 raise_exception();
2 // the line below is never reached
3 access(probe_array[data * 4096]);

> I AT A= EITTEIHIMEDNIEE —EFEIT

<instr.>
<instr.> E
Z 3 F—£FOF v AT~ h

LA NDLt <instr.> | B FEH LA
<instr.> [——— [Exception ] NAoOQr7 —F70F
<instr.> <instr.> . AT — NMIEFR
[ Terminate | <instr. > g g §

<instr.> 5O°
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» probe_array\DOF7 IO AKEIZAMETDE - - -

£~ 500
;5 40
2 & 300
é‘.‘.} 200 & | (L I | L
0 50 tl{)ﬂ 150 200 250
Page

BAS MM 77 O AMNROIWR—HEFETE

» probe_array[data*4096] (C7TJTALTULZE - - -

» data = VIOTCADRNWNR—ZFS
(probe_array (F1E3%1B. R—>H41X4 KBZIEE)

b MO0V —FF0F v AT— MMOEWERAN SdatadDBHETE




IRER—=7

> DBDFNERIH?

35




RER—-=7
> 5LDODENZFVIREEICRDEFIH

> BTl OTXEER%RIB & E(Chardware prefetchH\ s
RWKDICTBIED
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> fER. VO AREMNERSIND

» Hardware prefecther(ZEARB (C(IMPEXEV 77 RLA UM
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»p EROWEI-RZRETHFELLD

1 ; rce = kernel address, rvbx = probe array
? XOr rax, rax

3 retry:

+ mov al, byte [rcx]

5 shl rax, 0Oxc

& JZ retry

7 mov rbx, qword [rbx + rax]




MeltdownIXED[RIE 5

»p EROWEI-RZRETHFELLD

1 ; rce = kernel address, rvbx = probe array

? XOr rax, rax - rax = 0

3 retry:

+ mov al, byte [rcx] rax (CIFEON U-BlISNRAE

5 shl rax, Oxc rax = rax * 4096

6 jz retry WE(CKM UGS OIRT

7 mov rbx, gqword [rbx + rax] rbx+rax DF—AHZF v 1 (CHED

» X8GNAHL X% (A~D)

RAX (64bit)
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» Kernel address ?

» Linux&EMacOST (. MeltdownDI RN AIZL I DEIE T,
OO0 RLXZER(CUserEREkernel BRI E YWY E
SO UTCTE—OR—2FT—TJ)LCEEITDION—fEIEo /=

> D—FILERCES AT LADEAEYZS A LT RRYT

0 max
Physical memory
User ) ) + Kemel
0 47 47 ] : —1

> TODESH. BIHERIDH) I-TTO0Rn5YS >
DIEBOYIEEXED 7 FLX(CX LTItz Av]6EE
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» OSTOXFRNBEIEE

» LinuxT(34.15CTY—=>. 4.14.11, 4.9.75. 4.4.110CEF!
FA=IgE

» Windows, MacOS THXIRFH

» 737% 1 User-mode & Kernel-mode TJ7 R L X ZEf %= &l
INFITEZTE7ITTATERL

» A PRLAZTSRONS
» Kernel page-table isolation (KPTI, PTI, KAISER)
» E(IMeltdownMEDMB KD BRICER=NTLE

» Kernel Address Space Layout Randomization (KASLR) /%4
DRfESSIEXT R
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» CVE-2017-5753, CVE-2017-5715
> HIE
> EHRIEITICEAIT DI XRAICED
» IWEHSE
r WEEHEMFEMNECO—RZEHE
» 2 DDihtE
p EH—TOTRZEMADKE
> A=A O7o X EzE> CIRE
> RIEEH
» Intel, AMD, ARM OOtz vt
» Meltdown KD EBEHEK
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1. D TOTCADIFENZEITT. ZENTIEWLIFRVVEER
ZCPUDF VS 1 XEYUICHEAFADLDS (ICHEITS

2. BIOCRTHFrvS 10ERZERIDIET. &
NTIEWFRWEIRZSHD Z N EIREE 12D
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» IWE 1  DIKFAH=RZFAEULEINE
» UTFOO—-—RZEZBXTCHFELLD

if (x < arrayl_size)
y = arrayZ2larrayl[x] = 4096];

> arraylDEREXR(E 1 BZETE

> FI I IENTakenCFRIEND L ODIEFRIZsEFEHE
JEARREZ A ETE

> T, xXDEZEETMRXDEEDIRDIN?
> IMEER(C T ORI BT RLRIE

» array2 base + [arrayl base + x] X 4096

> EDOTV RLRADT—IRFr v a(CEHED TLDINRANRD
C & C[arrayl_base + x]DIENDHD
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SpectreIRED[RIE 3

> DR S IREDOR R

if <in bounds>

> DRSO EFICRLSRDIEFRS LMo TEh F
A= AR (SR EDHZE(CFr v (T —HECHE U
IREOIED
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SpectreINEDIRIE 4

> INEE 1 IR

> xDIBE ’a’:ar‘r‘ayl[x]D‘ii%jﬂﬁ‘flA@@Z\%’%ﬁT RLXIC
MHITBDELDICERTERIREIRC &

» arrayl _size&array2h'Fr v 1N TH59. WEIF
BAFryvSasncndas

arrayl_size

arrayl_base array2_base

arrayl[x]

array2[arrayl[x]*4096]

» xICRE I BE GG taken (T FRIIRD KD FRIge =
BIQTWadCZE
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> IREE 1 BRIZDSMAF

> xDfEZarrayl[x]IFRRTOT S LAOMERIBHRI KL X(C
MIEITDKDICEKERIGEIRC &

» arrayl _size&array2h'Fr v 1N TH59. WEIF
BAFryvSasncndas

arrayl_size

arrayl_base array2_base

arrayl[x]

array2[arrayl[x]*4096]

> xICRIT DEEDIEHtaken(C TR D LD DI BRI = F
G TWnWdZE
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> INZE 1 BRI DT

> xDIBE Ear‘r‘ayl[x]D‘iig‘?jﬂﬁflA@mzﬁ’%ﬁT RLXIC
MHITBDELDICERTERIREIRC &

» arrayl _size&array2h'Fr v 1N TH59. WEIF
WAFrrvasnNTnNdT &

arrayl_size

arrayl_base array2_base

cache miss
arrayl[x]

array2[arrayl[x]*4096]

cache miss

> x(CET DDA taken (TR D K DIk FAlgeE F
BctTcndlLs
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SpectreINED[RIE 4

> IREE 1 BRIZDSMAF

> xDiEZarrayl[x ]V RTI OIS LAOWEIFHRT KL XI(C
WIS DRDICEHERREIRC &

» arrayl _size&array2h'Fr v 1N TH59. WEIF
WAFrrvasnNTnNdT &

arrayl_size

cache miss

arrayl_base array2_base

arrayl[x]

L 65
o B2 .
Qvf/ cache hit

CE50M cache miss

WIB7E KT

> xICRIT DEEDIEHtaken(C TR D LD DI BRI = F
s Tndc e

Z DALIR (B A

Mo TWLBRIIC array2[arrayl[x]*4096]
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SpectreIRED[RIE 5

> WE1ODRAM>

> XDIESREETESNIL, KDDFT—FF7oEAT3TI00
SLBRIBFOEDZFNHETED

> FATEDIRAFDIRDH

> POTCRHEHFTVD (BIH)

> BICTORRALIET—FDFT VD

> BICPOCALEATZ IO MOBFT VD
> FIFTESIREEITUIEDA

b FITVIRRZAEVICELUE

p B (Te<SAD) ez RITI DUE
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SpectreIREDFIE 6

> IRE2 : EHEDIEZR
> BRI @ IR RLAE U TL SR IEZIEE
> DIEFRA-DET BN ESHEFHA

> DT FRI-EED IR DD IE ST 7 T8
Branch Target Buffer (BTB) (C/ ISz Ry UFRI(C{ER
BTBEFZ ORI THBEENTLD

» 2DOIOXFTFHAN (TOTJ3L) &2E>TRE

Context A | ‘ Context B
BN UHABENTTZ
spectre gadgetZ

2
call [function] i ?call [function]- 5 il
®©e L @ IWERITSES
BTB;&:{%J‘L T — T :._:.

o function A — spectre gadget « §

function B Prmlthor legit function
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» IREE 2 : spectre gadget
> gadget(IMRIOT S LMNSEITTETRAVELFIR0N
> BMBHBDIHES AT SUD—EhgadgetE L THEZX D
» Windows 8, 10 DHBS1TJSYU (ntdll.d11) DO—EB

adc edi,dword ptr [ebx+edx+13BE13BDh]
adc dl,byte ptr [edi]

51




SpectreIRED[RIE 7

» IREE 2 : spectre gadget
> gadget(IMRIOT S LMNSEITTETRAVELFIR0N
> BMBHBDIHES AT SUD—EhgadgetE L THEZX D

» Windows 8, 10 DHBS1TJSYU (ntdll.d11) DO—EB

probe_array®M5tiE)” KL X
m - Ox13BE13BD - edx

edi

BEENREZLEZY ebx

/ N\
adc edi,dword ptr [ebx+edx+13BE13BDh]
adc dl,byte ptr [edi]
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» INZEE 2 : spectre gadget
» gadget(IWRI OIS LANSEITTETRVEWVFRLY
> BMBHIAIHBS TS UD—EHgadgetE UL TERD
» Windows 8, 10 DHBES TS (ntdll.d1l) D—1B

edi = probe_array_base

=oAL E W
BBz Y h m - Ox13BE13BD - edx

'/ \ ebx
adc edi,dword ptr [ebx+edx+13BE13BDh]
adc dl,byte ptr [edi]

7 RLZAmM532-bitDFT —HZ A Ledi([CHNE
edi = probe_array _base + [m]

2 HETm]DEZES T RULADT—FZ2F v a1lCHES

» probe_array ZHBES I SURBEICERNEEHNrOTOCINSE
FrvS Al D TVDINEDNMTRANRDZ ENT]HE
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SpectreIREDRIE 8

> IRZEE 2 pI DAt
> DIEFRIERZIHEO @D (CEB I ENTIEE

> BE DI TFRIEROMN MIER(E RS NZN
MREZSEFTOY ORI TFAIREZE /- T>277)
SO UTEBZRITL,. FBRDHEZHFRE

» spectre gadgetDff

> WROTOTS LD, TOJSLNNUOUTWBRHES AT
SUDFMNSgadget ELTEZ D I— RIAZREDITD

» DFED. O— MBI THDINENHD
» gadget \DATDIER

» FHEERITRCHD VW=D RLR L TO— RAYMTH
NB3KXSCELZRY([CIEZEZY b

> DIKFEFRZRZFAUTEDET
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SpectreIREDRIE 8

> WE2DORAM>

» BTBODEZIH D ZIBICESTHA SN TULED LIHERNICT
(FHDMMERDT— RERITCTETDIDISEVIRREZIED
ENTED

> IEBICRITSNERRZMDIHEELVLTFrYvSalc
HOTCWDT—HFDT7 RLRZED

> I UEFrYSa1ZFEORLTEREIDONAOO7 —F50
FrEnzFRTsCEE (REMN(CE) PIEE

p EFEOI—REVWDSDIEIREENHE I DINE(FIRL., T
TICEITRIRER O — RSB IRE(CEX DA ZE DTN
LN
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SpectreIRE DA 1

> INZEE 1 DA : JavascriptiC K BWebD SO (L3]I DINEE
» Javascript : Webt - MEEICES X OVUT ~E5E

> WebT S OH (IWebH - b SJavascriptz4d > 00— R LT
EITCEBDESIHESNTLD

» Javascript1— RH\SChrome 7O ADTSAR— M XE
UDEZFRMHET CENTEE

1 1if (index < simpleByteArray.length) {
2 index = simpleByteArray([index | 0];
3 index = (((index x 4096)|0) & (32x1024%x1024-1)) |0;
4 localJdunk "= probeTable[index|0]|0;

5}

> D E(EWebHS 1 MHChrome O ADT—SHFHHH
B3 EEBKT D

» WebI SOH(C/\XDT—RIAEREZSTHETLWDRE - - -
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SpectreIRE DI 2

» IWEE 10D : eBPFEfEDTZIRE

» extended Berkley Packet Filter (eBPF)

» A—HTZERTERLIZTOT S LZH—RILIEDIAAT, M
Bt mtzy hMeFOHD—FRILAREDREBYS > ETERITTE
DHEE (RIBY> > =CDiFEaE>FTUS)

> BRAIZRAETHATED

» eBPFDO— RED—FKRILZEBTEHRITSNDZEH. 0SDAE
UMEesbD
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b IREE 2 : KYMITHT I DINEE

» Kernel-based Virtual Machine (KVM)

» Linux1—I)L%&E/\A)\—)\AH5 & U THEESE B =HD{RIE
{LEZ1—)L

> IRABROSDAEUZT A NOSHSEEMHHT Z & (AN
» eBPFZ{E > EINEZFIA
> INEEDOZEMG
p WEENT X MDring FHELANILICT ITCATEDRCE
> ZHUE. TRABOSZEDILI> bO—ILTESDZELEF
> laaSEEEADT /T KK
g A BKOS || A OS
7RA FOS+KVM
VAl Lk i 4
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> DIRFHZFATDOTHIRTAZ LRI LR
» JOTCYHOUENHIIRDETIDZECIRDDTH UL
» R, VI RO 75 DIEFEIZON/OFF CE/RL)

> IBARRERRDIZOHICIF)\— RTT 7 DEENE

> FEFIR : x86an W b (Intel, AMD) DiFE
> Ifencefn Bz DUIRDREICHERAT D L =HEE

» lfancefnss : fencefp DK DEDO— RanHHE(ICEITIND
CEEBLS

> JZIZUMEEETHD
» > )\ASDI K TgadgetE UTHENOHNESRREFICIEA
» H—xIL-TJO05 L)\ AILUEL CTEF
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Saleh

y RAOOT—FFO0F R
> NAOO7—FFTIF v DEREDMIEMZIR D TZINE
b T—FTFOFURT— RERAIOT—FFIF v R
7— hOELVEFIF LT s
>

EEHLIMDOERTICED/I\— RO T7ORNSPIREEZE L.
TNEYA RFvRILIZAVIICEIDEET D ETARRK
POTCATERWVEIRZEIS I DIWE(CDULNTHRIT

QL

» BARNRIREFE
» Meltdown
» Spectre
» TOLYHEEEELLDS & EPEHAREE L DM
(CZ < DBEWRZEFTONHEN DD

> HRECTTFIUT D ML— RATEGEN DD
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