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Spectre proof of concept

» https://gist.github.com/ErikAugust/724d4a969fb2c6ae1
bbd7b2a9e3d4bb6

> —EMEIENWNE (Docker T(LEHEH)
» /home/gem5Suser/gem5-spectre/spectre (CECERH
> TDFRFETUTCHFTLELD

$ cd /home/gem5user/gem5-spectre

$ spectre/spectre | less

» 1 TJOTCRAANTEIET —ZIC7AES ([EEHERT
TR CEHEEIMT DI IO A



https://gist.github.com/ErikAugust/724d4a969fb2c6ae1bbd7b2a9e3d4bb6
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OxFEFFFFFFFTddsdse. ..
OxFPFFFFFFFFddsdst. ..
OxFEFFFFFFFTddsdsz. ..
OxFPFFFFFFffddsdss. ..
OxFEFFFFFFFTddsdsd. ..
OxFEFFFFFFFTddsdss. ..
OxFFFFFFFFFFddsd3s. ..
OxFEFFFFFFFfddsdsr. ..
OxFFFFFFFFFFddsd3s. . .
OxFEFFFFFFFTddsdss. . .
OxFEFFFFFFffddsdsa. . .
OxFFFFFFFFFFddsdsb. ..
OxFEFFFFFFFfddsdsc. . .
OxFEFFFFFFFFdd8dad. . .
OxFEFFFFFFffddsd3e. . .
OxFEFFFFFFFTdd8dst. . .
OxFIFFFFFFFfddsd4o. ..
OxFEFFFFFFFTddsdst. . .
OxFPFFFFFFFFdd8d42. . .
OxFEFFFFFFFTddsdss. . .
OxFEFFFFFFFTddsdsd. ..
OxFFFFFFFFFFddsdds. ..
OxFEFFFFFFFTdd8dds. ..
OxFEFFFFFFfTddsddr. ..
OxFEFFFFFFFTddsd4s. . .
OxFEFFFFFFFTddsd4s. . .
OxFPFFFFFFffddsdda. . .
OxFEFFFFFFFTddsddb. . .
OxFEFFFFFFFTddsdac. . .
OxFEFFFFFFFTddsdad. . .
OxFEFFFFFFfTddsdde. . .
OxFFFFFFFFFFddsdar. . .
OxFEFFFFFFFTddsdse. . .
OxFEFFFFFFFTddsdst . ..
OxFFFFFFFFffddsdsa. . .
OxFEFFFFFFffddsdss. . .
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Spectre DfFAT

» ObjdumpUTCHFULD

$ cd /home/gem5user/gem5-spectre
$ objdump -D spectre/spectre | less

void Vi (size_t x) {

spectre/spectre.c




ObjdumpU CHFUL &L D

$ cd /home/gem5user/gem5-spectre
$ objdump -D spectre/spectre | less

void victim_function(size_t x) {
if (x < arrayl_size) {
temp &= array2larrayl[x] = 512];

A0RARRARRA4BAaTe <victim_function>:
4@8aie:
400a7f:
400a82:
488a86:
4@8a8c:
400a8e:
408a92:
408294 :
408a98:
488a%e:
4@8aal:
40Baa4d:
408aa7l:
40Baa9:
4p0abe:
490ab7:
40Bab9:
40@abt:
400ach:

4= J¥ =]

# 6b4100@ <arrayl_size>
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0y 00 &=

400abf <victim_function+@x41>
-@x8(%rbp) , %rax
$0x6b4120,%rax

(%rax) ,%eax

$0x9, %eax

W m

movzbl @x6 .

movzbl Bx2b! # 6b5d20@ <temp>
and tedx, Keax

mov Ax # 6b5d20 <temp>
pop

retqg
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ObjdumplLU CH &

$ cd /home/gem5user/gern
$ objdump -D spectre/sj

void victim_function(siz
if (x < arrayl_size) {
temp &= array2larrayll

arrayl_size

arrayl_base  array2 base

cache miss

C MR TSR T
- TUVSMIC

array2[arrayl[x]*4896]

gooeoRoeea400a’ ictim_function>:
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push
mov
mov B(%
mov Ax2b3674(% ), %eax # 6b4100 <arrayl_size>

mov

cmp

jbe 408 if (x < arrayl_size)
mov ;

add :
movzhbl
movzhbl
shl
cltc

movzhl 5269(¥%rip),%eax # 6b5d20 <temp- 4 ERNElcRRo=1ils]
and X

mov 4 : # 6b5d20 <temp> (e ISR temp
pop

retqg



UTFTDXRIICUTEITUTHFTELULD

$ cd /home/gem5user/gem5-spectre

$ gem5/build/X86/gem5.opt ¥
--debug-flags=03PipeView ¥
--debug-file=pipeview.txt ¥

--debug-start=1306234700 ¥
-d gem5out/spectre ¥

gem5/configs/learning_gem5/partl/two_level o3ltage.py ¥
spectre/spectre

¥ (NN IRXSy2allHEHEXTIES0N
--debug-flags : > =1L —FDF7)\w I IS0 %=BMIC
--debug-file : 7/ \wJIBIRDESIFIETE
--debug-start : I8 UM 57/ \w T H%Z&RA

Success: ZZDITH 2 ~ 31T AN =5 Control-C T
=1L —A%EIE



107 A )LDZIR

» UTFOION RTHED I 7 A= ZEHR

$ gem5/util/o3-pipeview.py --store_completions ¥

gembout/spectre/pipeview.txt --color -w 150

> w 150 (19—\T)I/OD'FE7ZLOD_C\ HIEVNDSY —=F)LDig

» 03-pipeview.out "IN FET




UFoOONY> RT)I\AT514 > %K R

$ less -r o3-pipeline.out

// f = fetch, d = decode, n = rename, p = dispatch, i = issue, ¢ = complete, r = retire, s = store-complete
timeline tick pc.upc disasm seq_num

d ( 1306200000) @x0@480c4@.@ MOV_R_R [ 26312711
g ( 1306200000) 0x00400c43.0 MOV_R_M [ 26312721
' 1-( 1306200000) 0x0@400c47.@ MOVIX_B_R_M [ 26312731
d 1-( 1306200000) 0x00400c47.1 MOVIX_B_R_M [ 26312741
r 1-C 1306200000) @x0@400c4a.d MOVIX_B_R_R [ 2631275]
. 1-C 1306200000) @x0@400c4a.1 MOVIX_B_R_R [ 2631276]
. 1-C 1306200000) @x00400c4d.@ MOV_M_R [ 2631277]
E 1-C 1396200000) @x0B480c50.8 LEA_R_M [ 2631278]
di 1-¢ 1396200000) @x0B4B0c54.8 MOV_M_R [ 2631279]
' 1-C 13962008000) @x8@4BAcS8.8 ROTSCP.mfence [ 2631280]
4 1-( 1306200000) 0x@@400cSE.1 RDTSCP [ 26312811
d 1-( 1306200000) 0x0@400cSE.2 RDTSCP [ 26312821
d 1-( 1306200000) 0x@@400cSE.3 RDTSCP [ 26312831
d 1-C 1306200000) @x0@4P0CcSE.4 RDTSCP [ 2631284]
d 1-C 1306200000) @x0@400cSh.@ MOV_R_R [ 2631285]
E 1-C 1306200000) @x00400c5d.@ MOV_R_M [ 2631286]

( 1306350000) ean
( 1396200000) @x8B4BACcE].@ MOV_M_R [ 2631287]

( 1396358000) ean
( 1306200000) @x0P400c63.@ SAL_R_I [ 26312881

( 1306350000) ‘e
( 1306200000) 0x0@400c67.@ OR_RR [ 26312891

( 1306350000) can
( 1306200000) @x0@400cEa.@ SUB_R_R [ 2631290]

( 1306350000) ean
( 1306200000) @x0@400c6d.@ MOV_R_R [ 2631291]

( 1396358000) ean
( 13962008000) @x8@480c7A.8 CMP_R_T [ 2631292]

( 1396358000) ean
( 1306200000) 0x00400c7@.1 CMP_R_I [ 26312931

( 1306350000) ‘e
( 1306200000) 0x0@400cT4.@ INBE_I [ 2631294]

( 1306350000) ean
( 1306200000) @x0@400c74.1 JNBE_I [ 2631295]
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8x@0&ééc74.
@xeeéééc74.
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ﬂxﬂﬁééécha .

0x00400ch3.
Bx004008ch8.
Bx00408chf .
Bx00408chf .
@x00400chf.
Bx00400c00.
Bx00400c03.
Bx00400c03.
Bx00400c03.
Px00400c03.
Bx00400c09.
Bx00400c09.
@x0B400chC.
Bx00400c0c.
Bx00400c11.
Bx00400c14.
Bx00400c17.
@x0B400c1a.
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A000000000400aTe
4@8aie:

victim_function>:

LA

oo Ga oA

push
mov
mov

== vl
[T=R el
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mov
mov
cmp
jbe

mow
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[#=]

4@8aal:
488aa4:
4@8aa’l:
40Baa9:
400abd:

shl  $8x9,%eax FHEEITSN TS E
cltg

movzbl @x6b % tedx

movzbl @x2b5263(%rip),%eax # 6b5d28 <temp>

and ;

mov X 1 (¥rip) # 6b5d2@ <temp>

pop

retqg
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SpectreMc = CUL\DEF

» BOMDFIRULEN?

TRIZ R & I DIRerT

@de409c4f9b0%: ~/gems-spectre

SIEDE BRI TNS ‘

i load array2[arrayl[x]*512]

> DIFERNRFDFETORICloaddp B MMSIEEITEINT
F—AIANF v a(CED
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