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Movin Tar% er Defense (MTD) @Ei? 2DV CIIBUFDRF
U, BERAEOASAMNEELRDET. & BRIFEZHFALVLUEXT.

|I|n|

« UNIX (Linux) OEAKRIOY> R

« OSOEREG, > A7 Ad—)LOERER
 UE—bOTA>, sshSA77> bOFIEE
e emacs, Vi, nano EDOWWI NHDIT « FDFIFE
-Python3(«.d:57°l2l’75:>00)ﬁ e RIER:,

« Web 77 T U4 —2 3> OEBERN
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MTD
(Moving Target Defense)
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Situation in Cyberspace

et

«

Attacker
IREA (CBHRR
o FOIFE (CINEZ EITRIEE
« D EDWETREMEEZRDITNIERWL

« BERCEERFICEZDOBEZRITDZ ENTBIEE
BEAK, BNEEN (/)N EEIOX

- R#EEY,
N TEAFIER)

WK E TOBHEFEIMT T E AT

attacks

Target System

%‘

Attackers have advantages.

--- D

can execute attack in a short time

need to find only a single vulnerable entry
point

unlimited time for reconnaissance /
preparation

They are persistent, adaptive and incentive-
driven (minimum attack cost with maximum
dangerous outcome)

Traditional defense techniques are not sufficient
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Problem statements

s ESINUIHESAIDE R & INE
(CEI DEE, X M=EPI
ENNTEBHY

« DI NITIRERRINERZIRS T
ZEMNTEDN

« CDOLEDITEFT UV BN T
B EICKDS RFT LADHFHEE
SR ITDCENTEDIN

« EROZHILZITDAENS/INE
DB IR N TtzaF 1 7R BaiES
AT ALAERDDSIBINEDSDH

« HOw can we increase attackers’

workload and attack time, costs?

« How can we reduce the probability of

attack success over time?

« How can we enhance a system'’s

resiliency with additional defense
techniques?

« Whether a hybrid diversification

approaches can introduce a secure
defense system with minimum
defense cost or not?



Moving Target Defense Approach

MTD (Moving Target Defense)®
BEARNREBZH L, BEDI A5
LDEBZFHIHT D E(CKD,
RELIC L\/ZTAGDIﬁﬁlﬁ(LF;EJ?
(Zag E&%I{’.—E’im&)‘d& ZIZ 5
CIDC

NICKDINEZBORET EINE
MBI XR g UINE 0)1“7&/\
TSI CENTED

The concept of controlling the
alteration of multiple systems
with the aim to increase
uncertainty about a protected
system’s information and give
complexity for attackers.

By doing so, we can reduce the
attack window of opportunity
and increase the costs of
attackers’ probing and attack
efforts.
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Shoot a stationary target Shoot a moving target



Goals of This Technique

« WEDOAMEEEZEHD

e INE(CIMEIREHE IR MEIEINEES

e IREUWS AT AFIEEUICLS L FH
FEY SRz L5878
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1
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anbylnl
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o
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N
e
RE

MTDEHIC & DS >4 AR DD I8
e
H A i
D DIgE ?ﬁ > B ERRT
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MIDI L — AD—/7% 3%t 53 & =D3D
@%)gﬁl{ Ig: vgvi;rat ZDwhen,

To increase the uncertainty for the attacker

To increase attacker’s effort and cost in
making attacks

A protected system will be hard to be
exploited and unpredictable destination

To reduce the probability of attack success
over time

MTD technigues will have randomness built,
so this randomness can increase the cost for
an attacker to succeed in using e.g, zero-day
attacks because it does not necessarily know
which configuration of the system is in place
at any particular moment.

Three consideration when to design MTD
framework: (what, when, how) to move the
elements



What to Move ?
e

(C
E
7'd~?|’3-5 attack surface O &)

141))

S ptY b
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what system configuration attribute or
elements (components) (i.e., attack
surface) can be dynamically changed to
confuse attackers.

For example,

**Instruction sets

**address space layouts

**|P addresses, port numbers
s*proxies, virtual machines
s*operating systems
s*software programs



When to Move ?

MTD=> X5 LD BDIREEMN S EIDIK  deciding the optimal time to change
BE(CEE I AD(C@E)A A=~/ from the current state of an MTD
ZREL IREEHNEE L ZIBED system to a new state, invalidating

JpEE i Sl e Information or progress gained by an
KRR, FZEFIREDRZ N attacker in the current state.

G IR AS T <Reactive adaptation
S FEHRAN 7R3 <Proactive adaptation

S\ T v RiES <+Hybrid adaptation



How to Move ?

« EDORDICS AT LADEMEIBE  how to change the moving

= (T7OBIEN) Z2Z2{EEE T, attributes or elements (components)

IREEZADOFRIA B geEAMEEE (i.e., targets) to increase

ZiEgictE, NEBZRIL=EDIMN unpredictability and/or uncertainty,
leading to an attacker’s high
confusion.

SIS,
SR,
STUEM

“shuffling,
ssdiversity,
“*Redundancy



Examples of MTD Techniques

|

)

Virtual IP: X

Every x period

Virtual IP: Y

Performance and Efficiency

EFED

FMAEICNT 5

Availability D FE{R

Py ! = :

Different configurations
(software stack)

Resilience and Robustness

Redundancy

Single Server

|

One or more additional
servers

Reliability and Availability
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Elements of MTD Techniques at Different Layers

MTD Techniques

Layers

Shuffling Diversity Redundancy

Application TCP/UDP port numbers Web: Apache, IIS, etc. Web service replica
App: Java, PHP, etc. Application replica
DB: SQL, MySQL, Oracle, etc. Database replica
Others: mail-server, proxy-server, etc. Other service replica

OS-host IP address, System Call  Windows server various versions Host OS and VM replica

Numbering Linux various versions
VM-instance Virtual IP address Other Unix various versions
Virtual Machine Manager Failover, switchover VMware, ESXi Hypervisor’s replica

Other kernel-based VM, Vbox, etc.



Example of Network-level and Application-level
MTD Framework

4 o Y
m » cC=s)
e
Attackers MTD Service \
IP address /

Port Number

randomization Multiple server replica



Overview of Wai Kyi’s research

A New Design for Evaluating Moving

Target Defense " Proposed a theoretical model
(Paper)(2018 November)

Analyzing the Effect of Moving Target
Contributions so far Defense for a Web System
(July 2019)(Article)

Analyzed one MTD technique
from the attacker perspective

A Framework of Moving Target
Defense for the Internet of Things
(Paper) (June 2019)

Proposed a framework for applying
. MTD on loT environments
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« Windows10, MacOS T (dZ#E

« Windows 10 C(IUL\D CLVRWESE
e« [RA—MAZa2—] = [AT>a>#eEnEIR ]
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@& ATVIVHEEDERE

Windows Media Player
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Internet Explorer 11 {; Windows 8833
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“Windows10M5Linux(csshizie (LI TFOEIRFEEMNS O ED)
afBIEDsshTI =1 77> ba{ER (BEs 1)
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aWSL (Windows Ubuntu) dDssh%z{&F
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v AMI DF i AMI Dt
]
L AMI Ubu ntu ;erver 16 04 ®  Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-078648cce0d33c256
- " ﬁf’lfﬁ# u Server 16.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support available from Canonical (http://www.ubuntu.com/cloud/services).
LTS (HVM) SSD Volume Type e
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 https://www.virtualbox.org

L]
search...
Login  Preferences

Download VirtualBox

Here you will find links to VirtualBox binaries and its source code.

About

Screenshots VirtualBox binaries

Downloads By downloading, you agree to the terms and conditions of the respective license.

Documentation If you're looking for the latest VirtualBox 6.0 packages, see VirtualBox 6.0 builds. Please also use version 6.0 if you need to run / \ O . : > A S
End-user docs VMs with software virtualization, as this has been discontinued in 6.1. Version 6.0 will remain supported until July 2020. ]j 0) PC 0) / \ ‘J — / L )Y
Technical docs If you're looking for the latest VirtualBox 5.2 packages, see VirtualBox 5.2 builds. Please also use version 5.2 if you still

Contribute support for 32-bit hosts, as this has been discontinued in 6.0. Version 5.2 will remain supported until Jul -

Community VirtualBox 6.1.12 platform packages

Windows hosts

0OS X hosts
Linux distributions

Solaris hosts

The binaries are released under the terms of the GPL version 2.
See the changelog for what has changed.

You might want to compare the checksums to verify the integrity of downloaded packages. The SHA256 checksums should be
favored as the MD5 algorithm must be treated as insecure!

WsR/ N2 L4 VR F—ILLTHEL

e SHA256 checksums, MD5 checksums

Note: After upgrading VirtualBox it is recommended to upgrade the guest addition

VirtualBox 6.1.12 Oracle VM VirtualBox Exte

All supported platforms

Support for USB 2.0 and USB 3.0 devices, VirtualBox RDP, disk encryption, NVMe and PXE boot for Intel cards. See this chapter
from the User Manual for an introduction to this Extension Pack. The Extension Pack binaries are released under the VirtualBox
Personal Use and Evaluation License (PUEL). Please install the same version extension pack as your installed version of
VirtualBox.

Ao — KL=y sr—SH AR M—=J)LL, HENNY Y EAL R =)L
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 https://releases.ubuntu.com/16.04.7/? _ga=2.149288246.1
614192049.1599301219-268958558.1588585511

[ ] [ ] @, Amazon.co.jp: Prime Video x G) Ubuntu 16.04.7 LTS (Xenial Xe X  %® AWS Marketplace: Ubuntu Des X ‘ +

& C @& releases.ubuntu.com/16.04.7/?_ga=2.149288246.1614192049.1599301219- K 1 Q % = @ :

Apps % Bookmarks FLwALy @ Apple @ Yahoo! @ Google Maps @ Wikipedia B3 News

B5 Popular » | B3 Other Bookmarks

Ubuntu 16.04.7 LTS (Xenial Xerus

Select an image

Ubuntu is distributed on two types of images described below.

Desktop image

The desktop image allows you to try Ubuntu without changing
your computer at all, and at your option to install it
permanently later. This type of image is what most people will
want to use. You will need at least 384MiB of RAM to install
from this image.

Server install image

The server install image allows you to install Ubuntu
permanently on a computer for use as a server. It will not
install a graphical user interface.

64-bit PC (AMD64) desktop image
Choose this if you have a computer based on the AMD64 o
EMSAT architecture (e.g., Athlon64, Opteron, EM64T Xeon, Core
2). Choose this if you are at all unsure.

32-bit PC (1386) desktop image

For almost all PCs. This includes most machines with

Intel/AMD/etc type processors and almost all computers that run
Microsoft Windows, as well as newer Apple Macintosh systems
based on Intel processors.

|

it PC (AMD64) server install image

the AMD64 or
EM64T architecture (e.g., Athlon64, Opteron, EM64T Xeon, Core
2). Choose this if you are at all unsure.

32-bit PC (i386) server install image

For almost all PCs. This includes most machines with
Intel/AMD/etc type processors and almost all computers that run
Microsoft Windows, as well as newer Apple Macintosh systems
based on Intel processors.

64-bit PC (AMDG64) server install image
ZAHo0—RKLTHEL
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[ Machine] — [New]

=

© Powen

Windows
© Powen

OWASP B
‘ @ Powen

CentOS7,
M (2 saved

™ vargrant_

M © Aborte

E¥™ CentOs7,
Powen

Kali-Linux-2020.2-vbox-amd64
4 © Powered Off

T OWASP_Top10_2017_A4_A8 (Sna...
bl © Powered Off

™ CentOS7_TRAINING (Snapshot 1)
(| © Powered Off

m enpit-prosec-ua
| @ Inaccessible

Oracle VM VirtualBox Manager

Name and operating system

Taken

9™ ubuntuserver16
‘ El Saved

00D
1

Please choose a descriptive name and destination folder for the new
virtual machine and select the type of operating system you intend to
install on it. The name you choose will be used throughout VirtualBox
to identify this machine.
Name: IUbuntu Server 16.04.7] h
Machine Folder: [Users/koide/VirtualBox VMs E
Type:  Linux a
Version: I Ubuntu (64-bit) l__—u;
Expert Mode Go Back S +
Awunsutes  wnonnauon
Name: Enter a name for the new snapshot...
Description:
Reset Take

Y ZNRRTZEITTHE L
Ubuntu (64-bit) Z 2 1R

&#ZI[ZContinueZ 9



VirtalBox(CLinuxZz=-1>> X b—)L

[ ] Oracle VM VirtualBox Manager
| 888 T Memory size
L. it Select the amount of memory (RAM) in megabytes to be allocated to 3 Taken
© Powen

the virtual machine.

| “@ﬂr::ws The recommended memory size is 1024 MB. _:'-IZEII] L) % -C é } :E I) _Ij_’r XEAjJ
Z CTIE16GBEIEE

| ‘E)@w:os:e: 4MB 65536 MB (SGBut %%“ ["J %TT < Tfé L\)

E:N™ Centos7,

| M [ saved
RS vargrant_
M © Aborte
| Pa v o Back &#&IZContinueZ 9"

Auunsues nrunmauun

mj K@al;:‘:Il\el::;zg:().z-vbox-amdsd Name: |Enter a name for the new snapshot...
Description:

™) OWASP_Top10_2017_A4_A8 (Sna...)

bl © Powered Off

9™ CentOS7_TRAINING (Snapshot 1)
M © powered Off

enpit-prosec-ua
. O Inaccessible

ubuntuserver16
l ‘ Saved

[alala]
1

Reset Take
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[ ] Oracle VM VirtualBox Manager
I .
88 5 . Hard disk
& - If you wish you can add a virtual hard disk to the new machine. You [ Taken
© Powen

can either create a new hard disk file or select one from the list or
from another location using the folder icon.

Windows
If you need a more complex storage set-up you can skip this step and . . -~
S make the changes to the machine settings once the machine is C re ate a Vi rt ua I h a rd d IS k now % ]EE *R
created.
OWASPE
(| © Powen The recommended size of the hard disk is 10.00 GB.

Do not add a virtual hacd-e
irtual hard disk now

CN™ CentOS7,

| (& saved se an existing virtual hard disk file
| E(I vargrant_ Kali-Linux-2020.2-vbox-amd64-disk001.vdi (Normal, 8(
‘ @ Aborte
| = 4 - .
c;mosz Go Back B 1: ‘\COHUHUG% $
| M © powen

e nuunauun

Kali-Linux-2020.2-vbox-amd64

Name: |Enter a name for the new snapshot...
© Powered Off F

Description:
™ OWASP_Top10_2017_A4_A8 (Sna...)
bl © Powered Off

™ CentOS7_TRAINING (Snapshot 1)
‘ @ Powered Off

enpit-prosec-ua
' @ Inaccessible

™ ubuntuserver16

o

l ‘ E} Saved

ooo
1

Reset Take
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Oracle VM VirtualBox Manager

| %H o Hard disk file type
avr-zu 2 . 5 E ]
© Pow Please choose the type of file that you would like to use for the new virtual Taken

hard disk. If you do not need to use it with other virtualization software you V D I (Vi rua I B [0) 4 D | S k I ma ge ) % E *R

can leave this setting unchanged.

Windo
© Pow ‘ (*) VDI (VirtualBox Disk Image)

VHD (Virtual Hard Disk)
OWASI VMDK (Virtual Machine Disk)

‘@Pow

™ CentO!

y (| &Sav.

v ™ vargral

-

‘ @ Abo
CentO!
1 ‘ @ Pow

| ?—J K©3I::\: Expert Mode Go Back E %fﬁl:contlnue€?$-§—

E™J OWASP_Top10_2017_A4_A8 (Sna...)
bl © Powered Off

4™ CentOS7_TRAINING (Snapshot 1)
M © powered Off

enpit-prosec-ua
. @ Inaccessible

8™ ubuntuserver16

l A (2 saved

[a'aa]
i

Reset Take
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Oracle VM VirtualBox Manager

| %H o Hard disk file type
avr-zu 2 . 5 E ]
© Pow Please choose the type of file that you would like to use for the new virtual Taken

hard disk. If you do not need to use it with other virtualization software you V D I (Vi rua I B [0) 4 D | S k I ma ge ) % E *R

can leave this setting unchanged.

Windo
© Pow ‘ (*) VDI (VirtualBox Disk Image)

VHD (Virtual Hard Disk)
OWASI VMDK (Virtual Machine Disk)

‘@Pow

™ CentO!

y (| &Sav.

v ™ vargral

-

‘ @ Abo
CentO!
1 ‘ @ Pow

| ?—J K©3I::\: Expert Mode Go Back E %fﬁl:contlnue€?$-§—

E™J OWASP_Top10_2017_A4_A8 (Sna...)
bl © Powered Off

4™ CentOS7_TRAINING (Snapshot 1)
M © powered Off

enpit-prosec-ua
. @ Inaccessible

8™ ubuntuserver16

l A (2 saved

[a'aa]
i

Reset Take
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Oracle VM VirtualBox Manager

! %8 — Storage on physical hard disk

avr-zu 5 5 . —Tkl

© Pow Please choos'e whether the new'v!rtual hard disk file shot.JId grow as it is aken
used (dynamically allocated) or if it should be created at its maximum size
(fixed size).

Windoy

Pow A dynamically allocated hard disk file will only use space on your physical

hard disk as it fills up (up to a maximum fixed size), although it will not

OWASH shrink again automatically when space on it is freed.

' ‘ © Pow

A fixed size hard disk file may take longer to create on some systems but

T Dynamically allocated % iR

| Pa

ixed size

|
EN™ vargral

Al © Ao
CentO!
1 ‘ @ Pow

| il .. | B %[ ContinueZ 1

") OWASP_Top10_2017_A4_A8 (Sna...)
bl © Powered Off

CentOS7_TRAINING (Snapshot 1)
(| @ Powered Off

enpit-prosec-ua
. 0 Inaccessible

ubuntuserver16 o=

‘ E} Saved

Reset Take
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1
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Oracle VM VirtualBox Manager

U Toots
& o v
Windo

© Pow

OWASIH
‘ @ Pow

CentO!
| ‘ Ej Sav
| [EN™ vargrai

A © Avo

4™ CentO!

| ‘@Pow

l?f\ Kali-Lit
4 © pPow

™ OWASP_Top10_2017_A4_A8 (Sna...)

bl © Powered Off

4™ CentOS7_TRAINING (Snapshot 1)

‘ @ Powered Off

enpit-prosec-ua
. O Inaccessible

File location and size

Please type the name of the new virtual hard disk file into the box below or = Taken

click on the folder icon to select a different folder to create the file in.
'sfkoide/VirtualBox VMs/Ubuntu Server 16.04.7/Ubuntu Server 16.04.7 [B

Select the size of the virtual hard disk in megabytes. This size is the limit
on the amount of file data that a virtual machine will be able to store on the

hard disk.
| | 32lo06GB

4.00 MB 2.00TB

Go Back ancel

8™ ubuntuserver16

L ‘ @ Saved

[3/aa]

Reset Take

32GBULEFHELTLLEEW

=& I|ZCreate 2 83"
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[Ubuntu Server 16.04.7] — [Settings] — [System] — [Motherboard]

Oracle VM VirtualBox Manager

1 ggg Tools [ ] o @UbuntuSerx)eri&Ot‘l@ystevﬂl ‘ -
e ] W O @D @ O —

General System Display Storage Audio Network Ports Shared Folders User Interface

%N:OSPB“ QLEEETE ) Processor  Acceleration
werec

Base Memory: W 16384 MB

, @enstaved-g 4MB 65536 MB FIoppy0)7‘ Iy 7 %%T

vargrantid Boot Order: -Foppy
| f @ Aborted

\é; Optical
[z Hard Disk

| CentOS7_T = Network
Powerec —
| - Chipset: | PlIX3 B
2B Kali-Linux- -
( intil ice:  USB Tablet
8 © rowerec Pointing Device: able! B

Extended Features: Enable 1/O APIC
Enable EFI (special OSes only)
Hardware Clock in UTC Time B

| EME owasP_To|
| bl © Powerec

CentOS7_T
, © Powerec

enpit-pros:
@ Inaccess

@amea carcer [T — BEICOKE Y

¥ Ubuntu Server16:04:7 §=
, © Powered Off — Reset Take




VirtualBox(CLinuxZz=-1 > X =)L

Oracle VM VirtualBox Manager

[ NON Ubuntu Server 16.04.7 - Network

gonE A W Q&S @ [

General System Display Storage Audio Network Ports Shared Folders User Interface

o e o067

OWASP BW Adapter 1 Adapter 2 Adapter 3 Adapter 4

© Powerec

Taken

v| Enable Network Adapter
9™ centOS7_g
(B saved Attached to: | Bridged Adapter
Name: en0: Wi-Fi (Wireless)

(8™ vargrant_d
f @ Aborted

CentOS7_T
, © Powerec

b Advanced

2 © Powered OFff

gl OWASP_Top10_2017_A4_A8 (Sna...) Name: |Enter a name for the new snapshot...

| b= © Powered Off

| Description:

| CentOS7_TRAINING (Snapshot 1)
© Powered Off

enpit-prosec-ua
@ Inaccessible
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H—FILLAR)LOMTDES (4

BRIV T —2DA > A =)L

sudo apt-get -y updatel

sudo apt-get -y install build-essential \
libncurses-dev fakeroot kernel-package \
linux-source libssl-dev bison flex!

V—ADIE— - B
mkdir ~/srcl
cp /usr/src/linux-source-4.4.0.tar.bz2 ~/src/!l

Z% . https://mongonta.com/f258-howto-build-1linux-kernel/



H—FRILLANILDOMTDER (D—ILDOUEIL )

H—ILY — ADFR
cd ~/srcl
tar xvf linux-source-4.4.0.tar.bz2!
cp /boot/config-4.4.0-1112-aws ./.configl
(L2l cp /boot/config-4.4.0-186-generic ././config)
cd linux-source-4.4.0/!
make oldconfigl

H—xILEIL R (BREEHLUEWESE, [2XFAO-ILT7—TILDRE] FTRAFvT) |
export CONCURRENCY_LEVEL=3!

make-kpkg -j 4 --rootcmd fakeroot --initrd \

--append_to _version=-koide --revision=001 kernel image kernel headers!

(BFEIMNIMDET, 4077EIDHT/zVirutalbox T40D1EE)

Z% . https://mongonta.com/f258-howto-build-linux-kernel/



H—FRILLANILDOMTDER (D—ILDOUEIL )

EILRenzh—xILz1 > A =)L
cd ..}
sudo dpkg -i linux-image-4.4.*-koide 001 amd64.deb!

sudo dpkg -i linux-headers-4.4.*-koide 001 amd64.deb!

IJj I\L/T}\_/E /%'ﬁﬁuu

sudo reboot!

(LIESL<Fo>TCOJ1>UET)

uname -ri
( [4.4.223-koide] FERRINIZS0K)

Z% . https://mongonta.com/f258-howto-build-1linux-kernel/



H—RILLAN)LDOMTDER
SRAFADA—=IL7—T)LDeRE
cd ~/src/linux-source-4.4.0/arch/x86/entry/syscalls/!

vi syscall 64.tbl!
(U TFzeEMLTE—T)

\
\¢

(X7 Ad—)LDEM)

600 common read600 sys_read
601 common write601 sys_write
602 common open602 Sys_open
603 common close603 sys_close
660 common exit660 sys_exit

BEH—FRILZEILR

cd ~/src/linux-source-4.4.0/ |
sudo -s |

export CONCURRENCY_LEVEL=3 |

make-kpkg 2 --rootcmd fakeroot --initrd --append_to_version=-koide2 --
rev151on 0@ kernel image kernel headers |



H—FILLANILDOMTDER (D—RILOBEVUEILR)

EILRENEH—RILZBEA A ~=)L
cd ..}
sudo dpkg -i linux-image-4.4.*-koide2 002 amd64.deb!

sudo dpkg -i linux-headers-4.4.*-koide2 002 amd64.debl

IJj I\L/T}\_/E /%'ﬁﬁuu

sudo reboot!

(LIESL<Fo>TCOJ1>UET)

uname -rl
( 4.4.223-koide2] HFERRSNIZH50K)

Z% . https://mongonta.com/f258-howto-build-1linux-kernel/



H—FILLANILOMTDIEE (AEBIERD—IVI\W T —
= DHIBR)

A AR=ILENTVDI—EZFRR
dpkg --get-selections | grep linux- | grep -v deinstall |

AREBIR)\W T —>%18E U CHIBR
sudo apt-get -y autoremove --purge linux-headers-4.4.223-koide |
sudo apt-get -y autoremove --purge linux-image-4.4.223-koide !

Z2& . https://mongonta.com/f258-howto-build-1linux-kernel/



S NTO05 A

reado60o
write601
exit660

// echo —-e 'Hello, world\n' | strace

#include <unistd.h>

int main()

{

unsigned long readé0® = 600L;
unsigned long fd = 0OL;

char buf[100];
syscall(read600, fd, buf, 14);

unsigned long writeé0l = 601L;
fd = 1L;

long len = 14L;
syscall(write601l, fd, buf, len);

unsigned long exité660 = 660L;
long st = 42;
syscall(exité6@, st);

return 0;

./a.

out



TANTOU S LADERITHER

gcc testoo3.c |
echo -e "Hello, world\n" | strace ./a.out !

execve("./a.out", ["./a.out"], [/* 23 vars */]) = ©
<< FREZ >>

syscall 600(0, ox7fffb5addb80, Oxe, 0x4006f0, 0x7fdcdb4d4aceo,
Ox258) = Oxe <« read600h': b&ﬂkf—jz—'?’y*&

syscall 601(ox1l, ox7fffb5addb80, Oxe, ©x7fdcdb4d4acO, 0Ox258,
©x258Hello, world

) = Oxe « write601h FRAIAA X FH

syscall 660(0x2a, 0x2a, 0x7fdcdblfb4d9, ©x258, ©x258, Ox258
<unfinished ...>

+++ exited with 42 +++ < exit650h% 1R L 7-42



S NTO05 A

open602
read60o
close603

// echo —e 'Hello, world\n' > ./data ; strace

#include <unistd.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <fcntl.h>

int main()
{
unsigned long openéf2 = 602L;
char xfilename = "./data";
unsigned long flag = O_RDONLY;
int fd = syscall(opené®2, filename, flag);

unsigned long readéf® = 600L;
char buf[100];
syscall(readé®®, fd, buf, 14);

unsigned long closeé@3 = 603L;
syscall(closeé03, fd);

./a

.out



— AN I_._I/_ _I_
TANITOU S LDERITHERE
gcc testood.c |
echo -e 'Hello, world\n' > ./data ; strace ./a.out !

execve("./a.out", ["./a.out"], [/* 26 vars */]) = ©

<< FEE >>

syscall 602(0x4006e4, 0, 0x4006e4, 0x4006d0, Ox7f26c9613aco, 0) =
Ox3 « open602h%iR L 7=fd

syscall 600(0x3, Ox7ffc3ce382cO, Oxe, Ox7f26c9613aco, O,
0X300000000) = Oxe <« read609h’ ,l.&ﬂ_\/\,f—}'cf?“—’;':&

syscall 603(0x3, 0x3, 0x7f26c933a4d9, 0O, 0x300000000,
Ox300000000) = O <« close603h'iR L 7=f55R

exit_group(0) = ?

+++ exited with 0 +++
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ex1)
Web> AFAICHBITDIRY NDO—TEBlFrEICER

« IP7RLX, M—hES, /\SA-5HEAIF
ex. https://192.168.1.100:8080/kaikei?userid=u1010

192.168.1.100, 8080, kaikei, userid (FL\INEELER]EE

when : IE3ROI1—H5 D70t
what : URLOWEKER
how : IERRDOI—Y, ERDOTISA7> bDI7ILTIUXAT


https://192.168.1.100:8080/kaikei?userid=u1010

MTD#EEZIF DWeb 77 T U — 9>
Web 77 T U —< 3> (0517
> MIRSK— NESERETE S s
R ODKEREZ BN (\ 52

1. E—?]Jl H(HEESNIE/R— K~
e (*)JHHFE—) _CT/JEZ_JHG

2. [GET /restart?port FTUUY
— NS (L_CJ:D/AODTO_E
%E\#@%ﬁbb\ﬂ_\ F’a"?(g&%

3. TNLMIEEDWeb 7TV
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MTD#EEZ 35 DG EIRWeb)7 T U o —= 3 > % {ERk

import threading 34 class MainServer:

from urllib.parse import urlparse,parse_qgs 35

from http.server import BaseHTTPRequestHandler,HTTPServer 36 def _ init_ (self, port = 8123):
37 handler = MyHandler

class MyHandler(BaseHTTPRequestHandler): 34 handler.set_port(self)

self.server = HTTPServer(('0.0.0.0', port), handler)
¢ handler.set_server(self, self.server)

1 self.thread = threading.Thread(target=self.run)

2 self.thread.deamon = True

def set_port(self, port = 8123):
self.port = port

def set_server(self, server):

self.server = server
14 def set_port(self, port = 8123):

def contents(self): 45 self.port = port
# Write content here. 16
body = b'<<This is a response.>>\n' 17 def get_port(self):
self.send_response(200) 14 return self.port

self.send_header('Content-type', 'text/html; charset=utf-8')
self.send_header('Content-length’', len(body))

self.end_headers() >0 def run(self): ,
self.wfile.write(body) 51 self.server.running = True
52 while self.server.running:
def do_GET(self): 53 self.server.handle_request()
parsed_path = urlparse(self.path) 54
queries = parse_qs(parsed_path.query) 55 def start(self):
self.contents() 56 self.thread.start()
if parsed_path.path == '/restart' : 57
o e orafoe Port) o1 det shut_doun(e11);
m = MainServer(next_port) 99 self.server.shutdown()
m.start() - ,
elif parsed_path.path == '/shutdown': 61 m = MainServer()
self.server.running = False 62 m.start()

H> FILVEE https://gist.github.com/koide55/09198d833d0e9c6444c7d1d73cd126c3
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1761
$ curl
<<This
$ curl
<<This
$ curl
~C

$ curl
<<This
$ curl
<<This
$ curl
<<This

localhost:8123 | « H#IR— FES8123 TPV Iz ATJHE
is a response.>>
localhost:8123/restart?port=9999 |
is a response.>>

localhost:8123 | « R—b&ES8123TIEF7IVLCATEIRL

« IR— PFEBS9999(CEE

localhost:9999 | « 7R— F&ES9999T Iz AHHE
is a response.>>
localhost:9999/restart?port=8111 |
is a response.>>

localhost:8111 | « R—hF&ES8111 TP I AHHE
is a response.>>

« IR— PEBES8111(CEE

Y TILEE
https://gist.github.com/koide55/09198d833d0e9c6444c7d1d73cd126c3
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