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[N\ —tFaUT 1] OFHE

B Y/N\N—CFaT r ERNE2SE

[EFBIHOIN. BN ZDIADINRICK D CLERBI D CDTER
LWEZN IARCORICHNT MBI WD, ) [CRDEHRSN. X
IFEEBEN. EESN. EULERESNDBHRDEAL WAEXIIERED
(HIEZDMOIXIEHRODEZEEIEDZHICHRISIFENMOICIBERY AT ALK
OBHwBIERY FDO—DDZEMENRVIEREDERDIZOICHESTETE (15
HBIER Y D =D XIIEBHBIOIN TESNIZF0ERICIRDFCERER (UR
[E|BVECERIEIA] CUV D, ) ZRUICEFFTERICXIT DA EREEIC K
DWEDBLLDIZOICUBRBEZZS L. ) NiElon. EDRREDEL]IC
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B CISAICRITDERZ

..., the term “cybersecurity threat” means an action, not protected by the
First Amendment to the Constitution of the United States, on or through
an information system that may result in an unauthorized effort to
adversely impact the security, availability, confidentiality, or integrity of
an information system or information that is stored on, processed by, or
transiting an information system. (6 U.S.C. § 1501)

AN —EFa2 T BRI . GEREJBABLEFIZFTRESNCVVRENWTIAITHO T, BIR
VAT A FE>BHRY AT AICKRE. VB, ERBHRIY AT LAZ@ETDBHROEF
T+ A B FSLEETERICEREESADYEIEDHD. BRI AT ALALEXZIRIE
R AT LZN UCTEIZRKRT D,
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B EU Cybersecurity ActiCRIT DEE

‘cybersecurity’ means the activities necessary to protect network and information systems,
the users of such systems, and other persons affected by cyber threats; (v ~rD—OROIER
VRAT N BEDXDBEI AT LADNBE. MUIC. TAN—BRICKDIZEZZ(TDZDMDEDIHED]C
DICIHNE ETRDIEED)

‘cyber threat’ means any potential circumstance, event or action that could damage, disrupt
or otherwise adversely impact network and information systems, the users of such systems

and other persons; ( M'Fr/N\—8@1 &F. Ry FD—ORVBRY 2T A, ZOEIBYRT LD
ABNUREZZ(TDZ20MDOBICXT UBE. BREILEZNMNDEDTEZS ZBIDIUREEDH DA,
HREFZIETEDOCEEREKT D)

EMERIZEH S AT EICKD)
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http://cyberlaw.la.coocan.jp/Documents/EU Regulation 2019 881 Translation ver 2.pdf

M&RtF*aUTc1 & HL/N\—tF2UFT 71|

B BiRET—HICEHTDI=DE (@assss rfIrN—tFaUT« ERED

> 153k - NBICEB U=
> F—4 . RIFEN (TIXIFT—HEPPTFOT57T—4)
> FEFD - (BAYH. SV

BltzFa )T«
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B BHREFa T [EROEBME. T2, JRAMZH#EIDC
-l

Mzt | Confidentiality | EEAERBICIBWMO IS INZNCE
STEM | Integrity [BEROAOZEM ([BERABSDE—1H)
CIEHROEIEY (ERRSEEDE—1%)
oAt | Availability VEBRDBDDFAENER UIZEEIT, P
TLAROEANTEE THDCE

(AARSRESLE T /N\N—tFa1 T+ CHED D
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(preemption)
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% Uniform Acts (ff—3%)
x B U. EZTES (Security breach notification laws7s: &)
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EHDZET CKED

B Act CEEE) / \
« Bill CE=) UsC
» U.S.C. (United States Code; S5RERH) Title 1
> Ex. 44 USC § 3551 Title 2
u K%ﬁb A Title 3
WS T2 Chapter 1~
 Executive Order Section 1~

B Regulation (XF8I))
- BEFFAREIE (Code of Federal Regulations; CFR)
> Ex. @ FB5EEIR8I (Federal Acquisition Regulation; FAR)

Title 54
[( YLERS J ( 1T J ( SlAMT J } \ j
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https://uscode.house.gov/

Ay

JEYO—-EKEEE

B JtE>0— (common law) : FIHLEDIMN
m KfEZE Ceivil law) - HlITEEPIM

MBDENDEF 2T 1 AICXT DEE
- FHIPTOERDAEL)

- TFaUT 1 AR—LEERBIFT UL

- BEXEK?
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B Federal Information Security Modernizing Act of 2014 (FISMA)

44 USC § 3551~

Federal Information Security Management Act of 200272t 1E

EHHERSICRNTETRERICKRSBREF AT TJOT S LES
. XBb. REIDCCZHRHDOIT,
risk-based policy for cost-effective security

JAIR)
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https://www.congress.gov/113/plaws/publ283/PLAW-113publ283.pdf

AKEDEF 2T 15 EHE)

B Federal Information Security Modernizing Act of 2014 (FISMA)
« FIPS (Federal Information Processing Standards): 3@FBMDZNTVERTE

« NIST SP (special publications): NISTOYREKR I D1 RS+ V&

» FIPS 199: “Standards for Security Categorization of Federal Information and Information
Systems”

BERE I AT LADEE(EZ. low, moderate, highlZ70%8
« CTOHAFS1>EULT, NIST SP800-60 “Guide for Mapping Types of

Information and Information Systems to Security Categories”

» FIPS 200: "Minimum Security Requirements for Federal Information and Information
Systems”

o NIST SP800-53 “Recommended Security Controls for Federal Information Systems”
* FISMAICED<ERBIRY AT LADECF 2T IEEROTA DA
VT D
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https://www.congress.gov/113/plaws/publ283/PLAW-113publ283.pdf
https://csrc.nist.gov/publications/detail/fips/199/final
https://csrc.nist.gov/publications/detail/sp/800-60/vol-1-rev-1/final
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf

AKEDEFa T 15 BHE)

e

B Cybersecurity Information Sharing Act of 2015 (CISA)
» 6US.C. (BREAH) §1501~
- PE[E., % « LINEOY A /N\—BEODBHREBEHE (AISIRE)

B Cybersecurity Enhancement Act of 2014 (CEA)
e 6U.S.C. §7421
« UAN\N—LF2 T < ICEAT DR « AM « HBEDZIE
- National Institute of Standards and Technology (NIST)IC &Kk DM DERK

% NIST (ExEERMAITET)
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https://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter6&edition=prelim
https://uscode.house.gov/view.xhtml?path=/prelim@title15/chapter100A&edition=prelim

KEOEFa ST 1K GEFHE)

B The Federal Trade Commission Act GEFPENS | ZEERIE)
« 15U.S.C. § §41-58, 1914%
« BHUNILDBEEBRELS., BEXSl (commerce) [CRITDARIEXIS
SEERBYENIR LY (unfair or deceptive practices) ZIRIICZ D, A T75A
INROAISA DT EFa )TN I —([CBRAIND, FTC

. BAECEDE. MUY —DOARBTFERDHFEE > TL\D,

B Gramm-Leach-Bliley Act (GLBAXIZEZRGY —EH\EE)
o 15 U.S.C. § §6801-6809, § § 6821-6827, 1999iF

SRR I KBDIELBBAIEER (Non-Public Personal Information; NPI)
GDWEE EH - AR ZERHl, SeERIEENOETRIBRERDBES
2 SERIND.
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https://uscode.house.gov/view.xhtml?req=granuleid%3AUSC-prelim-title15-chapter2-subchapter1&edition=prelim
https://www.congress.gov/106/plaws/publ102/PLAW-106publ102.pdf

AKEDEF 2T 15 BHE)

B The Health Insurance Portability and Accountability Act (HIPAA)
e 42 U.S.C. §1301 et seq.. 19964F

- EEBHOUNEE -EA-FHARZRE . EEEHRZHRBULI5INTORUAIC
EREINS.

« HIPAA Omnibus Rule: fREEXIHRAEERIEER (protected health information
(PHI)) DUNEE -{ERAICEII D MARA!
» HIPAA Privacy Rule

» Protection of Electronic Protected Health Information (HIPAA Security
Rule)
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https://www.congress.gov/104/plaws/publ191/PLAW-104publ191.pdf

AKEDEF 2T 15 BHE)

B The Computer Fraud and Abuse Act (CFAA)

e 18 U.S.C. §1030, 19864k
e JEQ—HICHDDFEINONIE P DR &8,
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https://www.law.cornell.edu/uscode/text/18/1030
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EUDOtTZFa )15

B NIS Directive

o RXYRNI—=TBERIATAARBEURIBOSERTZE/KEDLDHDIGE
EddiED

= (EU) 2016/1148

- JNEA ‘(c.EBHéCSBaL@UZ/J'\'b’( >>%> HJJ‘@“Z»?@%E‘E?JO)I‘:UJ; B
IREE - BAOHRIIEE. EEA > I5ZFRE I EEITIIIRIEE.
1227 > NREDHRIZATT
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https://eur-lex.europa.eu/eli/dir/2016/1148/oj

EUDtEFa T 13k

B GDPR
AR 8l (EV) 2016/679
. BAANT—HRE
« EDPB (PRMF7—REEZER)

B Cybersecurity Act
- #RAI(EU) 2019/881
« ENISA (European Agency for Network and Information Security) D&
PR581L (EU Cybersecurity Blueprint)
o ICTRMmMOCSEEAEDIL—LT-IDEAN
« ECCG (European Cybersecurity Certification Group)DE A
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https://www.ppc.go.jp/files/pdf/gdpr-provisions-ja.pdf
http://cyberlaw.la.coocan.jp/Documents/EU Regulation 2019 881 Translation ver 2.pdf
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https://www.mofa.go.jp/mofaj/gaiko/treaty/pdfs/treaty159_4a.pdf

[(#B#&iE ] YIBEE S
(Council)

=Z B
(Commlttee)

|

w2l { EDPS E ENISA ****a; E Europol }
iy + enisa
ETSI7T___ \ K’
World Class Standards
L } BRI )N —
EDPB LRI —
CIRTs Network (EC3)
N = EURPOL

| E c 3 ‘ E:;(:?eean Cybercrime

CERT-EU
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EFES CKED

B E-Sign Act of 2000 (Federal Electronic Signature in Global and National Commerce

Act)
« electronic signature
 an electronic sound, symbol, or process, attached to or logically associated with a

contract or other record and executed or adopted by a person with the intent to sign
the record. (15 USC § 7006(5))
NS OEIES
(a) BBV xS, EF I THDC CZERITENNRZSESNZL)
(b) Z2KIE. BFE0ix ChHhDC CZIBHISIERRIR ﬁéﬂf AR
() FZRLEASDNDEHENEBICE DS CENUBETHDIHE. EFNET
DD (BISHDHD)
(d)EfiJ:ﬂbD‘@%%D‘M\E'CBE% 7. e-signature CENDD (BISHK&H D)
B Uniform Electronic Transaction Act (UETA)

o IMDIR—IE. 47TMDHERIR
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EFEB CKED

« E-signature& U CEROONDHS
» Sign and scan
» | agree, | consent
» BX2EE TR (ZENZXEICED
> DocuSign, Adobe Sign’s &
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EFES CKE)

- EZRMERICXYT U CIEEBREDEE (BARXREREE)
« Wet inkEBBNDWNEBRHZE
> ES
> XRAICEITDIER (BB, EFHBHEERC)
> AENEICHNDERELE
> FIRISE
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o

E-signature&digital signature (¥

B Digital signature
« “[t]he result of a cryptographic transformation of data that, when properly

Implemented, provides a mechanism for verifying origin authentication, data

Integrity and signatory non-repudiation” (NIST, Federal Information Processing

Standards Publication, Digital Signature Standard)
« BSILICK > CTIFRE .

Copyright © 2019 & B AEH All rights reserved.


https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf

EFELDONIE

o E-signature (—iRBVISeBER)

* Advanced electronic signature (GBEECARAMERIC RN T—EDE1H)

» Digital signature (lBS{bi%fliZH D)

* Qualified electronic signature (ARATEFD. 58:E. FIFNZMEIC DUV THIHF
ICRDMEDH D, BRIV ESIERE)
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2F1IE COFERICHNT NBEFE2] CId. BBz (EF60701\.
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AL, ) ICEEHERITDCENTEDB/RICDOVNTITMNIBE CHDOC. R
DEHFEDNFNICHEZIZITDEDZI D,

— BFIEWNDRBEZT O ICEDERICHEDIEDTHDICEERITD
DEDTHDCC, <BAKE

= SFBRICONTHEDTONTUVVRNDE DD ZERIDCENTE
DEDTHDCC, <—IFFldE=M™

= 2RHEEES (PKD BADTERED, ZNICREE L TLVERL)
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2RI1IBICEIT =& REE

B [EFEZR2RIRICEATDQKA] (2020F7H8H)

[EFERLERE2RE1185150D [BHRBEZTOICE] [CEZITD
COICIE. MFLUEMEBNICSZIEEZB ST D CENMBERDINIT
THE<\%2@\%E%EHAﬁ%&F%EGDF 5 ChoCE,

BOERBDOHCEDE, AODEBOINHEIT D ERIIBFRBENTON

CEDEROONDIBE TN, SBFREBEZTOIEE] IBTHD
CFHAT D ENTEDEDEEASND,
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https://www.meti.go.jp/covid-19/denshishomei_qa.html

2RI1IBICEIT =& REE

B [EFEZR2RIRICEATDQKA] (2020F7H8H)

« CNTEDLEDDIN?

= HfESESRECEFESIDNERSNTNDIXEICDNT
X B CTHEOKENDCEIC
- B[

dlinl
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https://www.meti.go.jp/covid-19/denshishomei_qa.html

EFTBRIAIR

B EFEENURGIEIFICEE T DEE (2000F4IFE)

3% [WBIECER T > CIBIHRERIICOICERRSNTZED (RNIFEDHEFS
FEBRUIEDZERLS, ) IF. HBEBWOECRICEHFESINITIBRICDUINTAH
ACEKDEFER (CNETOEHICHERRFSNROMEEZEIEICEIET D
CEICKD, RARITMMTIDOCENTEDCEERDEDICIRD, ) DT
NCWNBEEE. BIFICBYIUECEDEHTET D,

> BBMHEOEH
> (&) “EROHTE
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| BERAICKDHRE (—EREDOHE)
AADBBICEDSIIBEITHDICHESND

| ERER228F4IBICKLDHETRE (Z“EREHODOERE)

N EDADNARADEBRICE DV THERSNECE (XEDRYIDEIE)
DMHESIND

= NEDORIUDEIENWOONDE, HFE. EBRNEICDNTIE, B
DEBDIRVVRD ., SN TCUVDERITBDEFEDRESND.
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B [EFEZAIRICEATBDOLKA] (2020F9H48)

dlinl

=XB DT —ERNDBROBEEDOEH ZimIC I T2HICIE.
OFNABDER TOEZR QERMISE)

QFBFEENEDOTOER (BSOREDAAEEOERIMZERT D

fTRAA (BIZ LD AT ANEBAHEZAAS CHHYT UV CELNICITHND
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[CRNTCHDIKEDBEET M ZmZ LU CNDCEADME,
SR B 4 CHIRDEEN D SN DEDRAR
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https://www.meti.go.jp/covid-19/denshishomei3_qa.html

F—RA Y

> HETHIHTHROREICIT SR,
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BFER (EU)

B EFEZICRII DB [eSignature Directive 1999/93/EC]
“A Digital Agenda for Europe” (2010) : Digital Single Markett&18
B cIDAS#HE! [Regulation (EU) No 910/2014 on electronic identification and trust
services for electronic transactions in the internal market] (20165781817

electronic 1Dentification, Authentication and trust Services

Copyright © 2019 & B AEH All rights reserved.


https://ec.europa.eu/futurium/en/system/files/ged/eidas_regulation.pdf

eIDASFRBIDBB

B EADTENEANTERALUTCNDEFID (elD) ZF—ALZEFAHLUT,
eIDZEFARUTCVNBDMDEUEEBEDLNT —ERICPDOEZATEDLDIC
EESE

BRSNS -ER (EFBE. EFY ). EFHTLARYVT EEF
TUNU, D TYA RERED D\ EROR—/N\—AR=-DTOERE
AEFDENNIRZE L. BANTHEET DR DICL T ZFT—EAD
IZHDIBANTIZBZRIL T D,
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(PSRBT —EXR] £F

B eIDASIRAICIRESNDEFER. EFY—IL. EFIATLRIVT,
EFT NS —ER, DxTYA RSRELICHODDT—EXTHD
. BFIGIDOENBIMEZS2HDEDZUND,

Mmul

A

(RRINZEE = Ddigital single marketdDt -~ :

https://ec.europa.eu/digital-single-market/en/glossary#letter t)
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https://ec.europa.eu/digital-single-market/en/glossary#letter_t

eIDASFRRIOAB

B Chapters
1. —A%ERE [General Provisions)] (1-55%)
2. B/FAATESR [Electronic Identification] (6-125%)
3. SR Y —E X [Trust Services] (13-455%)
4. EEFNE [Electronic Documents] (465%)
5. MERZFERVEMIBTE [Delegations of Power and Implementing Provisions]
(47-485%)
6. E=fRARE [Final Provisions] (49-523%)

Muly
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eIDASFRRIOAB

B Chapter 30DAS (Sections)
1. —f%iB%E [General provisions]
2255 [Supervision]
aaiE 2 X 1 —E X [Qualified trust services]
E 72725 [Electronic signatures]
5+ >/—)U [Electronic seals]
EF A1 NS > T [Electronic time stamps]
s FE 87X —E 2 [Electronic registered delivery services]

1 JH -+ 533 [Website authentication]

Ml

Muly

Ml

B 01 B~ W N
Mol
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[CREETITONT, BREDEEBTCTERZIRILET DTN,

BEFYIANNLARYIT
EFERDMBDT —I EETEDORBREICHEHEODITDEF DT —ST

Do C. BEDT —INZOBRCHEELULCEN DN ZEILIT DT —H,
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EFEEL (SES) 255 BFESA 2% (B335R
BFEL SEEFEL (AES) @ 26% ENE2285%)

BIRBEFELZ (QES) : 28%%. BUfHI

EFEFI—)L . 3BFE (BFFEIRNE NEBAED
BFY—)U SEEFI—)U 365 BFE2BE)

BIBEF— )l : 38%. BULKIII

BFIANAD YT 415 (NEEANICKD  fEEBN (B
BFIA NS T BIRBFA A INRD T @ 425 BFEE (WNSE EMETTIAS

ANELIFRLS) ) )
BFEEBET  43F

== E \ X
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T YA 25 BI& D T U+ SEREE - 4558, BRIV
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« BRIEFETEEFIDEN
= BAEEETENT —/NCEBESN TNDT—HICTPIEAUIEH)

u L%T_T_T_'@%Tﬁ/ﬁ
HISHEIER (MLAT)
e V5 —N—)lL (EUANTIEZO—0OM—)L)
o SEHITHEREBIDIERNTNDIH S
e 24/7 point of contact networks (B -1 /\—JEIEFR#U355%)
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https://rm.coe.int/provisional-text-of-provisions-2nd-protocol/1680a0522c

ENE - BNAIC K SEER

B KECLOUDA EEUMe-evidence regulation (58)

4

X — JO/N1H5
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E-evidence 388! (38)

B E-evidence Regulation (Z2)
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CLOUD Act
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B Clarifying Lawful Overseas Use of Data Act of 2018
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. Stored Communications Act of 1986 (SCA. BEREE) &l

- BERFE[18US.C. § §2701-2713]
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- Microsoft Corp. vs. United States, 829 F.3d 197 (2016)
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https://www.congress.gov/bill/115th-congress/house-bill/4943/text
https://uscode.house.gov/view.xhtml?path=/prelim@title18/part1/chapter121&edition=prelim

CLOUD Act
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B /R /X—/\Y— [ Promoting Public Safety, Privacy, and the Rule of Law
Around the World: The Purpose and Impact of the CLOUD Act | (2019848)
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https://www.justice.gov/dag/page/file/1153436/download

18 U.S.C. §2713

Required preservation and disclosure of communications and records

B CLOUDAIC KDMIE

“A provider of electronic communication service or remote computing service

shall comply with the obligations of this chapter to preserve, backup, or disclose

the contents of a wire or electronic communication and any record or other
information pertaining to a customer or subscriber within such provider’s

possession, custody, or control, regardless of whether such communication,

record, or other information is located within or outside of the United States.”
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