SECKUN®@ AL K=

XAV TAEANFTUR

TH2%F11H8158 EREX




EHEEORELANTUR




[FLHIZ—

T 164

=517

- D et

IE 7:6_ /S\ l’J

MZ-T

et

—




S T-fatls T CA T 2 E A -

1T

1 101&

EEEWMR. fBaH=RH16. 7)
NDEBDEEMHIG. 6~10)

1 5R238 (H16. 10, EEKERETALR)
1 FBE it E(H16. 10, IEEKENE

AER)
1 X TEEFEENFKEE

1 EREFRAFHMEHT7. 3)
1 JRTEFNIUFRAR SRS (H17. 5)
1 FREERIAASZERET HHEHT1T7. 7)




”$&1h¢mlﬁhﬂm%%

$45 fﬁ ) [
‘L\Qm
e ~ 4 %23’15 “oR)

@5}1 . %ﬁg(ﬁﬁ) “%

H1656H)

o %2215 (1 OH)

%‘HE B8H)
o “"* Yo %10"?(?ﬁ)

“"“Jﬂz‘)‘f H ZIKL..
Eﬁlﬁf—’ﬂ't \J:'de~

%13%(35_)




TDEDIEHEREICEY HER

1

xﬁFFl((( (H23 3)

l?ﬁE

26. 2)

1SAEM-LETOXTKEE(H26. 8)
1 il EILIE N (H26. 9)

1 HEARME (H28. 4)

1 7AZ™M(H30. 7)

1 28195 (R1. 10)

1 7AZ/m(R2. 7)

Hl:. 6
V4 RIRY



KEDOHINIzKYrHL-FE1E

R EFEDHE M ET= T ILERT A
cSAY

1 K ERERETORETIEAAMNTA

1 KRR K ERERICHEITARDOH LR
XIEDOHY FEET

1 TR IZEHT A ET T ANMER




1. BHEE




BHEDFEEELVDTEEREMBOH TELSHIRRT
DR T, BEZm=/IMREIZT H=8I1Z, LyhIZ
BRI AL AREITOMNENS T E




fEEDFRFIATE

ORFH 1%
OEXTM®
ORAM
ORZIE



e DR

4t =F B AR RETL S5 Re

t=R2ERXADLEE
| C Eﬁ‘lu\ﬂko)z\g |l-'
HDEGICERGEE

|
3-‘5




EDMEFAETFE

RHEFRHE

REE

NI/

:tEJ {((I—‘—'

=

DULEPN

IRy N

HI| B

AREP e 5

J T 1R

T

BA I oW - OE

w4 7 T B (H5ND)
Filaaf v 4 A (COVID19)
1B ESFIE

YA NR—f T b

R M
©
O~0©O
A~QO

COOOOOP>P>O

~©
O~0©
O
JAN
A~QO
AN ©)
A~QO
A~QO
JANa®
AN ©)
A~©
A~QO
©)

©)
JAN

A~O

el
HE

!
©

{

?D@@@@@O@@QO@@@@%
© O

RAME



fEEEORE
BB AN EHOFEEDRRELZHDD

1 SN DD ERCKUMARBICEENRAET
Hi5E

RS T DEFELTHEBEDB#E DL T X
TERY




2. fErIZiRUEEDO<Y




fatk EEDERRE
BB SH ARG HBH TEETHSE

1 [RonT=1EERDE

1T, O ERENFES

NIRRT HBILEA S QB2 A TR

S ERAYE:

s

AL . @) H DAl E L% it

HLHTE



HARZMEBOREE

1 EHEE I, RBREDORREONIISDRE
LT7YITAHARTIEGL byITE O LS H
Ef&%IEE\I;&IEh\TTK

1 S RBORERONINDRENLTYIT AR TIE
B by IR OV LR RLGERRENT
A R




EHEE

IZMIZIENY T O HI D
) —F— T DIRE



fEMERICETAMTDILG

1 EREEICIRL, FHREET HTHAIRNR
2T A H#EAIL. ERYDXIEERS,

(V2alb—2a> DB EBEEIZDITH)

1 ZTNENDBEDEDHER. Hﬁk"’ﬂﬁﬂ:d)
T IRAR (fEREIZRE T AEBEMBANDE1F)

1 flIcEnhnT 12, KRR EE. 24T,
FLRIEXT REBEIRTE




BHERICHRITATRIUAVNEES]

1 FEREEIEICRET S SRR
KEFOEHKICETHIMBDEF
=R LICBH T HFHIELGE DHBEDE1F
1 2 RTERES
REL-SFEISHLTmELGH|EZ T 9 8

J—o 3y 7 R LI

O kA—5—Mo T LAV —IZRT DIRRTE
1 (YO R—aVEEN
SRECHCENFEINSIFEZEIERT HEES

|||n|




R EE

DRI E i

1 e EEME - A2V TDEE
1 AMB R EIIRD X

1 (F¥RIEE - Rk

LB DALY

R AT L FHREF TS
1 FEREEE I —DE(H




R
El

ol
3
\=
S
=
I
D
e
L
_s




+—5° N

uuuuuuuu

e




IAROANEDAKRE

RKEITHER(AN.E/.E.1F
H=FEER) ZFALT,
HEZmABRICEER T S,




3 — —
J E&
/



1 ERAEERICEVLVTEREER (A E/)ZL

ya)] fuk= 4 =

BT By

1 fEHEFEE

D FFE

=gk

A

= B

TR AL, £

|2

—nE

ﬁl_.lL;\

=, MEDBEXZTE

REZEEELEVDEDIZ,

CTERFES

EFRF (2% AL g~

bnﬂkj\*ﬁ |_. lb\lkiEd)__Jlllﬁsx
BRI ELEIZDNT, TOHHEEZE




%ﬁinn /% FH ﬂi‘lﬂ% 26

7353 18 chi th 7B BR8-S ER K 5K
2004.10.23 05.56 1995.1.17 05.46
Hh 2= YY) —_Fa1—K6.8 |¥T=—Fa1—Fk7.3
SZEE 13km ZEE 16km
E{THAEHE |68 6,436
8Ea 4,805 #344,000
WS %9103,000 #9317,000
BIZERE %9107,000 #3513.000
(£1R) (9 2,800) (#39 105,000)
R 9 285
—B— —B—
o L fe] #thigk D KA HBIZE D
IITEED L AR IB %




RARFBEICHIT HxNE °
X D i

%

QUEltE >RERVEKEEDRIRILIZESEREED
fE_- 3 MIHt/Q_/\G), slh\/%%

>HREIREDRED FICHRRFIBTE
ASNHRZSET—LRZDRHE

& R DIEmAI

WEEEOITESE



> &R ETF—LZFIRMIZIKE

>R -MIREIREBI B
& T _GHM . BREIEK

> EHEBTER - HBEE

>éliﬁ1‘§® REXE
& REEBEXE

& KLEBFE

& EmEKAR

& I RYLGEZRKEEDRHIE

® (VIS RUOSAITIAVDIREIR

28



5 R
g7 =]
EF
N
HhE=
= FE
b
o
=
[Z;
TRIE
29

>
8%
3T
)
11AD
5
154
=]

>
ih
. . ]
j:é
Eﬁimib
I%f NS 3B
/\U:jrﬂ&(
9 <
—%
F
|
"™
.




MEICROWE DK >







by

HIX
2004%

Bzl

_10J5124EH Iﬁi’mnﬂ’“

R&ET DBUTFHRE




BEELRELRBELSD
K EAEAIDE

_ P21 ETDOREENHETHIERHEE
>21[ElChT-5%E

PEMTERNEELOTLERS

>?&§tt|ﬂa>_—zl-ﬁﬂrﬁ'd‘ét&>é
FiEmNICEEShiz-12070 '
OxHobF—L



O HEEd#EDKROI20 7Aoo F—L 34
1 D FKE-FL

1 Q Wik

1 QO KEREEY

1 @ REHE -HKEBEOEFDOENR L
1 & F=E

1 O EE-EREE
1 (D KEREEES

1 @ HiISGEZE -/ E- BMOKESE
1 O RBE-EAxE
1 O RS T47

1 D BAEADTS

1 @ W EH




24

R ERBh [ A
2,700 N\ LL E D FH

WERLERSBBICERTHMBTD/\(
l\?l/ZﬂF:L—Igl-J: )%IH:‘E*LT'%’JE

W 24 B O#E) - B



N E DEE

25

24H, 25H12330,000B L L

E723,0008 LA £




—

NSV TAT &

37

RIUTAT D

N \ S
] TR

3 %7:50,000 A L1 E

B LD &SI ENT-,

L BIEME DR EEH
S BEMNDBEYIZITIREO

IZI%. MR DO EFR
7I'\7/T’f T OBIT

7 \7 _/T'f 7% g]




ISastENSEIE - EEADRITO R

108270 Y =F1—FK 6.1
11A8H ¥ =Fa1—K59

-/ 14 A&
\

AAAA
LAl T

>EEHBEDODEFOERMM L
& EAKEHLERE
& ABH—EXR
& PTSDIZxT HILDT 7
& SEEDOEEE DR DB

PAITZESATSADEEEIR

> &R - 1EEEEEANDHEGTREIT
® FEULDHER
X POEADEA
& HhigFF D 18 H
Ol -FELI-iE DX iE



TEHEDILEENICRT 5XiE ™

BA. ITWICKYIEZIED
ST=ZFI|

ENZRO-HT Y




40

TAD

“H#ELT

y
e

EIDHAHD

%=L<

]

|=

]




il

= ke EtiE (BCP

41



il

=

=

2% ETE (BCP) D= EBCM



£ Hi
o e T AT 8

. E.* E)
3. TSR |(C EE i[
y " E:(:J'iéﬁsfgml]@

_ /E. :.I:[”JJ:

= 448
S— v = 75\’5
o fa XK = ).
D @

/-IE%
l 0) 13‘%,“5':' i | ﬁ z :; A
— L
2&
U %
20N



BCP &V T4z —T3Y
( Contingency Plan:CP. B2 xt it 51 E)

BCP [IFEENDHGIHEDE ANSEIE, FIE. (£F.
BERFOFTEZEMRIELI=LD

CPIIRAFRALEERDITEZH L ELI-FTHE

BCPIZFRNIEDHRRATOLRDfEFEMEE ST (E
ORRA NI HT) LIz E T, ENITEDUVEL
B ZEY 5 EITHFHE

BCPIZHIEI Xt EL THDCPEARSLTETE




F R BaT I

%5 5HHE (BCP : Business Cintunuity
Plan) &lE, KEFDBEELERICBLNTE
EEF DR b"l‘%’l?&%i‘%ﬂﬂiﬁ DIEMT
[FEEZRARL . TDOREDEZFZHIIT 5=
&)0)77'% &, FIEFZRUI-5TIE




FEMEHE (BCP) DB S

1 KEFDBHRRERFICREERMNRIET HLH T, AJEER
[RUME D EFx#GL. BEHICRERFDEASZ[E
BT H-OICIE., GHBREFRERFOIGIZDOVNTEEMICE
HT-BCPDERE. BRMFEINNHE

1 BCPOXREITEGIEFERBZRBEDEDZERZIE R TE
i DOATEERLRER, ©EMIEDR LIZDAAY,
TEIRAN EEDHESHEFE(CSR)ELTEETH
%,




BCPOXROHLNEAE=R  “

& EYTSATFI—
ARMRIBZEITO1=86  EEMAR PYRMNE . BEIEXEENE

R CEEIEICEENKELLS S, KB R OIS D FiREHEH
2L, EHEXDFLICERI RN ERIZIEM

IS4 FI—VEBHT 5— R ERITRMLRY I HNIE., BEREES
W EZE5Z25

B AT LANDIKTFIEK

SR —ERXRPBEY—ERFIREBEITHILELTTHK AEETENLZ
HICE BEREHE FEAETRTOLEDOTE(IFERIRAT L
PRYRT—IDIRENFRIIRICHEEE
ESRZADBMDRERIZITIER AT LOEE(ZLBDS—AMNIEEIC
BHiLD

I AT LEZIZBCPAZIVES . EXEHRICKELEE



[H%F2 Z#FDEHORE] (KPMGESHRAFLATSVA ESRABBEIRT AL FH—R A 2002)

(R B ICENTBE—FMICTENSL. EQORBICLIEBPREZERLEL-, GEHEIRT) )

BICEDIVE 1 —FE5—DFBAFHEE
BRECEEIVE1—FtEU F—DFIATEE
o

YIS TIEE

ABIEA

=&

mElEPEFRENLOH—E AR G GO FET
BIEOHE

MERLHEIFICH T HRIETA
DANABEPFETIEARATA
TSRO AT LAEFHICL S5 E M PET
EBEhEIIh T

TDith




ITY—ERREGEETERERICEETIVAY

SEC

Software Engineerin
fcrHCN ZJK\R\

IT-BCP%M REHE A 1F /13N RREBE(HRETH)
EEIFLLERR(2258 )M R

1 BRREF(ETRIBRICLIRBMEE)
2 BRAREF(ARBTBRICEILEHBE)
3. Eﬁ“‘*(:’ii&)

Pt
SAVINI Y RBREFICEDINTIVY
6. EBYICHESR DMK 1EK
1 RFHRE
8.t EM770REGEEERREELN)
9 N—K2ITNHWIE
10.J7M7x7DAESE
11 /ZTI.\(DME ﬂrJJ 7]'—1 Y—7IZI—

1 4.%EBJVEJ—Q9ZF'ACDHI$

15. 7P YA N—KEFSOHEBH SO E
16 5 CEH TR
17.484

18. 20 ftk

<ihsa>

MR ATFLEROERIC
BI3WROAE HES
IPA, 20124F. E4-8

0% 20%

40% 60% 80%
81.3%
74.2%
31.1%
25.3%
40.9%

51.6%

32,4%
63.6%
42.2%
16.9%
56.9%
64.4%
14.2%
14.2%
4.0%
0.0%
1.3%

REAKXRIEODEENZ
IRERIICRER

SECt=7F— 2012.105

Copyright © 2012 IPA, All Rights Reserved.

IPA Software Engineering

100%



SXRMGETEIORNE

1 RREH
Eﬁ» SEREEZER(RESET L) EECEFDIERE
HHERE . IR R DR E
*iﬁsﬁﬁnn NEAVISFOH A GRGEEERDIERE
1 BRIBRLDRTE EBIEEF DRI

EERBEERKIEDT=0. FIRATRLEIRICKYETLL T
FAOXRBEIRE . Rt Al Beld X152 B B

1 EIHETEIDRTE
ek, HIEDEIBETEZRTE . EtlCXVIEREZF=HEH




BEMBEIRIOAN
(Business Continuity Management, BCM)

® BCPIRE Wi+ - B#

@ EXMBMEEIRIO-ODFHE - ERDIER
® SHIX RDENE

® Uiz 2B A-ODHFE - R DEN
® LR, MR E

BETEERNODIRIAVNES)

il

T

1]

o1



 EREE R
#HE I OER

EERREOZEICIELT:

Sy



BCMODEZERA -

® NAIDERICEVWTEEZMRT 11

® (1t NMDBCPEUBCMIZEET AEHN2HE

Jlinl

= XL ERVRNZTM - RET S

53



BCM#EEND— X RN
(RFELEREE)

ESRRA NI

FREBICH2TORMLR VI (EERHE L, EEL

. f5
B ER)EHT, SEMEGLE KL RIET R - BE

— HOR R 2.
BCPD.E 0 R EE -

WL LLTHOBCPHE OESE HE TR S

itz ROl £
BEEHIBREZRELEOFRAICH C-BCPER

BCM®M:EE

BCPIZH<ETIHETHY . ThELHIZEERIZZE,
HMEMICERTANEVNSIIRUALFDEA (=
BCM)MWEE,

24



55

BCPD %I R EnE

o WRELHIIRAELT. ETHEXE-X7. zk. A&

o HARICLOTIE, MRFAEEEHFZER-XFICHELLZY. BEEICIGLTE
B 5% Gxfm) ZBREL-YIT DEELE AN S5,

® BCP [CHELTH. RHRETDIER. ARMEHK. HRELGDAREEERT H&
[(THE, ERBERIICEDFEREZIERLTLLKIELE R,

BCP M Xt & &1 B M 5]

xR E

HREFEXRXTH
xR ER

NREGDAER

AC kD 45

ETOERFH.ERFER-FHLE,

RN BKLIZEIC, FR-FHOBREHLRHELELD
AREDHLHIART - O RELWCavEr—3E 53¢
Téo

HREHICEHDEHLER ., R A IREHLBELLVICH
het#tBF,

Z DM, M REERITKIFLTWIBEREFICOLTIE, BHEIC
WCTHRICELT=HNET B,




BCP 7R /bR A DBl

RENTABTORRE.
HODORS

BCPEEH (BCYR2—Ty—)DES
B BCP7Ovz/ DA%, fHfEE
B EEENIMNOZIEORYAIT
BCPR&#E
BCPOEIYZELED (BCRA—+—) B OO IHMNTEOERELETFTHEE

B 45 - TAMTEORELEE
B EHHMLZBCPOREL
L [

exadat; Lgiik
(BRI 74—2X)

ozt E

HRIBEE~OHA, sl | sl | ke
MEXERELE

i J& B (%) B 75 -3R5E ®E




FEEBGEIRDAVNBCM) DEERTOEX (RERTF)

v

Fist o

| B ORE |

| FRUE %0 A2 b (BON) RG] DM \

REL - 3G

& - B

EEHRTE (BCP) pRgic
fEfEd 2 ORERD

v

a8 - et

EX#R U A b (B0 © Q8 - FEE

EEFEE TR

EERET- LD
PR OFEE

EEREBOREL BEEH
58 - BREEL Lo EE

EELEZOEEL
RV D Ol

U2y @ik - P E

HEHFICLAREL

HEZZOMH HL

= - HE

VR 7ul

R AT ENE

AEDHRETLRESS
=& &Y 2D DR

1

v

WSRO - D03

IR - AR OMST E RE

EXRgnEe - MROBEANELS

R - SR oM@

EERG - ¥ v oSigHET - 248EE

EHE - o PIAEO TR

Thsf RO ESR L 25 Lok

G TER

1EHLHIRF ~ DI

THL, HMz=4 2 2EREORELE 0BG
DIEF

Mg b o L BER

YA R DR

#E - o EE

N

aHEOFEE

FTE LR - FE

FEikRstE (BCP)

HEH RO EME

}E - NEOEEE

REL -#EOE: &

HEEOXEL

)

1.5-1 mEfi~x A~ (BOM) O&EFOER®




2. BEMEGETIEID 54T 1Rt

58



1

|
\

28 E 43§ (Business Impact Analysis. BIA)

ATvI1 F=E;

EICBTPEELGER - X (EHEX-XH) - TOEX, TNICEHEYT SV —
ATHTE ., FERTICRIZTTEZEDTEITI,

-,

o =XHRE- T RDEBSLIRGLATF

1 BELESEXR-FZHCLPENICEETHIVV—ADOE, TOZEETRERICEH)
ELEODAT. EXMBERVERHOEXBHROB AN, TENENICEEIRA
20115,

® REILRVIDIE
EENMNSEEINDFTIADIEREDFT)A -FREEHRE. BELTHRE
EEXFBT IO LTORMLARAYIELGD ) —ADB/RENETE

o HIETERKFEDRE

H#ZE |BFE (RTO)

EX-XBORMARELIGE . SRICEAGEEZRITSLEVILICEXTEY
ZEIB-BRSEA-HOBEERFRZRET S



1 R FTE XTI ITADEE
1 EERUADEE
1 BEEOBEMRGOURLGEBEE~ADEE,

DAREE~NDFE
1 REBOEA-RIU~DEE
1 RS EHOEN, H—ERLRILTI)—AVE(SLA) FITERLT

LEDFE

1 BHAOHEWNGER~NDOEE

1t ER- RS

22 488
o=

(Ht=HEEERT L)

ShIC.BEEEDIG|H#EF

610)



EEEBRORTELEESE AR BIEEIRLAILORET 61

BEMICHE - BIHTNSEEXHERYAT HEEFHEDER

EiETEIC

O E D EF AR R (F 1k - R T BFRE) T T
OLAILDERRER EXZEEORRINNDTISHE
D HETE

EN<BLDOERETEIHSE M =

[ B +Z18 [HFF [ (Recovery Time

Objective, RTO) ]

ENKEFTHRIBSEDIM= HRBRLYBN-BLLALTERE
TE+Z&IBL )L 1(Recovery Level

Objective, RLO) |

DEXTE

XBREOEEIRLLDEKRTE



s BERBERDPIEERMNLR YD

TNETNDEEEFOEMICAARELS _
BEELERRBREER) FiCiE

LUREEXFOER. BEIHLANLOEEIS
ARAIRGERIARIL RV 1 ELTHE

il
EEGERODP T, BHEESNTLDEDHE
ROAIRELR D ETDRFEZ XY EDHLRLRY.,

HZEEXHBOEIRZSLICEDHZY, EIH
LRIWZELEIF-YTHIENTEELED

62



EDRAAINGE R HTDAA—

[B&4 ESRRA 2RI FGHHEROA A —D]
EBERTLDELLD)I—R

EEEISHAER

LATLE| ABH

EERE
AT L, a.
BEEE | Ev—

63



FFERIFLILD
LANT
EBEE gg HEShSREAEA
AICIRRIZE &
HEt3

FE (BT & FRETEIT )

RRE (R EsL)

B FERF

e WX DT EF AR
TTTT BCPRENEDEHER

= 1. 1-1 FEMGEHE (BCP) DS




2
@
&
%
%
*

RRIEICREHT DM A—DH

HEhLNM
AICERES

T ERE

SEEALLLD
LRALTER
FREXUD

| BREBIREE
WHOF N RIEH
BCPRIIR DRIGHIAS (BRI L Y RE S)




ATYT2: ) RTINS -FEE (JRITERAAUER)

D HEEBZROENEL
BHOEEDHWESIERBII ORI HIREETZREXRVVET BN
HRELBIETOTLDEEET 5,

@ YRITIELY DTHENEENERAEZRICONT, REDATREME R
URELI-GSEDEEEICODVWTE=M - EHEMIZEEML ., EEIZH I
FTAREREEZDIEEZETEL. BRI 5,

Q@ HEDHRET DEEFRICED IR DEFEM T
QTEBENICHET REERELLRESZRICEYAELSIRIIZDT,
BHOFREZERCHEER. (0I5, 717710  BEFICH=LIT K
=F2MBEI D,

66



67

YR DEMP I EEEZEE NPT COEEL-EEEKICRLTITODN
HYEE
BRpIZIX.

OEELERESZRICE O T, UREEEHKICTOLWTHRELL-EELE
;%ﬁg,zw@“aba XTEDERED ICHNT. EDLSLHEELEZI(T
BhEEEt

QFNEBLEFRZHERTHA=OICIRINTEST IREMZTHT
RFNEEEHEINRRTIXLDOETIZEIRTEZSH (=IRIR THIRELTE
IHFEEIRTO)

EDCHULVDEFEKETHRG-EIHTESN (ZIRIKTRIEELZEIHL AL
RPO)

ZHTET HEVSIFIEN—HREY



1hnl

AR SR DR ERTE

638



= SR R oo BB - X SR DR AL

auji

Jinl

X -HENM R T NSEXRGERERGTIT 8 R
ELT

O BEZHA-—EXD g RHAEIR

@ 105 - #BHEE D PR L RE D HELR

MNHEFICEE,

SIS RODBRVEE,

Q FHMBEUIERS AT LDHEFF

@ EEMHER

® ERFNF A~ DX I

® TB-HRAVISEXEORBEOESHEDHER

69



70
1. EERA-Y—EXD gk REEIH

(1) EFHH L IZEE T DEEE - X1 5R

o Mm (ARt Xk, Ztt. TIHF) DEYOREDOHEE UL - 8255
WM DOBEHNTOZEIL - 7EUE

fth#t EDIRE (OEM, 7oy — 04 BEXIEGE DFERES)
HEEEE. UTI3AM A T4 ATDOET

(2) &fE - HEa D& R TOHEES - 3R

® EEAEMNRELVCERESGODEILICKSEiaH S

® EXDEBIECHBHFZELDHER

o ik -AELLDERE

o RERZENHRI CLARMMmDERAGERGIRICHEITEIEES)

(3) ZEHEMRDE R TDHES - ¥R

o EEREXFOMKICARAIRGERAICHTHIRBEEDERIE AL-FER

® [LIEFERITAN (ZE) AH - FIEDEE., BB LR LHBE TFIESF
DFHE1k

® LESLAEESLICEITEBCM IED-HD AEDHER



2. {5 - 1RO PR REOER

RN KL-GE DXER

B AAOEY-EHRICHLTEETOIREZR (AU TUN Do DBEELTER
T HEMREEBLAHILIE. ROERRIEES

B EXEFOEM BRETIHRNOLER

B ERICHEELGVLRZRE NS ELTHER

> .

B TE-HBOPREETHIREETZSOXERARE., 7. BE, AE. LR
ZEDBEEBIZHEEET H=-DICFRIRLGES ., REFEDEEZERDIERI D
g

B BRASERURAEGERRETITADAFRFACIEEGSRFEOERETITOIEE
HIZHFIZREFER. ENEDERE. A I7TM1VERDFELNDBE,

EEHRFEE

B EIAFREEDEHRREENEE

B HGIE.BE. XA, KE. hiBER, BUF- BERGE~DFERRELE
HMERZITI=ODBHRNICE T LHAEH DER. ERTFRORE. HHRFE
EDFERHER



EEBGEBICEITAREADHRSA

¥

ETEBICRARGER MRS
LHBBEREVNNCRERT AN ERE

2DDERMERRITERKRZIRET TS

15 1 [T B A
L nso -ty W BUERESLOTL
PR B BN R SR HELL
= EDESITRDYE RS B S5 LU AL
EEE DI R

ZEIEORZEM

/2



/3

3. BB BRI AT LD

B FEXFOMGICIE. BRICBITAEELRFRRE VBRI AT LEBKEFTHERTESZE
ATAR

B EEQERICOVTIENVITYTZHERL. ALREER (12T CRRKRICHEKELEG
IRk EF

B SELHERVCATLIZIE. RETHNIENNYIT7IVT AT LERDOON., BERERPRED
EbEtERT D

4 EBEHERIRII7AFTIIUY)

B EERY(Tyyla0—)DERZEHRSCIO. £E BB SN, BENSEEMFERIIH G
TEODHEIEBEDFTELEZHER

B RR,EF. TINT47. KEHFMEFH. KEEO—, FRARISSERATES/E (BCMIE
{TREEE . BCPOXIEON—2 %) ZDHAEMKRET

5 B HIFADRIG

B BEITIREZRAOTUNICKYER-BEAEETER(T-ELTH EZTOEHICLLHR
il Z Db DR TE [F:E 5F

B BRI IEA BIEADHKEICERL T, RERFOEMBEFIT OV THRE

6 T HRAVISEREDIMEDESIEDHER

B HoMOBCP-BCMZ., BfF- BiAK, EEAHBBEAFOHEATI5FXED BCP-BCM, Bk
FIEETE . B KA EFEEEUER/R-E L2555

B B BafA et AU 055 XE0MD. HICHT 5B - BBDBCP-BCM &L, €
NEBRLIZETEEGDIIITE NI AE



4. BEMGE

|5

AH

il

74



BCPRENIT—RXERFTIEHDRA K

KE-FHOHE

£ o )
EIBRFDILK

FEER~NDUEZ [

ATFv71:BCPEHIz—X
KECRRORE (ROEREDTRI) ERALTHL. YA BER
fEL. BCP #&I-EAFTNIT—X,
REBGOHEDR. AERFOERONGEIE LT, ELIEHINE., BCP
EEXAHDREIRA b,

ATvT2 (BRI —X
BCP #HE}LTHhL., \wI7vTH A FHREGEODRBEFRICEVE
EEBRL. BEICEELETII—X,
REFEADHEZGUYEA. EIBEZDHE. BEELGEDEEER®D
70, BCP E TR DHE,. BCPEAAHDORBELAKRAU K,
RLRAEOSVER(ARER) OB,

(BIEFEEDIEX)

ATY73 . EZFEREI—X
RULREEOEVEBEPRENBMSAI-E. SOICEBOEEEL X
T571—X,
REEZEPREFREZHE ISP TOERTEHROILKRELL-0, Bi5
DRELICECEL-EELHERARA R,

ATv74 - £mEEIEZz—X
REZHE - FEHNLEEBA~AGYUEZLSLI1—X,
AHEEOHHOCFHREDIANFTLERPEHESISRITURIZEE
LbATHEY, BELEHIGAERENDS,




R BRF DR i

FRDFREICHIET 2L FEXHRBED-HORINTHERFZESD . BR
BORE-BE. FiEGTRRZAEICED. TOEREEIL. BEECEO
AR5,

HERZZEC, MITERUVRITIELLED S,

RERICIIFRBENGRRGEEBIARLET 50 EH O FIFIZHEML
Tz EXRMB D=0 DFE R R G 2 15D " EBRET,

KEFDHIRMIG O REEDHLGE FHELEXH. SBBE LU LDE
&, EA8RE. REDE-BEE. AT EEZEDLLEILE

(B%7 ARAVOWRE] S

xR AER
# %% 8 & (CEO)
SEZNIE 20T

BREXBRF—L %ﬁﬁg:;A VATLARF—L  ABHEF—L  ERAEEF—L
TBEA Rk VAT LMERE KB BIEA A




<K RANEREREEZEDHI >
o HFBHEICEET A IEFR(HALETAIESR.
ZHMEESHE)DFERER

o KiE. FEH A, VAT LEVA—DFEHIFK(C
BITH2EEOLLEDHMERAE

o B2

ELANILODEENFEAL., BIEDRAH

y A YA A

o KRIFELBHMBAVERDHELE., LLIUIXZDZE
N DR

o KiF

RGO AT LIRE -BRDOOBHI

77



X RAE (AL RV
EHL)

B E TR T NSFEHD A

KEER
I5H

SERURERED
A5 EIT-EERT

R DFEIL

2. %ii. X8
FREBROHEE
KR DHEFE
BE-REXEDNK
iﬁﬁ%&lﬁ%ﬁﬁﬂ

ZREEDHLE

BHRDIRRIZD
WTDFEHRHEE

EEMEEE
(BCP) D &)

Xt IS D FE 8%

B3

HoMLOEDONI-SERECEDE, SERMREILFEDHZHRA~
DSE

SHRRICB D, HERAABOIRGISE EIF
SEREFMAFATEGNG R KBRS E

2. mEY. &k, (FRBFSFOWEHER
MEEFOLRRHER TR, BREERN

BEPDELSES, BE HEAOHEEE

K- EEARHEOLBUNALRE HBEOEM. BEICHLEM
H:2)

DERHE. REURESEDET

ETBALE . KEDBAIE (H R DEY - #EF ., REGS—HERDE
izE0) . BRFRML, BRREDIAZILGE . REFKRDE
e

BRMNEDIC R SAIREDHLEE . ERANDERE M ORHBEE.
TR B~ DER

ERFEROER

HADOHEEIRREDIHEREN

HtANDBELGHEFEISHL. BRHOIKRIZOVDTODERFKE B
H£—E(ZLD)

NEHELE R, RONSHEREIL, HoMLOEDH N =EEEIC
HOE, FXHBEEE (BCP)EBDESZHIML, RELLS-HA.
FERMIIARI~BIT

KL= 5. BEL-HERFDREE




79

i 7

EWEXE

REEER
HHE

BERUVEBENR
SR

BEDEEIZDLY
TOHE

B3

BOREEHERLIER. DEEN BB 7
HAPHCAHEDHE MEREMETER)
DY e oy el <

EOHLNIHEICEDIE BERURENR
BDHE




EXRERCICBENWTERT REZIEDH

REEH | RESEH
HE e 0]

X ERAHR - BHOEFEBREICT o EXEQHEM- - EADOHRBECHRUBLDER. WEBH ML BEPETR
EXMEME LT.ROONTLD DEEZEICKYFRINE
i EHOHER. A o HHDEFXMGEIHLT. KOONTWELFBEDHER ., BEICISCTHF A LHRE

CHEU BMA RENE e BHOSEEROESHRR. BEALITIAFI—LORRE. DEAROER
e TOBEBGEORE ARAEOHR
N-AEEORRE e WHO/\VITYT. I TYTLRT LORE. BRORROHEE
o HIBEM DB AFARMEOIESRE
o BB, WA ER CHER DIRE
® LA TO 1B A O IH AT RSP0 AR EY
o {EHLE D OEMZ DD R % DR RER
o LBELL, REMATOEBITS L IPEMEDRHEY

R 9 D EES X ® EifETAEIH. ABEZDHEERATE (BRihEIH. REHUSER. OEMEDIRELE
RDIRTE %)

® EAJ5Et. BIR. MERDEEIELLZRE

® HERICEDEREIT DT ELREKDRE

EFE DR - B ® XFEDMH-BRAICAIT-ENEREZE R (RARDOEEFIE. KENLRDILIELIF
FIE. NI T VT AT LML EIFFIESEZER)
® EEXFHICEART HIEMARLDERAE
o WEREMIN R DES EE KRV EMIETR
o R FHE DR
® XD - B -EIBDKRIBHE

B#HOIKRIZOVT @ ASNBICRIET NSIRIMDEL - FI#h
DIFEWFEIE ® 5| HES. XA I EER ALK MAAGECHLT. BHOEE
B OKRIZ OV TIHERHKE

TEROAFADE 0 [RRHIHVTHEADEBEMD A E - AHETERO S E-KHIZEF
Xt his D FE £k ® L i=xti 0. FEELI-MBRF DL ER




5. HF AlRDEN

81



HE RO LEMS

BCMZEINMEDHHELDETHICIE. BEZFZILOHERE-RKEE
[CHEXBGOEEHZHBORHELTHL-E. TORABRZHLA
[ZIAE IO IELTEBSEAIENEE ., #HEHNLEHFT I
BRDERNA AR

SR B

® WHREMNMBELTERIZE>TWNAZEUNNYITYT /ZT.L\O)
BeEihE. REHEDRSE) 2R BITKREEIESHL T, BIARK
HASHAHE

® FEETTLLWERIEEEZDHIMMNALELGSIE, BEHNAD
X)) [CTDWT, BEUGHIE -ERRENTELLIICT HEE
NEBARHE

® BCP OVY_a7I/IDFIIE(CNoDIERPRIERFDEZNE
L)Z9 5

AN

82



83

2B -lFRDE- T EDH

HME K75 % ()

HEIBMBORM EEBREOMSOVES BETIREERATUOMND
BMELE #Ex. ev—_/J%l_oté
2. BttOBCM® E 40 EE DU avT eS—=25%F(IZLB
. X EIR DEE BEFAXEAEEE DT
NE eI —. BEFEE. 7 —9 a3y TEADSMEIZLS

Alfg 4 REZROEH YORRL ==Y RYENHIBEICZNEREBOREE
B AL TR ARELT BT, D BEEHDBUFLEENHEFHOE

ORI )

5.BCP.<¥=a7JL RAER(94A—HR)L—) :BCP 1o =a7I/LICEDE, %E|
218, FlE. REE~DFH
o MERFZNLIFLEIZKYITS

6. FIEE.~¥=a7 o RIETMFIIL) ERZLGHEFERYRLTITICETHISH
ILDER [+ HEENE T, BEEANGR. HEAIIR, NI T YTORT LR
BElR. A RABREZINRGEDH D




84

HE SEie 75 3 ()

HiliE 7 BEMHRENO BT Q&SLHARIBOEREETRASHYE . EPHOH

RZ-HL. RUE WlEEERT B

BREQLOOIIE o KEBERE (EvrF(FRI—) BENCRAREEELE
KT ISB U THI - R ERERT S
RRBEIIR (L31L—ay)  BRERICRET SR AR
EEEL. ERCHGE TERNERET S
BEEREIE (A—LTLAY)  REBTRRAEILT S
h T, TN ENAEEENTIE L3 i OB B R T < 1T

.

ShIZIE, BRAGIRELTUTOXI%GENENH D
BEEE TIRT—ILIIHH4X) Wl LI EREINZE
HAahHt. RERGEORGE kE. KBEFH~D%E. B
SEIHRRNTOXBERGE . IS NZHERT D, RYLG<E
HIGEVVARZEEL. RRITTERTIIRRFTERT S

ER -MGZHIT-ERENE: FAEMACMmER ., RO RG]
FRELFTDHTITO




. RER-

ST

85



FEXMBIETE (BCP) AR L (THEET DD DHEER

KELEBCPICE > TEEXRHBFMNEFEIAFMCBEZRERBLANILZRY
[CER TS HMEHERE

BRAGERIZXLT. BCM BNEBLTLSH . EBELEENTHATLY
OO\ AISE HiE-FTE

BCMDLFEICH 1T HE = TH =4 - 51l
EEDFZRICLSBCMO R1& -5

® ERIXIEK. . RBEENRTDa—I)LBYERSNA TS, FTEILE
LIZHITSN TS D

& =XMBIHE - NRITEDN. BRMDIRETZEH

® HH-IFIBBEEZERLTLSD

0 XREBEORRNTFVTARAFLLEBLTEAR G vy T [F0H

® HuDEFMEENISRELTLDS



7. 1B RATLIZEITHBCP

87



KEBRKEF

KB AT
LEE

Z D DIE
Ht+al
TAER

R AT LIZHETSBCPO X R

I o L.

i’H_“,JE 7k N Iil&
2 5*(«;
*(« %& <5';€

N—FOT7EE
TYRT—OREE
Ep AW Npkd
TEE

AETOER
ESRFICKSE
ANIEH. BXIE
HRFFRIRA.

BRI AL K.

YOI T7REE

i, Hes. RybT—0, AR
Eﬁﬁkﬁﬁb\%&“‘b TEER AL
L E 'C@'Ia#lﬁ/XTL\O)TzE
HEARAR TESAULVKEE

| BFED/N—FVIT7D
HEEPRYNT =D DT, VT
b7 DEENFEL. [FH
VAT LDRENRBIMTE
TELVIREE

HEXE
TEME
AT

FHRRRICLDI—F—HE
DFEE.ERODKRE, MEE
DRKZEDINTAFEE
EBETLEDEEDHKE
H] AT LDEFLE

REPHEE. VX
TAO)J‘LE“Z
BCPOXRE -EMA
fEREE B D
&

HfEDE N

7t R HIE

R AT Ls&1ke
YOO T 7BIFE
DHEBEEE-FH
IPS/IDS
BIfRICKAERE
RoRE{E
HEDEM
ISMS&23




HZE B (RTO) DEXTE

1 EX-XBORMBNRELEGEIC, FRICERGEEERIF ST
LOLICERFHEEIR-BRHSE =60 B 1RFE

1 ESRAAVNIRMIZE T EEEHEY

1 BX-FBE ENICHETLH)V—REHREL-LT. REEZRD
MY 2. MAT. EENDER. HRMNEF. SHICIFERI B
LDEFLGEFLEEZTHREMNITHELI-ETHRE,

1 T MBAICENWTIEH. T2 P RATLOREEZENTEITHRTES

Mz r9 BiZ21EIB7R1 2~ (RPO;Recovery Point Objective) ZEXEL .

ZHIZIECT=/INY I T VT RT LERETHEIENEE

89



90
B AT LIZX T HBCPDIFEDEIABE

{E4R 4 1) T4I2857 BBCPTIXIERS R T LISH T
SEIBDEEEEZRD . ROIEDEIREHIZERE

(1) B2 1AL XJL (RLO) BiZLTHEIBDEFRERH., AN
IBEEHDIEESE

(2) B1Z1E 188/ (RTO) BREEIHLANILETOEIBIZE
ERSLSE

(3) B1EE I & (RPO) BELTHEIHDR R (EHED
INVI T TR




FEEHsE (BCP) LEIBBE(PAE )

BT —4a
R 979 FF—4
HWEOER QO HEEIHFE

.
>
-
-
—_—
-

r

—

Ll
W
&
M
L
~
y

(@ACTHEFT )
T E MO NN

Rt Pl
S2.C IR

ENGrTTHF SR TR - TR

e—
—

O HEEEIE 2
(BEED IS D7 v T R)
M EROERET | ST B

NN 0T o 7 ORREPREIE<T 5.

91



BEENYATLEBD/E— (ETFIL
YT L) (IPAEH)

QD PATLEBOEE

2 BIHRE Iﬁiﬁ

@ o7 T RRERERE.
niSFER&E

2 WSsLEEORRIE

@ INYI7ITHALh

3IEI=IHH #ﬁﬁ iﬁﬁm é'IEI:lﬂ
;i BiR #E/H o/ b

&}U 5‘) Eb‘)

J&L 5*)
(FRvbk
AR INA)

92



H1Z%E IR (RTO) - BZ2EIBR Ak (RPO) Dl

B —ERERGETEIATLI OO FDEBEMIIENVGENSL,

() A 2 3—3 @B

REFRNEALLGE . EANICE 1 BELAOEEEIBZBRELE
I, =1L, FRERNRZIT, Y—EXDHFHIRBTIKNR I =HE I,
E.I-ﬁgfd:BEL)ﬂE(:/‘“Jb?“}jo"j'/rl\[:t)] L)Eﬁiétt:&(:~ }4~/:/Z7—_A0)
BIRERERRLETS . /\WIT7YTHAADBITITHSIBTET —EDZIT
BELPREICONTIE, EXBHETEICA > TEEN DOEEIZITLET,

93



DR&BCP

T4 XA-1)JH/\1) (Disaster Recovery:DR) : ¢ E 18 |H
DRU AT LDEEIIBCPIZEVWTV AT LD RIAEIHZRSI>ATEE

—79%1715331‘1‘ INYITITDHTIE, YT ILEA LTS
/\J’J?J T—RDEHMNELLV=O . EEEA
7 Eﬁ#s‘.‘%#ﬁ?ﬁ;&(:oté-‘r“—@@;ﬁ%bﬁﬁ
BADOX N+ 2IZTELL (GEFE]

A4 (F— #)

St 5—) F— A% E Y T ILAA LTI
DTITRATLNER ST BH5% ([
HH)

N—F O 7%EORLVRATLIRE
#2MHO5MNCHRAE

ERE. FHAZREER. #IC
T—ADREEZTO TS, BEE
DNRETHEERRIZ., SFHREIZH]
ATV EDLY ., R T LEHET

BAOHES, IR M. AFFE
ot %




DRADIZIRDER

ik

FEER &18

AYTLIER W 75T FER B AV TLIRER
K
EHRFEDI)RIORYET—I DR EEIZH T EARL

\ 4

aXNGEA, B1T) (X7  BEEME. REME
BHZEAT=. EEEOB LV RATLEZESIENEER

ECXRRRE., RiTOERFZE ELIRE

95



BCP &EH—ERXLARILTHY—AUR(SLA)

SLA(Service Level Agreement):
HY—EXAOREEN FIRABICH—EXDREZRIAT SHIE
(8i#9)

® FEHRATLDBE, EAVRST. T—ARELELNEIZFREFELTLNSE
¥(EHBCP FXREL. BEZEEIRGHEIZEDHIEEIL. AEDOHY—ERE
RELY—ERRNBIZDOWTIELEZ T IEES ALY,

® SLADIEEHD—DELT. BEEGENRELLBRICHEAT,. ENEEIR
TLFINHFERTEODNZEMYRD ., TOLANILZRIET H=HIC=E1E
FDHREZWMD,

® ITRHBRTHNIX, LRAKRUVREAS L, EFXa)TALAIL, RFEF, BAKR
A, ERELEERE. HEARREEDERIZCDOVTIREL., —E RIZ{HA
[XZFDH—E XL )LEREE

96



X1 T4H/\NFT X

0y S

\'I:,\ n

97



1. JFHREFIVTAHANFTUR



99

FHRxTa) T4
FIOEZE, TRV RAEOH

BEHIST VR T HLZRHONFZITH, FH
STV ERATSS KEEHERT HIE

EHOHIR, RS ARITHESN TG VIREZHE

R9HE

BHRICTIELRT H_EaBHoNT=-FLN, BELGE
EITHEEIN S LG BMIZTT VLR TESRE
RIS




10

HFREFL)TAICEITEBRBEMR(PAEMKY)

BRI AEED RTINS

Chale:

AR

RIET O 2
SRR

il

T34\ —1RE
IE21—9914)L2

PEFIES
tNch, BE

MRIR. HIFR
BRIEIR

AP Ea—=BUK b3

AET7OT2
DoSINE2

HE WK
N—RDOIT[EE
=EE).

A E2—9914)L2

B S1{L(lESHAM)

FOALL 1]

70t AETEEiT

70 A HE T

D1 )L AR/ FRERM

EBFED

S AIREENT

S AR LS

D1 )L AR/ FRERM

I
[=[\XY=]

—Eit. BEEl

7 0t A HlE T

D1 )L 2R/ FRERMT
QoS#<fif

EIERYXIR

TFaVFmRYY —
BEREE 28
FREEE
NEZEERE

I APSSEL
BERINEE
(AEE5IEIBH
FTRATIBER

INB& T35

= AR
BERD/INy I T v T
1= A
EIETOT 5 LER
IN9—2 D71 ) VB
INYD Ty TETHE)
#HE

fess iR e
TXa1)T(EH
ERRISETE
Ak T I T 7 R
REL



ZE (threat) &l R TLXIHEEICEEEZ 5 2 A l6EME
NHd. EELLEVAOTUMNDBENLGRER ]

BB
ABHBE

L =ERUEH
RIS 1B

e84 (vulnerability)& (&, — DL EDBBIZ K> THITAE
NAEREEDHIEEF-IIBEEENH A

JROLANIL=FFEME x BB ¥ ifz5514E



NEIE B

HAIN—E
AETOEAR
R

REHFIZLDHA

N—IL3E
P

BREHEB

L 4K ==
HARKE

=

AT LEE
28R =

BE(E
PC-AE!—ZEHFHH
Lin sk



X 3-2

HIMEED

v B ofifE

- HLiRE

- TSURA A=

VidamEis

- REOARM
CGERT- N33

- HEBEAOERE
(@B BE-2E%)

VIslREE

- BEERBOREE
(ERBE . B
IS4 —%)

10

ERENBEAELF 2 )7 4 DABIES HH

DFKED
TFa)TFaLANILD
ERSNDE
QBB DKED
EFa)TFaLRH
Z2FENDE

QFE#HEFUT
X ALEED
BEATHLE

%
SEBELOMSM

VEEOWBRORATLKE vV EBONBIKREY V5 EDER

- RN - REES~OKEE - AN, ENAEDE R
- EREFEOMBRATL - AUA—FIADIETE C REEOBEEE

REE - F#E-EF#HEOLE



V—DREDRN

1)

_I_

TA7

FHRt+al)

EENg eI UEREN

) RN S

HIET e 7Y

fEFE ek SHOURR

| 0% S Y

W - HECH




1)
i
L)
L}
[}
[}
[}
L]
L}
L}
[}
]
L]
L]
)
)
[}
[}
i
L}
L}
[}
[}
1
L]
L}
[}
)
1]
b

TR EF 1T BEEEF DA (12 3—3vhiEiR)

b0 AN e
H VAT —4
Db o8 0o [ 38

e NI RNV (NN

-
fessssssssssssssssssssssssssssT"

(BEREFaUTrEER)

“EEEEOEFRIZERC-ATLEIMBELNL, FHMOEEZEL. T EAFHRESEEE (CPOIZ2AHE
(AEERBUCPO EHFFNR. HEFHRIIBUCPO. BETEXNE)

10



—h—)

BHEzF1) T EEERH (KFREA

A
kS
=
fiRd
Y

- Pk IS R

RS

<> N k4 =

TR e KR

H 55 VR 0 4l 4

BEME K

S e R — ]

e

& WE ek —-

ATIN S A K —

&E |

&
YADEEZA & ¥ CISO

BE

EEugASk Y —-]
(b - s e D)

15 g i = v Dt —=




FREX )T EEBEH (KRFREA—H)

Aty T EEEH
R 1T+ EEES

A EER
iEEEE
(fHEexra )T
F—L)

10



CISO (Chief Information Security Officer) REIEHREFLUTAEE
&

BEEBOENISEVBAEDOBRN) —F —S v T E
EBT TV r—a AL ETRERZROTAOI—Y—HMD
AR A R

HBEMBEDHECT=HDEEZHEL, LX) T RORMYEAE £
BIIZIGIF AT EMCISON EEETE

%€ FE [FCIO (Chief Information Officer) MtzX 1T D EEE

CIO&EIZAIIZCISOZELZ ENMZAIZEYDDH S



Computer Security Incident Response Team A Ea1#—-tFal)
FA AT UM F—LDB, —H—hk

YAN—KREBELGEBHOEF )T LOBENREELEE S, HAEZE
TV FRBHOCBLEIZECTE A= BHATMELY AT LOEIE.
BEOMHILEGEZELT HEHS

HADEF ) TAEDL LX) TAIER DR -EHEZ1T,

FEHRATLEFADE TIZENMNBDEN. BEBDETIZTENNS
HEELH B,



Security Operation Center(z¥ )T 4 -ARL—L 3> - 3—)DER
X)) TAEREITOUR

BAN—KREZODRHCAOMZNHELT N RERET HKRENEED
i Rl ek Nk oik

2485365 B EEEAM =Y AN\ —BZE R I DM

SVEMAMENERIN, N D245 HDERMNNETHL D
5. NEBIZEFEINDT—RAD SN



H—N (T4 I AN EE) o

| i
IPS/IDS s ﬂ

,«;[\

§4 CSIRT




