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TOYRITRIAY FDR—REETT D 2R D,

E) SBOM Oy iR—% Y FURIPY—lF, TRE—T—ZRXR—XEWHTEHLH5, IPA T
e, Bk SWID RN A #RE L T 5,
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ST, BAOIC—BUNHZ L5129 %, SBOMICEEFNZFEROERVEREIIEDL S AIEMELH 5 DY,
—iRE9ICIE, FIFREREN Y RV 2B HDDMRNVICERT SN TES LD SBOM (LR gEA:
RYUTBERHLDTHDHIENEFE LY, EEEROVAN—EF2 T2 TIEL SBOM ICAHWS
V7 TEROBREEERE LT, RABR. NTIA IR S7ZUTICRT R L DEREZELC LN
Zx L,

%4 SBOM OfF/NEDER
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V7 b7 zT7aAVR=F2 Y FDN=U 3 | LUEION= 3 VO DEBEBFET -0 T4

v Y= AW BB F

BEEE: e AVR—F b a2FHRNTB7-DIERT . XIFEES
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SPDX BUSWID)y, TNHD 74—y MMZOWTOBINIERI N EEESS 2T 5 SPDX RO
SWID o F#BIA, NTIA ®“How to Guide for SBOM Generation (SBOM {ERXD /7Y —H A K) "I
LEINTWB,

A.4 SBOM oiEfH

BERGEEEIE, RBOBEATEF1VTAXEOVEDLE LT, EFEERSHFOFEREICNLT
SBOM % 12ftd %, BEIC MDS2 OEXE L L TREINTWE5EELH D, 2O, HRXITRE
RFEEEEDT = 7H A MIBET 2565, BEF 7 7 A ALXIERROI-OOT 7TV r— 37007
IVTAv =74 X (AP)) & LTIRET 2HENH D, £7-. EEHKERIC SBOM 2NE L TRE
THIELABETHA D, SBOM 2B HT 270 DREDHEIT—D2L T TR, E&ani. B
BiEH - AN XL EFERTEZENLEFE L,

EEMER X, HEICEHRINDZOT, 2y P77 RBADEENMLALFEICL > THARTY 7+ Y
TT7N=VavEBRICHES SMEHEAT, BEEHREVR-bT2ILANELLLY,

EEMBEO SBOM (2, BREOAEXE, 2Y, ERFESICL > T, BEBRE LTHEL TR
PIBZENBE LV, WERAEEN SABOBEE BHURRVEREE) ~0a1I1-/—3
SUF v XEAREL. ZORE. YAA— YR/ OBEAEIS LB TEMEERS T
o, REFEEYF— T ELELH S,

A.5 SBOM D=4

A.5.1 SBOM 0 #Erk (7—*%7 7 F v —0DEHR)

BhgMscEE (MDM1) A%, K5 ICRTEFEERE (Medical Device2: 320V 7 b7z 7avR—*
>~ b (Windows 10, Adobe Acrobat DC, Java (JRE)) AR ENTWS) O SBOM Z#1ET %3546
ERX B, SBOM D7 +—< v MIFELHEWA, RA4ITRTERZXRILATERT LHIRIFERS DL IC
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.NET
Framework

Microsoft Visual
istri Windows
C++ Redistributable

Packages for Visual 10 |
Studio

Adobe
Microsoft Visual Acrobat

C++ Redistributable DC
for Visual W

Medical
Device 2

Java

=

K5 E&E#E2 (Medical Device2) 7 —FF77F v — (R

=5 [E&EHZE (Medical Device 2) @ SBOM #RERATRLFA X =P

47540 —|avd—zta|D: 24 L35

51158825217 2021-08-19
1 MDM1 Medical Device 2 2.5.9 suppller/MDMl/MedlcaI cbfl1a766bch2 primary MDM1 T08:14:017
Device 2@2.5.9 fddd14 Sheatt
pkg 45e047fh6499 3
. . ' . ] Included in . 2021-01-21
2 Microsoft Windows 10 1903 supplier/Microsoft/Windo d977f76¢309c6 . Microsoft e
ws 10@1903 1a9¢c752 id#1 103:14:07Z
pkg 7c853ca88d4a a 01
3 Microsoft .NET Framework 4.5.2 supplier/Microsoft/.NET  ¢7306cccl867 !gglzuded L0 Microsoft %-?)%1521001;
Framework@4.5.2 939f7795 ' s
ME :hﬁplier/Microsoﬂ/Micros
C++ ; 0b84c271cafle :
. s 2013 oft Visual C++ Included in . 2015-08-11
4 Microsoft Redistributable update_5 Redistributable Packages gégigggdcceS id#2 Microsofi T05:54:00Z
Packages for - for Visual Studio@2013
Visual Studio update_5
A = pkg
g/l::losoft i 2012 supplier/Microsoft/Micros 8e23859aaalbf Tl i 2014-01-14
5 Microsoft Redistributabl date 5 oft Visual C++ f537016c237a8 id#2 Microsoft T05:54:007Z
edistributable  Update_ Redistributable for Visual  df1289 i :54:
for Visual Studio Studio@2012 update_5
kg 32b39efdfd24f -
Adobe Acrobat = Included in 2021-01-19
6 Adobe 19.008 supplier/Adobe/Adobe  c1¢655c4245d . MDM1 .
bC Acrobat DC@19.008 5lee722 id#1 T03:14:072
. 58d4ffc200bdf .
1.8.0 pkg supplier/Oracle/Java Included in 2017-12-21
7 Oracle Java URE) update_191  UREX@L8.0update_to1 La00fd2(3903b ) MDMIS 0314072

FEE 6T IEY T I AV Do AF LIBERTIEAL, BERTEEDNY —ILFEICK > THBIZER
ICEDWTER LRI TH D, D=8, 1FREZ MDM1 & LTW5,
Z Tz, EE#AIFE LT purl (Package URL) #fERALTWS, Z Dl CPE
(Common Platform Enumeration) %2 HW555HH 5,
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EEC

2)
3)

10)

11)
12)

X )

IMDRF, N60:2020 Principles and Practices for Medical Device Cybersecurity

WISHRIE, EERBREEMRBEMF—LR—UDNOAFTE D,
https://dmd.nihs.go.jp/cybersecurity/IMDRF_Guidance_Japanese_version.pdf

ANSI/NEMA. HN 1-2019 Manufacturer Disclosure Statement for Medical Device Security

[EC. IEC TR 80001-2-2:2012 Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical device
security needs, risks and controls

HABER S, JIST 2304:2017 EE#ERY 7 b7z T7 -V 7 b7 77479 A4 7070 €X
[EC. IEC 62304:2006+A1:2015 Medical device software — Software life cycle processes

AAMI, AAMI TIR 57:2016 Principles For Medical Device Security - Risk Management

AAMI. AAMITIR 97:2019, Principles for medical device security — Postmarket risk management
for device manufacturers

HAMEEHE, JIS Z8051:2015 Z2fA|E — RIE~DEAIRE
ISO/IEC. ISO/IEC GUIDE 51:2014 Safety aspects — Guidelines for their inclusion in Standards

HAMEG =, JIST 0063:2020 EFEHKIRICH T2 LZ2AEOHAERVOEADIEE
ISO/IEC. ISO/IEC Guide 63:2019 Guide to the development and inclusion of aspects of safety
in International Standards for medical devices

HARKH=, JIST 14971:2020 EFE#IR— U R/ v x I X v b DEEEIRA~OEA
ISO, 1SO 14971:2019 Medical devices — Application of risk management to medical devices

HAMEH S, TRT 24971:2020 EEHss —JIS T 14971 @A OIEE
ISO. ISO/TR 24971:2020 Medical devices — Guidance on the application of ISO 14971

NIST. Cybersecurity Framework 2018

NIST . Mitigating the Risk of Software Vulnerabilities by Adopting a Secure Software
Development Framework (SSDF) 2020

HSCC/JCWG, MEDICAL DEVICE AND HEALTH IT JOINT SECURITY PLAN 2019
https://healthsectorcouncil.org/the—joint—security—plan/

IPA, RESSMEXTALIC A I 7= mBARER T A4~ 2020
MITRE, Rubric for Applying CVSS to Medical Devices 2019

IPA. FE35MEE2HTH — E X https://www.ipa.go.jp/files/000067318.pdf
NTIA., How to Guide for SBOM Generation 2021

NTIA. Framing Software Component Transparency: Establishing a Common Software Bill of
Materials (SBOM) Second Edition 2021

NTIA. The Minimum Elements For a Software Bill of Materials (SBOM) 2021
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20)
21)

22)

IMDRF. N70 Principles and Practices for the Cybersecurity of Legacy Medical Devices

IMDRF |

N73 Principles and Practices for Software Bill of Materials for Medical Device

Cybersecurity
JAHIS, 22-001 VE— Y —EXEFa2UT4HAKFZ4> Ver.3.12022
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A+ E&xL/-AE e
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» Tv7T—F IMDRF #'4 &> Z#iR
EEMEISRY 7 b7z 72 WRE LIBIE. FH. BEXITTEICET2EE £
ERRL JISX0161:2008 ICHRET 2V 7 b7z TIRSFEBNICHKT 5,
ER 2. Ty 7T MIE, Ny FRUOREEELNEEND,
ER3 BROERUVREMICET A2EBIIHREERERFICAA 272V 7 b7 2 7OH
RTHb, "

Z MDS2 (BEXREICLIEEESR X2V T HARE) ANSI/NEMA HN 1-2019
Manufacturer Disclosure Statement for Medical Device Security
EEMESLEEEN, "N RTTEEHEIINL X2 T BEBRERART S
FOOREFRATREBT 2 X2 T4 EEE, KEITHWT HIPAA EIZHIT S
¥ 2 UTFARBATIGDI®, HIMSS A 2004 £ 12 BICfEpl. Ak LT 7L
— FXEDOZ LT, 2019 F RO DFH S NIz, MDS2 1, EEKE & SR
EELOMDIBREBY—NLELTEERL. LLFFEREINATWLS,
—HFENBARBEREREY R T LTES (JIRA) OFR—LR—I(CHRESH
https://www.jira-net.or.jp/publishing/security.html

(5EHBHR)

MDS (BEXEICLIERFEREF 2T 1HATE) JAHIS/JIRA
Manufacturer Disclosure Statement for Medical Information Security [BlgEE/H—EXH
MDS I3, EX£HEHE [ERIEHR AT LORLBEICETEIHA R4 V] ~0O# | 2H L 2EEBREF
GHERTI-O, EEERBREECERBR AT LOEEEED, BHIIEEBR| 2V 71 BRrZE]
YRATLDEF YT AICEALT, AR TERESE (EEEE) ICEEBREZR | 54 F Verd
Y HEEENTHD, MDS2 LiF. BH. EREENIRL D, EREESKEEET
EEEHR AT LOBERLFX 2V T4 OBFAIIXEL LTHLLNATWS,

ik ek ISO/IEC 29167-19:2016
T = ZDUERL, REXIFREFEIN/E, RELAFEICLYVEEINTLARWEE
AT JIS Q 27000:2019
BRETBILVTATANDT 72 AROMERDATEEME

& B JIS Q 27000:2019

BASNTORWMEAN, TV T4 74 XETAERISHL T, BEREFERES . &
BEEhWES

B

X2 UVT A2 REL. FREEOEENE., T2ttt TARICH T SEELZ5 &k
TR D H BRI, BEN. TTAXIBERDYHLHRICEFET S, £¥a VT4
EROABEME

JIST 81001-1:2022

BRETVY
T—ROIE, FR. AEXE Y —ERETOR T AT LICEEEZ S5 2 ARk
DHBRANIEERZRHONICT 27-H ORI AHERE

ISO 24765:2017.
modified — replaced
“harm” with “damage”
JIST81001-5-1 [REL V)
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HiBMEIFETMES X 7L (CVSS)

B AT LOMEHEICHT 24— 7 TRANGTHEFEATHY . X & —I(TK
FLARWHEBOFMAEZRM, CVSS 2AWS &, BBHEUORINELR—DEE
DT TEEMICLLERIETH 5,

IPA  HBEFMEFHE S X 7 L CVSS v3 Bt
https://www.ipa.go.jp/security/vuln/CVSSv3.html

X

W
BEDIE,
IEEA DA

RE. AT A B, ER. XERATsAT0ELWT7E2RELL

JIS Q 27000:2019

YA N—kF2 YT 4

BBEEOY AT LAHWRELRES (RNEAT7 7w R, A, R, Tl E, BiE
%) hroREsnTEY, HERNE, =2 TAMICEBTRIUXIATATYA S
IVRRITE > T2RTRELA L NILICHE I N TV B IKEE

JIS T81001-1:2022.
IMDRF # 4 &> Z#1:R
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YR — ;& T (End of Support : EOS)
HEDOZATHATNLIIHENT, BEEENLTOYR— MNESZHILET 2R,
P—EXHR—FE, COBEEBRIAEL,

IMDRF 774 & > 1R
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BE
BA. HEBXIEBUFICE > TlEOH 2. MEHNIET VAL EAOT YT 474

ISO/IEC JTC 1/SC 41
NO317, 2017-11-12

EHEREE 2 1#E3 (Information Sharing and Analysis Organizations : ISAO)
YAN—tFx 27 (BEEBFROINE. 2. HEROREEDLDICKRESI NI
o BEHRFTEED ISAC ITEBMICSNT 22 & T, FRELDERKCRAEZS
CEREBL T, YA NN—tF 2V 71 OEFHEICERICIRY ER EREZR/N
BRICHIZ 22 & T, b3, EEMESBRII1=2T4, BEE - AREEPH2XIET
CENFBEETH D, BHREBE DTt % — (Information Sharing and Analysis
Centers : ISAC) &M ENZHEME H D,

BRI A & L T, H-ISAC (Health Information Sharing and Analysis
Center:https://h-isac.org/) % %, EARTIE, NISC (REV A —t*x2 VU T«
T R=) (L TUBEN > BEREBEB L T2 —D VO EDERE T4 — (F
BB BAERRSBHRY X7 L8 55, EEERTJAHIS (—BAMEARE
EERUBHE S R TLIESR) AT —N"—LTSMLTHY, ZOEMEFHA
EEUOMBLEIERC S 2—DY A N\~ Fx 2 ) T+ BEREFATE S,

BARE (RRPL—=2ayFTRP)

BARBRITIEBOY — PRy b T =0 RFLICH L THREENERICEAT
EHEDEIDNEVIRICEBLTREZTTY. D7, BRLDY T LIZERF
LTWBEAMOMEHEEZR 72, FEEBETOMEERE WY LTERT D Z &
12725,

IPA  https://www.ipa.go.jp/security/vuln/fuzz_fag.html

SHEIER
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75 FZIE. 7o/ERaAY FO—LIL—L) E2H 5,

AR 2: T —RICHTEEEBROERA DX LIE, BE. V— R (B2,
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yea He55 1% JIS T 81001-1:2022
VRTLOEF 2T AR —RWEHLDICBRAINIAREEOH D, Y RT L
DEEEH. EEXILER - BEICH T AR MAXIEFHES
—DOULDBRICE > TRAINDAIREDH 2 EENITEREDF I JIS Q 27000:2019
2FXa T4 T FENAHFY —

RO &S BERTIRET 5,

M ERDH D WIS R ARRATICE T A RSEETCEHERICKELEEEZSR D

HD

- BHEEOMESEMEICEET 2 IEROMHIE. BN

CFEBEEY 2 —UPMER SN TV WESEMEICET 315

WAFEDKRT (End of Life : EOL) IMDRF # 4 &~ X#:R
HEDTATHAINLIIBVWT, WEEENTES-BNPAZBR -HRORTEZ | LV

BTL, BRI OWTERA EOL 70t 2 (AE~OBHNE) 2EET S,

[ BNV ROy FO—LFEER (HEHNFR) AAMI TIR97:2019
SRS D —2 e L TERIND YR 7Oy FO—LFRBOREL LT, XiFZFh
MNEBINAWVEEICERINDBFENOY X7 FA—LFE

[6) PSIRT
HEEAIRET 2HROMRBEICERRT 2 Y X 7T 570 OB, B
HEOEBEEA~DORL, BEOLtF2U 74 REEE - MEZ BN S LER
JPCERT/CC https://www.jpcert.or.jp/research/psirtSF.html
(—MEEAIYE2a—% Y 7 b7z T7iHE. JPCERT/CC)
AEsstESLIC A - B RBAFEERIT A4 F (IPA)
https://www.ipa.go.jp/files/000085024.pdf
PSIRT Services Framework 1.0 HZAZEhR
https://www.first.org/standards/frameworks/psirts/FIRST_PSIRT_Services_Fra
mework_v1.0_jp.pdf

3 77YvT
HOARMEZRCY 7 b7 2 TEHRBONTORAMOfEHUEZERHT 5, X2 VT47T
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IPA https://www.ipa.go.jp/security/vuln/fuzz_faq.html
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BAFERCRECEAVERES ©. RERBLIEDOERICHL L LR,
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