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1. ELC®IC

[EE#EZRYAN—tF 21U T ORNKXVEE (IMDRF/ICYBER WG/N60 FINAL:2020, XUF
“IMDREN60 H A &V R"E WS, ) | ld, EF 2V T4 ORKRARVOEBILEOEZS A 7H (7
wé%(ﬂn@ ICh1=2RIA NS0T A4ZERELTWDS, HA LY R A HANICIRAT 275
JiE. AAZVRICEFENHHBFEELY S FLBERICKRET A2 ENFIREAR D, TOEREICENT
m\ﬁ4ﬁ/X®ﬁE®%%=&ET5 EHWEETHY ., BEEREBRT A NN—tFa)T DL
IVRABEZ S A THA JILEETESHIZEDL-ODOERER/NTH S,

ﬁﬁ@@%%%@%éu\#4A—ﬁ#1U%4®%F$E%&%T%’t?ﬁ%%%ﬁfm%ﬁ\
—75’6‘ PANR—FF 1) T4 E2EELTICHRTFTINHEEDY., SHICBLWTHE S FERAEINTS
. ZOFRICIEE, HEEENENT DR @@%%ﬁ%ﬁzfv%%@?a%% ZNno s

ﬁ%ﬁfﬁﬁéﬂ%«XF77774Zuﬁofﬁ#BTi#4A—t$1U74®?W ﬁmfé
THEHT. BFIRIE. Ry FRET Yy TT—FICE>T) +DICEBRTETVWAWY X7 2 BH(C
=59 AH @#%5 ZNo0BIE, ¥ VT4 FA—LULHAR+DTH D, Rifftam
AEEMEAH Y. HHWIE, AEREATIIERIOBMKED X2V T4 I FPE—IAEENTWE
ﬁ\«wz7/&m®% sARWZ ENS, BEATIE, Z20€F2UTF a3 FO—LTIEHET
ERVWFHEHRERICERL TLWARIEELAH D, TD LD HHEIRIE. BF. ‘LAY —EE#R L
MEEN, < DHE, BRI7AT7HA 7ILEEEBLTYANRN—tF a2 ) T4 5FT 220124
BRFEREDEET D, 1215L. EVLOBEOATZOEBDLHY—THEINEI hEHEL TIE
BOBWIEHLEEETHD, BN LVWVEEKSR TH-TH, BEDTAN—tx2 )T 1 DER
IZ L CEBNAFETRECEAVEGRIX. BTUBOFERIIHrMDLT, YA NN—tFa2U T4
@%ﬁ[ﬁuTMbﬁ?—T%%t&&éﬂéo%m?%7#47bé%@%@%ﬁ@ﬁ%ﬁ?6t
BHDRZy 7R Y —=ZMNBY BRWERS (ZhE, BLLWI ETEAWLD) I2BWTE, LAY —#
BRUVBEETZYRIHANDETHERLARENELH S,

NILVRT T RIBHT 272010, SHMARE L TLAY—EEEBIPHAVLLNTNDIDT, FHIZL-
TBEZRIINTI2ERAEZRNEAHEINIREREL, T LEBEEDH, TOHA XV ANEDE
Xix. IMDRF N60 A4 &> RITRENFZL AV —#BZOMEH 7L — L7 — 7 %BRAgERH DI
THZETHY, EEERAEEE (MDM) . AL 77 AL L — (HCP) Ao =EEGRE
IS LT, SFMAHBEEAREHL WS, COHA LY A THRNDS HCP (213, EEEENE XN
%,

CDHARVANEIF, BENBLAY BB 2BET 27-00BELRFERVIL H Y —EE#ERO
PYAN—CF2 )T A5 TE2-00FERAND» ORTAELRT 7O —F2RHTEIEEZEMLT
W5, HIBOBRH S X T LICEET 2 LR CERT D-O0KL BN L EEGREICRET S
CEEBEMLTHEY., ZOFEIE. IMDRFN6O HA XV REHTET L #BHL-bDTH D,

LAY —DY A NR—tF 2T A DYRITXI AV MIBEETZBMEREEE L TE. KEA~L
2 T RONREESFHABRZES (HSCC, Health and Public Health Sector Coordinating Council)
DBEEEDYAN—F2UT4—LAY—HKNOLF 21U T4 EE (HIC-MaLTS) "= 5,
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2. EFHEEE

ZDOXEIZ, IMDRF N60 HA XYV A TR LETZL—LT— 0 DEELTIETLLHIC, BRITA7
A TILNEEELHY —EB L TEDLSITERTZINIIOWTOERNAHEEBEEAIRMHT
ZEHRBWICER LT, TDXEIL, IMDRF N60 A XV A% T T2HDThHY ., EEESS K
A2l (VD) EE#:RZET] 2E8REFE L. EEEEOURMICERZEILIEDLY X
AN

CONETE, 7Jr—LvzT7ROTOSSY 70y sary A -5 %DV 7 YT EED
LAY —EE#E (f R—RX—h— 8RRV T) XV 7 b7 T7TERTEET S LAY —
EEMEes [ 7007 LEERKSS (SaMD) ] 1T304 XN—tF 12U T4 IC20WTHREFLTW
%, IFEAEDRFIEBIE. ZOERIPEFEEROLEUEROERICREINTVWET-H, ZOXE
OBEABEHIE, BEANDOEENFRETIARKEICETIRFICEEINTVWEILICBETILEN
Hb, FIZIE, EEEROUEEICEELZSZ D, BEKEHICEFZEZRITT. XIiFE72H5E L <
EBRBEICEND LSO BRERIE. CONEOEAHEREEARINDG, T—RT7ANY—DREE, %
DDBEEHLEETHHH. ZOXETIHEAHDE, SBAT S,

LAY —12515. 9 TIC IMDRF N60 WA XY RICHEWT, MEDHFAN—tF 2T 4 DERICH
L TAENICRECERVEEREBETEREINTWS, LEA>T, TOXETIE, Y41 —tF 2
V74 DXARICE T B L AL —HER7IZ T 2k\, BBV LA —"THEIEABRINIAREDODH S
ZoMoLToRE WAL, FVEXOEEESR) #EYIES HDOTIERL,

COLHY—DEEEERBT D, BEFEHAINTWE L ORI, LAY IS LA INDT
BN H D, 25 LIBRA L, Fko, LVYEBEBNLRENEBITT 572812, IMDRF N60 4 A
ZURIF, LAY —HE2D TPLC 7L —LT7— V% REBELTEY ., ZOXEICBWVWTHEIZFFL <A
INTW3E, ZO7L—LT7—7DOFEEREGEIL. MDM & HCP & ORI CHIEMICOI 2 =7 — 3
VEITIZETHY, XALY —CTHEPNAESBOBARMEREILEZIT) 2 LT, BiEFERaINS
LAY —HBOBMAERNRICHNZ D ZETHD, TOHAX Y ZAOBRAEEAEBI5H. MDM kU
HCP (. BIET 25E(ICIE. BEICHLTHTA 7V A VILEREDOBREEAD I ENEE L L,
BIZIE, BIANY 7 %1T5) BREEICOWTH, £ DIFAIE MDM LR URHIEEZ L 174
WOT, RIRICZOANA X XOBREHENTH 5,

IDONXEIF, BICREEKLTWS,

° LAY —EEMEEOY A RN—tFxa2 T 4%, TPLC 7L —L 7 —7 (BH. P R—F. RE
Y R— RS ER—MRT) OXIRICEWLT, ZEEICEHEITS MDM & HCP O &EE %
~LTEHBAT %,

° MDM B HCP IZ LT, 33224 —>ay (BHEUERIAVIEED)  URITx
DAY SRV HCP ~OEEBEGEOHEEEARMET 5,

o PR—METHROBTMN Y PO—LIZOWTOHRERELIRET 5,

° MDM & TPHCP IZf LT, TPLC 7L —L 7 =7 UENCHEFE SN, BELEHAINLTWSEE
DLAY —HBICHIGT D -00EEFEAIZHT 5,
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BIEIFIT L7z IMDRF N60 HA XY A TRAINTVWE LI, YA NN—kF 2T 11E. 2TOFH
=ZEH%%EF (MDM, BRFcHEHE. HCP, 1 —H— BHILEBRFY 772 TRV EZ—=%258LH, Th
IZIFBRELARWV) ORBEEETHDI I A2, COXNETIEB|EHERHL VWD,

mH, ERESOBEECEEORGICH LT, BMORFTEENVELLYELILICBRT 24E
AE R
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3.

—F3
EFR

Z DX ETIE. IMDRF/GRRP WG/N47 FINAL:2018 & U' IMDRF/CYBER WG/N60 FINAL:2020 TE &
LN TWEHRAERVER. ECICREERY %,

3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

F7V4r—>avV7 b7 x7 (Application software) 1. A>Ea1—X—B&EEGHT 2 Y
ThTzTERERZBDELT, A—F—DPEFEDRXR I ZETT 5 XILFEDOEHDME
[T Z2DENTD LS LTSNy 7 b7, 2. BET2MEORRICELL LY 7
by 7XIE702 5 L (ISO/IEC 2382:2015)

BE (Asset) :EA. HBXEBUFICE > TREDH 2, WEHUXIET I ZLDI YT 4T 4
(ISO/IEC JTC1 1/SC41 N0317, 2017-11-12)

A AMY (Availability) : RAIINIZTY T4 TAABERLAZEZIC, T7ERBLMMERNA
BeTH DM (ISO/EC 27000:2018)

WY RZay bAa—LFE (WEHa> FA—J) [Compensating Risk Control Measure
(Compensating Control) ] : EEMEIEEDRFO—EE L TEESNDZ YRV FO—ILLF

BORDLYICRIFZNA L VWHEICERINS, FEDXAT7DYR7a PA—LFE
(AAMI TIR97:2019)

JER MM Y R 3y FA—IVFERIE, KRENTL IR (BIRIE, BEEEI/EBMD Y X
73aAY bA—LVFREMBLPAALT v 77— b 2RETEZETOMHE) TEHY S 2,

avkR—%¥ b (Component) : > RTLDOYBHIXIZHEBI A —ED %ML, BT DB
BROA YR —T7 AR %HH, BIZIE, R —XIFARKRICE>T) Y X TFLOMDOESH
SHIZILTHEELTWS ERbNSE, Y RXFTLDY Y —ZXDEEY (1SO 81001-1:2021)

FER G EEMBOXRKICEVWT, aYiR—%>r M, BRI, WEIHh, SR TENnT
HEDHENELTEDD I EEZRBNT . BEMRL WE, WA, B8, V7 b7 27, 77—
L7, FIRYVIRIFHEISBREESD,

&M (Confidentiality) : RAISNTULWAWEA, TV T4 74 XIE7AEXICHFL T, BR
HERAIET. £/, BRLAWEE (ISO/IEC 27000:2018)

B (Configuration) CEHRUBY R T LDON—F T 2T RNV T N7 T ORI OB EE
oA (ISO/EC 2382:2015)

BRE®E (Configuration management) : #z BB R OGIEH T 272D OBAN L EE
(ISO/IEC TR 18018:2010)
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3.9

3.10

3.11

3.12

3.13

3.14

3.15

3.16

3.17

3.18

AR 455 DT (Coordinated Vulnerability Disclosure, CVD) : HI%RE KRN Z Dt Ed
REHL, BHUEORRICEET 2 XA ERTIMARERDITD-OICHEEELHAL
T1T5 7A+ 2 (AAMI TIR97:2019)

FERR 070 ERICE BEUERTZOBREKICET 2BEHRORE. AR, RFELTEDEFEE
nNeEnd,

YA N—t*a2Y T+ (Cybersecurity) :EBREVYRTLNNERES (772, EA,
PR, . 28, WIELY) HHREINTE Y, EEE, E2ERCTAKOREICEE
THRVRIDNTIAT7H A7 Lehz@ L TRAAREZ L NILICHEFINTLSIKE (1ISO
81001-1:2021)

fEMA{EIE (Decommission) :EAGTOEBKEHLSEY B Z & (ASTM E3173-18)

77084 (Deployment) : > XFLOERARKBL. hy bA—N"—DOREERRTZ7AOY
7 b DE&FE (ISO/IEC/IEEE 24765:2010)

RMEFMIRT. EOL (End of Life) :BEEEN, TOLBENHEBABI-BRORTEERT
L. BRICHL TV —~0BHNZETER EOL VA A2 EHT 251 58F5. R
DA THATILDES

EE  AREGKRTORSIE. TPLC OREMN Y R— FEEEORBEERESTH 5,

HYR—FET. EOS (End of Support) @ EEFEEHNLTOYR—-FEBZHRIEL, UL
Y —EXYR—- P ERINBVWEIOBEE S, BHROTA4 7 A4 7 ILORFR

FER I UR—FET oA, TPLCOYR— FRTEBORBESTH D,

HAKMEE (Essential Performance) : EWLLICEET 2 UNDEREREDMREICH VT, &
EEEDIETELZBRRAREZBAFETX ;t)\ézub‘i L EICZRATERWY X724 L D4R
(IEC 60601-1:2005+AMD1:2012)

EE  EARMREEAME TS I-HIC. RS, BEXIEZT Yy TS —F (B, ZeEXIiEY AN
—tFa VT4 ICBETSDER) VREBRBENH D,

IT/R7AA b+ (Exploit) : MEHHEZEL CERIATLOEF 2T 4 2RETH-ODH
37 L7=A% (ISO/IEC 27039:2015)

77—L77x7 (Firmware) : TIEHEEB & (FHEMNIMYILZAET. BF. GicH LER
XEY— (ROM) ICRTFEENS., EFRMToN—E0RaSKUEET 5T —% (ISO/INEC
2382:2015)

2% (ntegrity) @ 7—&ZAMERK. EEXIIRGFINE, TEAARICE - TEEINTL
AWM (ISO/IEC 29167-19:2016)
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3.19

3.20

3.21

3.22

3.23

3.24

3.25

3.26

3.27

3.28

3.29

3.30

LAY —EEESR (LA —#88) [Legacy Medical Device (Legacy Device) | : JRE®DY
AN—EF 21U T4 DBEIIHL TAENICRETE RV EEHESS

FA4 7947 (Life cycle) : B@mXIES AT LOWNHER D S R EREERCEE(IC
EHEFTCO—ENETOERME (1SO 81001-1:2021)

BHEEE (Patient Harm) : BEDREIT 2 SHEMNEEIIREREE (ISO/IEC Guide 51:2014 %
—BPAE)

BHERL (Patient Safety) ' BEDOREICH T H2ZRTEHVWY X 7A 01T & (ISO/NEC
Guide 51:2014 % —#RZ %)

75418 — (Privacy) I BAICET 2T —42DBEOXITEERNERMERICERT 5.
AAEFEXIFBEANERICT T 2E2AL LW & (ISO/TS 27799:2009)

W (Product) M BEEEOBMOLE - TARLICEAEINES, BBOT77 7y b
(1SO 81001-1:2021)

LYY R (Resilience) :#EI=v A BEXIELTS —AHFET 2BRICERI NS HEE
%GR L TEITT 28D (ISO/IEC 2382:2015)

DRI A b (Risk management) : U X7 0o, 5. 3> b0 — L ROERICH
T35, w2 Ay A, FIEROEROEZZER (ISO/IEC Guide 63:2019)

YR (Risktransfer) @ U X J7ER%E LV ERATRELBOMBBNXISHEET > T 4 7 4 (25
T35, URVEROEBEEEFTDOHE (ISO/IEC/IEEE 24765:2017)

X2 YT 4HRY¥— (Security Policy) :1.&7B8Y 7 MEROL NLTHI> THELIANREIE
W77 EADIL—=IL, 2. —DLUEDORKRD—2ULDEFEHEFIRT 5 —FED/IL—/L (ISO/EC
10746-3:2009)

X a7 4B (Security testing) : HEREBLCICEEYT 2T — X ROMEHRI’REINT

BY, RAIINTVAHRVWARIE T X T LA, A, THLXIIZEBEATET, FAINAX

WY RAT LN TV EREZEEINHVWEWSBEZTMIT 27-DICERET 2ABOESHE
(ISO/IEC/IEEE 29119-1:2013)

VY7 b7 7RI, SBOM (Software Bill of Materials) : — DX IZEHOH L /-0 R—
b, ENSDOBEBREVZFDMOREET ZI1EHRDOY X b

FE  AREBEROBWVWE—OIVIR—%2Y FD SBOM &, OO ViR—%Y h—271FD Y R
FTCHD, “VT7ET2TNE YT NI T URTLEREBIRTES D, N—Fo2T (7
F=LT T TEBRVWEDON=F72T) R (CPU XA 7R3—FDL5%) EFITELAR
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3.31

3.32

3.33

3.34

3.35

3.36

3.37

3.38

3.39

WDY 7 b7 2728 ENAEETH S, (NTIA Framing Software Component
Transparency: Establishing a Common Software Bill of Material (SBOM) 2021-10-21)

VYZbhoz7avER— b (Software component) : V7 b7z 7Y RTLANIETEY 2 —Jb,
1=y b, T4, Y%?&t@%%’%%ﬁﬁ?ét BHICAWS R4 AR (IEEE 1061)

FR OOV bz TaAVER—F VY ME BHOIZy FRIFEHROLVIELRNILEY T
bz T7aVR—% b A2ESOREEELNH S,

Y—KNR—=F 4DV 7 77 (Third party software) &ﬁf%%f]‘bﬁﬂibfb%éjuwéﬁéﬂ
AR EEED SR ENE Y 7 7 =7 (ISO/EC 25051:2014 % —ERZ5H)

ER  BEfREIR. B, ftieE (‘T 7 XA b=T47) RUBAE AV FR—=T47)
DHEBRETH D,

ZR (Threat) XAV T4 EBEL, BEESERILELSRR. BBH. THXIEERH
HEBEICHFEET D, X2 )T EZROATEEM (ISO/IEC Guide 120)

BHET YUY (Threat Modeling) : 7 — & OWHER, R, XEAXET —EREEDOF TS
AT LICEEA#RIZFTAGREDHI2RANIEIERZASHICTE-OOAE 0L R
(ISO/IEC/IEEE 24765-2017 " > Z %)

BRFA4 7Y 42024k, TPLC (Total Product Life Cycle) : EEHIZD I A 75 A 7LD,
BHE., YR— b, BENYR— RO R— MRT O
FERRCE - - TE, BEREEFIOSETSBIT LI ENDH B,

Py 7T—F (Update) :[EEHEEY 7 b7 T7ER/RE LIBE. FB. BILXIEEL210IC
B4 2Z&E

E%l'BmECLWMQWGKﬁE¢677hvzﬁﬁﬁﬁﬁtﬁ%iéo

FE2: 7y ST MR, Ny FRUREEBEINEIND I ELDH D,

R 3 BRORUTE m‘ﬁvéﬁﬁi\/7#7:7@&5?%50%®§EM\E%&%
DERFAERICH D 2T DTH B,

Pv 7L —F (Upgrade) :HESBY (3o R—%v %, LUFLLWELLIELYE
WA= 3 702, XIGEBMEEED DL DICEERR 52 &

iE55t (Vulnerability) @ —D2UEDEBEICL > TRHITATF NI AEEDH D, BEXITEESE
mg5 4 (ISO/IEC 27000:2018)

fz551E <% A~ b (Vulnerability management) @ V7 b7z 7OMEMEEBEL,. HEL.
ERIER %D, BEL, BT 5 LEBYELITS C&
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4. —fz[REl

Oty arTir, 2TONEFGREINEEESBORRE. B, FRALRVEROERICERT S, L
Ay — 8D —REA A2 RT, —MRRAICOWTIZ, TOXESRICEH L TWDH, LAY —H#ss
%i/a‘\tfﬁnﬂhwmwx/XTA T AEVANRN—tFa2 ) T A RERAARETI/-ODOEBELDZ LD
THD,

4.1. BEFA 74 I NVLEDT7L—-LT—S

YANR—tEx2) T4 DEBROMEEHEEICEET S X715, BEREMEA S EOS BEICES, EE
HRDRPEGDETOEREICEVWTERET DI ENLEX L, HCP A EOS %82 THLSS % fikfi (e

T2 EaRELIGE, FRFELD EOS D LIEH KEICTHhNE Z &Iilhl ., BRNAFDIL.

ERRICIE EOS ZBADAIBEMNH D Z AN TWDE, ZL DiFE. WEROBKNBERMEIZ. ¥

T—FTﬁE%%iU%%V;&ﬁﬁbﬂfb% EEMEDZA 7Y A 7LE, YA N—tFal)
AIZDOVWTEHBIEINTWERETHD L, 2TCOFEBRENDHT LI EHNEFE LV, FFETA

5747#47» &, BEFEERRE. YR — MERRE. IREMY R— MR EOSEEAEEN S,

REMYR—FE, Y R— METXIEBFEZDOT7 v 7L —FE L FBBEZ AT TORRNEBEIT
12X LT, MDM K UHCP D'ndd L Tl 2 BT TH %, EOSIE. YA N—tF2 VT4 DE
ENEELLTHCPICBIERT 2 EARINIBFATH D, EOSDEDL, Ml ORH|IC X > Tk, MDM
ld. HEBOTREEHICHL T, 5IEHEEEXTEETH2A8ENH D GERICOVWTIE, 7.210 3
%B8) o MDM RV HCP A4 79 A ZILDEZFNEFNOERREICHT L CEYICERBTED L1295
7-%1C, EEESRO EOS FTOMICIE, 33224 —Y a3y, URITRxIXY FRUEEEEIC
BETI2HZ L DEEBNDH D,

42. Aa=4—av

ZEICE L THRNICRES 27-0I1C1E, MERREBEROF -7V TCEREOHSII2=F—T 3
VHMETH D, MDM (Z, EOL B EOS (X L CEHEIT 2 Z & TSN B, MDMm EOS XU
EOL ODFERHHICONT, BEIRKBLERADEDICBHTEZENEFLL, I & > Tlakss
DFERMEMO—EE LTEET DI EDPLEENTWS, BRICRF TS Z &I oto’c\ 31—
&, MDM D SI15HR %18 T, HEBRDRTICETI2ROR Ty FIZEY AL Z & T, EOL XU EOS (25t
LTEBYICEHET 2 2 & aJEEICHR D, HCPIE., TOBHREAWT, TR sFERELETIH.
FaUT A AHIFETAEELZBMNTRIZERITADOWTNAZEITI I &ICRD,

COXERKEBL T, MDMXIEZHCP ODXAHNHDAI 2 27— a3V IZDOWTOHRBEEIEFIZ, 2
NoOHBEERANIZMOMNERGRE ICH L CEBRNICFZHRIETEY / XIFESEEZELOTHE Z
EEBRIDZEHNEFLL, “BHITZI"XIFTI 25— a3 v 3"ERIE. oY EHICHL
TRBEMICXKETDZZEDNEE LV, £7/-. 25 LEABRIMRRAETHDZ &%, BOUEEHICHE
MEJICFRFES B D ENEFE LV, BBRNABMNE#FEDLT. BRELAFENICLAAFTERAVL S A
A2 —2avoRY—ROFIEF, HEEINT, AIEARYEBEITEZEAEE LW,
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12. &k

12.1. IMDRF X&

Principles and Practices for Software Bill of Materials for Medical Device Cybersecurity
IMDRF/CYBER WG/N73FINAL:2023 (April 2023)

Principles and Practices for Medical Device Cybersecurity (IMDRF/CYBER WG/NG60FINAL:2020
(April 2020)

Software as a Medical Device: Possible Framework for Risk Categorization and Corresponding
Considerations IMDRF/SaMD WG/N12:2014 (September 2014)

Essential Principles of Safety and Performance of Medical Devices and IVD Medical Devices
IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)

12.2. 1%

10.

11.

12.

13.

14.

AAMI TIR57:2016 Principles for medical device security—Risk management

AAMI TIR 97:2019, Principles for medical device security—Post market risk management for
device manufacturers

IEC 60601-1:2005+AMD1:2012, Medical electrical equipment - Part 1: General requirements for
basic safety and essential performance

IEC 62304:2006/AMD 1:2015, Medical device software — Software life cycle processes

IEC 62366-1:2015, Medical devices - Part 1: Application of usability engineering to medical
devices

IEC 62443-3-2:2020, Security for industrial automation and control systems - Part 3-2: Security
risk assessment for system design

IEC 62443-4-1:2018, Security for industrial automation and control systems - Part 4-1: Secure
product development lifecycle requirements

IEC 81001-5-1:2021, Health software and health IT systems safety, effectiveness and security —
Part 5-1: Security — Activities in the product life cycle

IEC 80001-1:2021, Application of risk management for IT-networks incorporating medical devices
- Part 1: Safety, effectiveness and security in the implementation and use of connected medical
devices or connected health software

IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating medical
devices - Part 2-2: Guidance for the disclosure and communication of medical device security
needs, risks and controls
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17.

18.

19.

20.

21.

22.
23.

24.

25.

26.

IEC TR 80001-2-8:2016, Application of risk management for IT-networks incorporating medical
devices — Part 2-8: Application guidance — Guidance on standards for establishing the security
capabilities identified in IEC 80001-2-2

ISO 13485:2016, Medical devices — Quality management systems — Requirements for regulatory
purposes

ISO 14971:2019, Medical devices — Application of risk management to medical devices

ISO/TR 80001-2-7:2015, Application of risk management for IT-networks incorporating medical
devices — Application guidance — Part 2-7: Guidance for Healthcare Delivery Organizations
(HCPs) on how to self-assess their conformance with IEC 80001-1

ISO/IEC 27000 family - Information security management systems

ISO/IEC 27035-1:2016, Information technology — Security techniques — Information security
incident management — Part 1: Principles of incident management

ISO/IEC 27035-2:2016, Information technology — Security techniques — Information security
incident management — Part 2: Guidelines to plan and prepare for incident response

ISO/IEC 29147:2018, Information Technology — Security Techniques — Vulnerability Disclosure

ISO/IEC 30111:2013, Information Technology — Security Techniques — Vulnerability Handling
Processes

ISO/TR 24971:2020, Medical devices — Guidance on the application of ISO 14971

UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products, Part 1:
General Requirements

UL 2900-2-1:2017, Software Cybersecurity for Network-Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare and Wellness
Systems
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27.

28.
29.

30.

ANSM (Draft): Cybersecurity of medical devices integrating software during their life cycle (July
2019)

China: Guidance for Premarket Review of Medical Device Cybersecurity (March 2022)

European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 5 April 2017 on medical devices, amending Directive 2001/83/EC,
Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009 and repealing Council
Directives 90/385/EEC and 93/42/EEC (May 2017)

European Commission: REGULATION (EU) 2017/746 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical devices and repealing Directive
98/79/EC and Commission Decision 2010/227/EU (May 2017)

I M DR F International Medical Device
Regulators Forum 41



IMDRF/CYBER WG/N70FINAL:2023

31.

32.

33.
34.
35.

36.

37.
38.

39.

40.

41.
42.

43.

FDA (Draft): Cybersecurity in Medical Devices: Quality System Considerations and Content
Premarket Submissions (April 2022) [ZDH A X > Xix, N7T3XEDORETHKATIENZ 7 M TH
D, EESNTVAWL, BRAM KXV ATEEBRIONDIFETH D, ]

FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS) Software
(January 2005)

FDA: Design Considerations for Devices Intended for Home Use (November 2014)
FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016)

Germany: Cyber Security Requirements for Network-Connected Medical Devices (November
2018)

Germany (BSI) - Security requirements for eHealth applications Technical Guideline (BSI TR-
03161) (April 2020)

Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)

Japan: Ensuring Cybersecurity of Medical Device: PFSB/ELD/OMDE Notification No. 0428-1
(April 2015)

Japan: Guidance on Ensuring Cybersecurity of Medical Device: PSEHB/MDED-PSD Notification
No. 0724-1 (July 2018)

Medical Device Coordination Group (MDCG) 2019-16: Guidance on Cybersecurity for medical
devices (December 2019)

Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)
TGA: Medical device cybersecurity guidance for industry (July 2019)

TGA: Medical device cybersecurity information for users (July 2019)
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47.

48.

CERT® Guide to Coordinated Vulnerability Disclosure

https://resources.sei.cmu.edu/asset_files/SpecialReport/2017 003 001 503340.pdf

The NIST Cybersecurity Framework

https://www.nist.gov/cyberframework

NIST’s Secure Software Development Framework (SSDF)

https://csrc.nist.gov/CSRC/media/Publications/white-paper/2019/06/07/mitigating-risk-of-software-
vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-software-vulns-draft.pdf

NIST Special Publication 800-12 Rev 1 Introduction to Information Security (June 2017)

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-12r1.pdf

Medical Device and Health IT Joint Security Plan (January 2019)

https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf

I M DR F International Medical Device
Regulators Forum



IMDRF/CYBER WG/N70FINAL:2023

49.

50.

51.

52.
53.

54.

55.

56.

MITRE medical device cybersecurity playbook (October 2018)

https://www.mitre.org/publications/technical-papers/medical-device-cybersecurity-regional-
incident-preparedness-and

MITRE CVSS Healthcare Rubric

https://www.mitre.org/publications/technical-papers/rubric-for-applying-cvss-to-medical-devices

Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HIC-MaLTS)

Health-Industry-Cybersecurity-Managing-Legacy-Technology-Security-HIC-MaLTS. pdf
(healthsectorcouncil.orqg)

Health Industry Cybersecurity Practices: Managing Legacy Technology Security (HIC-MaLTS)
Open Web Application Security Project (OWASP)

https://www.owasp.org/index.php/Main_Page

Manufacturer Disclosure Statement for Medical Device Security (MDS2)

https://www.nema.org/Standards/Pages/Manufacturer-Disclosure-Statement-for-Medical-Device-
Security.aspx

ECRI approach to applying the NIST framework to MD

https://www.ecri.org/components/HDJournal/Pages/Cybersecurity-Risk-Assessment-for-Medical-
Devices.aspx

National Telecommunications and Information Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes and Actions: A Research Report from the NTIA
Awareness and Adoption Group

https://www.ntia.doc.gov/files/ntia/publications/2016 ntia a a vulnerability disclosure insights r

eport.pdf
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