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TVl NOWINEITO T, AT V=7 MIBEEM T b —E R,

- 5L (Activate)
HEEBEL I EOERIHEHTHZ ENTEDRREICTDHZ &, #lc, TR
ZEERIEEEEE VD,

- #K (Key Length)
BT =S DY A X, T NTY XLEGFT D, BEGROBEL RICRORSICL -
TRED, FRERTVIRWVIZEMGTERBEIC R 203, FAHOMWES A v —VEER



TLOBRORER G000 £ 912705, [HMOMEZ Rat b - TEY 2 #E 28I 54
ENRH 5,

- #EDOTHFE (Key Escrow)

BB A TERE T D 2 &,
- ##~7 (Key Pair)
AR L ZUKHST 2 ABEOXT,

- IMAFE (Subscriber)
FGERIN O REAED - O DEFFEFHELZRITINDSE,

- AR E
FRRESR D BIMAFE TR L TIAT SN ARSEREHED Z &,

a5tk (Compromise)
A REFEOETERNEE, ik, IRREIZE-T, ZOMEELZLS Z L,

- fREE#E  (Relying Party)
MEEE L 1X, 7 VX NVEL E NBREEEREO AR CREIET 2/ 2T,

- AFHEE (Public Key)
AL NIRRT, T X INELOREECHNS,

« ANBASERERAE (Public Key Certificate)

MAFE DT L NEASEZRE A L CABEOBEIEMEAZFE T 5505 T, FIERGEEIH
U5, BEBFEHED D WVITHEIZIEEAES bV ), ARSEERAEIZIZ, AREOIA
FIEH, AbAgE, CA DOfFH, £ OMIEHE ORI HIBAIENTEH 4L, CA DEL N
frans,

- HOBAGEAE (Self Signed Certificate)
RALRD A DI FATT BB TAENE, FITHL EMAELBF L TH 5,

» %) (Revocation)



AHIRANS, S0P H (K - kR L) LV EFREAEZENT L L,
FEARBNZIE, ANDPSOREFICL 528, BARHZIE CAOHWTROSNLZ b dH
50

- FLF 8 (Private Key)
BRI E AT 2 D, AR, AR K (CROFTAH I N E T D,
BARTES LI b0, ZIUSHIET 5 AMBTOABRIEN THETH .

FERAELZN Y A b (Certificate Revocation List, Authority Revocation List) S
BUTZEFREAED Y 2 K,
T R T 4T 4 DFIEHEDR)Y A % CRL &, CA DFEHEDRZY Ak
Z ARL &£\ 9H,

-+ FEPAERITER (Certificate Signing Request)

HEEE D DRGERICE FREERIT A KD D 72O DER, AEHEZ T D720 D
JLE R DR T, %@Ij‘]’é‘r i, HEEEOFER, — T FL R AR EOF
WMREEND,

« GEBER Y v (Certificate Policy : CP)
BOYF=2 T A BEEHEIL, BEDaAI 22T A KO/ IIT TV r— a0
7T ASOEREERRET 5. AT SNTEHEDES

- HIFE
SRIEBI FEBEORITEHGET D ERDO Z &,

- FE B4 (Electronic Signature)

B EDOIEYMEEIRAET D 72O bl B4 E#R. ARE SR E2F AL,
FRANTHL Z L 2B T 2L L bz, FRPRERPICUSASA TRV &
ZAEAT 52 LN TE D, AWERESFREHWTERLEBAIIT VA LVEL LD
AR

- Bk (Registration Authority : RA)
BFAEAERITORGEEDOARANZHRE - MR L, £& U TRBEEZ1T O, B85
(3. RREROMEED 5 b, —EROFEFZAT 9, AET DIAE DOl & ANMERRRE
BEZADN, BEFERAFICEL LY, FITLIEVIE LR,



« WAEf (Certification Authority : CA)
uiEﬁﬂi%%\é TT oM, FERERIT. ABRELEIEVWRIAAD LD TH 2D LFEH AT
T B =BT, AE, TNRNIBICH D EHETE R IUER S0,

- FEFEMHRE (Certification Practice Statement : CPS)
SEER Y N SWEREREREAICOWTORESE, BibRNE it ELRITT D

IR D REICBET 2R L LTEMNIT 6D,

- RN
ARG D 5 5. BRI OANRE S RE D, B MR
Lig, MAF OBERAAR, MAH SO TR EE 27 m— 250 1 R

DEEAIID I D, NAY— REEZFBINT D4 IZHNDREE VD,

-%ﬁ%ﬁ%
AR (BT B R ST BT 2 BT R T Do) A5

éﬂt%%b\o 2L, BEEBHRMOHPRE S NDSE &R,

+ %47/ (Issuer Authority)
REREDOIERL « 8174 £ & U TRITEB AT O, BITRIL. iR ok

b, —HDOEEEIT O,

- Ny a2 3% (Hash Function)
FEEOEIOT—2NOLEEREDT X A BE AT D5HE 15, ERLIZEE T

v afl] EMEEIND, Ny Y afliE, Ny v afiERLIEDT —Z BHETE RN —
HEEE, Bpd 2 00T —ENBIE—O/Ny ¥ 2 B4R S D EZEPEA N #EC

bDHEVIWEERFD, ZOWENLT — X EEZETHERT, EEMOAR LI
vV afl EZEMTT — X DNy v ol RO THHE & i Ll B —BT i, 7
— A BBEEBRPTUSAIN TRV EPHERTE D,

- 71774/ (Profile)
AEAAECREB RN Y A NIRRT 2 FE K QLRI ORI H FiE2 ED - b

Dy

- UARY MU (Repository)



BT EROFEM B Y 2 b & heih LABT 57— 4 <=2,

- U U GEE

CA #ZFHTHERHC, HLVWHACELMIE (NewWithNew) & diniitfo CA
ERT LW D CABEAMMAT T D7 DITBITINDEFREAE, U o Z7REHEICX
> T, RO D CANDLEFEAELIIT SN TOFERERRFED AT
REL72D,
U 27 FEECIE, BT LOABRSHSE WA TESA LTZiEYE (NewWithOld)
&L WA L WA TEASA LZAEE (O1dWithNew) 236 %,

+ /b— kK CA (Root CA)
PERETL OFESREIE ISR W T, B O LI ET DGER O Z &, TALIZET 278
R D ABASERENE DO FRAT, KR EZEPT D,
(A~17Z)
- ARL (Authority Revocation List)
WREROFEAFDORZN Y A b GEAFERZ Y X FEZROZ &,

» CA (Certification Authority) FEFEREZ SO &,

- CAREWFE
PRl L THAT S Lo B R,

+ CP (Certificate Policy)
FEAERY VESROZ L,

- CPS (Certification Practice Statement) FiFEMiHfEZSROZ L,

« CRL (Certificate Revocation List)
T RZUT 4T 4 DFEAZEDORDY A N, GEHERDY A 2SO L,

- CRL HiaE
AERAF ARG WS, AR 3ITT 5 CRLICEEM SNV TV D a2+ 2 2 &,

» CSR (Certificate Signing Request) FEIERITERAZSHO Z &,



- DN (Distinguished Name)
X.500 BUEIZIBWTED HAL7zilknl4 ., X.500 Bk Tlpl+2kETHZ LItk -
T, MAZEO—EMEZRET D,

» FIPS 140-2 (Federal Information Processing Standard)

FIPS & (T KEEFE HAABERE T, FIPS140-2 13 5-E Y 2 — AWz T &%
2 VT 4B EHELZbD, X2 VT 4 BRI LT 4O X2 U 7 ¢
Loyl (RLAUL 1~ @b 4) Z2ED TN D,

» TA (Issuer Authority) FITRIZZSBO Z L&,

+ OID (Object ID)
F7T V7 MR ESZROZ L,

» PKI (Public Key Infrastructure)

INBREEHAR, ABHEERE BT & W D B HIN & B CRERE R 2N AP SERE R E A2 AT L.
ZOFEHEE AW CEL  BARGE, W5 85, RREZE ATREIC T 5 7,

» RA (Registration Authority) B&kma2SHo = b,

- RSA

INBRgERE 55 D —>, Rivest, Shamir. Adleman @ 3 AIZL > TR I, TD4
HiZ & o> TAINT biTe, BERBREEORKEMOWNEES 2R L7 b DT, AR

BT OFEREL LT L LTV D,

» SHA1 (Secure Hash Algorithm 1)
Ny a2l O—2, LTEOEIOT—Z5H 160bit D~y ¥ 2B EERT 5,

- X.500
ITU-TASO BEDT « V7 b U H— R 5 [EHER LT,

- X.509

10



ITU-T/ISO NED = EFREHE K OGEHERZN Y A MB35 [EEE®E, X.509v3
V. BRI RMER 2 5% T BRI EORITE M A OB A BN 5
ZEBTES,
2 WM RN RY MY OET

2.1 UART K
VAR b UISEERER OREIE & R B OINAE O KRG 2 trEFd %,

2.2 FEMERH O LB
RAERIE, AT O EMGES L MAH R AF TR T 5,

<HRREE AP % FRE >
- CA ORPHSERENE
- K CP
- CRL/ARL
- MRREE DX ARAEIC B3 5 30

<IMAEB BT HHE>
- WAREROED S CPS
* RORER DTED HIMAE RIS 2 A HBLEHHE

2.3 ﬁf‘aﬁ@ﬁ#ﬂﬁﬂ X% DB
WRERIE, FERERICET DI MN AT SN R T, TOHERERHT LD LT 5,

AEAE RN DWW TOF#RIZ, A CP 4.9 GEHEO R & —KHF1k] IZ/ED b &
Do

24 VRY N ~O7 72 EH
CP. CPS. FEHIER TN L OFERAEDIAEDRE R & ORBITFHRIT, MAE KUK
RAEA 6 L CIERe A 8§ & L TRiY %,

3 el K O

3.1 AFRIRGE
3.1.1 A OTESE
A CPIZEASWTHITSINOEAFIMEH SNV 7V =7 MITIMAERL & T 5,
A4 X X500 @ Distinguished Name #fH3°5, fREEEREEALSE PKI TiL,

11



Clx JP &9 %, F£7- CommonName ITME T, IMAHZOML I (GEEERTE L L
lIn—~7Ei) AiET 5,

3.1.2 LN ERE O Z L oM EEM
A CPIZ & RIT SN DAEHAEDHX R X, BIEEIC X > TS, EHSH
HEOEWDOH LD ET D,

3.1.3 MMAE OELME I 4 ME
HE L7,

3.1.4 FEx DL AR 5 7= OHHI]
LB RIRT D7D HANT, K CP 17 FERHER KU A R KON OCSP 0 ~7'r 7
7AN] WD,

3.1.5 ZMrD— Mk
PARERINFEAT T DB AEAFEOIAEA (subjectDN) 1, FERERNT—EIZT D720
2 U7 NES (SN) 28l LN TE D, £lo, RAERDOAF (issuerDN) (%, frfd
EREAEDE PKINT, AR EDRIRE —EIIELRTHLDOTH D,

3.1.6 PRak. PRGEAOSPERE DE
HE L2,

3.2 FIEI DA NPT
321&%%@%%%&%?6%%
FEE DR LI T OB A $R U CRRRERIC T LREFE R TE R 247 9 B,
F‘aﬁﬁ@ﬁl%%kﬂﬁﬁ@k@xﬂ&%ﬂ%fék 2, AR D DOF ¥ L DITEL EITV,
BMARONAEZEAT LD LT D, HDWVITHGEE R U2 GE ERFTER

(CSR) DEABGEFICL Y, AAROFTALZHRT 20D &5, BRERM THEE
DFERT ZERT D5 AT ZORY TIEZRYY,

3.2.2 HHAkOFEE
TRAEERRARALY S PKI FRGERICPRBR R B S5 DALk OFEE 2 54 2 BI%. FED
EOFITITHANL D, IROWT IO J7IE TR O FZAEME R ORIR RS Ch 5 Z & &
BERRIZALRE L7 < TEAR B 72wy,
¥, HEEEMEAORRT 13.2.3 [HADORFFE] (TED DI

12



- BN OGS

PAZEB O IEREA, (R IR RI S O BRI ICHR H L2 BHR M ORIAR D = v — | R
SRS DR EZ 2 T - BRIC I EAR L0 BTSN fREBRMED a v —72 8 A
HIRERED B FATH L < ITZME L7ZiEE, FEETRRZ RO AT LoD at
—DOWFNNERET D 2 LIS K o THAROFE(EME &2 SFET 5,

B, fREBMED 3 E— 2 L7eGaiE, EEERORREREEE THD =
EDONFENRRIRHZ 2 SN2 b D LT 50, AL OREIEE CRIEMEZ AE LY
B DM O S . FESMERE BRAIT SN D EGE 3 1 H LN O A @aED
a7 CIRREREEEE CThH D Z L AT 2 EH ORI A MA L T 5,

Flo. TNHDNFEDERIC AW D B FEERICIEL, HEERAICB W THEOE RS T
HHEDORADTEIH SN TN TUIR B2,

- HANFEHEOLE

PAFRFLIEREAR, (RIREIREFEEI S OB R ICHR T L 2B M ORIAR D = v — | fRIR
EHEBEOIRE 2 T - BICHGEAR L BITShfEE@mEoar—72 A
HIREB N BIATH L I3 HE LICRE &, FEFETHRZ RO TS b0 D a
—H LIZENBINET 2 EFHOWT N ZHNT 5 Z L1 Ko THER O FELEM 2 7
AET %

B, MEBEMEO 2 U—2 RN LG aIE, EEELORREREFSF TH D Z
& DNFERFRIRFIZ /R SN b D& T 53, ZNLSOFEAEE CTEIEMEZSIFE L 725
A MM O, BRI N ORITINDELT 3 7 A LNO K EEED
a B —7p PIRRIEREE S TH D Z L AT 2 BEEORMEME LTS,

Fo. TR DOIMGEEDBRIC AV 2 BFEEIIL, HHER AW THROEBEE T
HHEHEDRADTLH I N TR TUT R B2,

- PRE TG AR OEE T Mk O% &

FERR 2N ARIBERE D55 A I2IE, FRRER D E D 5 FFRICAFIHANIE S B T2 AR A4
FIL72b DA 25 2 LIZ K-> TEENENRET 5, 0B, MGREOBRIZIRET 5 EHF
FHITIE, HRERFRICRB W THARDEHE TH L2 EORA LR L2 < TT R 670,

X IHEFETETRERDOLN TS bD] &iE, LFOX S RbD&dEd,

- EREE E 1450 2 FENERER)
- EREVERATHE] 6 345 (FHEOEIR)
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- HERES-—EAFOFEDNE, BIHLOEE BT Y 5 32 XK 0X
DHEFSRIE (F87R)

- B EEHWL5E

AR DR O EE X320 53, REEEREALSE PKI BAERA T T 28 HE
T EA A EE HWZEEA S L IEMEERRRER ORITT 5 & 7kl
FEAWIEFBLICRY, FEMEGEET 2 2N TE D,

ZO%E . RMEEFEASE PRI FBRERAFEITT 28 A M T E B4 HREE
R DEFELZNNDHEIE, FRFCRREREES TH D Z L ONGER R S
To L B2, PEERLRIERORBITT 2EFIEHEL AW L5613, Bk, BE
WAEO 3 E— IR O %, FEIHEREN ORITS DB 3 B ALK
DB EFED 2 & —7p PIRREREREE CH 5 2 & 2t 2 FH R M 2 37%5
RRED D IFEIC IV L TE R B0,

BB, INOLOHFEERWDLHAETH, SAEOBRICHW D SREEHICIT, REERFRIC
BWTHHAADOEHE THLHHEDRAD L SN TN TE AR B2V,

- EREOEFICLVRIT T O5E
TrtEEREALD S PKIGERER AT EOEREIC LY | PrEREE RS S OfHk 0O RER
FE2RATT HB8E, IR TED DN RRIEREBEF OB 2 EM L. £ Ok
R BRI 5 2 & TR OREREL 40 L 722 < TR b 7wy,

3.2.3 i AN DFF
Rt E AL B PKIGERERICGEAZE L HFE L L 5 & T 0B%, FEEFEOFRITICNAL
H. WOWTNDNOFIET, FRREEE O LM N FEE OFTENE, kTR oF
F, MRROFEAERFFEEEZBREGRHICGEE L TIR B2, £, Mo R TE2%
J7eF (LT, BN DHFET 25613, MEkPTE O F I TR O RFEET
DFREBERTSAE L < TIR B2V, SFECHWDEFIZ WX, Ak o
HOR, BRERBEO LD E AN TIXR G220,
2B, AEOEDITFEAERFEHE OMIECEDLED TH Y | BESR D AEHEZ T
THEAEE. REOBEICHEWVHGEE OSGEZTHOE, 4 BOBEICHIY RFEH OFA
FOGEREOFAIT % Ehiid 5,

- SRR P B L UHRRATEE S HEET 256

<FZOLE>
1. MR BELE o0 SRAEME

14



[3.2.2 MHRDOFEGE) [THB W T, SREEHICHRE BT ORA D REH STV D
EAELAR T A L T MBS OFEIEMEONZRRZ A Z LN TX 5,

2. HIREH OEEN
AEEE R L L O T8I, RAHROED D HEEEEIC, (KR, THE5EE
ANDOKA . P, piiikoEEE 5] 2 AL, BEROROITHER
T 52 & TEEMDGEEZ LR TX R B,

3. HIEEA OAMMEATIE O %3
AEEZ R L L O L5813, UM EHE ORI IHI STV 5 G
DA SN HEFERZBEROB ORI T2 2 L THRICIHTER L TWD
ZEDHRERFELNGE L TER B2,
Rk, HEEEEHOKNICHOWTIE, BERNEDDL 2L &5,

4. MFEOFEHEHRFOE L
HEEE VBRI OB NSO ER 2 F 2 L THHET 25613, MMEEE 03k
FEVE, HEEE ORISR OHRRATE OFEOSGEZ T AL, FeEEEOSEEN 2 &
Nleb D& BT,

<BEDOYE >
1. HARRAE R O FEEME
[3.2.2 MHFRDTRFE] IZBWT, MRFFHICHME A O RA s S T
HER RIS 2L T, MHEEEE O REMEDOSFHIRZ D Z LN TE D,

2. HIGEHE ORI
FEAEZRFEL LS L T5F1E. RAROED 2 MeEERIC, KR, THEEEE
ADRL | BB O, B OEER S| 20 L, RERICHE®ET 5 =
& CEREMEDNGEE L7a < TER b7,

3. HIGEEA OFMRATIE D93
AEAEZ A L &9 &3 081, MR OE B ORI ST % HE
DA DS FEH S TS RBRER TRE % e E M 2 B RICE A5 2 & THlRRIC
FTE LTS Z & DHEELGEL R TIR G220,

4. FAFROFEAEREOE R
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HEEE DY 13.2.2 Mk ORIE] CTEDDIEMMOEHL ALY T, FRIE/TED
2 HEEESEIC YR OB A OHIN R SN TWAEHAEET 52 L2k,
NN S VDRVAHIAVANSY A Wik SN DR AN N

<FUTA L DEE>
1. FHARE B O e
[3.2.2 MFRDTREE] IZED D, REEFREALSE PKIGRGERARITS 28 #HHE
M EFEA G EZHWCETFEAE L < IFPEERLRGERORITT 2 E L
HEZHWCEFBLICED, G HEDOFEMEMEDNFEIRZ D T N TE D,
772 L. PREEERE AL B PRI GERER BT 2 E B A B &4 i &
IZ R DEFELUINEHNDGEIE, BE, (RRIEFEEEE CTH D Z & 2T 5
BHEZRRLRDPED 5 B L VR L < TR 5720,

2. HEEE OEENE, MR O FE, MOTEHERFOE L

AEAEZHE L LD & 58T, REROED 5 Fhe & IT/EV., REEFEEASY
B PKI AR DOFATT 2B EHE T EA I EZ AW EFEAICLY . B
FOELEME, ARRATE OF I K ORI OFEAE RSO BB A FE L e < T b7z
VY,

7R, PR AL B PRI GEGER O FEE A1) B4 FHREI B L o S L
EFICRITS N, BZEAFIC L DB FEAIL. KNI LNETTE RN En
O, BFEAORMEIZEY ZNODERENGELTE S D & B2 T,

- READHFET 256

<FBOEHE>

1. FARREELE O FEM
[3.2.2 & DOTIE) ITBWT, MAFFRIGHME BLE ORADNTH SN TN D
AT 52 LT MREHEE ORISR D Z ENTE D,

2. REEANDELEM:
READFEREZHGHE L L O LT 0BT, BRI/ ED 5 HaFH I, KR,
READ TRA, EFEAR, BRI T, #EECERES N AShicEEHzE
52 L LPFET BAREADANME ] (281 2 FH DA Z R EkR o RN
(PR 5 2 & TERAEMDIGEE L2 TER B0,

3. REEANDARNM
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READGEAEZ HFE L LD T80T, RICHET 2 EBHOFRAZBRER/OEN
IR 5 2 & TREADKANEDINLGEZ L < TER B 7RV,

2B, R CPTIE, 1 RAELLIE 2 A TARAMEOHERD /TR EHD Y X N &5
HI2HOTHY, AAMEMERICKLEREBICOWTIL, FiBiERNRY A R hbiE
L, CPSTEDLHZ LT 5D,

[1 R CHER T 2FH]

- AARE R - FER TR

- EfRSFRALE - EHEW LG | AR RE

- EREARRD —F (BEMADOLD) - HERIEEH RFFE

- WA TR - B2 KRB ATREF PTRE

- R - BT By AE e

- B TR (3R 0 & 2 By 1L FE B 3 D G HAT)

(2 AR A3 22 70 ]
AAD 25, T AL BAIAD 1 RTS8 LR TEe b2,

- fERELRERGE - ERESTIE GEE)

- [E B R BREE - BAESTIE GEE)
A LFEMEEG - FIESREE

- i BORBRGE - BfaREE

- JrAEIRIRGE - FNER B PRAE R

- BT B E

- SEARE (IR BRZBLIERER A OFEREA OB 0)

- SHEOFFEAE GBTAESIERT, BB IEEE 2O GEMN Db D)
5 - TR BRBLOMNBLGEA X X FERBIRE R &

(WFHd BT 6 7 AUNOFIITOH D)
- HIREEE FIR
- RBUNE ( HFEO B 0)

. AREANDOMMEERE NS OZALOFERIADTEHEZHFEL LS LT 2583, 4
AR E EE OBLEHIO H AR DKL DN TEH SN R EREBEBOED
5 2 & THBE HE DO OZEOFELGEL 2 < TIR S22,

B, BEROFERIZHO N TR, FGERBED D Z L LT 5,
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5. Mk OFEHERGEOE R
REANBEROBROIC 1005 4 TEDHIHKOEFE RS L CHET IHE
BONGER R I N2 b D & Brnd,

ER

=% 7

3, MFROHEEE

<BEDOHE >
REENIC L D EETOHFFEITED R,
<FrIA L DEE>

SEITERD RN,

I T A AL BRBAD S DOHGE

- EREOERICE W RITT O
« PRBREEPRBERE S O Mk o RE R

PR EREAEY B PRI ZBGER N ES SO
ZHEV \f%lgﬁl:fg*%%ggjé@fﬂf&@uu RED AT

PIRATTHESL, 13.2.2 fSkOFIE] OED]
. AN OFEEEITHE L,

3.2.4 MR LRWIIAE O

FELoYANAN

3.2.5 MRS D IE Y PR
HE L7,

3.2.6 FHH.YEH D HuE
HE L7,

3.3 HUHT I R IR DA A MEfERE M O%GR R
1 OO B TR O AN MR S OV R
IMAETEROBE OFEEHT L, 14.2.1 KAMEROERMER] PEBIANTZANS 5 4F
LN THIZE, m23ﬁk@mﬁjffmbtiﬁ IXRBRER CIERL S - fidk & O
ST D0, MAEOEL IR TDHZ & TITA 5,
bAEZIBE TV eEa, & L <ITmoFEHE L LS NEIC > TV A BEEIN
TWZ5EETE, YIRIOFEREFEFRIT L FAEOFIRIC LY BFETL D LT 5,

3.3.1 1

IJ‘LA n

AIE 3 A0 1 D i SR DA A MERERE K

3.3.2
WIFIOFEAZEFAT L FROFIHIC LY HFET 20D LT 5,
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3.4 ﬁ%}jJEFl E#@jvi/\[‘iﬁﬁn n:un
IMAE PRI R FFEEAT O & EIUT, ROFIRIWED bD LT D,

1. K a W DiEHELZRET D,

2. GEAEFEZ RN T 2 HEAEW ST D,

3. HEHEICGE R BGE TRE R B B4 2 L GERERICIXE T2, BFEAMTEO
HEEDN TERWERIE, MOFEZHVIIABERANTH S Z & 23 EET 5,
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4 FFHEO T A 7V A 7 T HEM Fo gt

4.1 FEAEHEE

4.1.1 FERAFEDOHFE

- URBR RSB O B OHFEIC L W RITT A
AEAE O REEF 1T, IRIREIEEI S oMM FLE A L IR ARAMET R A L <I13fR
B ek B S DM B 2 D BRI REA LT 5,

- EREOBEIEIC LD RITT A
FERAEOHREEIL, BEAETED LMk T 5,

A CPICHIY BTSN DREAEIL, TS OHRGEILZ T T 720,

4.1.2 HEEFHEM OB

- URBR PRSBSOS OB L W BITT DA
REFEORIH 2 AL D46k, FRER TED DLLTFOWT O FHe =12 X - TREH
HEOFIHHFEEIT O,

1. F%

TRBR AR EI S DM E B L <INk R L ITRERADVRERRIC
13.2.2 M#&DOIFE], 3.2.3 HADTGE] K ORFEROED 5 FHEFHLT L5 L1
L OFAHBFEEIT O,

7k, REANCLD2HFEOLAE. FEEOF MG ICLERERHITNZ., RERE
WRERA T DM E HE 12 L D BN L OA CP 13.2.3 [HADFGE] ORBELADHGE
LHEEICED HDREAORAMEZ MR TRE R EH b AR T2 b0 2T 5,

2. Wk
DRIR PR B 5 OAEAR S B L < I YRHARRPTIE & 0388 /Ic 13.2.2 Ff%k DR
S, 13.2.3 HADRERE] K ORSRERNED 5 B ELT 5 Z LI L W FIHPGE 21T
Do
2k, REANZLDEETORGEITRDR,

3. AT A v
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R R R B 5 D AR B BRI A T4 T [3.2.2 Mk OZGE) . 13.2.3
TEANDFRFE) MORSGEROED DT —H k6445 Z LI KV RAREEZITY, 72
B, YiHEBITEE L ORBAICL D24 T4 TCORHGBITR DR,

T, AEHEOFIHAHFEEE X, BHEEICH-0 . A CP 1.3 PKI oM, &% 9
FECHESINIWIEROELEM 2R L, FE L LTHHABEZITI b O LT 5,

B2, A CPICHIVEE LD, ARRGER O E D 2 B~ SCEE K OV AR E & T H 5
DHNZFEAA, NEZBREL, TAOIZFEE L ECRHHBEZITI bD &35,

L EREOBRIC LY AT B8
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FEERIT. BA SN ABOANER J\CT 78R+ AN TER LY, WUART
g Rary ha—VEEHA L, EEZFZZ2WVWEDOES, A, RIEZRHIERD HR#E
35,

5.4.5 BEE T 7 DNy Ty T T
et o 703, 47 74 ORI CPS I HREE TNy 77 v TR b, &
ﬂ%@ﬁWHﬁ%JTE%%%WK%%éﬂéo
5.4.6 Bitr o 7 OIET AT & (NHELRIFMER)
BUE L7,

547 A XV "2 Z LY T Vs D@
HE L2,
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5.4.8 ME5 R
FLE L7,

5.5 FLERDIRE
FLERIE, JIS Q 27002:2006 & [FISELL EOBIMICHE > TIRESND LD LT 5,
Bz X, JIS Q 27002:2006 @ [ 12 & fFW T AT AOHAF, B KOMRSF), [55
15 B JIHSF) A AU Y T 5,

5.5.1 77— A 7 RCER DT
AL 1E. LT OE®mET =04 795,
© GEITEORITIRIEICBE T 2 AL PEIE R
+ CRL DOFATICET % LB
© MER ORERE
© IMAEOFEHFE
+ RERAEHEENA OFHEOMEIS MV EE
© REBHDOERIZE D % EHH

5.5.2 T —HhA 7 ZA%:A5T 5 I
T =04 7T HE W, FREIMER SN TS K 10 ERIERFT 5,

5.5.3 7 —Hh A 7 D
T = A TIHEROWD LRIt X 2 U T 12 L > TRES L, Frfansz
BLNT 7 BATEROL D FIIR SRR IR S 4, HERZR 2R WEORESCRED
ML, A, HENLRET D,

5.5.4 T—H AT DNy I T v 7T
BUE L7,

5.5.5 FLERIZH A LAK T DOF DB
BUE L7220,

556 7— A TIWNEL 2T 5 (NEHFMER)
HE L7,
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55.7 7— A 7IEHE AT L. MiET 5 Fhi
HIE L7,

5.6 DUV Bz

PRIV, EHEC CARAROFEH 21T 5, CARART, BRERHEENIC T, H

ADONE2NDE L. HHAOREEY 2 —/ (HSM) ZHAWTARINS
CA FLE 8D EH & LT

HoB4AEHEOERLEMIND, ZOFEFIBNTEH CA
R OBE L R

BEBANDONENOL LD ITPRD,

5.7 faltf{b e O FE D DIEIH
5.7.1 KFEKO CARAEEIAL D DE AT E
RAERIE, BESNDUTOBBICK T 2EIAFIEEZHE L, BRT2RFEHAERAIC
YR HE - I E EhiT 5,
- CARfAHEOMIAL
< kS MR, FEFO BRKE

VAT L (N=Ru=T, Xy bU—7%E) OlfE

572 ALV a—ZDN—Ru=xT7 VY7 7T, T—HBPHHE LIZ85HE D%l
N=RU =T VT U7 TEMEETRE LTSS Ny 2Ty RO N—
Ry=7, Y7 =T Nyl 7 v 77 —22 0T, #eNEIBE(ELTITV, S8
FIIMNICRAERES 2Tl 5, £/, BERERNCT, ATRERIR Y HECIT, A
H. BEEE CIEHRAB A Web 4 MEIZ X v @Mt 5,

5.7.3 CARVESENEIRL LIz hE
CA LA NG

D KFAL

I XTI E DB ENNE L HaIE, EHEEE Ok L OJERP

NCERAFEBEIEIET 5 L & bio, WAR CHES - FRx| %O§\£TQMA%
AEMEO KGN AITV, CRL/ARL #BR L, CA ALAHAFERT 5, &
R NI A

574%%%%%%@%%%%

SeEALICLY | RIAHTR

W2, IR OBk

AL L, 1BH DEF
Ja CHLE éﬂt%m%:%o%\MA%&U@ﬁ%

IU

Filkioe S N EE 22 B Bl
iRz 8B %,

NI [1

5.8 FI‘LA‘I:L[E)EJX \j:;‘\ﬁfi)zj@ffkT

FRALR SR AAF LT A5 AT, EEOKT O 90 HillE CICMAKICEAm L, #BaE
JROGE & 1 RORKGE 22005 & FEIT 5 b0 LT 5,
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FORERAHE T 258 2T, YRR ORLER DL R R E I IHEEZ T D720
DMV RDEAITI Z & T D,

BikROEMN 2213 25813, FANIMAZ OREZSZ O 2T, BER1SAT 500
A DL EE ZMOTRRIIBE L, e MAB @R 5,
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6 Bfnetx 27 ¢ B8

6.1 ST DR & FEAE

611%&7®$ﬁ
CA AT 1L, IR HENICHRESNEEAORSEY 22—/ (HSM) ZHWT,
BEBADILEND G & HEREZHE - - FIC L DEIEIC L0 Bk En 5,

6.1.2 MMAF ~DOFAFEDEAS
TV RZUT 4T 4 OIMAFE ORAHENGRIER CEMR SN D561, IETF RFC 2510
GEEEH T han ] (> THrITA 2 b P72 a T, IRRICLZ R
B oT, MAFIZHEESNDI O LT 5, BAERHITA Y DT LORAHEZ5 XL
ZIIFAAROIE—Z2FHA L TR EOFEANRTE L LD LT 5,

6.1.3 FRAER~DABIFED LA
TV RZUT 4T 4 OIMAEZ OABENIMAZIC L 0 AR S5 5A1E, IETF RFC
%wrﬁﬁimﬁfﬂbﬂwj:ﬁofﬁ734/b7/%7Va/T\Xﬁﬁ%ﬁﬁ
ERFIEIZL ST, BRI EEI NI bDET D,

6.1.4 fEFHE ~D CA APBASEDEAT
CARABREIL. BFERIC LA v a— RErafetT572012, AR 2 ABT 55
oY A N CRBETALEDET B,

6.1.5 #EDOH A X
BED YA R HEHENS T TY ZAITEFET D, CAZEHEOHED A XiT
RSA 73 Y ZLDGE, 2048 By b T 5, o7 AT Y X LzMH4 25 CA FEH
EOED A XL, FAEOEF 2 T 4 2T X5,
T R UT 4T 4 DFFAEOHED /Y Xid, RSA 743U 25 T HEARIC
FOTNAY XLDYA, 1024 By M5, o7 T ALZEHT L R
T AT 4 OREAFEOHED /WA X, AFEOEF2 VT 4 2T 204 XL 45,

6.1.6 KPHIED/NT A —Z AR O E R A

NIRRT A — X F. B CXARET Y a— ko TERSND, AB#E T A —
HORNEBRELREEE S 2 —MIENITHY> b0 L35,
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6.1.7 SEOF|HE R
SRAER O#EL, keyCertSign & cRLSign Db v k&4 %,
T R T 47 4 OFEIX, DigitalSignature D B v F & HT 5,

6.2 FLEHEDOMER O 5F Y 2 — L D& B

6.2.1 M 5E Y 2 — /L DFEUE K (N B
CA FLEHDIEANTE ¥ = —/LiE, US FIPS 140-2 L~L 3 &A% LI E ORI HEILT %
HDET D,
TV RZT 4T 4 DIMAEFAFOME Y = —vix, USFIPS 140-2 L~ 1 &
[ UL EOHICHEIL T 5 6 D &35,

6.2.2 FAAHROEHANICEL a2 Fr—L
CARAHEDERICIL, HEAEBE EEBL OHREEVLEET 5, £, BAEREZD
BAROEME (G, EE, Ny 7T v 7 s, BEES) 1TV THHEEL O
[REAEZMELT D,

6.2.3 FAAEEOT A7 1y
CARMAHL, EHRICL s TREL INLGAEEZRE, A Z7uyInzsnto LT
%,
TV RZUT 4T 4 DIMAEORARIL, IEREICL - TUEE SWLIGEAZRE, =X
7ayINLNLDET 5,

6.2.4 FAEEED NN 7T v
CARARDONY 7T v %, B2
EHETHEBRADIER DL & TIT
AHECPT D RER S b L7205y

RHETIT O, BIZE, Ny 7T v FEEOHER
LT, RNy s Ty TFTF—2L LT CAFR
M TRET DR EDTFERD S,

6.2.5 FLE8EDT — A7
PRRERIIIMAE ORE A 7T — A 7 L7,

6.2.6 M5 5E Y 2 — L ~DORAHOKME T H L
CARAHET, ZRIHMNT 22 L 872, HIZIX, BRERIHENICH DG EY 2 —
IVINIZHSANT D72 EDTIER S 5,
IEA~D ISy 7T TOERERCIMNT N LDV A N T DAL, BEX a7 Ty xzill
TITH b D LT 5,
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6.2.7 BT Y 2 — L ~DOFLA HEDO K
ﬂﬁ%?ﬁi‘/?%?% @H%%%yi_lbfﬁiﬁzéhfgb\%é\gi\ IETF RFC 2510 r%LT:
HEFEEH 7 1 b2 (- T, XIFERICLRRFIET, EV 22— AN ENDLHD
k—ﬁqéc

6.2.8 FAAHDIEMAL 71k
CAFLAEBDOIEMALDOFEIL, FEFREMNICBWTA CP 16.2.2 FA#HOEHR A NIZX D
ayvhma—i] LRUL ., EELOWHEREZATHIEZVNE LT,

6.2.9 FLA DO IETEMAY 71
CARAROIIEMALD FIEIL., RIFRENICBWTA CP 16.2.2 FAF#HOEH AIZ L
Harviba—i ERIULL, BEADHIRZETIEZLELET D,

6.2.10 FAAEEDFEFT 1L
CA FAAEAZ B L 22 T U722 WKL DSG 6 FRAER=ENTA CP 16.2.2 FAAH#:
DEBNC L Dar ba—) LRUL, BEAOHREETHHICL-> T, BAEHED
RS HSM Z5e2Cifb L, SUIWEIICEET 5, [FREC, Ny 7T v 70
FAECBI L CH RO TR EIC L > Tl 5,
IMAFFLA SR FE TRt £ 1L, CPS JUIMAZE N AF AR SCEICTRT b0 LT 5,

6.2.11 KF5E Y = — /L OFHf
CA RS A ¥&AN DI 55 = — /b, FIPS 140-2 L~UL 3 L [R%LL b D 21
T 5,
T R T 4T 4 DIMAE DR RAENT D5 E D 2 —/1id, FIPS 140-2 L~L
1 EREU EOLOEEHT 5,

6.3 AT ERICET 2 ZOMOmH

6.3.1 NFHEEOT —H AT
NBREEE, % HOBAOMEEEZ ARRICT 572010, [EHETESHETT —hA 7T 54
ER 5, BAPIL. ABEENR CPS CEDIMIMT —h A 7 S5 2 & &Rty 55T
NbdbEDLET 5,
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6.3.2 ABHEEREZE O A DI & 8T O B
CA ARSI EOF ML 20 FF 2z Vb0t L, ZORAROMEHIX 10 %
BWx2nbold 5,
TV RZUT 4T 4 DINAE OLARSEEEREO ML 2 FE2B b0 L L, £
DIAFROEMIL 2 F2EA Vb D LT 5,

6.4 IEMALHT—%

6.4.1 JEMALT — X DER EA VA =1
RRERIZBWTHWL NS CARAHROTEMEILT —Z X —ETTHIARERbDE L,
TDERE A VA M= /VTFRER TED LN HEICIENWEmIN D b D LT 5,
TV RZUT 4T 4 OMABRAEOIEHALT — 2 DFBFER CAEKR SN D51, 16
(b7 =213 —BCTTHIRERbDE L, FOAEKRE A A M= WTIFRFERTED L=
EICHENFER S 3L, MAFIZZRIUBZAOND D ET 5,
IMAZERAFEDOIEMALT — & ZIMABDNEKRT D561, LT —Z X PRIARER D
DEL, EOEREA VA N —/VTFRER TED LT HEIIENEfR SN D b D &
Do

6.4.2 {EMEALT — & O

RAERHIZBWTHWHN D CARAROIEMLT —# 13, BRI TED b HEIC
TEWZRITREIND,
zyFiy?4%4@MA%&ﬁ%@ﬁém?H&ﬂmﬁﬁféﬁéméﬁA L TEME
b7 =2 BIMAF B b T-FIL, RAERICEB W TIERICEELRE L2 o &
50it\EKQMKEﬁM?H&u\Mﬁ%fmw%mtﬁm_%w MAFIZ LY %
BIRET LD LT D,
IMAERAGEDIEVEALT — & ZIMAE D ERT D5E1E. AR TED bV HE I
W, MAFIZ LV ERI#ET LI LD ET 5,

6.4.3 IEMEALT — &% D ZF Do T
HE L2,

65 AL a—XDtx= )T ¢ HH
651%%@2V61%&®?%19?4’%?6&%%%@
R R IR 2 Y% BRUBEE R Z 8 U TiThhd RIERT 7 & A% &2 BhET
éf:&b@xﬂ“%%ﬁo ze,
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CAT AT h~Du 7 A U ERZIE, K CP [5.2.3 il x OFEN 6T 5 AR NP L3R
iF) CEDD—VOHIEMALTDH,

6.5.2 2 a2 —X¥EX=2 VT ¢ 3
[S015408 #ZH 2t = U 7 1 UEZFRIT D HOFIE ATV, FBMICEHEZ1T 5 2
&fo

6.6 T A 7V A 7L OEANH)E B
AR DA—FT =T ROV 7 by =TE, MR A 2 AT HOLFa T 4TS
JaPEREAT~L, i CPSORELEtx2 T 4 F=v 72179,

6.6.1 ¥ AT LBHIE
JIS Q 27002:2006 %5 12 3= HFWH I AT AOHAF, B L OMRST) & RIZLL EORK
WZIEDbDET B,

6.6.2 TXx = U7 ¢ EAEEE
JIS Q 27002:2006 %5 12 ¥ 1E#W L AT LAOEE, BAFMLOMRST], 45 13 %= [FHR
X2V T 44T hOER), T 14 % E5MkeER L RS EORKICHE
IbDET D,

6.6.3 FTA 7V A I NDEX2 T &
HE L7,

6.7 %y NU—rDExa )T 4 EH
JIS Q 27002:2006 & [AZELL EOHIEIZHED D LT D,
Bl 21X, JIS Q 27002:2006 @ 55 10 ¥ @IE KOEHE R 106 *ry NV —7kF
2T 4 OFH), 5 1132 778 2H# 11.4 2y =207 7 & ZHI#H] &R
AUTHYS T %,

6.8 XA LAK LT
AL I, TV r— a VEICB W CIEMZR AA - RRIEERT A 2L & 5,

BlZIE, NTP % — 2 GPS, \HEIFFHEIC L 2R ZIFRA T 605,

7T AEBHEL LY X K AN OCSP D7 e 7 7 A )L
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71 GEAEO T T 7 AL
A CP OFGERNAFAITT DRk EIEX, X509 Version 3 7 4+ —~ - MEHEERIZ LY
TERR S 4, F72REEIX X500 #%5140 (Distinguished Name, LA F DN &1 9) 1T &
D —RIZHEMNENDbDET 5,
ARV NHENRITEINDEFEHEO T v 7 7 A ik, BAERO e 7 7 A V&
K TLLIRL, fLRERO T 0 7 7 A V2R 7.1.2 D@D &5,
728, Issuer ® DN |L CPS KON DOMBA/RCEICFHM IND Z & &T 5,

711 R"— 3 VKR
ARV ORI FRAITT HEEAEIL. X509 Version 3 7 +—~ v haFAEERIC X
WIE ESNDZ L LT 5,

7.1.2 GEAEOILR (RMEEFEED B OEMEZET)
KIR Y UNTHENTEIT S5 BA-REAEFE OYLRE D 7' 1 7 7 A T T DR 7.1.2 D
WY T 5,
subjectDirectoryAttributes #L3E T 2 fREEFE AL B DOJEM: (heRole) (T-DW
TiX 7.1.10 TED 5,

7183 7)Y ALA TV =7 N+
FARGEI D Signature 7 /LT U X LTLL T OB &5,
shalWithRSAEncryption (1.2.840.113549.1.1.5) sha256WithRSAEncryption
(1.2.840.113549.1.1.11) sha384WithRSAEncryption (1.2.840.113549.1.1.12)
sha512WithRSAEncryption (1.2.840.113549.1.1.13) FAGEE D
subjectPublicKeyInfo 7 /L= U X ANZLLFO#EY &5,
RSAEncryption (1.2.840.113549.1.1.1)

7.1.4 PO
Issure & Subject DA FIOFAITFK 7.1.1 1TREND,

7.1.5 Z BRI
EIAYASAN

7.1.6 CP A7 =7 Nlkhl+
BIERBUET %,
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7.1.7 RV AHIFITEIE
EFH L7V,

7.1.8 AV UEHAF DORESC KR VER
CPS 2+ 2% URLZEZHLH LN TE D,

7.1.9 FEHERY SAYLEET 4 —v KON
A CP ® OID #1145,
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# 7.1.1 FFPHEOT 0 7 7 AL (FEARTEER)

HH BXIE B
Version © | Verd 9%,
SerialNumber © | F—fGERNRITT DiEHEN 2= RMEL T D,
Signature ©
Validity ©
NotBefore ©
NotAfter ©
I o YT OHREAT S, (CountryName i% Printable,
seuer ZNLSE UTF-8 Trikd 5)
CountryName © |c=JP (HE) &3 2%,
LocalityName AN
OrganizationName ©
OrganizationUnitName AN
PRERI O R Y v &R Y AT S,
(THPKI-01-*-forAuthentication-forOrganization| &
CommonName © | T5, 2B, XFFIHO"01"IEL, A CPOETHD "
% LOMR"ZRd, £/, "L CALME—ITHRNITE
LHXFHNET D)
) BT OHMEMAT D, (CountryName, SerialNumber
Subject I% Printable, ZhLIsME UTF-8 Titikd 5)
CountryName c=JP (EE) 7%,
LocalityName AN | HER A Z LT D,
A & 70 5 BB B AE 3  B FUAIZ TR L CW 5356
OrganizationName O | I, ZOBEIITET 25 H K04 FRE 54
Zr—~ T8 5\ I FE4 C OrganizationName (ZFE
OrganizationUnitName O | # L. OrganizatioUnitName | [ 47 ubti B oo Fil %
AN B
CommonName © | EFEEE4#E UTF-8 Tue—~<F& 5 W IIHiESA Tt
W5,
GivenName X
SurName X
e-Mail X
SerialNumber A | RREREREE SR EEATH#T L N TE D,
SubjectPublicKeyInfo ©
Algorithm © | RSAEncryption &9 5,
SubjectPublicKey ©
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IssuerUniquelD X

SubjectUniquelD X

Extentions © | yEiEfEE (Extensions) &8

=ZHo TO) 1FTwAE, TO) ITHEAEICE VYA, TA FATvar, IX] FEELRNT
LERT,
F 712 FEAEZEO v 7 7 A4 v (PLiEMENL Extensions)

HH RE B! Critical
authorityKeyldentifier © FALSE
subejctKeyldentifier © FALSE
KeyUsage © TRUE

DigitalSignature ©

NonRepudiation X

KeyEncipherment X

DataEncipherment X

KeyAgreement X

KeyCertSign X

CRLSign X

EncipherOnly X

DeciphermentOnly X
extendedKeyUsage AN FALSE
privateKeyUsagePeriod X FALSE
certificatePolicies © TRUE
policyMapping X FALSE
subjectAltName A | UTF-8 CHAKEFEL, FALSE
issuerAltName A FALSE
subjectDirectoryAttributes A FALSE
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AttrType VAN

AttrValues A
basicConstraints X TRUE

CA X

pathLenConstraints X
nameConstraints X TRUE
policyConstraints X TRUE

DirectoryName & 5\ X URI C, CRL O

cRLDistributionPoints © |fraErfsEts, FALSE
subjectInfoAccess X FALSE
authoritylnfoAccess A FALSE

£Ho, TO) 1FIMAE, TO] FHAICXVNMA, TA] 34T var, TX] FERELRWY
ZEEET,
7.1.10 PREEEEEASE OENME (heRole)

(1)

V7= b T4 L7 MU BEBHIEETO heRole B HAKRY T, ISOIS

17090 THIE L7z hcRole EMEZ TRl T Lol e 7 7
ANV LTHWD Z EIZT 5,

subjectDirectoryAttributes @ attrType {2 |% hcRole % #* 3 OID
{ id-hcpki-at-healthcareactor } Z 7% €3 5,

attrValue & HCActorData T, HCActor ® codedData TiX codeValueData (3 H
W, codeDataFreeText % %,

ARRY 2 TlX coding scheme reference @ OID & L T ISO coding scheme
reference Z 9", K CP O TEDT-FK 7.1.3 D4 223 5 local coding
scheme reference @ OID (%. { iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) hcRole(6) national-coding-scheme-reference(2) version(1) } &\ 5, Hifik
xR 1713 IR T L9 ICHREERGLZ AV UTF8string TRIET 5,

subject N EE DML HT 255G, HCActorData (284> HCActor Zi%iET %
TEIFTERNY,

AILERIE, A DREEEREEOMBOG AR ETHZ LN TX 5,
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% 7.1.3 HPKI #f#k4 7 —7 /v (codeDataFreeText M EF%

A, il
‘insurance medical care facility’ PRIR =A% RS
‘insurance pharmacy’ PRIRFE)R)

) ffk% o U— R OZEA1E—{# O Space (x20) &7 %,

(2) HPKI hcRole @7 va 7 7 4 AR HPKI @ CP TiZ., ISOTS 17090 {Z7E®H b7~
hcRole @M ASN.1 £it & LL
ToXosicTeT7rANT 5,
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hcRole ATTRIBUTE : := {

WITH SYNTAX HCActorData

EQUALITY MATCHING RULE hcActorMatch

SUBSTRINGS MATCHING RULE hcActorSubstringsMatch
ID id-hcpki-at-healthcareactor}

-- Assignment of object identifier wvalues

-- The following values are assigned in this Technical
Specification: id-hcpki OBJECT IDENTIFIER :: = {iso (1)
standard (0) hcpki (17090)} id-hcpki-at OBJECT
IDENTIFIER :: = {id-hcpki 0 } id-hcpki-at-healthcareactor
OBJECT IDENTIFIER :: = {id-hcpki-at 1} id-hcpki-cd OBJECT
IDENTIFIER :: = {id-hcpki 1} -- Following values are
defined in Japanese HPKI CP: id-jhpki OBJECT IDENTIFIER

{iso (1) member-body(2) Jp(392) mhlw(100495) Jhpki (1)}

id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

-— Definition of data types:

HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE { codedData [0] CodedData, regionalHCActorData
[1] SEQUENCE OF RegionalData OPTIONAL } -- Notel (Do not use)
CodedData :: = SET

{ codingSchemeReference [0] OBJECT

IDENTIFIER,

-— Contains the ISO coding scheme Reference

-- or local coding scheme reference achieving ISO or national
registration.

-—- Local coding scheme reference in Japanese HPKI is id-jhpki-cdata
(defined above)

-- In this profile, use this OID: Note 2
-- At least ONE of the following SHALL be present

codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)
codeDataFreeText [2] DirectoryString } -- Note 4
RegionalData :: = SEQUENCE ({ } == Do not define in Japanese HPKI CP

Notel : HCActor @ regionalHcActorData |3, A& CP TILfiEf L7zuy,

Note2 : HA® HPKI CP TE®»7= local coding scheme reference ® OID |%. id-jhpki-
cdata

51



{iso(1) member-body(2) jp(392) mhlw(100495) jhpki(1) hcRole(6) national-
coding-scheme-reference(1) version(1) } £ 3%, Z® OID (%, # 7.1.3 D&
LEBRT D,

Note3 : &K CP Tld CodedData @ codeDataValue (F/H 7200,

Note4 : A CP T, codeDataFreeText & L C? DirecroryString (2133 7.1.3 [ZHE
L 7z ‘insurance medical care facility’ 72 & OJFER L O ik 4 &2 A5, F7-,
DirecroryString % UTF8String C=> a— RNL7=2bD&fEH, v~ v F L 7 L—
JNINA TV =< F LTI LD,
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<BE>

PAUFIZ, heRole # & 7= X.509 SubjectDirectoryAttributes §iik% DER —> 22— R L7z
T =2 D ASN.1#EE X 7 LIl ZRd,

insurance medical care facility ®

No Type Len Value
030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents
206 3: OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)
704 54: OCTET STRING, encapsulates {
930 52: SEQUENCE {-- SubjectDirectoryAttributes

11 30 50: SEQUENCE {-- Attribute::hcRoleAttribute
1306 6: OBJECT IDENTIFIER '1 0 17090 0 1' -- OID::type
21 31 40: SET {-- SET of AttributeValue::values
2331 38: SET {-- AttributeValue::HCActorData
2530 36: SEQUENCE {-- HCActor
27A0 34 [0] {-- HCActor
29 31 32 SET {-- CodedData
31A0 12: [0] {-- codingSchemeReference: local coding scheme
3306 10: OBJECT IDENTIFIER '1 2 392 100495161 1
: }
45 A2 16: [2] {-- codeDataFreeText
470C 14: UTF8String ' insurance medical care facility '
: }
H
H
b
¥
}
H
H
h
}

SooSPIREE S A R
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7.2 GEAERZY A hOT T 7 AL
721 N—Ta U FF
PRERIRITT D CRL X, X.509CRL 7+ —~ v MERD/NN—T 3 212069 H D
ET 5.
AR O 7 07 7 A )ViEE 7.2.1 18T,

7.2.2 CRL & CRL = b VU $LiERE
CRL = F U OPLIRFEIRD 70 7 7 A Wi, LFO&R 7.22 0@y &35, CRLLE
DT w7 7 A MF, LTOFE 723 D@D L5,
b, TO) 1FIwAE, TO) FEAICLVMA, TAL A Tvar, X IRELR
WZ EEERT,

# 7.2.1 FAELNY 2 O a7 7 4L (CRL HEAGEK)

74—V K B E it B
Version © | Ver2 &9%,
Signature © | # 7.1.1 ® Signature L [FkEE T 5,
W TOMEAT 5, (CountryName (% Printable,
Issuer © | zhLshix UTF-8 Titikd %)
CountryName © |c=JP(EE)ET S,
LocalityName AN
OrganizationName ©
OrganizationUnitName AN
CommonName O | RAROHY v 2R3 LTH % Tl 5.
ThisUpdata ©
NextUpdate ©
RevokedCertificates ©
UserCertificate © | K LIZFEWFED serialNumber % L,
RevocationDate O | %% T 5,
CrlEntryExtensions © | $E3EFEK (crlEntryExtentions) 2
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CrlExtentions

YLaEfEE (crlExtensions) &M

# 7.2.2 iFHELSY A 717 7 A0 (CRL >~V HL3ESE crlEntryExtentions)

74—V R E B Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure X TRUE

#* 7.2.3 GAEAERD Y XA b7 n 7 7 A (CRL LK crlExtentions)

74—V R RE B Critical
AuthorityKeyldentifier © FALSE
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