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%ﬁﬁﬁi

RREEF RO 9 b, BEEBARMBOLDRESNTZEE VD, BEEES AR
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CA ALAHZENT DR 5E 2 2 —LiE, FIPS 140-2 L~L 3 LRI ED D% ff
AT %,

TV RZUT 4T 4 DIMAE DA REEMNT D05 2 —/Lix, FIPS 140-2 L~
N1 ERIEU EDLDEMFEHAT D,

6.3 BXTEHICETLIZOMOE

6.3.1 ABRBOT—HAT
BRI, $RH OB ORGEZ AIRRIZT 572012, BETEX D HIETT — 4755
VIR D, WBRERIE, ABEEN CPS CTEDLHIM T — A 73ND Z L 2 RiET HE
ERHDL LD ET D,

6.3.2 ABEIERAZFOHADHIRE & &7 O H W

CA APHEEREAFEOADHIMIL 20 Folliz b0 & L, TORAHFOEHIL 10 £
AN bD LT D, 2L, 10 FORARADMM ZIER T2 LENH H5EITIT
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HPKI SAER M HESHEOAGE 23T, &K 1 FEOFRMIZIS W THLERBIRHICIRY ER
THIENTED,

TV R T 4T A DIIAE ONRBAEREAE O A HIEIE, FETO B R DOIAZE D 5 1]
H ONAEDFAT 22T T 2 B4 HEFEAZEOAEIRNE T4 25 H ORI, CPS T
TE L EH OMHPNITINAE D772 B MEFREAEORITORFEEZ L, B4
MEAREAEDOREITZZT D L EICH-TIE 6 BIH) OFER LT 5,

6.4 TEHMAT—%
6.4.1 FEHALT —F DERE A VR b—

FRERIZBWTHW LD CA RAROIEH LT —Z I3 —ETTHARER D L L,
ZOEREA VA M—VTRFER CTED DN HEICHEVWERSNLDbD LT 5,

TV RZUT 4T 4 OMABFRAEDOIEVEALT — 2 DBFER THER SN DGA L, 1E
M7 —Z I F—EBETTHARERbDE L, ZOEKE A VA M—/VTFEIER TED Ll
TEHUBIZIEWE S, MAFIZZEIEBZALNLD D LT 5,

IMAEZERAFEDIENEALT — & ZIMAE D ERT H5E1E, IEHET — 2 13X TR EE7e
bOE L, TOAEREA VA N VTFFER TED LI BEICHEWERINLDL D &
T 5,

6.4.2 TEHEALT —& DfRE

RAFBIZBNTHWSHND CA RMVEROIEMHE(LT — 213, FFER TED HILTHEIS
TEWVERITRESND,

TV RZUT 4T 4 OMABRAEOIEMALT — & DFBFER TEK SN DAL, IE
PELT — 2 DIMAEF B2 DT HIT, BRERHICB W TUIERICHELRE L2V o
LD, Flo. BRONTIEME LT —Z 13, LR TED HALICHIEITIEW, MAEIZ
KV LERIIRET DD ET D,

IMAZERAFEDOIEMALT — & ZINAEDEKRT 5L, SRR TED LI HEIC
eV, MAEIZ LV EZRIRET DD LT D,

6.4.3 EMALT —& 0FDfoEM:

HE LU,

65 AL P2—FDEX2VT 4 BH
6.5.1 BEDaVE2—FDEX=2YT I 2T DENMRIEM:
PRREEF FHRRE IR 2 UL EXIBERRR 210 U CTiTh b RIERT 7 & A% %[5
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TAHIZODOXEEITH Z &,
CA AT L~Dua A ECIE, ACP 15.2.3 % DOEEN T HARNMEMER L3R
GE] CEOHD—TOIRIFEMIEAE T 5,

6.5.2 a P a—F¥vx=Y T P
[S015408 25 &2t F 2 U T  MHEEZRT DHEOXIEEITV, FRANCHHE 21T 5
P

6.6 TA 7V A I NVOEHRER
nAL‘uEE @/\%%?17&0/7}‘?3:7 %@Jiﬁ"ﬁ‘47ﬂ/fﬁi?ﬁ@‘k%;)74
T 7 a T EE AN J@%m&mﬁpL&Uﬁ%;)74%:y7%ﬁ90

6.6.1 AT LABREHE
JIS Q 27002:2006 (%5 12 & 1ML AT LOHUE, BIR KL OMRSF) & RZLLEDOH
IS b D LT 5,

6.62 X274 ERETH
JIS Q 27002:2006 [ 12 F |[HH T AT LAOEE, BARLOMRSF), 5137 15l
X2 VT4 AT PO T 14 B EBKRE R & R EOBUKITHE
IbDET D,

663 FSATHA I NDEX2YT 1 BH
HIE LRV,

6.7 Xy hNT—27Dtx=VT 1 EH
JIS Q 27002:2006 & [FI%ELL EOKMIZIE) D LT 5,
iz 1X, JISQ27002:2006 @ 5 10 & EBELEHEHE 106 *vy hT—2%
XFa V70 THENE T78RH#E 114 vy NT—27O7 7 AHfl#H] %
YT 5,

6.8 ZFALREUTS
AR, 77— a3 VEICRBWCIEMA AT s BRI AT AL TS,
Bl 21X, NTP % —t 22 GPS., EHFFFHEHIC X 2EZIRIBN LT 55,
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7 SEFAEROERZY R NEROROCSP DO 7 7 A )b

7.1 EREOIT T A
AR CP OFBFERNFATT DA EIL, X509 Version 3 7 4+ —~ v FFAERRIC LY
PERR S, F72REBHER X500 #5144 (Distinguished Name, LAF DN &vv9) (12X
D —BElIZEN S bDET D,
KRV VNPENFITINDBEFAEAFEDO T 0 7 7 A )W, BABEBO T n 7 7 A V%
FT1LLIRL, EREHO T 07 7 A V2K 7.1.2 D@D LT 5,

72 ¥, Issuer @ DN /% CPS X OXFEDOMBI R CEIZFEIRINAZ & &5 5,

711 R—T g U HKE
ARV S OREFFRDDIFEITT HEEAEIL, X509 Version 3 7 +—~ v FFHERRIC X
DIERREND Z & 2T 5,

712 FEAEOHR (REEREWIFORLELZET)
ARV NHENIAT SN D EAREHE OHLRFEIR O 7' v 7 7 A VTLLF Ok 7.1.2 O
W &35,
subjectDirectoryAttributes #iLiE THW 2 fRfEERAEMLD B O JEME (heRole) 12D
TIX7.1.10 TED D,

71.8 TNIYXLF TV =y FiRBITF
FRFENL D Signature 7L 3 Y A AFLLF D@ E3 5,
sha256WithRSAEncryption (1.2.840.113549.1.1.11)
sha384WithRSAEncryption (1.2.840.113549.1.1.12)
sha512WithRSAEncryption (1.2.840.113549.1.1.13)
FRFEI D subjectPublicKeyInfo7 /L2 Y X AILL T D@D &9 5,
RSAEncryption (1.2.840.113549.1.1.1)

714 AHOFK
Issure & Subject DA FRIOHAITEK 7.1.1 ITRIND,

7.1.5 ZFRHIK
e LAVAJTAN
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716 CPA7 V=7 MBI+
BIERET %,

7.1.7 U HRIFTLE
fEA LA,

7.1.8 RU MEHMTDOELKROER
CPS #5325 URLAZEH5HZ LNTX B,

7.1.9 FEHERY IAEET £ —V KFOHFW
A CP @ OID # #5935,
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#1711 FHEOT a7 7 AL (FEAFHER)

HA RE B
Version © | Verd 7%,
SerialNumber © | A—fBRERNEITT HiEEN T =—F Rl L T 5,
Signature ©
Validity ©
NotBefore ©
NotAfter ©
BEFOHEHATSH, (CountryName % Printable,
Issuer © .
ZNLIAME UTF-8 Citik 4 %)
CountryName © | c=JP (HE) &7 5,
LocalityName AN
OrganizationName ©
OrganizationUnitName A
RALR DR Y o Zm T LFHNE T 5,
( THPKI-01-*-forNonRepudiation] &9 %, 7235, X
CommonName © B
FHIH D01, A CP O TH 5"H 1.0 iR 2757,
Fro. "M CA ZME—ITERAITE 2 3FHET D, )
WHFOHFEHT D, (CountryName. SerialNumber
Subject © B
/% Printable, Z#LL4ME UTF-8 Tieikd %)
CountryName © |c=JP (EHE) &7 5,
LocalityName AN
OrganizationName O NN 2038 R BE A5 D A PR D355 1T 2
Z OB EITEREAEES 2 0 —~F b 5V ITHEEES
T OrganizationName (2504 L .
OrganizationUnitName | O | OrganizatioUnitName (Z” Director” 0 L4 % ¥
T2,
CommonName © | MAFZFORALZn—~F Tl 5,
GivenName X
SurName X
e-Mail X
SerialNumber AN | [ EFERERE SR EETHT AN TE D,
SubjectPublicKeyInfo ©
Algorithm © | RSAEncryption &7 %,
SubjectPublicKey ©
IssuerUniquelD X
SubjectUniquelD X
Extentions © | yLEfEE (Extensions) 2
Kho, TQ] 3L, TO] BHEAICEIVLZA, TA] 3ATvar, IX]IEERELRY
ZLakT,
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#1712 FEHFEOT v T 7 A0 (JLiEfEE Extensions)

HE RE B Critical
authorityKeyldentifier © FALSE
subejctKeyldentifier © FALSE
KeyUsage © TRUE

DigitalSignature X
NonRepudiation ©
KeyEncipherment X
DataEncipherment X
KeyAgreement X
KeyCertSign X
CRLSign X
EncipherOnly X
DeciphermentOnly X
extendedKeyUsage X FALSE
privateKeyUsagePeriod X FALSE
certificatePolicies © TRUE
policyMapping X FALSE
subjectAltName YAN FALSE
issuerAltName A FALSE
subjectDirectoryAttributes | © | EREFEEEOEH (hcRole) A7l FALSE
IMAE D EZEE R A B K ONERRBE B % D
AttrType O | BEOLAIINA, ZOMmEEEE) OLEIX
L
HCActor ® codeDataFreeText |2 &4 7
—7VEK 7.1.8 DHEFKFL% UTF8String Ti%
AttrValues O | &, subject WEEOEKZ AT HLEIL.
HCActorData (2 & #5555 © HCActor % i%
ET %,
basicConstraints X TRUE
CA X
pathLenConstraints X
nameConstraints X TRUE
policyConstraints X TRUE
¢RLDistributionPoints © gg;;?ggg;f gz PR URIT, CRL® 1 gy g
subjectInfoAccess X FALSE
authorityInfoAccess A FALSE
KPD, TO) FHH, TO] BHEAICLVMA, A 34T var, X)) FEELRy
ZEEERT,
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7.1.10 REEERELDFHORBME (hcRole)

(1) ¥7¥=2 b7 147 MY BHILETOD heRole BHEDOEEA

ARV Tk, ISOIS 17090 THIE L 7= heRole @M% FRIRT Loy v 77
ANV LTHWD Z LIZT 5,

subjectDirectoryAttributes @ attrType (Zi% hcRole #33 OID { id-hcpki-at-
healthcareactor } Zi%ET 2,

attrValue |Z HCActorData T, HCActor ® codedData Tl codeValueData |3 H
W codeDataFreeText # 5,

KRRV 2 Tld coding scheme reference ® OID & L T ISO coding scheme reference
ZHWS, K CP O TEDIF 7.1.3 D&KL BT 5 local coding scheme
reference ® OID (%, { iso(1) member-body(2) jp(392) mhlw(100495) jhpki(1)
hcRole(6) national-coding-scheme-reference(1) version(1) } & i %, &4 1L, #*
7.1.3 28T K 9 ICHEEHKFL 2 HV UTFSstring CTRET D,

subject NEEB DG Z AT A1, HCActorData (2 & %5y D HCActor % %
ETHIENTE D,

ARILRIE, IMAE DEFERIRAE K OERERSE OB OLEIT0HE, £ O
(BES)OLEITANE T T 5,

#17.1.3 HPKI &84 7 —7 /v (codeDataFreeText M E 7%

Gk (EFRER) Bl
‘Medical Doctor’ = fifi
‘Dentist’ A} = Al
‘Pharmacist’ FEFHIEm
‘Medical Technologist’ e R AR A HL il
‘Radiological Technologist’ IR R
‘Registered Nurse’ Hr&hil
‘Public Health Nurse’ e
‘Midwife’ By pERm
‘Physical Therapist’ PR IE L
‘Occupational Therapist’ EZER L L
‘Orthoptist’ HLRE RN 1=
‘Speech Therapist’ SrEEE L
‘Dental Technician’ R Tt
‘National Registered ‘Dietitian’ FHE L
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‘Certified Social Worker’

FaREag Y e

‘Certified Care Worker’ Skt
‘Emergency Medical Technician’ | &+
‘Psychiatric Social Worker’ FEAR R f AR Ak L
‘Clinical Engineer’ B IR Tt

‘Massage and Finger Pressure

b MEE~ B — VERIERAD

Practitioner’

‘Acupuncturist’ 1LV Al
‘Moxibustion Practitioner’ @ D fil
‘Dental Hygienist’ BB AE
‘Prosthetist and Orthotist’ Fele B+
‘Judo Therapist’ ESTR: 211
‘Clinical Laboratory Technician’ | fZEMALHLHif
‘Certified Public Psychologist’ INFRBRAN
B4 (EREBEOEHEEMSE) | il
‘Director of Hospital’ bt
‘Director of Clinic’ IRt &
‘Supervisor of Pharmacy’ B B R AI A
‘Proprietor of Pharmacy’ TE SR B EX

‘Director’

Z OO PRGE ERR R LR O B BT

) BHADOT— FEOZEHIZ—E O Space (x20) &7 5%,

BEICH L TEAMOXELLZNMNT L LR L VEREESOEHEMLE

hcRole 7217 THITE D L HITEH TV D,

72 % . L FC Directors J& M & L H 3 %5 % & 1% Subject 7 4 — /L R D
OrganizationName & OF OrganizationUnitName [F#7HC, OrganizationName (T
PRt = B AR B 44 & 9558 T v — <~ F T L. OrganizationUnitName

\Z"Director” D LFH| 2 ¥ 5,
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(2) HPKI hcRole Bt 7 o 7 7 A v
K HPKI @ CP TiZ, ISOIS 17090 (Z7E & 5 #17= hcRole JEMED ASN.1 £it % LA
ToLoycTer7rANVT 5,

hcRole ATTRIBUTE :

Il
—

WITH SYNTAX HCActorData

EQUALITY MATCHING RULE hcActorMatch

SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch

ID id-hcpki-at-healthcareactor}

—— Assignment of object identifier values

—-- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki O }
id~-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki-cd OBJECT IDENTIFTER :: = {id-hcpki 1}

—— Following values are defined in Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{is0 (1) member-body(2) Jp(392) mhlw(100495) jhpki (1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

—- Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE {
codedData [0] CodedData,
regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —— Notel (Do not

use)

CodedData :: = SET {

codingSchemeReference [0] OBJECT IDENTIFIER,

—— Contains the ISO coding scheme Reference

-— or local coding scheme reference achieving ISO or national registration.

—— Local coding scheme reference in Japanese HPKI is id-jhpki-cdata (defined
above)

—-— In this profile, use this OID: Note 2

-— At least ONE of the following SHALL be present

codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —-— Note 4

RegionalData :: = SEQUENCE { } —— Do not define in Japanese HPKI CP

55




Notel :
Note2 :

Note3 :
Note4 :

HCActor ® regionalHcActorData I, A CP TiHfEH L7aw>,

HA® HPKI CP TE % 7= local coding scheme reference ¢ OID |3, idjhpkicdata
{iso(1) member-body(2) jp(392) mhlw(100495) jhpki(1) hcRole(6) national-
coding-scheme-reference(1) version(1) } &3%, Z® OID i%, % 7.1.3 DE&EK4
BT D,

A CP Tl CodedData @ codeDataValue (20,

K CP Tif. codeDataFreeText & L C® DirecroryString (2133 7.1.3 IZHE L
7= ‘Medical Doctor’ 72 & DEFERFL OGS 2 H\ 5, F£7-. DirecroryString
IZ UTF8String T a— NL7bDEMEH, v v F LI N—EIng F I —~
v F TN D,
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<BE>
LLFIZ, heRole & 7= X.509 SubjectDirectoryAttributes #53E% DER = =2— KL
77 —4 O ASN1WEZ & 7 LTl 2 =1,

Medical Doctor @14

No Type Len Value
030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents
206 3:  OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)
704 54: OCTET STRING, encapsulates {

930 52 SEQUENCE {-- SubjectDirectoryAttributes
1130 50: SEQUENCE {-- Attribute::hcRoleAttribute
13 06 6: OBJECT IDENTIFIER '1 0 17090 0 1' -- OID::type
2131 40 SET {-- SET of AttributeValue::values
2331 38: SET {-- AttributeValue::HCActorData
2530 36 SEQUENCE {-- HCActor
27A0 34 [0] {-- HCActor
2931 32 SET {-- CodedData
31A0 12: [0] {-- codingSchemeReference: local coding scheme
3306 10: OBJECT IDENTIFIER '1 2 392 10049516 1 1
: }
45A2 16 [2] {-- codeDataFreeText
470C 14 UTF8String 'Medical Doctor'
: }
H
H
H
H
H
¥
}
H
H

SooSPIREE S A R
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7.2 FERAEBRHV A FDOFur7rAN

721 N—Tza EE
RRERAHITT S CRL 1%, X.509CRL 7 4+ —~ > MERDO/NN—T 3 0 212069 D
L35,
AR O 7 0 7 7 A VI3 7.2.1 1277,

7.2.2 CRL & CRL = U HLiE4EE
CRL => NV O¥EEfEI D 0 7 7 A ME LLFDFE 7.2.2 Y &3 %, CRL §LIE
Ao T 7 AT, LFTOE 72300 &35,
FZho, O] FwHE, TO] 1ITEEICXovAE, TA] A 7Tvar, X IR EL

RN EEET,

#1721 FFHELRNY XA FOT 7 7 A (CRL EAGE)

74 —/VF RIE LA
Version © | Ver2 75,
Signature © | # 7.1.1 @ Signature & Rk L 3%,
Lester - WHFOHMEHT D, (CountryName I3 Printable,
ZNLISNE UTF-8 CTitik 9 5)
CountryName © | c=JP(HEE) LT 5,
LocalityName A
OrganizationName ©
OrganizationUnitName VAN
CommonName © | FILRORY v 2R TLFINETET 5,
ThisUpdata ©
NextUpdate ©
RevokedCertificates ©
UserCertificate © | KZhLIZFEED serialNumber % i,
RevocationDate © | RO HEERZHET D,
CrlEntryExtensions © | $E9EFEK (crlEntryExtentions) ZxH#
CrlExtentions © RAEIK (crlExtensions) Z:fR
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#1722 FEHERDHI A FOT0T 7 AL
(CRL = |V Ji5EfEIK crlEntryExtentions)

TAL—IVEF RIE B Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure X TRUE

®1723 FEAFERGDY A bOTRT 7 AL
(CRL ¥L3EfE, crlExtentions)

TAL—IVEF RIE LA Critical
AuthorityKeyldentifier © FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint O 45E) CRL & AW 238 13 0HE TRUE
FreshesCRL X FALSE

7.3 OCSP 7 u77A)V
7831 R—T g BB
HE LRV,

7.8.2 OCSP yLiESEk
HE LA,
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8 YEPUMEESE L F Dfth D FEAf

FEMMEEAIT, 2< O PKI HAEAMEET VORI Rga L R—3%x hThoH, K
CP 12Ut » CREFAFZ AT T DR8FERIE. A CP OBEfFIZZEEICH->TnDH L) T &
ZMGEES . A L O HPKI G8RE R MR SN e T 2R THLT 5 b D L 95,

8.1 EIm\E
AR OMERMERE R 1L, 1 FELL FORB CITbhs bl 3+5, HL, B&. EiE,
AU Y. RERORBRIC KB SRR H o AT E HICEE S £+ 50 LT
50

8.2 EXZZDOHIT - B
WAL, ARG L EHAT > TV AEMN BN L, YR 2 E T 2EA
HICEHEE 2R T b0 LT 5,

8.3 EETE L#EEE DERFK
B IL. GRS IIRIEOMRRIC BT D Z LIk o T, WEEENBMNL L TS
HLOLT D, EARET, WEEE EERAERRERE 2L D LT D,

8.4 EEHET—~
BE X, AR CP K UEET 5 CPS O ¥EHWEZ B X—13 5,

8.5 EETHEMEE~OXIL
WAL, IR EFORTROL &, EEICEIT A EHEEIC T 5 WEiE A %
O

8.6 EEEfRDBA
B (2 K > CREMAEOE NS  5 HRe RIMAA 3 fL & MU 7o RRGIE R 3308 o
Jaid, A, BEEE KO HPKI BGEERHEMESEICEHI@MmT 50D &5,
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9 FDMOEE FROVEE FOEHE

9.1 #&
BFEOEMHEIZOW T, A CP IZHEVEH SNDFEGERNPRETH LD E L, A CP
TITHE L7,

9.1.1 FFFAEORITXIIFELE
HE L7,

9.1.2 FEHE~DT 7254
HE LAV,

9.1.83 R XIIAT —F A IER~DT 7 & 254
HE LAV,

9.1.4 ZDMDY—ERITHT D&
HE LRV,

9.1.5 IWE LIS

HE LRV,

9.2 M¥BELoOEMF
A CPIIEWVEN SN AFERERIE. & OfEFE 708 s (2B & S5 oy 7 s 3k
MEAHEER L7 < TITe B 70,

9.2.1 B &
HE LRV,

9.2.2 FODMDERE
HIE LR,

9.2.8 TV R UT 4T 412k DRBRSUIRIE
HIE LR,
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9.3 EBFBBROMEIRE

9.3.1 WEHFBWOEHA
A CP At 5 RBFER MAFRF T 28 A R OO i, fEAE, CRL | #iRiEmAE
H5H CPS O—#8 & L TH/RMICAR SN L O ERE ERRIRE LTibLs,
AR, I EOEDIZ L DHA KR OMAFIZL D FRIOAEZ G- HAZRNTIND
DI A STITBR R L2,
MAEDORAHL, EOMAEIZL > TRHERFTXEEHRTH L5, RAH T, W
MWIRBGETH IR OHA~DT 78 AFEERME L2,
B0 708G EN AL OB RE T, MEBREIRERTH 5, iR, &
CP 18.6 E5fAER @M ICHRE SN TV DHA M NEOEDIC L DHAZERNT,
D OIFHZ SN ~BR L2,

9.3.2 MWEFHROHANDIFH
FEHEKONCRL IZE EN TV A IHFRITMERB R E L THbeuv,
Z DM, WOREHRHMEFRE L THbau,

FRRERLISN D T & | B OREF Ol FRAE LT & 7 o 7o 1
BARIZBI L CHNAFEIZ Lo THEGR STV 5 1

9.3.3 REFBMERETIEML
EERIE 19.3.1 FMEIEHR O] CHE Sh - BB ZRHET 5720, NEED
S D DOIEBIRIRICAR D D BEITx U TR e xR 2 i 2 BH(EE A D,
2L, RRAERMERET D WEFRE . BEOEDICE DA KR OIIARIC X 5 HRTO
RGBT B AR T D 2 EnNb D, TOB, TOFHEMY G- E1380%H 50
i@%ﬁﬁ%’i@%@%%%%iﬁ’%f?é’kif%ﬁwoK%Wﬂb%f\%
DX D RIFEBRDINR L THE, TOFEIFIRELIZENA D,

9.4 BEABBROT T AN —RE
941 FIAN—RY T
BRI IIT DEANEHROE Y TN DOWTIE, KRR O CPS THRES NS [T
AN=RY) > ZEATLIHDLET D,

942 FIANR—LLTHREINDEHR
PRERIE, OB WMERET XEEMAGRE L TRV,
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BERR N AR NFERAFRE A O H A CINEE L2 IO T, FEAZEICE e
15 o

B2, BHREE, BT, EEEOFMAR LS, oEmREBSICRET D
ZENTE, T K VFFEDEANZTRT 5 Z &3 algZeff A a7,

CRL & £ A2 WINAFE OFEA #5500 XA AF L OB IZ B3 2 1F .

Z O, FRRERAEBEIT LI S OE AR,

9.4.3 FIANY—L IR ENRVER
WOTERIZ, WMEBEEHRE L THbw,

N LT
CRL IZRC#l S N7 &

9.4.4 BEANFEHRTRETIEMLE
PRREAINE 19.4.2 TTIANRT—L L TIRESINDIER) THESNERERET D
72, WEL K OSNER D B OIFHRIRIRICAR D 2 B % U CEE R H#E N R A2 Eii T 5
BEEA D,

9.4.5 EABBMOLERICET ZEA~DBEHEOEE
RAERIL, AFHERITES K OZ OMOZRREER OF A B AR Y A E#%2 R A4
b, TRLSO B TEAEREZFIAT 25481, S TRASN T DIEAERE,
HOMPLOARNDREZEZGEL D ET D,

9.4.6 FIEFHEXUIITTHFGICE S AR
FEME . ITEBOS B T OEFEEZIT - b ODOIRE., o BIEENH - 12856813,
BIERITERERTH LN TE B,

9.4.7 FDHMDIEHBIRSEM:
A NG H A2 T L7 AR AT ZE DORIEADN D YA NICET HEROBAREZRD 5
NI=35E . BRI THIRED 2 Bt & I 2it> THREZRT 5, Z08E, BRI,
L%, BEBEHECZOWTL, [HFMARELROLFOAMLE T 5,

9.5 MR EME
WAL & IMAFE & ORI CHIBROAER /2 SNRVIRY | BAERAREET 29— BRI
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Bb DAL OT =213, RITRTHFEOHFICET 26D LT 5,

IMAFEFERE  BAERICRE T 2METH S

IMAFE ORA G : FAAHL. 2 ORAGFFIENIRFEEOFTAEFICEAD LT, &
B &t e DR HZ T T 2 MAFIIRBET HMETH D

DA DB « RAFHIE IR PR O A H ISR b3, *Hoe 2 R A8t
AT 2MAEIIRB T DMETH LD

CPS : #FiLmIcImm 3 2 CGEEELZET) Tho

A CP : THPKI FREmHEME =) (CRBE T 2ME GHEELZET) ThD

9.6 RUALRFE

9.6.1 FRFERDRFRIE
AL, EOEEICHTZY |, K CP KORRAERDED % CPS IZESWT, MAE &
ORRFEE 123 L CROFEIER & L TOELEZRE-T LD LT 5,

AT 2 — R LEHOTXTH, K CP OEGELFFEROED S CPS IT1E

STIThbbd Z &,

AEREDORITIRFIZ . HFEE OHFENEDOEBOMRAMEIIIT O 2 &,

RRER S FENE 2 BT HRE, GEAEICEEE STV D IERBA CP IZE-> T

BRESNT= 2 & BRFET D 2 &,

ANBRSEE S TREEZ MAT IR mIT 5 2 L,

AR TED D RBNAR Y NHe > TREFRDAE UIGEIT, SEHE AL MEICL

T Hz L,

CRL. ARL 72 FOEBERHAZFRIEROED D FIEZLY, HBONIATTED
HIZTDHT &,

%ﬁ%@ﬁbéﬁ%ﬁ\CPK%d<MA%@%ﬂk%%%%MA%K@ﬁ#5

zk,

BOfEIMbORZI, AEAEUIROTE, —E2AOmMVE L, KUK FiRR

VLI ODOF/REELMAE BT T HZ &,

ACP 5 #4p - Bz, EHOEX2 )7 F8H) KO 6 HifimZetx

2 U7 ¢ ) CEVERRER AR L, ARG LA AL SE RN &,

CA FLAHEN, FEAELOGEAERDY A MZBEAT D0 TIcEHENSD =

EERGET D Z &,

HEEE OHGENEDOERORERICIB W TR LicEE L2 &, BROIFDOWI,

&@h%%tb\wﬁﬁﬁﬁfé_&

64



FRE R DFEAT T HAEHEFEO P T, MAZITH LT, MAZEDLFR (subjectDN)
D—BMEABGEERTREIC L TR Z &,

9.6.2 BEFRDEMAMRIE
VeI, FRAER N OIS U ORI 28 T 2355, IAE ., BGEEH ., REERICx L
TROBEZEZRZT DO LT 5, £z, BEmlE, BRI > TREZTITAITONT
ﬁﬁmﬁﬁ%ﬁéo
AEERITICH 20 . HFENARO B A OMERZ HIEITITV, MEROM R EZ IR
’ﬁbf%ﬁ?é &
M£H®%ﬁ¢5&%£@¢f IIANETE U TIMAE D45 (subjectDN)
—EMEREEAREIC LT 2 &,
LA E G M$%M£H:§éufﬁb Bk d ZRIRE T2 L,
AEAELHEEZIT O HAIE. ACP 4.9.3 LHFEOMETIE) 1THt-> THk
BhHGE A BT 5 Z &,
FROBFED T2, E72EHEN O X 1, AR S iz E e &
T, FEEOIERER UTRBHER 72 E DA X M| BEERICBE LT-HE
&, GEIEOR 2N 7% 10 FHRET 52 &,

9.6.3 JNAZE DZEKEAMRIE
A CP IZHID $5 INBAER uEﬁODjJD)\% FORIESA) ﬂb(&@é{i%%flj‘%@ L
T %,

1. REERATHREENAICKT 2 HiE
&%i%ﬁ$ HaAT O %HE . ab/mIiR T 2 HEENA D ER R ERTH S
LT REERICT L,

2. GERAERCHEFHOMRE T
AEBEOFLHNAE IOV CHEEOZ FHRFICMER 21TV, HEENAE L HER D
DEWRTHZ L, 7. BHENBICOWTEIRE OFEENSFEA LBAI12IE.
RN Y EREAFE O RN TR E 2179 2 &,

3. i PoEHEMT
FAEH#HAREL, k., BE., &XSA, VFBHEND Z L&2IET 572012
HYIpEE A RS Z b,

4. BHEOJEHIIHT 5 HE

65



AHROmIE, i, ToMmofiiab, XIZn bbb DKL, R
DED % CPS I - TN Tﬂjé &

Fo, GEAERRICERE DN H -T2 RERIDE S D CPS T - TH0H
W2 Z &,

5. FIMKE DB THEME
MMAFEL, AR CP R URERER TIAZ TR L TR SN D LR AT, £ OF]
MBUE K OEEILFRE 28575 2 L,

9.6.4 HRAEE DRIARIE
A CPIZHI Y EE SN DRAERORGER XL TOBEEEZ R T D LT 2,

1. FIHHE OB ET
MRFEE 1L, A CP K OFRRER CHREEE 126 L CHR S Lo LE A Fi A, £ DOF|
MMER OEEIERAEZ T 52 L, 70, AEAEOFIAICE L OUXMEESOE
BlZMEFEICITY Z L,

2. GEFERLHEFEOMER BT
MREEE L, REAEAFIHT B8, ZORAMEEZHRT 2 BENH D, AME
DRERIZIZ, ATFTOFENE E D,
AEHEOZEHPIEL N &
AEBEOAIWIRA TN T2 &
AEHEN KD L TR &
AEAEOFLHFE,, ACP 7 FEHZEROCELY A S K OCSP 7w~
TANICRRESNTNL T BT 7 AV ERELTND T &, FRT, RO 2 /L
DOffGEZR Ehid 2 Z & 1X HPKI B4 HGEHE L L TEETH D,
- OID K M Issuer @ CN 28 HPKI O EIC—H L TW\W5 Z &
- hcRole & DY keyUsage @ nonRepudiation DA NI T HAILTWNS T &

9.6.5 Mo RE{RE DRPLRE

HE LU,

9.7 HEIRALE
FRERIE, A CP 19.6.1 FRAERORMMGRIE] KO 19.6.2 HERRFOEIALRIE (ZH
FET DORREICBEE U CHRAT 2V 72 DIEERE, FrBliRE . AR T SUTIRAERIER

66



IR D ELEADT . W D®EFIE. 7 — % DR XITE OO BRI L <
i%i%@ IR EEEADR,

F7o. RCP 19.16.56 Au[Hi))] THEINDARAMNIC LD —EREILIZ L - T
IMAFE, B LLIZZOMOE =FHIZBWTHHEENE LGA, iR —Yo0&ETEZ4A
/OVAAN

9.8 FEEHIR
FRERIE, IMAEIZB W CEAFEEOFH XTI A OB BLE OMAIAE 3 EET
REXHEOEHNREY) TH - 72 720OIE U BEICH L TEEEZADR,
E/eN HWEE&U”ﬁﬁ@EE . RER R OB R O8I TAIZ XY CP, CPSIZ
EO LITCIEAZITORN > T2GEIZIRET D,
72¥. KCP [9.6 %%%ﬁjL@L\ﬁ@%é\%i%méﬁ%ﬁbﬁ“o

FRERINC LR L 72 WARYEST A, RIEE I N RZ I L 0 84T 5 —HIoEE
IANE IS N H CORBEOBIT 2B - 12724 U EE

IMAE SUIMGEE DY AT MR L TRAE L=t E

IAE X IIRAEE DMER T 2MAED Y 7 o = 7 OHE, REAH D WVIEZE O
DOEEERIC L > THEUT-HEE

FREROEFIIFT 52 L O TEAVWEH TEFREFER O CRL IZAR S
WICER T HHEF

RAEROEIIFT 2 2 LD TERWER CTIERRBENMTOIRVIREETAEL
= —UoEE

AEBEOM IR L TRAT 2B TG LoER%, —tloEHEH

B RO TEEBZ T2, N— R =T HHDLNIEY 7 b Y =TS 7 v
R KGR Of FIZER T 5 EEF

9.9 i
AKCPICHESNTEEEEZ RIS o722 EITER LT, BRERA Y —EXDA
T L THREL BTG 6, AR CTED @8 x FIRE L THRELIMET 2,
772U, RAERMOEIE S WEERNDRA LEE, RRE, MERE,
FROGEE DT, BHHEEICOVTIE, WA THL U0 EEEZADAR,
FTo, MAFITFRAER AT T 2FEE A HEE Lo R C, MGEE (XE# L 2R T,
RRIER K OB T 5 AR Ok 2 I EIEE AN BAET D,

67



9.10 ARV ORI KT

9.10.1 HZhEAM
AR CP L. 1S Ni=th, THPKI @GERHEMFERHE ICL VR, KRINDHZ &I
E0EMID, £, 19.10.2 T ) Tk T 56K CP O TETHATHLI DL
T5,

9.10.2 #¥&T
A CP %, 19.10.3 #& T OREL{FHiSE] THET S IiisE sk, [HPKI &
AR ZESH NMES L ES LR SUT THPKI SERERHMFE A e s Rz &
L ro e, BN D,

9.10.3 T DEE L IFiLIE
LEPET LEHAETHoTH, 193 EBHEROWERE, (94 BAFROTZ
AR —1RiHE | T9.5 ﬁ%%ﬁﬁj’%ﬁéﬁﬁiﬁﬁﬁé%mkﬁé 7z, THPKI
FAEREMARE A (CBW YRR Esi E E -85 AT I AN e b D
s R

9.11 BHfREMDME 4~ D@EH & HiE
FRER D BIMAE ~OEMFIEL, B TRICED DD ERE, 1A —/, K—
L= AOEHE, BRI K D EmE AR ERRAE RN E Y W LA I VT b
DETDH, Fiz, nuui%b)%j}u]\%ODE 72T, FAXBESXIIEFA—LT RLR
%TTMA%A®Lﬂ%%Lt I, YRLGBHDIES XIIAE Lo ATH
ST, EHEET X RFCRE Lt%@kﬁﬁ#

9.12 KET
9.12.1 HGEIFH &
THPKI FRFERHEMERH MK CP OUGETZ1T 2 &AL, SGETITELSH, A CP I
BE 3 5 2 CORIERITHEM ATV, BERZRD S,
A CP BEHINT-FEx, THPKI ZBiEREMERE ITX > TKET 5,

9.12.2 BHIFIE L HiR

K CP NUGTSNTZ5E . TEHRABAMH Web ¥ FEZE LT, £TOMAE, BEE§
% RERIEJR) M OMRREE (2 NI AB T %, ABOHIRIC OV T, RO XS IZED D,

68



WA, @EE 90 A& BIRE LT, WAEICED & vz & Fn I 2 8% T4
NEET D, ok, BEE, LR TR LEFECEVEMEZITO 28Ik &
a2 bdb0E5, HL, BEEEMFERSICLIOBELE T L EHE
AL, WAk, BB EAET D,

HETRWAHT, WAMRELIZNHE2ET D,

9.12.3 F7 V=7 FMEAIF (OID) OEEHHMH
K CP DEENRHS>T-HEITIE, KCP DONA—Va U EBEFERFT L5, £lo, kDY
A2, OID £ H 4 5,

HEBHEYIZICRL O u 7 7 A AREHEINE L X
X2 VT g FEEREENINE X
AN, EFEEOWERITIEOME SICEEREE L RIFTLEENIN & =

9.13 SRR T
AHEORITEERTH D, FRIHDO CPS ITBWTED D,

9.14 ¥EYLE
K CPIE. [BFBL K ORIEBICET 2 EE] . EANSROGEHEICHET 2 ERE &
OB % B AREPNESICHERIL L TV 5,

9.15 BHEDMEST
&K CP OEMICIHT-- Tt AARENER OARRMZEN S D58 IEF A ERT 5,

9.16 R

9.16.1 ZE2AESLH
K CPIE, KCPIZED BN —ERICK L CYESHMOELEE AR L., 3R
(B OV TR SN EEH I AEIC L 28 EO—UOERF R, B IEHEE

IZH> TR Db D TH D,

9.16.2 HEFIFEIESIE
BfRE 1L, K CP IZED DR FBE 2 HRICHT 2 2 e TE R, £72, ROGE

69



EIRE, HoAITEET D I ERTE Ny,

RIAER N BERBICA CPIED B EBOEFEL(TH & &
K CP (ZH| > 7258 nﬂi)%@*g’ B Xl i%{gé?‘? PR

9.16.3 SrHERE
ﬁCP@UkoXi@ﬁm%@ﬁﬂﬁmﬁ*’ . S TH D LR ENTGE T
bHoTh, TOMDELHEDH R %%%ﬁz@m M LI S U SRIEI, RS
®mlmfé$%@é@%&ﬁﬁéﬁﬁbkﬁm_mﬁﬁiéo

9.16.4 TABIBITSRE (Fr# L&A K UOHEFRKE)
HE L7,

9.16.5 AHHLA
LIFICBIREND & O 7pil i NOIEER R EE RS 2R LT, TP - BHETE 20
%%%Kﬂ#ﬁk?é AHFNZ K > THERBEAE LGS, A CP 19.7 HLRGE]
BREIC X VRRERITRE SN D,

KL B MK ok, MR, Rl BE. ORZEHER ARICE. BEREE. A

FEWEIC L D15, T, Zofio BRBIE

ZE), MRAZD, BEEE. BEITA. NEL. & (BRAEINTHLE0E

MEMDIV) XAy

FHHFT, BURM ST HOITRERIC X 2 1R SIS

A RNTAx, LGHHE. BT

PRERIOEIZ L B WEHE T, A CPIZHESS BHEOAT LV L3 5 VZH DR

8. i, e LIxt—e X (B, Ry VT — 27 Z OO E G e
WZIRS720N) DRIARRE & o 7o 6

9.17 FDMDEIE

A CP ZH:H U= 3R5E R BB B O/ & A 08 L < IXBIoMfRIc e, EE
TH5A. BTLOMRIIA CP O F#HICRE LEEZ DT 2D T 5,

70



