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RFC4210

3.1.2. PKI Management Requirements

The protocols given here meet the following requirements on PKI management.

~ER B~

10. A graceful, scheduled change-over from one non-compromised CA key pair to the next (CA
key update) must be supported (note that if the CA key is compromised, re-initialization must
be performed for all entities in the domain of that CA). An end entity whose PSE contains the
new CA public key (following a CA key update) must also be able to verify certificates verifiable
using the old public key. End entities who directly trust the old CA key pair must also be able to
verify certificates signed using the new CA private key (required for situations where the old CA
public key is "hardwired" into the end entity's cryptographic equipment).

3.1.2. PKI BEEEH

IR SAabaid, PRI BEEBICEET AUTOEGEE LT,

10. BFRILEINTWARWCARERTHORD CARBRTADBFOH BRIV 1 —ILEh

7-ZE (CAEEH) N R—FrInhiiiniEmsiwn (cCAELEHRILENIEE. £

DCADRKAALVADITRTDOIYT 4 T4 L TCBIBAEAEITENRITNIER S

BWIEITER) o PSEICHT LW CARRE#ENEENTWE IV - T 1074 (CA

%L@%prﬁfé) . BUWABEEAER L CRIEARERIAELRIITCERITNIE R S A
IHCABRTVABEEEBEITII VR - IVvT 47413, FCAMBRBAEERALTE

%é’ﬂf:uﬁﬁﬂi LRI TERITNIER S WL (IEI CA NEENZVF - ZTFAT4D
SALHERRIC [N=FRT7 A4 ¥ —F]| SNTVWBHEEIIHE) ,

FrIHDOREEmA v FEITI N

MEE T E R ITNIE 57y,

AERAEIE. EBHo b



RFC2585,RFC4210,RFC5820DCRLAEICOWT

RFC5280
+—t
| C | — +
| e | < | End entity |
| r| Operational e +
| t | transactions -
| i ] and management | Management
| ] transactions | transactions PKI
| i | | users
| ¢ | v
| t | h h
| e | | | PKI
| | v | management
| & | +————+ | entities
—_— = /,— —k /=
o | Sntien oortitionte b e SFBRE D F 1T (Issuer) & 2581 U X+ DFEITE(CRL
R o Issuer)lF B > TWTHIWETIL
| v MEA->THEVEPTRESANEFALAS
| R | e +
| e | < | CA |
| p| Publish certificate e +
| o| Publish CRL - -
| s | | | Management
| i | — + | | transactions
| t | <~———————| CRL Issuer |{——— |
| o] Publish CRL +—————— + v
| r | —— +
| y | | CA |
+—t — +

Figure 1. PKI Entities
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4.1.2.4. Issuer

The issuer field identifies the entity that has signed and issued the certificate. The issuer field
MUST contain a non-empty distinguished name (DN). The issuer field is defined as the X.501
type Name [X.501].

4.1.2.4. Fi1E

FKITE7 4=V FIE EBRBICBRLETLEI VT4 T4 28T 5, BITE
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l[$. X.501 X A 7D Name [X.501]& L CTEERSIND,

4.2.1.13. CRL Distribution Points

NEE%N

The cRLDistributionPoints extension is a SEQUENCE of DistributionPoint. A DistributionPoint
consists of three fields, each of which is optional: distributionPoint, reasons, and cRLIssuer.
While each of these fields is optional, a DistributionPoint MUST NOT consist of only the reasons
field; either distributionPoint or cRLIssuer MUST be present. If the certificate issuer is not the
CRL issuer, then the cRLIssuer field MUST be present and contain the Name of the CRL issuer. If
the certificate issuer is also the CRL issuer, then conforming CAs MUST omit the cRLIssuer field
and MUST include the distributionPoint field.

asserted. Otherwise, verify that the CRL issuer matches the certificate issuer.

4.2.1.13. CRLECH R A > b
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cRLDistributionPoints#i 5k 3 DistributionPoint M SEQUENCE T & 5, DistributionPoint(32 D
T4 =L EDBEREIN, 71— FIZEETH S, distributionPoint, reasons,
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6.3.3. CRL Processing
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(b) Verify the issuer and scope of the complete CRL as follows:

(1) If the DP includes cRLIssuer, then verify that the issuer field in the complete CRL matches
cRLIssuer in the DP and that the complete CRL contains an issuing distribution point extension
with the indirectCRL boolean asserted. Otherwise, verify that the CRL issuer matches the
certificate issuer.

6.3.3. CRL ZLF2
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