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RFC4210 4.4 Root CA Key Update (37

This discussion only applies to CAs that are directly trusted by some end entities. Self-
signed CAs SHALL be considered as directly trusted CAs. Recognizing whether a non-self-
signed CA is supposed to be directly trusted for some end entities is a matter of CA policy
and is thus beyond the scope of this document.

The basis of the procedure described here is that the CA protects its new public key using
its previous private key and vice versa. Thus, when a CA updates its key pair it must
generate two extra cACertificate attribute values if certificates are made available using an
X.500 directory (for a total of four: OldWithOld, OldWithNew, NewWithOld, and
NewWithNew).

When a CA changes its key pair, those entities who have acquired the old CA public key via
"out-of-band" means are most affected. It is these end entities who will need access to the
new CA public key protected with the old CA private key. However, they will only require
this for a limited period (until they have acquired the new CA public key via the "out-of-
band" mechanism). This will typically be easily achieved when these end entities'
certificates expire.

The data structure used to protect the new and old CA public keys is a standard certificate
(which may also contain extensions). There are no new data structures required.

Note 1. This scheme does not make use of any of the X.509 v3 extensions as it must be able
to work even for version 1 certificates. The presence of the Keyldentifier extension would
make for efficiency improvements.

Note 2. While the scheme could be generalized to cover cases where the CA updates its

key pair more than once during the validity period of one of its end entities' certificates,
this generalization seems of dubious value. Not having this generalization simply means

that the validity periods of certificates issued with the old CA key pair cannot exceed the
end of the OldWithNew validity period.

Note 3. This scheme ensures that end entities will acquire the new CA public key, at the
latest by the expiry of the last certificate they owned that was signed with the old CA
private key (via the "out-of-band" means). Certificate and/or key update operations
occurring at other times do not necessarily require this (depending on the end entity's
equipment).
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RFC4210 4.4.1 CA Operator Actions (355

To change the key of the CA, the CA operator does the following:
1. Generate a new key pair;

2. Create a certificate containing the old CA public key signed with the new private key (the
"old with new" certificate);

3. Create a certificate containing the new CA public key signed with the old private key (the
"new with old" certificate);

4. Create a certificate containing the new CA public key signed with the new private key
(the "new with new" certificate);

5. Publish these new certificates via the repository and/or other means (perhaps using a
CAKeyUpdAnn message);

6. Export the new CA public key so that end entities may acquire it using the "out-of-band"
mechanism (if required).

The old CA private key is then no longer required. However, the old CA public key will
remain in use for some time. The old CA public key is no longer required (other than for
non-repudiation) when all end entities of this CA have securely acquired the new CA public
key.

The "old with new" certificate must have a validity period starting at the generation time
of the old key pair and ending at the expiry date of the old public key.

The "new with old" certificate must have a validity period starting at the generation time
of the new key pair and ending at the time by which all end entities of this CA will securely
possess the new CA public key (at the latest, the expiry date of the old public key).

The "new with new" certificate must have a validity period starting at the generation time
of the new key pair and ending at or before the time by which the CA will next update its
key pair.
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REC5280 4.2.1.4 Issuer (%)

The issuer field identifies the entity that has signed and issued the
certificate. The issuer field MUST contain a non-empty distinguished name
(DN). The issuer field is defined as the X.501 type Name [X.501]. Name is
defined by the following ASN.1 structures:

RFC5280 4.2.1.13 CRL Distribution Points  (3z#%)

The cRLDistributionPoints extension is a SEQUENCE of DistributionPoint. A
DistributionPoint consists of three fields, each of which is optional:
distributionPoint, reasons, and cRLIssuer. While each of these fields is
optional, a DistributionPoint MUST NOT consist of only the reasons field;
either distributionPoint or cRLIssuer MUST be present. If the certificate
issuer is not the CRL issuer, then the cRLIssuer field MUST be present and
contain the Name of the CRL issuer. If the certificate issuer is also the CRL
issuer, then conforming CAs MUST omit the cRLIssuer field and MUST
include the distributionPoint field.

FATE I —I)LRE SEAB(CERUTRITUEI T T Z#BI LK T FiT
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RFC5280 6.1.1 Inputs _ (¥i%)

(d) trust anchor information, describing a CA that serves as a trust anchor for the
certification path. The trust anchor information includes:

(1) the trusted issuer name,

(2) the trusted public key algorithm,

(3) the trusted public key, and

(4) optionally, the trusted public key parameters associated with the public key.

The trust anchor information may be provided to the path processing procedure in
the form of a self-signed certificate. When the trust anchor information is provided in
the form of a certificate, the name in the subject field is used as the trusted issuer
name and the contents of the subjectPublicKeylnfo field is used as the source of
the trusted public key algorithm and the trusted public key. The trust anchor
information is trusted because it was delivered to the path processing procedure by
some trustworthy out-of-band procedure. If the trusted public key algorithm requires
parameters, then the parameters are provided along with the trusted public key.
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RFC5280 6.3. CRL Varidation  (Ht¥)

This section describes the steps necessary to determine if a certificate is revoked when CRLs
are the revocation mechanism used by the certificate issuer. Conforming implementations
that support CRLs are not required to implement this algorithm, but they MUST be
functionally equivalent to the external behavior resulting from this procedure when
processing CRLs that are issued in conformance with this profile. Any algorithm may be used
by a particular implementation so long as it derives the correct result.

This algorithm assumes that all of the needed CRLs are available in a local cache. Further, if
the next update time of a CRL has passed, the algorithm assumes a mechanism to fetch a
current CRL and place it in the local CRL cache.

This algorithm defines a set of inputs, a set of state variables, and processing steps that are
performed for each certificate in the path. The algorithm output is the revocation status of
the certificate.

RFC5280 6.3.1. Revocation Inputs  (3&$#%)

To support revocation processing, the algorithm requires two inputs:

(a) certificate: The algorithm requires the certificate serial number and issuer name to
determine whether a certificate is on a particular CRL. The basicConstraints extension is
used to determine whether the supplied certificate is associated with a CA or an end entity.
If present, the algorithm uses the cRLDistributionPoints and freshestCRL extensions to
determine revocation status.

(b) use-deltas: This boolean input determines whether delta CRLs are applied to CRLs.
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RFC5280 6.3.3 CRL Processing  (35¥)

This algorithm begins by assuming that the certificate is not revoked. The
algorithm checks one or more CRLs until either the certificate status is
determined to be revoked or sufficient CRLs have been checked to cover all
reason codes.

(b) Verify the issuer and scope of the complete CRL as follows:

(1) If the DP includes cRLIssuer, then verify that the issuer field in the complete
CRL matches cRLIssuer in the DP and that the complete CRL contains an issuing
distribution point extension with the indirectCRL boolean asserted. Otherwise,
verify that the CRL issuer matches the certificate issuer.

(f) Obtain and validate the certification path for the issuer of the complete CRL.
The trust anchor for the certification path MUST be the same as the trust anchor
used to validate the target certificate. If a key usage extension is present in the
CRL issuer's certificate, verify that the cRLSign bit is set.

(g) Validate the signature on the complete CRL using the public key validated in
step (f).

If the revocation status has not been determined, repeat the process above with
any available CRLs not specified in a distribution point but issued by the
certificate issuer. For the processing of such a CRL, assume a DP with both the
reasons and the cRLIssuer fields omitted and a distribution point name of the
certificate issuer. That is, the sequence of names in fullName is generated from
the certificate issuer field as well as the certificate issuerAltName extension.
After processing such CRLs, if the revocation status has still not been
determined, then return the cert_status UNDETERMINED.
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