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H A SEAIAM S FERE RRE AR (LLT, AR CPS &IES, CPS: Certification Practice Statement)
13, AWEAEENEN BARFAEI S EE T2 TAREASRGIER] (LT, AFERER & RS, )
OEMABRLED DL HDTH D,

ARFRRAER D3I T D IMAFFETE DOFAT 1 5 OFI NI BE T 2 BRI, TR R R k50 B PKI
kR B MGEAERY ] (RATE) kKO [MrEEREEALE PKIREER SEREH (N)
AEAERY ] (BATE) 1209,

(AR, [RtEEEEA S PRI EGER sEERY 0 & [r@EERER B PKIGERER
fEA (N) RY ] #5658 THPKI-CP) &FES, )

2%, A CPS IFLL FOCEITHAT L TR S L D,

IETF/RFC3647 Internet X.509 Public Key Infrastructure Certificate Policy and
Certification Practice Framework

ISO/IS 17090-1:2008 Health informatics - Public key infrastructure Part 1
Framework and overview

ISO/IS 17090-2:2008 Health informatics - Public key infrastructure Part 2 : Certificate
profile

ISO/IS 17090-3:2008 Health informatics - Public key infrastructure Part 3 : Policy

management of certification authority

F7o. KCPSIIUTOXELZSZRT 5,

IETF/RFC 4210 Internet X.509 Public Key Infrastructure Certificate Management
Protocol (CMP)
IETF/RFC 6712 Internet X.509 Public Key Infrastructure -- HTTP Transfer for the
Certificate Management Protocol (CMP)
IETF/RFC 6960 Internet X.509 Public Key Infrastructure Online Certificate Status
Protocol-OCSP
IETF/RFC 5280 Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List(CRL) Profile
IETF/RFC 6818 Updates to the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile
US FIPS140-2(Federal Information Processing Standard) : Security Requirements for
Cryptographic Modules (http://csrc.nist.gov/cryptval/)
JIS Q 27002:2014 : fEWMIIN — X =2 V7 s HiF—F@HRE X2V 7 4 FEHROEKOT=D
DR

BT BEARORIEEBICIET 215 CER 1245 A 31 A 1L 102 5. RAMEUE : F
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Ji% 26 4F 6 A 13 BIEAE 69 75)
BB L ORREES AT DIEEMATHRA] CE134E3 H 27T B BGE - IEHE - &
BIEEEDE 275, BAQWIE : Rk 2749 A 8 HIRESE - 1854 - RIFEEESE 1 5)
BB R ORAEERICRE T 2SS RERIEEFS ORE IR L8 (Fk 13 4
4H27TH BEE - IEHE - RIFEEEETE 2 5)

1.1 #E

ARFERIT,  THARFEAA SR  HPKI %%ﬂﬂpmﬁﬁij J Y T HASEAAT 78GR/ HPKI
FREA (N .&EﬁiJ et L, HASEAIRT S ibwkﬂ“éiﬁlﬁﬂil%@%@%ﬁ% id
LT%%%&%%&%%(MT\%%%ﬁ%%kﬁ&)&@ AL ARRGEEAE (LIF, 38
FREHE LIS, ) 2RTT500THS (LT, B4 HGEHE &R EZ KB 72 < MRS
BAE UNMAFIAE] LS, ) , ARFERNRIT LB FRAEL, EAEBEICL->TH
EENT [REEREAL T PRLGEER BAMGEHERY v KO R EE R 5 PKI
WAER REEA (A GEBHERY v IS E | EA L T OB R G R RS S — I B
SFbND L EIANT S,

Fo. KRGEROBFFEAE (LUF, CAGEHZFE L FES) 1%, JEAEE HPKI v — FRGER
INDRAT SN, ARFERITIMAZ FEREDORITEIT S,

1.2 XEDARIEHA
AKRF2 A NOLWE THAREAMSRIDERRR] 75, b, AERREIX. Tk
iRy S PKIERER B HGEERY o) KOY MR EEREE AL B PKI nuﬁft)% Eas
A ON) GEBERY v IZED b RAEEBIFE (Certificate Practice Statement, LA T CPS
LW 9) IR T D,
ARFa A2 PERD, RREEESEE B TH D H AR ES K ONMAEEAZEO ATV = 7
Nkl 2L R0 &35,

#1.2 A7V MBI

AR ERAVES/ 4 ERAVES/AN- VRS
ERN SRS Japan Pharmaceutical Association 1.2.392.60200311
A A Bl 2> FERIE JPA Certification Authority (JPA CA) 1.2.392.00200311.100.1
H ASERSFEREREM | JPA CA CPS 1.2.392.00200311.100.1.1
%E*ﬂi
SR A EE HPKI E4 HGEAER Y & 1.2.392.100495.1.5.1.1.3.1
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HPKI E4 7 A N HGEEAZER Y &~ 1.2.392.100495.1.5.1.1.0.1

FOGIE I RERH HPKI GEFEA (N) REBERY &~ 1.2.392.100495.1.5.1.2.3.1
HPKI 27 A2 A (N) GEBHERY > | 1.2.392.100495.1.5.1.2.0.1

1.3 PKI QOBZRE
A CPS 1., AR L0 EM SN B ERITROEDEBICHEI IS, $7-. &
SIS L W RIT SN DL TOE T EITITA CPS A sh b,

1.3.1 FZEE
FRGER (Certification Authority ,CA) 1%, ¥817/ (Issuer Authority ,JA) & B &k/m
(Registration Authority , RA) ZZOERRESR L& L, HAEAMSIC LV ES I b, AL,
K CPS D~y J OME AN E MO EE R BN A2 SRR, (BRI T 2 RHE, 7213380 %

B R4 2 & TRAEREG D2 L7t T 5 2 LN TE 5,

132 %TR
FATRIZ, B#RN O OBFAEHFRIT. ROOEF LT, EFiEAEFEORIT. KD%E
Bx24T9, £7-. FIRFICGEAESLZY X ;b (Certificate Revocation List, CRL) Z{Ef%. 31T
T 5, 708, K CPS DT M OME NG H O E 7 Bk & SR, EBITRICEE T 2 E F
RN, 2R EFAEOLO L U CGRAHR TED L LEEZRY ZbT Z & TRITREBO—
XIFEMEELTHIENTE D,

133 BB
AR, EFREAERATHGEE D OEEHEFEORIT, RO HPFEZ OEB 1T,
£l FREBH RO T @Y AN, FigE ~ OB EAEORZMN 21T b D LT 5%,
7285, A CPS Oy M OME ATE R OBIE 22 Bl 2 R, EBBRICET 27 H, i
TRz 2§ 2L TRBRREED —ME2REtT 52 LR TE D,

1.3.4 MAE
I &E. ARGRFIERICE FREAEOR A PFE 21TV, B E 2 RS LA 2 A%
ST, MAZOHMHIZKD EBY L35,
FEHIFT
BB, LROEBVRZORTLEKICBNTELEZITOLAICIE. [F0BKEALTND D
&) EFEHEICTEHE LT uE e 57220,
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1.35 RIE
FRAES & 1E, ARFRGERNRIT LB A ELEE L, T VX VEL /ARG E O AR
BCRIFTA2E Thbd, BRIFEIE. KACPS ONFICHOWTHM L, AL ETRIHTA L
@ k ‘a—éo

1.3.6 ZOhDEZRE
HE L7z,

1.4 EREDOFERAE

1.4.1 BEYZFEAZEDEA
A CPS TEDH HMAFFEHEIZ, WRICEDDFIHHEBICOAMEHTE 5,
(1) B4 HFEAE  EREFEE S OREERGALD BV — b A2 O B4 e
o2l 3.2 EICHIEST 5 T 2 IMAERAH | ([Cdh > TE, EFUHETOFHIZIES,
(2) FRFEHIFERE « ERIEFEF OREEREALD BV — b R 24 OFRGEH

1.42 ZItIhBHIREDFER
A CPS TEDAMAZFHEIZ, A CPS 1.4.1 MU AR EOMHEH | TED S HETOL
FATZEDOLETH, TNLUSNOHABETOMASNZHE. AERIT—YUOEEEZEDAR
HDET A,

15 Ry EE
151 XE4*EEYT HHEMH
A CPS OEHMARIT. AL CTED D [FRirEBEESH 75,

152 BLébhtk
A CPSIZEAT AHIWEDLREIEZLUTO L IICED D,

[FWAE ]
&n D AASEAIEN S AASRRIAISRGER B
A REH c JRRA ARG AR (BARH, EXE%“%H<)
10:00~12:00, 13:00~16:00
CEGiEass : 03-3353-1170
FAX %5 : 03-3353-6270

e-mail 7 KL Z : hpki@nichiyaku.or.jp
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153 CPSORY VEEHERET HE
¢WPS@HMHCP~@%A$%&E¢5%i JEA B DR E T D R E R E Ly B

B L ABRSERRERE R O & E BT 2 HMERE) Th D,

1.5.4 CPS RIAFHm=
AR CPS 1T, BFFEBESSHECHEA L, WilRREHEVKRT D,

(BH~N)
7 —H3 47 (Archive)
REEAEOFRAT « KN 25080, SRR DY AT LMERICEDL A S 2R E T 5 2

g:o

57 L= ) X (Algorithm)

WAL I, KT D 2 SOREHE S AMEI T L . &5 51T LR LEE AV 2 Semi
WE (RATHERSS) 2%, HIFICIE RSA, ElGamal W5, MBI £72 E25% 0 | #H
LK EEFIELED DES RUTFEHT L < DES Of%iftk L TikE -7 AES R ENH 5,

h5E Y = —/L (Hardware Security Module)
ARG ESEZ L RITRE L, T ERSOBAFOR SEIELIT O N — Ry =7 LY

TR 2T DEY 2—)b,

= F=>7 47 4 (EndEntity)
AEAE ORI TR RE ORI, AT ZA L TWDEER (=7 17 ) T, ABSEENH

EEFHT LD, (EA, Mk, 71 A, 77V r—varil)
B, HIRII Y R T 4 T 4 IITE N0,

F7 =7 BT (OID : Object Identifier)
F 7= OB EITO T2, AT V=7 MIBEEMN T b —E 2,

&AL (Activate)
A BEL R EOERIHEHT D2 LM TEDRREICTDHZ &

HEMAL LW D,

W, FHTER<THI L%

Copyright HA&ZEARZ All rights reserved. 15



#tR (Key Length)

BT — 2 O A X, @TNTY RLKIFT D, BESHOBEITRICHOR SIT L > TikE
%o HRIIRITNVTREWE EMRFRRNEIC e 208, BAOK A v — V2B T DEEOKRH S 7>
MDHEI7 D, EHROMEZ LFHD > CHEbI 28 E 2 BIRT 0B RNH 5,

DL (Key Escrow)
AR A TERET D 2 &,

#~7  (Key Pair)
FAHE L Z TR 5 ABREED %,

JMAZE (Subscriber)
PREERN DREGED =D DEFREHEEZRITIN DA,

PIVNE LGRS
AFRAER 2> DIMAFE TR L TIRAT SN ABHEFEEAED Z &,

fa561t. (Compromise)
A HEOMETE RO EE, ik, IWREIZEL-T, ZOMENELZLS Z L,

fRAEE (Relying Party)
BFEE L1, TP HNVBLOBGECH NS,

A\BAgE (Public Key)
AL X/ 58T, T VX NELOBGEZHWS,

NBAEERERAE (Public Key Certificate)

MAFE DT L NERgEZ RS A L CABSEO IR A FE - 55 3E C IR E E IS Y T 5,
BREAE D 2 WVITHICEERE L O, ABEEEHEICIX, AREEOMAZE ER, ABR#, CA
DIF R, £ OMFEAE ORI ABHIENFLH v, CA DBEALBTEND,

HCO B4 GEAE (Self Signed Certificate)
RRERRNHE DT DIZFATT D2 E AT, BITEA EMAELDBFR L TH S,

5% (Revocation)
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ARHIRETC, IS0 m (K - ko) IRV EFREAFTLENT L2 L, AR
i3, BADLDOHREICE 20, BRAFFHZIX CA DTSN Z L b H D,

FAH (Private Key)
ANFHgE L X7 D8, ABE T, AR WE S ICROFTEE T NERT 5, AHRT
BLLIELDIE, ZHUCKHET DA CORRIEN AIEETH 5,

FERAERZN Y A K (CRL : Certificate Revocation List, Authority Revocation List)

RKEWUTZBAERAZFEO U X B,

AFRAERICBN T, IMAFFEAEOLRZ Y 2 F23 CRLIIZEE#H I 4L, B BAEHEROY
7 CAREAEZEDRZH Y A F23 ARL ICFEEH S b,

uﬁﬁﬁi%‘ TER (CSR Certificate Signing Request)
%75 I>Ouu_4u )E‘,J E%i% 72*&5571&50)%* aa %E%%%ﬁzﬁkﬁ‘éfly)@ﬁkii
fﬁi&’( FONEFIZIE, HFEEOFTEM, F— 7 FL A AR EOBERNPE END,

AEBAFEAR Y 3 (CP : Certificate Policy)
@O xF 2T B2 L, BEDaI2=FT 4 KO/ XIT7 7V r—a0Dr T A
~OAMEEEET S, ARifHT SN BEOES

HA R
PRl S BB REE ORI M 2 B+ 2 BRD Z &,

B &4 (Electronic Signature)

B XEOELYMEZRIET 572D N5 BATER, AFERE SR E2RAL, HERAK
ANThDHIEEMRTDHELBIT, HRPEEEPTICUEHIN TRV L ZFEHT L LN T
x5, NS TREHAOCTER LB ITZT XAV ELE BN,

ﬂ‘ﬁ)gj (RA : Registration Authority)
REREFRITO PEEE DOARNE TR - B L, £& U TBRBREEZIT 9’%%55 W‘ﬁ%
EE)%@%%HE@ 2B, —EO¥EEEIT, WALT DT V=Y OB EARANMERFECE T EA D
. EFREAEICEL LY, BITLIZDIZLARN,

L

e

FRGER (CA : Certification Authority)
AFAE A FIT I DR, AR, ABENFEEWRSARAD LD TH D LA A RE/ R
—FREEE T, NIE, WNLRNIGICH VEFE TE 2T T 5,
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FEFEEM AR (CPS : Certification Practice Statement)
FERHER Y NSV RRREREAICOWTORESE, FiERNE HREHELZBITT D & X
BHTAEREICETARHALE L TEERMIT LS,

Bk I =
AEEBHRIED O b, BEEBHARMOANERE S NTZEE V), BEEEARME S X,
A& DGR AESL, MAEDZPO CREAELZ X T oo — RT3 1 ERVFEHAINS 1D,
INAY — R LR BT 24 1AW DR Z VD,

PRREEHE
AFRRER ClX, MAEZEHERITEDO IO OFELZ LT HHRICK L, BAEFEHEE VNI 4A
e W5,

AR
RALH M (BT SO RO 0 2 B AT O ORI SRESh:
BES, LEL, BREBRRIEOAPRE SRR ERL.

< RITHEH=
PRGERR M 2 CERL L 72 [RERHEREANE IR ) % FREEFE | &cﬁ*ﬁéifﬂfﬁ%%%ﬁm#ét&)@%
B, BARENCIE, TRERIERRANIEIR | 2 A2 EARIC AN L, HEEAmICERICEI AT D% 0
1B a Hhid 5,

17/ (IA : Issuer Authority)
AEAEOIER « BT 2 L UTRITER 21T O B, BITRIE. BIEROEED S H, —
*BOD% w2179,

s~y v 2 B# (Hash Function)
EEORIOT=ENOEERD T X LIEEERT DR TG, AR LTET Thy =
) EPREND, Ny vaflld, Ny v aERrbiOT —F AR -tk | B
2ODT —ENBE—O/Ny ¥ a ERER SN ADEREDRETH D L W HMEEZFFD, Z O
EINDT — A B BT DB, EREMOER LIz Ny v a2t ZERTT 2Oy v afiz
KD TliFH % g LlE A — 8T UL, 7 — 2 DEEBEF THI A SN TN LR T
Do

v 7 7 A (Profile)
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TAAEERAEN B Y 2 MFEiT % O CHEIRRIR ORI HiE A2 72 b 0,

YARY ~VU (Repository)
B REE R OGEERZN Y A M A LA 527 —F# X—2Z,

U v E

CA 84 H 8T DB, LWV HCCEAENTE (NewWithNew) & hrnhflo CA#ELFT L
AR D CA SEZ AT D= DI BIT SN DB AEHE, U Z7FEHEIC L > T R0 B2 CA
2D BEAREAE A AT ST AT [ COGEERGEN /e & 72 D,

U2 7 GEREZIE, B LOABSIZ WAV S CES LR E (NewWithOld) &, duva
BREEIZHT L WA 8 CTEA L7EE (O1ldWithNew) 723% 5,

JL— kK CA (Root CA)

P B D ERGFAEIE IRV T, B D BT _u%a“émﬁ%m Lo THLICE T HEBEER DL
BHSERERH EDORIT, K& BT 5, REIERICBIT 50— b CA X, EA @4 HPKI L— bk
PRERD LM T 5,

(A~7Z)
ARL (Authority Revocation List)
AEAERZDY A M ESROZ L,

CA (Certification Authority)
AEREZREOZ &,

CA FEE
RAERITx L THRIT SN EFREE, ARRERICE T 5 CAREHFEIL, BOEB4AMHAETH
Do

CP (Certificate Policy)
FEERY VESROZ &,

CPS (Certification Practice Statement)
uu uEgéjﬁ/#%%I%#%%@ &

CRL (Certificate Revocation List)
FEAESLZY X b ESROZ &,
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CRL #iE
REAERZNE ®2S, AR 21T T 5 CRLICEEH I N TV O E MR T 52 &,

CSR (Certificate Signing Request)
AL ERITEREZZ RO Z &,

DN (Distinguished Name)

X.500 HIFIZBWTED bV ikil4, X.500 Hks Cikall 2 ET 5 2 LIk »> T, IMAFE
DO— BN BT 5,

FIPS 140-2 (Federal Information Processing Standard)

FIPS & 3k EE R RAAFIEYE T, FIPS140-1/140-2 135 2ALE Y 2 — LNl -+ _& &
2 VT A BHERELE LD, X2 VT B L TAEBEOEX 2 7 4 LY (KIK
LA I~fm Lok 4) ZED TN D,

IA (Issuer Authority)
FATIREZRDZ L,

LRA (Local Reception Authority)
iz e S RO Z L,

OID (Object ID)
F7T V7 MR ESZROZ &,

PKI (Public Key Infrastructure)
ABHEERAR, AR S L L W ) S HEAN A FICERAE R S ABSEEHE L BIT L, Z OFE
HEZ TN TEL BALMGE, W5 1855, REEZ ATREIC T 5 5 7,

RA (Registration Authority)
BHikREZROZ L,

RSA

ANBREEREE TR0 —>, Rivest. Shamir. Adleman @ 3 &4 IZ L > CHEIN., TOL4HIZ &
STHMTF NI, BERZ2EBEROZREBIRONES ZFHA LD T, ARG ZOEREL L
TEELTWS,

Copyright HA&ZEARZ All rights reserved. 20



SHA (Secure Hash Algorithm)

Ny v 2 BB O—RE, SHA-1° SHA 22013 H 0 | [EEOR IOT—4 )5 160bit X° 256bit
DR IONy v 2 HEENRT 5,

X.500
ITU-T/ISO MNEDT=T 4 V7 h U H—ERIZET 5 EERILHE,

X.509

ITU-T/ISO N ED =B FREHE L ORERERZN U A M3 2 [EHEERE, X.509v3 Tk, &1
AEB I IRER IR 25 1T C, BB RE EORITE DM A OEREZBINT 5 Z ENTE S,
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2.

NERVTYRDS F)DEE
21 YRI LY

UARY h UL, 24 KF[#] 365 AIEMFI A AIRER b & L, HITEFRIZN D bDET D, B
L. Y27 LRSTFEEFIC LD TOE RN Web o METHEAL T, —RFAIIELET 52

ENRDD, £lo, BERLREXRLEGRVGEIE, FRNZEMTER20WEELH 5,

UARY b U, SRR ORER & & K& IMAE O RKE z kT 5.

UARY Y KOIERABT Web 4 ~ME, BLFIZRT URLICTAR SIS,

(1) URTHY
ARIBIER DRI Y A S RxBAYAT & LU ICRE# T D,

RIEBH EAE URL
S;ifkl ;4 J;\: %‘#%%W‘ 0 '. 0 .. } =53 0
A S Eni s
SHA256 %}/ http://crl.pki.med.or.jp/repository/crl/crl-sign2.crl
B4 HREE
SHA256 %}t http://crl.pki.med.or.jp/repository/crl/crl-auth2.crl
FOREFHRERA

(2) THHABA] Web ¥ b
http://www.nichiyaku.or.jp/hpki/

2.2 FIBAEREIHMD L

KGR TIX U T OEHAEZ VAR Y B Y &5 WIIFRABM Web ¥ R ZFH L TREHT 2,

(1) UARTY MU TASNDHER
LIFofE@mzE U ARY M UM L, KRBT 5,
CA FEFE
CRL

(2) Web ¥ F ETRSNLDE#®

LUF O 2 15 B Web ¥+ h ETABT 2,
A CPS

Copyright HAIEHIffZ All rights reserved.

22



AR
(EPNIEReE S Por Ay
Z O, AGERER S E E L & D A TR

2.3 NHAOEHXIETDHEE
A CPS 2.2 GFEMIEEWMOAH (1) VAT M) CARShDER) TEDERIT, HHo
EENREL T 24 RFHILNICEH SN b0 LT 5, £iz, A CPS 2.2 EHEHROA
B8 (2) Web ¥ b ECABISNZEH CEDBERIL, HHROLEENHE L THHHONIC

HEHINL2bDET D,

24 ) RO R)ADT U RER
AFAERHD VAR b U R OEFRABH Web B4 MCABSHERIT. A& —F v 2@
TRt S h 5, 72k, ARBEHRITMAZ L ORGEE ICx L CIEmiAR0 BA L LTART 5,
AEREBIE, A v —F v bR EOREEEOELNICRIEEND LD LT 5,
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ﬂ&ﬁlj & U l:lll.;\

3.1 ZBMRE
3.1.1 &WMDEE

3.1.2

3.13

3.14

3.1.5

3.1.6

KABFERDBFATT 2EAAEAFTIEA SNV 7V =7 MITIMAZE 4 & T 5,

A 413 X.500 @ Distinguished Name (BLF, DN &FES, ) 2fEHT 5, REERE
#5778 PKI Cix, Ci3JP & 3%, ¥72 CommonName [I#ZH T, MAEZFDORKL (B—~FFK
Fl) d L UVYRIMATE OFEAIRNA ERERE TS L TwT 5,

BMABRZH DO LEDRLEM
AFBRER N FEAT D B AAEAEF OFRRIA 1L, BEEEIZ K-> TS, flshs L9
BEROHHHEDET D,

MAEZEDERMXITRAE S
HE L7,

BRI EBIRT 5=-HDHEE
R EIEIRT D72 OO BANE, K CPS 7. GEBHE L CRL/ARL D707 7 A V] 129,

BMD—FEHE

AFRRERDFATT 2B AEHFOMAEL  (subjectDN) (1T, AGEFERNT—EIZT D729
U TVES (SN) 2ate, £, SREERO4F (issuerDN) (3, REEEREULSTE PKI
WT, RFEREZ —BIHE LT b0 TH %,

i, LR UBEROKRE

PAIEAE ] OMERNC DWW TR, PRI E DR COMF 2T o0 L35, HL, AR
FERIFIAHEEICB W T, HEEICHET D IERICEES G EN TV LI5HE. S%mEL AL
AEHFEICRRET 2Nz AT b0 LT 5,

o, ARRERIIBEITIE T, PAEEMEFTRIE (M L, BIfRICB T2 HERE O AR EFHO R
ZRDDH LB TE D,
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3.2 #EIDOARNHHER
321 FAEROAAZIMATIAE

ARFRBFE L, ARG R TIAE ABSE L IMAE AR LT 5, € DIAF NFEEZ & 7,
IIPNE 27N e ﬁﬁ#éMA%ﬂﬁﬁ@%ﬁ%ﬁ%#5mxﬁﬁ%%%ém?éoéménk
IAFFEE EMAERAG L IC I — REORKMEAE (LLT,  [REREENLIE] LS, )
(AT D,

72k, AGEEERIZNE Y LT S AT H o TUE, IMAE OBPFUSHR/RIC LY . A%
L, FEEo TEEBIERIEAR ] OERICIIZ T, INAFF A FOmEY) 70 & P 4 fife & L 7= k0
(LLT, 4 5 MAZ R SR AR E VW S) COFAEHE LR M AER A B
A HFEEICIRE D, U, #ET SIMABERAHE VD) 2R LHERET 2560385, ok
DEYET D MAE R GHE) (X, F7o, DT 2 MAER G % DEfEd 2 i AF R SEF
FAMEAR ) (SR X EFHEICH o, DEET S IMAFRAAHE 25 LEES 2 I AE R S5
MR o= R 07 \SHUNCHEII SN D 2 &g L, £ ONEELHETH G
T 5, ek,

THREICIZKT L CORBINIE —FiHIEERH 2 G E1F, ZICHEL TV D Z L 2R 5,
F o, ARGER_CK CPS D51 M OMENIE RO BLE 2R AR & S, 2R IR B3 2 3
L FEFRN AT 2 Uik E S, DUE, Ak, ) 1E. IEXRINAFITIIAE FAA 8
EHASEL70, i iéﬁk%@ﬁ;@%_xﬁﬁé 2L, EEES DI AE A g
%ﬂ%%%?é*%%ﬁ%% A A\ IEET D BRI 2 X B ARNMEO RN FEM S
I El o Tid, FEAEFREAR DT DR @ﬁki@ﬁ Ve, FATHIEEEICEE S
%m«@ﬁkﬁ imﬁ@(%mm)f@%ﬁ%%ofﬁa%Aﬂ%é [FERIC, FERHEECE
IR D A O BRI KN K DA NPEDHERR S Ehifi SN2 5B 10 b - Td, #EET 2 IMAZRA
%%ﬂ%%%#é’M%ﬁ%%#@xﬁ@%@ﬁkﬁ@ﬁ«% FEAT R EEEC B S ETT
Hi~DA NBRESZ B CREEIR) I X262 > T H AR H D,

=i A A S B A o CERA A F 7 GERERGBE RO PIN 13,
IAFEIZ T%ETétwﬁmﬁEﬁ6MA% 125t LT PIN O%EfHIITH AR,

HEEE DIIAFE ABIgE L MAB AR A BT 25813, IMAE AR LR L CARGER
(ZxkF LRERIEFATER AT O BE . APHBEREE & A8 L OXPR A2 fEH T 272912, kR )
LOF ¥ LU VIZELEITO, AROFIALZEAT 20 L T2, HOWITHFEE R L
ToREBAERITER (CSR) OBEAMGEZEICLY ., RAROFTAZHERTIHD LT 5,

3.2.2 #HDERE
HE LW
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3.2.3 ﬂil)ko)é..;éft
AFRFERIC FEAZEOFRITHFEZ1T 9 AL, BFREAEORITIINNL L, ROWTd
@ji‘/f’(“ﬁ%’@;’%ﬁ:’i\ AN, HEEREAOEZEEITA OFEFEZ B _(K CPS OE-y
e OME NG RO B R IR N2 SR, EGBARICBA T 2R, 2132 Y A8 L7l
fik e rde, DLT, [AEE, ) ICSFEL 722 < TE R B2, SEREICHW A EFIZ OV TR, AR
FIAA DL DR, BRERKEO LD Z AN TITR S0,

Zads AGHSERTIE Fago [EElz R Z e, w2 [k
AL AT o~ =S Al

ERSVARY) T

ARFRERNCEFREBHEOR AR FEZ1T O AL, DL FOEE A BRI HELT 5, 7277
L. fREANICXZ2HEFEITRD 2V, B~ FiEIE, s, Bk, 474 0 3FH%
HET D,

@A@£f¢

FEAEOFRIHRFEZAT O AL, ERZE (AR MHERZEEZET, LT, 68T

Eaﬁkﬁé)mﬁbﬁb<iﬁﬁmﬁﬁ$ﬁﬁ%% JEEDREARS L IR (BfEPT
DL B B AEAEOF R U Z RO LG EICR D, ) ICHA T, BITHBEEICYZ
EAD T4, AEEA R, MRl FEFT) CUF, ER4FHREV D) ZFEAL, BERIC
FEHEGET 2 = & TEEMDEE A LR TR S 220,

WAMER NS CHEREOT LA LRWVHEERENO ORGEOSHAIE, EREOF LIC
AT, EHEFEAEQHIAZEHT 26D LT D,

Bk, ERZEOE LOAMBITRITA LY 36 » AUNET 5, (AL, BITTHH5A
RN EHIIRZ 32T TV DB EIE, ThEEET D,

F o, BHANEF G, 20T 2 FH DA EFERIGRE B ATIEREL FET 256

BT CHAANEFERE OB ICHEREFEO FEREHOWTL AR L, BTSN
FEFNEMSLFFRE DB GR H S HEE S TVOUE, BEKH 2D 3 » A OffiE, ERFESFO Ll
HEAHETED,

TR EE, RIS U, AFFEROHWNIC LV i CORMAZROGELH D,
e L, JHADEMBVNETHLIO, AT A A K DRHIFERD RV,

fE N DA N
AEEFEOFIHHAFEZAT 5 AL, RICBT 2FHOWT A 1 AT, o
= SARNPEDSLREZ L7 < TER D
RN, 7ede, ki TR LYra BEJRIFIAANMEDSLEEIC WV - B A MR T 5 (W
B L, SEEHOUGELRETLHENHD) .
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[ELLIC LB BB ARANED SRR EHE]
NS
EROTRRE (EEERIEFEHEEZ ST, T, b TEESRFREE 3 2)
EREARBED— K (BEAFO L D)
-HANEZ I —
HATRES AEE (R0 B2 BB EAOTEM O 0)
= JEAI AT HE AL
- Z OERFER 3R 5 UL T OEHH
> (EWA—F
> FERK{EE AR
> SENBEREEHE

M AT, dEaFRlE U, ARAHROHWNZ LY |, #ETORMNEZRD L5650 H
%, R TIRMT 56103, FERFEEOE T O® Y 2 2 EEI A RO | FIHE Sk
AEAE & & B ITBEJRICIE T D, AR EGEEO AT HITA LY 6 » AN E
T2, HL, BITT MG ALHEN AR 2T TS5 EIE, ThEaEBRd 5,

kB, AV TA L DIERHFRD 2,

E N OFREFIE HEE O

BAEAEORIHHRFE LT O MAIL, B EGEHE A R BITH RS A e E
FREEl4 5 2 L THHEBEEAOHRFEERZ AL L 2 < TR b7,

R, RtmEA Al S L, AFREER ORI LY, HE CTORMEZRO L2HHRH
Do

i CHREMT 25 EICIE, HODEA L RITHEEZENT 5, AR HEENEA
AT H Z EDSHEERG AT, BAMA~OFEHOHEAID |, AR EZ N5 =
LIk, BAZMRKET L ENTE S, AESREAEEO A MIMIZRITA LY 6 » A
DNET D, HL, BT 2T AMERG R EZ T T 5A1E. ZhaErd
Do 7235, K TR 2 HAYTER L - BITHEHEZ FANHE T 25 810H > TE,
AREER D FEITH IR E 2 LR C, HEERICHEOBMARH D LHEEL, TD%,
BRI EZBIT L, ANCRAMNT 5 F TOMIC, R CHFERE S #HRT 5,

TGE TRINT 25 0ICIE, BITHEEOBAMICENZHRAIO b, FIE R ERGE E 2 17
32, FESEGEHEOHMFEIFRITH LY 6 » HUNE T 5, (AL, BITT5H5
NS NIR 2 3% TV A HA R, TEERT D,

A TA N KL BRHOGEIIHFEE B DM T 5 HPKI & 75 E %2 AV, HPKI
BB T THEEEZA RIS 2,
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RSA 73U X A% 1024bit &35, Ny a7 /b3 Y X A2 sha256WithRSAEncryption
P EZBRETH5E1E. RSA 7/v3 U X AL 2048bit &35,

6.1.6 NERONSA—FERRVRERE
INBRSERT A —HF, [EH XA EALE Y 2a— c ko TERIND, AT A —X
DOIVERBRAE X, B LT 2— 2L viThh b,

6.1.7 BEOFERABEH
ARERFER OFEIL. keyCertSign & cRLSign &35,
B4 HREAEICFR 582, nonRepudiation &%,
FOREFREBA 4R S 81X, DigitalSignature & 3%,

6.2 PAEARODRERVESED 1 —ILENTOEE

621 BEEES1—IILDIZHLEHE
ARFRAER OFLAFEDOKAITE ¥ = — /i, US FIPS 140-2 L~ 3 & [RIZE L) E OB I L4
HHDET 5,
IMAEFLAFEDKEANT ¥ 2 —L1E, US FIPS 140-2 LU 1 & [ LL E DK IZHEILT 2 b
DEFTDH,

6.2.2 EHANIZLIERDEE
CA FLE D DG LT Y 2 — /L OEMEIL., BAERIEENICB W THERZ AT 288 A
DYDY & TIT D,

6.2.3 MEROELTASI A
ERICE > TRE L SNLGEERE . CARAROTEFEII I TD RV,
IMAFZE ORI, MAZEARNOBR, WS, I L > THEE SN LEEFERE . T8
=Y AWANAS N PR R

6.2.4 WEEEDNVIT VT
CARARD Ny 7T v 7L, BiERIEENICB W THEREZ AT 2 EADIEZ DL & T
119, Flo, NI T o7 TF—=2EREE b, VA MTIC0E e CA AT 2 HHIX
SISV, RSN AW T IEE N E N D8I & D FEHE FTRE AR PREISITICIRE T D,

6.25 MEBEOT—HAT
AREBFERIE, MABFRGEDO T — A 7137720,
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6.26 BEES1—IL~ADOILEEOEMERYEL
CA FLAHET., REFRMENICH DB EALEY 2 — L NICHE S SN TR SN 5,

6.2.7 BEES 1 —ILADIEBEOKER
IMAEFARIL., BB TIETH FEY 2 —/VICATIT 5,

6.2.8 AEREDFHEILAE
CA FLES T, A E=NICH AR EALT U 2 — LN TIEM L S b, =~ OBET. HER
PHTHEBANDONIEZNDE & TITH,

6.2.9 FhEEOIEFHILHE
CA BT, AFREENICH AR EALT U 2 — AN TIEEM L SN D, — O8EIL. #
BAEHTAEBADNEDNDE & TITH,

6.2.10 FAERDOEELSZE
CA ALAHEDFEFIL, BEADIEND G & THEILARARER FIEIC L Vv iThbn s, £7-.
CARAED Ny 7T v TR Y CARAROFEFEEO—BRLE LT, WHEMICHET S,

6.2.11 BEEE T 21— )LD
AGRAER OFAFEDKEINT Y = — /L%, US FIPS 140-2 L1 3 L [A5 DL E O HK I HERL4
HH0ET5,
IMAEFLAGEDKEANT ¥ 2 —L1E, US FIPS 140-2 LU 1 & [ LI E DK IZHEILT 5 b
DEFTDH,

6.3 RT7EEICET S TDMOmE
6.3.1 ABROT—HAT
NHEEOT — A TV, ThEFLEFREAELZRETH 2 LICX>TT I,
CA GEHER OINIAE AL, ZOHHHAME T LTHhrD 10 FEMRET L0 LT 5,

6.3.2 AFSEEIEAZDHEEIM & BT OFE AR
CA NPASEEHEO G ZNIRMIE 20 FEABEX Wb DL L, ZORGHROEEHIL 10 F 2k
ARV DOET DB,
IMAFE D NBASEREEO G ZNRIE, BITOBBRDOIMAEZ O 5EIH UNAFEDFITE2ZT T
W5 B HE R EO A NN 732 H OFNZ ., IAFE D H 72 70554 H S 1A E O 5
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TOHGEE L, il 2BAMEFREAEOFETEZIT L L EITH-TL 6 BIH) OFEAR L

SRR
23 LA ZEh IR I 10 4F L ] ANERFR D A Zh R I o A L 3= PAS - 4=
T ™ JIVITHITSOS LU T & O~ DT I} AT RO < o = TN A J
e b= P SN | ISR N2 e = b PRV e S B (T R Rl s S o = S s e 1 W= S ol = Pl - - N il AN =E
EZM = B A LA = = T7os o= ETIT o~ — H 7SS LU oS L = AT
e =
2
v =

6.4 FEMET—4
6415@&&?—9®$&t4>zh—w
AFFERIZB W THWL NS CA BA#HEZFLETOEHILT — % DA E A A h—/iZ
ZKEAD\EE)%THE&) OITEHEICHEWFER SN D,

6.42 EHILT—2 DRE
RFALHI BT BB TEMAL T — 2 13, ARRIER TED b h i BRI MRl S 5,

6.4.3 FMHIET—2DFDMOEH
HLE L7,

65 AVEaA—42DtExa) T+ EHE

651 BENIVE1—2DtxaYT4I2BT2RMHER
AL E~DOT 7 B AKX, TOT 7 B AMEREZHESNTFHFEDOHLNAIRETH Y . B iEHE
H L<IZID « NAT— RFIC KD EE ORI EAT O MREL 2. MIEE 2 HETE 5,
F7o, PREERRIEM OMWE BN TR, KRR OFERE, WEAROEIER O S A DB
EHEAZH TN D,

652 AYEa1—42txa) T« A

IS015408 2 EIZtF 2 U 7 4 FEZRRIT DFOM IS 2TV, BBIANCFHE 21T 9 Z &,

6.6 T4 7Y ILOKRMHEE
6.6.1 YRTLHREE
AFBRER O > AT K, Y2 EE A TON R T X S MM CIRE Sz b O &M
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T2,

ARFRAEJRG DT AT MMIHOWTIE, ERAIFLER CIRIF SN DFLEMONENR R TEDL LD
WL AT LOMER. OS KONT 7'V r— a3 Va5,

ARBFERDDO YV AT MR DS, OS K ONT 7Y r— a U EEFT 58541, Bt
BREZATV, B Z R 3 5,

662 TXxa) T EREHE
ORI KONy N T — 7 BAHOFHEN | BB EE T EZ1T O Ga1E. KRR
THE SN RIRICHE > THEET 5,

6.63 IATHAIILDEX21) T4+ EE
X2 U T ¢ OWegtEIC BT D EMFELINE L, EURY A 7 VTR O X2 U 7 ¢ £l
HEAT LD, Rt X 2 VT ARV F =y 7 %2179, Bx=2U T 4 LRAIZRRECNESS
Ph7g E 72D %*ﬁuiEf"”f:‘ CRHME L, ETS UCRRIERTE 2 FEhi T 5,

6.7 XY LIT—UDEF21) T+ EHE
AR I, ARy T —ZIZK L CT 7 A T U — V& L THEREZITH & &b, RIE
BRI AT LZ2BANT LR EF0txa )7 1 RESREZHFHE L TND
F7o. REEREH OBEICIBW T, BB OFGER, BENEOEIE K L E A Db ik
BEZHEL TN D,

6894AZ9>7
FRRER 1L, 77— a VEICB W TCIEM e A« R 2 E T 5720, NTP — v R |(Z
iéﬁ%ﬁ%%ﬁao
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AEAER UL R FRUFOCSPOTRT 71 )L

7.1 SIREQOTO T 7 AL
ARBFERARATT D EAEHEZ, X509 N—Y 32 3 7 —~ v MEAERERIC LD MER S
. EEAFEAET X500 53514 (DN) Ik —FEISGRI S b0 L4 5,
ARFRAERDFAITT DB FFEHEDO T v 7 7 A VOFEIL, £ 7.1.1 D@ &35,

F£71.1 FEHEL 0T 7 A VKRR

RIEBAEFER EARBE® 077 AV IR e 7 7 A v
SHA-1 xtiE4 1 CA FEFZE #17.1.2 #17.1.3
SHA-1 *HitiReEH CA FEH]# #7.1.4 #1715
SHA-1 x4 HIRE & #17.1.6 #7117
SHA-1 *FIFRGE I RER #1718 #17.1.9
SHA-256 X534 H CA GEIHE # 7.1.10 #7.1.11
SHA-256 *fIa8aE ] CA FER #7.1.12 #7.1.13
SHA-256 %} %4 FHRE #7.1.14 #7.1.15
SHA-256 %} iRk FREE #7.1.16 #7.1.17

711 N—2 3B
AR RFEITTHEFIEAEIL, X509 83— 3 3 7+ —~ v FFAEERIC X0 1EK
énéo

7.1.2 FIBAEOILRMEE (REERELIFTORMEET)
ARBRERDHATT HREHEOIEER D 7 1 7 7 A 3 7.1.1 OJEEER T 2 7 7 A LD
WY T 5,
723, SubjectDirectoryAttributes I35 TH 2 R E R AL B O JE M (heRole) (2o
TlE, A CPS 17.1.10 frfEEREASE OJEM (hcRole) | TED D,

713 FILTVXLATO U MERIF
FRER A FAT T HEFREAEFE L N CRLICBIT H5FA 7 /LT Y XAT
SHA1withRSAEncryption (1.2.840.113549.1.1.5) X% sha256W1thRSAEncryption
(1.2.840.113549.1.1.11)TH v | FEFIEFFEIFCH S 15 E FREAERITEHE OAMEET v A
U X A%, RSAEncryption (1.2.840.113549.1.1.1) Th 5,
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7.1.4 ZFEIDOEK

KRBFERPFATT HHBFAEAFICBIT ORENEFIL, £7.11 08D ThH D,

7.1.5 AHEIHE

7.1.6

7.1.7

7.1.8

7.1.9

)EHI/VLGCU\O

CPA TPy FERIF

AGERER AT T 5 E4 MAEHE L OREREHGEHED A7 Y = 7 Mihl+13, £ 1.2 D@Y

ThHD,

R S HIFIEE
FEF L 720,

R EHFOEXRUVEK
HLE L7,

SEBAERY DR D 4 —IL FDHKL
HPKI-CP A7 2 =7 MskhllF &2 &4 2,
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#7.1.2 SHA-1 %SEAM CAGEAFE T 17 7 A )L (FEARGEE)

HE RE LA

Version Verd L35,
SerialNumber A —RSRE R 2N FAT T DREEN T =— 7 i & T 5,
Signature shalWithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
Lesuer HR D Zfﬁiﬁﬁﬁ‘%{ o ‘(CountryName I% Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Health Policy Bureau

OrganizationUnitName

MHLW HPKI Root CA

WHTFOMEAT S, (CountryName i Printable, %

Subject AL UTF-8 Tiiikd %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Regulated Healthcare Professional Union CA

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
X
X
O

CommonName HPKI-01-HPKI_dJ- forNonRepudiation
SubjectPublicKeyInfo

Algorithm rsaEncryption

SubjectPublicKey RSA 2\ BH#EfE(2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions PREREIR (£ 7.1.3) &

o, TO) FE, X FRELRNZ EE2ERT,

Copyright
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# 7.1.3 SHA-1 %)% CAGEAET 7 7 7 4 /v (PLiEfEE Extensions)

HE RE LA Critical
authorityKeyldentifier O FALSE
keylIdentifier O | EAGEEAZEOAREED SHA-1 /Ny ¥ =l
authorityCertIssuer O ﬁ‘.ﬁ?@ HER ﬁ— % (Country‘l;latme 1
Printable, Z# LM E UTF-8 Titik4 %)
c=JP
drecorame || o My atlea Labourand Welfr
ou= MHLW HPKI Root CA
authorityCertSerial O | EAFEAEDO Y T LE S
subejctKeyldentifier O Z OFEEO AR SHA-1 Ny ¥ =l FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
‘ certPolicyld O 1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
‘ cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName o ﬁ?ﬁ(?@ HERT D, (Countryl}lgn\ae =8
Printable, Z# LS4 E UTF-8 Titik4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Health Policy Bureau
ou=MHLW HPKI Root CA
cn=SARL
‘I‘Q‘;flotlgeljesoum O | http:/hpki.mhlw.go.jp/repository/rlist/sarl.crl

Copyright
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subjectInfoAccess

X

authorityInfoAccess

VAN

FALSE

Fho, 1O 1TRE.

[X ] ITRE LW & E2FRT,

Copyright
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# 7.1.4 SHA-1 xHGEEGEM CAREE T 1 7 7 A /v (FEATHI)

HE RE LA

Version Verd L35,
SerialNumber A —RSRE R 2N FAT T DREEN T =— 7 i & T 5,
Signature shalWithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
Lesuer HR D Zfﬁiﬁﬁﬁ‘%{ o ‘(CountryName I% Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Health Policy Bureau

OrganizationUnitName

MHLW HPKI Root CA

WHTFOMEAT S, (CountryName i Printable, %

Subject AL UTF-8 Tiiikd %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Regulated Healthcare Professional Union CA

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
X
X
O

CommonName HPKI-01-HPKI_J-forAuthentication-forIndividual
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA 2\ BH#EfE(2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions PREREIR (K 7.1.5) &R

o, TO) FE, X FRELRNZ EE2ERT,

Copyright
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#£ 7.1.5 SHA-1 xfteBibH CAFERHE Y v 7 7 4 )L (JLiEfEK Extensions)

HHE RE B L] Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAGEEAFEDOABIFED SHA-1 /N v 3 2 i
authorityCertlssuer O RECEORHERT S (CountryI}Tarpe 1
Printable, Z# LS4 E UTF-8 Titik4 %)
c=JP
. o= Ministry of Health, Labour and Welfare
directoryName O ou= Healtg Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | EAGERAEZEO Y TAES
subejctKeyldentifier O Z OREAEOARED SHA-1 /Ny v =l FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X -
extendedKeyUsage X
privateKeyUsagePeriod X -
certificatePolicies O TRUE
policyIldentifier O
| certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
| cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X -
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X -
nameConstraints X
policyConstraints X -
cRLDistributionPoints O FALSE
distributionPoint O
fullName O ﬁ?ﬁ(?@ HEHT 5, (Countryl_\IaEn‘ae X
Printable, Z# LML UTF-8 CTitik4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Health Policy Bureau
ou=MHLW HPKI Root CA
cn=SARL
?;;fﬂ?gefiesource O http://hpki.mhlw.go.jp/repository/rlist/sarl.crl
subjectInfoAccess X -
authoritylnfoAccess AN FALSE

Ko, TO) 1TRE. TX] 1

Copyright
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# 7.1.6 SHA-1 GBS HGEHE T 7 7 7 A b (ATHHIR)

HE RE LA
Version O | Verd 7%,
SerialNumber O | A—fRERNHEITT 2iEHEN T2 =—7 Rl L T 5,
Signature @) shalWithRSAEncryption
Validity O
NotBefore O | %#17HK (UTCTime CTREET 5,)
NotAfter O | thisUpdate + 5 LI F (UTCTime TiEET 5.)
Lssuer O BT ORERT 5, ) \(\CountryName I% Printable,
ZLAME UTF-8 CRiik %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName @) Regulated Healthcare Professional Union CA
CommonName @) HPKI-01-HPKI_J-forNonRepudiation
Subject O %%{?0) HERT 5, ) \(\CountryName I% Printable,
Z AT UTF-8 CRiik %)
CountryName © |[JP
IMAE DERERE OLE 1IN, 2 ORE 133 R4
OrganizationName O ,%_i N %7?’?%6%?,0 iﬁ%: ,;@%ﬁémiﬁﬂﬁ%ffﬁ
TT 2558 1CHoTE, HEALARLZHIT D/ 5%
ZiBNT %,
OrganizationUnitName O ﬂgﬁif;fj%gff;i ;)Z]— f’; LR
CommonName © | MAZEORA DT —~F A il
SerialNumber O | FEHIh4 EReRE 57 & 25l
SubjectPublicKeyInfo O
Algorithm O | rsaEncryption
SubjectPublicKey O | RSA ABH#EME(1024bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | rskmEm (8 7.1.7) &M

Fho, T©) HE, TO] Ak A, TA] 7y ar, X ITRELRNWZ L 2FRT,

Copyright
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# 7.1.7 SHA-1 %S B4 HFGEAE T2 7 7 A4 v (JEEfEE, Extensions)

HE RE B Critical
authorityKeyldentifier @) FALSE
keyldentifier O | LAEFEEAZEOAREED SHA-1 /Ny ¥ = fi
authorityCertIssuer O ﬁ‘.ﬁ?@ HER ﬁ— % (Country‘l;latme 1
Printable, Z#LWSME UTF-8 Titik4 %)
c=JP
drecoryName || © | 7 Mot tead Labour and Welar
ou= MHLW HPKI Root CA
authorityCertSerial O | EffEAED U 7 LES
subejctKeyldentifier O | ZOHAZEDOAMEED SHA-1 /Ny ¥ = fi FALSE
KeyUsage O nonRepudiation TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier @)
certPolicyld O |1.2.392.100495.1.5.1.1.3.1
policyQualifiers @)
cPSuri O | http!//www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
ilélgfl(ggeliesource O http://crl.pki.med.or.jp/repository/crl/crl-sign.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, [X) FTRELRVWI LekT,
Copyright HAIEHIffZ All rights reserved.
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#17.1.8 SHA-1 XHCERFEAGEAE Y 0 7 7 A /b (GEARGE)

HE RE LA
Version O |Verd &£7 5,
SerialNumber O | A—fERBFITT D EN T2 =— 7 i L T 5,
Signature @) shalWithRSAEncryption
Validity O
NotBefore O | #fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 2 2L F (UTCTime CTHEET 5,)
Lesuer o HR D Zfﬁiﬁﬁﬁ‘f{ o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |JP
OrganizationName O Japan Medical Association
OrganizationUnitName @) Regulated Healthcare Professional Union CA
CommonName @) HPKI-01-HPKI_J-forAuthentication-forIndividual
Subject o ﬁ?ﬁ?g) Jf@ﬂ%ﬁ‘é o ‘(CountryName IZ Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
I DIFRR OEBEE DA ITMA . X OBE 1T R4
OrganizationName O “n PA?H%:VC‘%a%zO 726;%:; @%—iégq)\%ﬂ\ﬁ%%i%ﬁ
THHEICH- T, M AHRHLZHN T G552 E
m4s,
OrganizationUnitName @) ﬂ?ﬁizfj}%gfg;ﬁ f? Zi,;;\ LR
CommonName © | MAFEDORSL Z v —~FZil#l
SerialNumber O | HEAlRI4 BT 572 &2 ft#l
SubjectPublicKeyInfo O
Algorithm O rsaEncryption
SubjectPublicKey O | RSA /ABH#E(1024bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | yroksEE (% 7.1.9) M
FHo, Q) #AE, TO] HFAWCEVMA, A A7 vary, IX) FRELBRNWI LE2RT,
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#7.1.9 SHA-1 %SERFEAGERAE 7 7 7 4 v (JEiEfEE Extensions)

HE RE B Critical
authorityKeyldentifier @) FALSE
keyldentifier O | LAEEAZEOAREED SHA-1 /Ny ¥ = fi
authorityCertIssuer O ﬁ‘.ﬁ?@ HER ﬁ— % (Country‘I;\I&}rpe 1
Printable, Z# LM E UTF-8 Titik4 %)
c=JP
drecoryName || © | 7 Mt e Labourand Vol
ou= MHLW HPKI Root CA
authorityCertSerial O | EffERAED Y 7 LES
subejctKeyldentifier O | ZOHAZEDOAMEED SHA-1 /Ny ¥ = fi FALSE
KeyUsage O DigitalSignature TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier @)
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers @)
cPSuri O | http!//www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
}ﬁiﬁgﬁes‘mce O | httpi//crl.pki.med.or.jp/repository/crl/crl-auth.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, X)) FTRELRVWI LakT,
Copyright HAIEHIffZ All rights reserved.
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#7.1.10 SHA-256 x5 CAGFHE T 0 7 7 A )L (FEARGEER)

HE RE LA

Version Verd L35,
SerialNumber A —RSRE R 2N FAT T DREEN T =— 7 i & T 5,
Signature sha256WithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
Lesuer HR D Zfﬁiﬁﬁﬁ‘%{ o ‘(CountryName I% Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Director-General for Policy Planning and Evaluation

OrganizationUnitName

MHLW HPKI Root CA V2

WHTFOMEAT S, (CountryName i Printable, %

Subject AL UTF-8 Tiiikd %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Division of HPKI Registration

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
X
X
O

CommonName HPKI-01-HPKI_JV2- forNonRepudiation
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA 2\ BH#EfE(2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions JraRfEI (3 7.1.11) &R

o, TO) FE, X FRELRNZ EE2FRT,

Copyright
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# 7.1.11 SHA-256 xfi CAFEHAE v 7 7 A )L (JL9EMEE Extensions)

HHE RE B L] Critical
authorityKeyldentifier O FALSE
keyldentifier O | KAGEEFAFEOABFEED SHA-1 /Ny ¥ =i
authorityCertIssuer O ﬁ?}(?@?ﬂﬁﬂﬂ—é’é ° (CountryI}Ia}rTle ¥
Printable, LIS UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfFERAEZEDO VY T E S
subejctKeyldentifier O Z OFEHEDOABSED SHA-1 Ny v = FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X -
extendedKeyUsage X
privateKeyUsagePeriod X -
certificatePolicies O TRUE
policyldentifier O
| certPolicyld O 1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
| cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X -
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X -
nameConstraints X
policyConstraints X -
cRLDistributionPoints O FALSE
distributionPoint O
fullName O ﬁ?&i@%ﬁﬁiﬂqﬁ‘é o (Countryl_\Ia}rfle [
Printable, LIS UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O %uZ Dlrgctor-General for Policy Planning and
valuation
ou=MHLW HPKI Root CA V2
cn=SARL
‘I‘Q‘;flotli”geljesoum O | http:/hpki.mhlw.go.jp/repository/rlist/sarl2.crl
subjectInfoAccess X -
authorityInfoAccess A FALSE

zZHo, TO) FRE. X ITREL2WZ ExERT,
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#7.1.12 SHA-256 5tSg8iEH CAGFBHE T 0 7 7 A )L (FEARGEER)

HE RE LA

Version Verd L35,
SerialNumber A —RSRE R 2N FAT T DREEN T =— 7 i & T 5,
Signature sha256WithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
Lesuer HR D Zfﬁiﬁﬁﬁ‘%{ o ‘(CountryName I% Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Director-General for Policy Planning and Evaluation

OrganizationUnitName

MHLW HPKI Root CA V2

WHTFOMEAT S, (CountryName i Printable, %

Subject AL UTF-8 Tiiikd %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Division of HPKI Registration

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
X
X
O

CommonName HPKI-01-HPKI_JV2-forAuthentication-forIndividual
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA 2\ BH#EfE(2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions JraRfEI (3 7.1.13) &R

o, TO) FE, X FRELRNZ EE2ERT,
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# 7.1.13 SHA-256 *t)HadibH CAGEBHE Y v 7 7 A )L (JLEEI Extensions)

HHE RE B L] Critical
authorityKeyldentifier O FALSE
keyldentifier O | KAGEEFAFEOABFEED SHA-1 /Ny ¥ =i
authorityCertIssuer O ﬁ?}(?@?ﬂﬁﬂﬂ—é’é ° (CountryI}Ia}rTle ¥
Printable, LIS UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfFERAEZEDO VY T E S
subejctKeyldentifier O Z OFEHEDOABSED SHA-1 Ny v = FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X -
extendedKeyUsage X
privateKeyUsagePeriod X -
certificatePolicies O TRUE
policyldentifier O
| certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
| cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X -
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X -
nameConstraints X
policyConstraints X -
cRLDistributionPoints O FALSE
distributionPoint O
fullName O ﬁ?&i@%ﬁﬁiﬂqﬁ‘é o (Countryl_\Ia}rfle [
Printable, LIS UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O %uZ Dlrgctor-General for Policy Planning and
valuation
ou=MHLW HPKI Root CA V2
cn=SARL
‘I‘Q‘;flotli”gleljesome O | http:/hpki.mhlw.go.jp/repository/rlist/sarl2.crl
subjectInfoAccess X -
authorityInfoAccess A FALSE

zZHo, TO) FRE. X ITREL2WZ ExERT,
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# 7.1.14 SHA-256 x/is B4 MREAE 7 1 7 7 A b (FEAGEI)

HE RE LA
Version O | Verd 7%,
SerialNumber O | A—fRERNHEITT 2iEHENT2=—T REL T 5,
Signature @) sha256WithRSAEncryption
Validity O
NotBefore O | %#17HK (UTCTime CTREET 5,)
NotAfter O | thisUpdate + 5 LI F (UTCTime TiEET 5.)
Lssuer O BT ORERT 5, ) \(\CountryName I% Printable,
ZLAME UTF-8 CRiik %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName @) Division of HPKI Registration
CommonName @) HPKI-01-HPKI_JV2-forNonRepudiation
Subject O %%{?0) HERT 5, ) \(\CountryName I% Printable,
Z AT UTF-8 CRiik %)
CountryName © |[JP
A DHRJR OEPE O5E TMIH £ OBE R4
OrganizationName O zu %V?VC‘%E%‘ZO f‘;\%‘; E%jﬁéfnj\%ﬁﬂﬁ%i%ﬁﬁ
THHEICH o UL U AN T 25 5% 5B
M4 %,
OrganizationUnitName O ﬂgﬁif;fj%gff;i ;)Z]— f’; LR
CommonName © |[MAZEORAS Z v —~F % iiHk
SerialNumber O | EHI4 EREREF 7 & &5l
SubjectPublicKeyInfo O
Algorithm O | rsaEncryption
SubjectPublicKey O | RSA ABH#EME(2048bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | rskeEm (% 7.1.15) W

Fho, T©) HE, TO] HAICko A, TA] 7y ar, X ITRELRNWZ L 2FRT,
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#7.1.15 SHA-1 e EBLHEHE T 07 7 A /L (JLiEMEE Extensions)

HE RE LA Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAFEAEFEOABREED SHA-1 Ny ¥ 2 fH
authorityCertIssuer O ﬁ‘.ﬁ?@ HER ﬁ— % (Country‘l;latme 1
Printable, Z# LM E UTF-8 Titik4 %)
c=JP
0= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EAGERAEZEO Y TAE S
subejctKeyldentifier O Z OFEEO AR SHA-1 Ny ¥ ol FALSE
KeyUsage O nonRepudiation TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O | http://www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
?géi(ggeljesource O http://crl.pki.med.or.jp/repository/crl/crl-sign2.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
KPO, TO) FBE, X FRELRNI E2RT,
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# 7.1.16 SHA-256 %}GiRGEHGEHE Y v 7 7 4 v (FEARmE)

HE RE LA
Version O | Verd 7%,
SerialNumber O | A—fRERNEITT HiEHEN T2 =—7 Rl L T 5,
Signature @) sha256WithRSAEncryption
Validity O
NotBefore O | %#17HK (UTCTime CTREET 5,)
NotAfter O | thisUpdate + 2 LI F (UTCTime TiEET 5.)
Lssuer o FEHFORERT 5, ) \(CountryName I% Printable,
Z AT UTF-8 CRlik 7 %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName @) Division of HPKI Registration
CommonName @) HPKI-01-HPKI_JV2-forAuthentication-forIndividual
Subject O %%{?0) HERT 5, ) \(\CountryName I% Printable,
Z AT UTF-8 CRiik %)
CountryName © |[JP
IMAFE DR OEBEE DGEITHH X OHEITHER
OrganizationName O %f«iﬁ = “‘Vi’g“gﬂiﬁo 73?%: ;@%’f%bﬂi%ﬂﬁ%é
FITTDHEICH- L, MEHEREHT /55
FEABENT 5,
OrganizationUnitName O bgﬁifgijﬁgff;i 2? ;ffg LR
CommonName © |[MAZEORAS Z v —~F%&iHk
SerialNumber O | EHI4 ERERE 57 & &5l
SubjectPublicKeyInfo @)
Algorithm O | rsaEncryption
SubjectPublicKey O | RSA ABH#EE(2048bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | skl (8 7.1.17) W

Fho, T©) HE, TO] BRIk A, TA] 7y ar, X ITRELRNWZ L 2FRT,
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# 7.1.17 SHA-256 xGSiBREHGERHE Y v 7 7 A L (JE3EMEE Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAGEEHEOAED SHA-1 Ny ¥ 2 ff
authorityCertIssuer O 3@5{?@ HERT D 3 i C\o\untryName iZ Printable.
LN LSNE UTF-8 Ttk 4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfFERAZEDO VY 7 EE
subejctKeylIdentifier O | ZOEHAFEOABFEED SHA-1 Ny ¥ =i FALSE
KeyUsage O DigitalSignature TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyIldentifier O
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
cPSuri O | http!//www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
‘I‘Q‘;flotli”gel?esoum O | http//crl.pki.med.or.jp/repository/crl/crl-auth2.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
KO, TO) HBE, TX] FHE LN L 2RT,
Copyright HAIEHIffZ All rights reserved. 78



7.1.10 REEREUIFOREME (hcRole)
(1) ¥7v=2 b7 427 b YJEMSLHE TO heRole @D

A CPS Tl&. HPKI-CP 27V, ISO 17090 THIE L 7= heRole JEMEA TRLICRT L S\
T AN LTHWSZ LIZT 5,

subjectDirectoryAttributes D attrType IZ 1% hcRole x #£ + OID
{ id-hcpki-at-healthcareactor } ##% &3 5,

attrValue (¥ HCActorData T, HCActor @ codedData Tl codeValueData (LM 7",
codeDataFreeText # H\ %,

A CPS Tl coding scheme reference @ OID & L T ISO coding scheme reference % V9",
HPKI-CP TE®» bil/e5k 7.8 D& %27 5 local coding scheme reference @ OID I3,
{ iso(1) member-body(2) ip(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } & A 5, B4 1L, £ 7.1.5 1R T X H 2K
shFestz W UTFS8string TR ET 5,

subject NEEDER A AT H5E 1%, HCActorData (&4 %5 HCActor Zf%ET 5 Z &8
T& 2,

ARILRIE, IMAE DEFERRAE K OEREREOERE OLEIINHALE T 5,

#17.1.5 HPKI &#4 7 —7 /) (codeDataFreeText D EF%

Gk (EFREHR) Bl
‘Medical Doctor’ =]
‘Dentist’ A} = Al
‘Pharmacist’ FEFHIEm
‘Medical Technologist’ e R AR A HL il
‘Radiological Technologist’ IR R
‘Registered Nurse’ Hr&hil
‘Public Health Nurse’ e
‘Midwife’ By pERT
‘Physical Therapist’ BRAPRE L
‘Occupational Therapist’ (3R
‘Orthoptist’ HLRE RN 1=
‘Speech Therapist’ SrEEE L
‘Dental Technician’ AR T
‘National Registered ‘Dietitian’ FHE L
‘Certified Social Worker’ ekt
‘Certified Care Worker’ IritEatt
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%)

(2)

‘Emergency Medical Technician’

Roakdn £

‘Psychiatric Social Worker’ Rt OR AR Ak L
‘Clinical Engineer’ B IR Tt

‘Massage and Finger Pressure

b MEE~ B — VERIERAD

Practitioner’

‘Acupuncturist’ 1LV Al
‘Moxibustion Practitioner’ @ DAl
‘Dental Hygienist’ e
‘Prosthetist _and  Orthotist’ | #MIER +
‘Prosthetics & Orthetic

‘Artificial Limb Fitter’ ESERLGA]
‘Clinical Laboratory Technician’ | fZEMALHLHif
‘Certified Public Psychologist’ NIRRT
B4 (EREBEOEEEMSE) | il
‘Director of Hospital’ PR
‘Director of Clinic’ IR &
‘Supervisor of Pharmacy’ B BRI
‘Proprietor of Pharmacy’ IR E

‘Director’

Z DO PRAEERRE LR O B RS

HPKI hcRole @7 17 7 A )L

A CPS Ti%. HPKI-CP 2%V, ISO TS 17090 IZE D 317~ heRole J@ > ASN.1 #:0 4 LL

ToXoicTe 7 rA 0T 5,

G DU — RE D% AL Space (x20) &7 %,

L5 Director5 J&TE % H 3 284 1% Subject 7 4 —/L K ® OrganizationName & OV
OrganizationUnitName 24478 C, OrganizationName (2R EPEE AR 4 2 9558 i e —~
FCHM L. OrganizationUnitName (2" Director” ® U741 244403 5,
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hcRole ATTRIBUTE : := {

WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch

SUBSTRINGS MATCHING RULE hcActorSubstringsMatch

ID

id-hcpki-at-healthcareactor}

- Assignment of ocbject identifier values
- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki 0 }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id~hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

- Following values are defined in Japanese HPKI CP:
id—jhpki OBJECT IDENTIFIER :: =
{iso (1) member-body (2)
Jp (392) mhlw(100495) jhpki (1)}
id—-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

- Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE ({

codedData [0] CodedData,

regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —- Notel (Do not
use)

CodedData :: = SET {

codingSchemeReference [0] OBJECT IDENTIFIER,

- Contains the ISO coding scheme Reference

- or local coding scheme reference achieving ISO registration.

- Local coding scheme reference in Japanese HPKI is id-jhpki-cdata
(defined above)

- In this profile, use this OID: Note 2

- At least ONE of the following SHALL be present

codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —-— Note 4

RegionalData :: = SEQUENCE { } —— Do not define in Japanese HPKI CP

Notel : HCActor O regionalHcActorData i, A CPS TiIfEH L 72w,
Note2 : HA® HPKI-CP CTE®7= local coding scheme reference ® OID X, idjhpkicdata {iso(1)

member-body(2) ip(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } &3%, Z® OID X, & 7.4 D&KL &S
T2,

Note3 : 4% CPS Tl CodedData @ codeDataValue IZfHV 720,
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Note4 : A CPS T, codeDataFreeText & L T® DirecroryString (2133 7.4 [ZHE L7= ‘Medical
Doctor’ 7¢ K DHRFEXRFLOEML = D, F7-. DirecroryString |+ UTF8String CT= > =
—RNL72bDZEMfES, v F I N—EF M) =<y F U7k,
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7.2

SFRRELHMUYR FOTOT 7 AL

RIBFERNIHITTH CRLOT 1 7 7 A )LOFFEMIX, £ 721080 95,

RK%h Y 2 MEFR FEAGHIR CRL = b+ U ¥E5EHH CRL IE5REEER

SHA-1 %f)iis #1722 #1723 #1724

B MGERERL Y X B

SHA-1 %f)iis #1725 #1726 #7.2.7
POREHREBERZN Y A b

SHA-256 %f)is #1728 #17.2.9 7 7.2.10

B RGERNERL Y X B

SHA-256 xf)is #7.2.11 #7.2.12 7 7.2.13
RGEHFEERZD Y A R

721 N— a3 &S

RFLEERAIITT 5D CRLIZ. X509CRL 74—~ v MNERONR—T 3 0 21205 b0 &1

éo

7.22 CRL & CRL TV M) YieE4SEE
ARFEEERNBITTA CRLO 0 7 7 A V&L TFITRT,

# 7.2.2 SHA-1 xfIitE4 HREAERY A v a7 7 AL

74—V K RIE B
Version O |Ver2 75,
Signature O | shalWithRSAEncryption
Lester o BT D I fE 'é— » (CountryName |Z Printable, %
LM UTF-8 Crtik 4™ %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Regulated Healthcare Professional Union CA
CommonName O | HPKI-01-HPKI_J- forNonRepudiation
ThisUpdata O | CRL#1THK; (UTCTime CTEET D,)
NextUpdate O | thisUpdate + 96 I¢fi] (UTCTime TET 5, )
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
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RevocationDate O | KEhHKEETHT D,

CrlEntryExtensions O | $EokmEE (& 7.2.3) &
CrlExtensions O | IR (£ 7.24) S

# 7.2.3 SHA-1 {ISEAMEHERDY A FOT a7 7 AL
(CRL = U Jz5E5H crlEntryExtensions)

74 —IVF RE B Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X

# 7.2.4 SHA-1 QB HGEAERZY X FOT 07 7 A )L
(CRL JL5E#EIK crlExtensions)
T4 —IVF BRE B Critical
AuthorityKeyldentifier @) FALSE
keyldentifier O | REEFIEHEO AR SHA-1 Ny ¥ =2 fd
BT ORMEMAT 5, (CountryName [T
authorityCertIssuer O ) o
Printable, “Z#LLI4M % UTF-8 Citik 7 5)
c=JP
o= Ministry of Health, Labour and
directoryName Welfare
ou= Health Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | #AERREEOFEAE S Y 7LV E 5
IssuerAltName X
CRLNumber O 128bit LA T DIEDEEEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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#17.2.5 SHA-1 %GSeBGEHFEHERZNY A o7 a7 741

74 —IVR RE Bk
Version O |Ver2 75,
Signature O | shalWithRSAEncryption
Lester o WO BAE T %fi » (CountryName (% Printable, %
LML UTF-8 Thtik 3 %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Regulated Healthcare Professional Union CA
CommonName O HPKI-01-HPKI_J-forAuthentication-forIndividual
ThisUpdata O | CRL#1THIK; (UTCTime CTERET 5,)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TRET 5.)
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
RevocationDate O | RHBEFFZLET D,
CrlEntryExtensions O | yroksEll (3% 7.2.6) 2
CrlExtensions O | JroEfEE (% 7.2.7) &M

# 7.2.6 SHA-1 ¥fItaab HAEAERZNY A b a7 7 A )b

(CRL = kU §53EH crlEntryExtensions)

TA—VEF RIE B! Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X
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#17.2.7 SHA-1 %GR EHFEHERZNY A o7 7740
(CRL yEaERE L crlExtensions)

T A4—=NEF RIE B Critical
AuthorityKeyldentifier @) FALSE
keyldentifier O | REERRENFEOARSEEO SHA-1 Ny ¥ =2 ff
suthorityCertIssuer o BT ORERT 5, (CountryIA\IarTle X
Printable, Z#LIFME UTF-8 Titik 4 %)
c=JP
o= Ministry of Health, Labour and
directoryName Welfare
ou= Health Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | REERAEAFEOFENE Y Y T LE S
IssuerAltName X
CRLNumber O | 128bit LA F D IEDFEESK
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X

# 7.2.8 SHA-256 3t B4 HAEAERZN U A b7 a7 74 v

74—V K RIE B
Version O |Ver2 75,
Signature O | sha256WithRSAEncryption
Lester o WHF O B 54 » (CountryName /% Printable, %
ALSME UTF-8 TRtk 3 %)

CountryName O |JP

OrganizationName O | Japan Medical Association

OrganizationUnitName O Division of HPKI Registration

CommonName O HPKI-01-HPKI_JV2- forNonRepudiation
ThisUpdata O | CRL#1THKf (UTCTime CTEET D)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TERET 5,)
RevokedCertificates O
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UserCertificate O | RELT-FEHED serialNumber % F#k,

RevocationDate O | ROHEZLHET D,

CrlEntryExtensions O | #ogwEs (% 7.2.9) &M
CrlExtensions O | JRoEfEE (% 7.2.10) 2

#17.2.9 SHA-256 B4 HGEHERD ) X FO T m 7 7 A L
(CRL = U Jz5E5H crlEntryExtensions)

74—V BRE LA Critical
ReasonCode @) FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X

# 7.2.10 SHA-256 %HiGEA HAEERZ ) A o7 w7 7 40
(CRL ¥:5EfEI crlExtensions)
74—V K e FiEA Critical
AuthorityKeyldentifier @) FALSE
keylIdentifier O | LRI EOARSED SHA-1 Ny ¥ = fd
FHFOMERT 5,  (CountryName I3
authorityCertlssuer O o
Printable., LIS UTF-8 CTitib %)
c=JP
o= Ministry of Health, Labour and
) Welfare

directoryName ou= Director-General for Policy Planning

and Evaluation

ou= MHLW HPKI Root CA V2

authorityCertSerial O | REERIEHFEOIEAZE S ) 7 LEKE

IssuerAltName X
CRLNumber O 128bit LL T O IEDFEEE
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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3 7.2.11 SHA-256 3fIiSiE HREAE RN A Fo 7 a7 7 A v

74 —IVR RE Bk
Version O |Ver2 75,
Signature O | sha256WithRSAEncryption
Lesuer o WO BAE T %fi » (CountryName (% Printable, %
LIAME UTF-8 Crtik 3 %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Division of HPKI Registration
CommonName O HPKI-01-HPKI_JV2-forAuthentication-forIndividual
ThisUpdata O | CRL#1THIK; (UTCTime CTERET 5,)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TRET 5.)
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
RevocationDate O | RHBEFFZLET D,
CrlEntryExtensions O | Lok (& 7.2.12) 2
CrlExtensions O | JroEfEE (% 7.2.13) &2

# 7.2.12 SHA-256 *ISFBAEMGEHERZ Y A b7 a7 7 A 1
(CRL = kU §53EH crlEntryExtensions)

TA—VEF RIE B! Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X
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3% 7.2.13 SHA-256 *tSidsE HREERZN Y A ho7Fa 7 7 A4 v
(CRL yEaERE L crlExtensions)

A4 —IVEF RE A Critical
AuthorityKeyldentifier @) FALSE
keyldentifier O | REERRENFEOARSEEO SHA-1 Ny ¥ =2 ff
i W FORMEHT S,  (CountryName I3
authorityCertIssuer O ) o
Printable, Z#.L4M 3 UTF-8 Tilik 4 %)
c=JP
o= Ministry of Health, Labour and
) Welfare
directoryName ou= Director-General for Policy Planning
and Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | REERAENFEOGENE Y Y T LE S
IssuerAltName X
CRLNumber O | 128bit LA F D IEDEEEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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7.3 OCSP 7Aa77A4 L
731 N—C30FBE
HIE L7,

7.3.2 OCSP ¥isE a1,
HIE L72u,
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8. HEHMEEE L ZDMDETE

8.1 EEEME
AT, HPKI-CP ~D UGS 2 JE AR 5B ek B2 [REERES BB
INBREERARERGTE R O R fi &R BT A RME AR IR LERT S5, BL. BE. EE. A
Pffe &, IR ORI R LR N H > AT EDICESE 2 £/ 5, £, 14/
J D Rl TR AT & M

8.2 BEEEDEIT - BK
BEARZIC T, VAT AER, PKI LNV AT AtXa )T 2 1B AL Hesrfb bt
HEMEMEND,

8.3 EEALWERAOHEMRK
B AL, AR EWEREA 2 2T 57200, AGRRER O A BRI LS O B A s R 20
OSBRI U, AFRAER & ORI FIEBIR & Fi7- e B L5

84 BET—Y
MERLERE B OB A H (X, HPKI-CP, A CPS K UMHFHHIL EEICHEHL L T\ D Z & 2 Huli
Bt & i 5,

8.5 EEXIEWMEEADRIG
AR RABREZ OIS RO S & BT A ISR I T o S i S A T S,

8.6 BEEEMERNDAM
AFERERIE, REAEOEEMICZE T 2 ERR RGP ASNIGEL2RE . ANz AR
L7220, GEE OENEIC 8T 5 ER AR KA A S NG A 13 OINAE RGEE & U HPKT 38
AR ZESHRICEBIZEMT 2 b0 L 95, (AL, ARRRERIE, AFRIER OREA A SUTTERIR
LIS S BITRESR O T TIEPATRBIIC K LEEER R Z AR T b H D,
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9. TDMDEXRLEEZFLDEIE

9.1 ¥&
AR ED D BN R AT HEAITL. A CPS TIXED T, Bk, BHIciR s Ex ERk
+5,

9.1.1 FIFAZDRITXIIEHH
HIE L72u,

9.1.2 FIHEADT7 YV ER¥E
HIE L2,

9.1.3 EMRXIIRT—E RBEHRADT7 I XA¥E
HIE L72u,

9.14 FDDY—ERIZxT EHE
HIE L72u,

9.1.5 LR LIS
HLE L7,

9.2 BB LDERE
9.2.1 RIZD & A
HE L7,

922 ZFDtDEE
HE L7,

923 IVFRIVT 4 T4I12x9 2RERITREE

BUE L7awy,

0.3 EXEHROMERE
9.3.1 #EIEMDEEFH
SELRAMEEFT A IIAF OB HIE. AFHE, CRL. KRN ED S CPS o—#is LTH
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