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the Certificate Management Protocol (CMP)
IETF/RFC 6960 Internet X.509 Public Key Infrastructure Online Certificate
Status Protocol-OCSP
IETF/RFC 5280 Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List(CRL) Profile
IETF/RFC 6818 Updates to the Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile
US FIPS140-2(Federal Information Processing Standard) : Security
Requirements for Cryptographic Modules (http:/csrc.nist.gov/cryptval/)
JIS Q 27002:2014 : WML — X = V7 A Fili —1EHE X2 U 7 ¢ FHIK O KR
DT DI

BB R URIEEBICBT 200 (PR 1245 31 B 1B 102 5 Kk
iE ;TR 26 45 6 A 13 HiLHEE 69 )

BT EH R ORIEEBIC AT DM Al (PR 184E3 A 27T H B - 5%
B R PEEE T 2 5, RORUOE PR 27 4F 9 A 8 BB - IEEE - RIE
HETH1H)

EA- B4 K OGRREEE BT 2 IS S S RrE RS
134 H 27 R WBE - EBE - RIBFEEE SR 2 fa‘)

(AR DHREE (AR

rnm

1.2 CEDOARE R
ARV v OAHE RMEEREAE PKIZEER BAHGEHAERY v £95, K
WY ANTTHATT DREAFE R OBE — e R, EAEREE LV [REEREALS O
APHEERIEY TR OA T Y =7 MERIT (OID) % 11.2.392.100495.1) L%V 4T3,
EDOREEREKREZ R,

OID DAEARRR
{iso(1) member-body(2) jp(392) mhlw(100495) jhpki(1) ca(5) AB C V }
A GEHERY > cp (D)
B : FRAEROGEAEFRESH  signature(1), authentication for individual(2),
authentication for organization (3)
C:EXaVF 4L~V (n) n=0,1,2,3,4 (0iE7 AN, 3IZHPKID¥



%)
V:iiEAERY DOA DYy — =T g K v(1)

Fiz. KCP CTEHZ OID #%F 1.2 ITRT,

#12 ARCPTE®HSOID

£ H EAVEY/ AN VRS
HPKI E4 HFEHER Y o~ 1.2.392.100495.1.5.1.1.3.1
HPKIGEGEH (N) FERERY & 1.2.392.100495.1.5.1.2.3.1
HPKI G85EH (k) FEA#EARD o~ 1.2.392.100495.1.5.1.3.3.1
HPKI B4 7 A N HGEAERY o~ 1.2.392.100495.1.5.1.1.0.1
HPKIGEGET A FH (N) GEFIERY & 1.2.392.100495.1.5.1.2.0.1
HPKIFEFET A b (i) FERERY &~ 1.2.392.100495.1.5.1.3.0.1

1.3 PKI OEFRHE
1.3.1 FRIAR
AL (CA) 1%, FEERITRE (A & B8R RA) ICLVHEREIND, (REERE
#E5 B PKI Tl ARERITEROBEMRE & 52 L3 T& 5, $o. REEREALS
g5 PKI ®/L—  CA (Root CA) %, A CP IZHEMLT B D Rfd R ALY B PRI @
Root CA LHHEAFRFEZITH 2 &b 5,
FATIRITREA EDOIERL, F81T. RDKR OKRNEROBR L ORE DS EBE1T I,
L, FERERITRFEROEE ERTED S CPS O UMEAEHROBEIE /2B
WE LMD, BHEERD ZDT L CEBO—I UL EINBICEFET H 2 &N T
x5,

1.3.2 ﬁﬁd%’x
JEiE, UL HEEE OR AR, BEROEBEITV., FBITR~OREFERITER

%?45 mpB, FEHEREROEBIT, BT, RIEETD,
1B IR TR DOEE AR TED L CPS DT K OME A D B E 22 B Y

L.
WERSMIZ, BRI ZDT I E TEBO M EIMBICEET 22 LN TE D,

1.8.8 MAZE
ﬂU)\%‘& Li\ 5&1%%@?%‘%‘(&)60 gﬂi%%?ﬁ;ﬁ%k 6i ui%i%??l:‘ﬁnﬁ %{TD\IHL‘HJ—EE
(X VIEHEZRITS NS MAZ ST, SEAETAE OFMITRD LB &35,



- PR R ALY B — B R ORI K ORI
FROBEFON, LTOERZORTHEKICEBNT, HOWVITEBREFEL LTE
ZEITOIERL, [ZOBKEAL TSI L] HHWVX TEHRETHHZ L %FE
ISR L2 < Tid e B uy,

- PREEREAE SIS D EREK AT T 0F
RS OB

1.3.4 HRFEAE
F OB NEL % N FRREER SO A RIS CHGET 5 5.

1.3.5 ZOOEFEE
HE LR,

14 FEAEBOCERFE

1.4.1 FHEEREOEH
AR CP CTEDDLMAEMEIL. KICEDLFHEMICORFEHRATE 2,
(1) EFRMEEESORBEERE LB — B 2R OB A G
(2)  BEZOREEREALY TV — & 2 FHE OB 4 e

1.4.2 FBIESNhBEHAEORHER
A CP TEDDHMAEZIERFIL, BAMRIELIIMNITHAW WD LT 5,

1.5 RYUEH

1.5.1 ARV O EEFHES 5/
AR CP OFHAMIL., JBATIHENHET D REERENLS TSI T 5 AR g
RER Ol & EE IS A HME SR (WUF. THPKI @iRHMEEH L)) &
T 5,

1.5.2 BnWEbik
A CP T HMWAEDLEERELUTOL I ICED D, 28, CPS OWWALEEITSE
CPSIZEVEDD LD ET D,
(W& ek]
O EEEE EER WP IRBER R G W e =
AR - 10 BE~17 BE (CFH)



HEahnsr : 03-3595-2430
FAX %5 : 03-3503-0595
e-mail 7 F LA : hpki-cp@mhlw.go.jp

1.5.3 CPSORY VERHEEZIRETDIH
CPS DA CP ~OiG Mk ET 581X, HPKIFEREMAFES®H LT 5,

1.5.4 CPARBTHE
A CP 13, HPKI #FIEREMRLEIC L > TRBENDI D ET 5, 728, CPS Dik#
FHXITICPSICEVEDDL D ET S,

1.6 ELMKFE
(B>~~)
7 —7H4 7 (Archive)
EFREHEOREIT « RNED D7, AR O AT LAEMICED o ieiEz
wETLHZ L,

e 7 =) X (Algorithm)

B b, iR, ®HTie D 2 DOEME S AR S L. EHOIZH R CHE A
W2 w5 (FUBERES) 035, Ai#E 21T RSA, ElGamal K5, & i
W7 ERnd 0 . %EIIKEBAFERED DES RUF#7 L < DES O#%iflke LT
Fol AES R ERBH D,

BB 2—/L (Security Module)
A EE L L RIRE L, BT ARSCBAZE O S BEZIT > N — Ry
2T XIFY T RN 2T DEY 2—)b,

- = F=27 47 4 (EndEntity)

SEAEDFATRRE ORI, AREESTZHALTVWEEEK (=T 147 4) T
AREEEHEAFHT b0, (A, Mk, 712 7TV r—vavil)
BB, BRI R T 4 7 4 IEE R0,

F 7= 7 MR+ (OID : Object Identifier)
F TV NOBBNEATHI I, ATV = MIBEEMT b —E R E,



1EMEAL (Activate)
EBLREOERICERAT 2 2N TE KRBT L &, W, HATERL
T 52 L RIFEEIE VD,

- #E (Key Length)

T =L DY A X, TNTY XL D, B SHEOBEE T —RICHED R ST
FoTkED, BRIFIRFIZEWVE EMRRECR 50, BLPNTA vy E—
EVERT HBEORER b 03005 K 9512705, HEROMEE B 5 - Tl gtk &3
RIDUENRD D,

+ #EOTEFE (Key Escrow)

R A TERE T B 2 &

« T (Key Pair)

T & 2 UKk D ABRSEO X,

- JMAZ (Subscriber)

RAERD DB FIENEERIT SN, BFREPIEACTR S NI ARSI ST 55,
R O CBAREET O %,

© IMAETE

FRRER 2N DINAE 5 L CTRAT SN ARBEEHED Z &,

+ f&Fh{t (Compromise)

MARFOMEFROEE, ML, WRFICX->T, ToREEEZRD 2L,

- [FE#E (Relying Party)
BEEE L3, 7 VR NVEL B AR EO NS TRIET 5 27,

- ABASE (Public Key)

AL R8T, T UXNVELOKRIETNN D,

- ABASEREAAE (Public Key Certificate)

IMAFE D4 L ABRSEE S L CABRBOEIEMA I T 2 iE01E T, FMERE] &
(AT %, BAREAED D WVITHRICTERE L v o), ARHETEHEICIE, Ak



DIMAFE L, AREE, CA OfFH, £ OMIEREOCFABAIENTH S, CAD
BHBMTEND,

HOB4REE (Self Signed Certificate)
RAERHH DT DITRITT HELEHE, BITEL EIMABELRFE L TH D,

445 (Revocation)

AOWIRANC, (TH20Om (KE# - ke L) XV ETEAEL BT S
b HARMIZIZ, AANSLOREIZE D2, BARFZIX CA Ol TSNS Z
bbb,

FLA# (Private Key)
INPREEE RHIT 72 D8k, AR AT WK D IZBOFTEE ST N ERT 5,
FERTEL LI bDIE, ZHITHIET 2 A TORBRIEN FTRETH 5,

REFAESH Y A | (CRL: Certificate Revocation List, Authority Revocation List)
K LTZBFREAED Y 2 b,

TV RV T 4T 4 DFEAEDOREY A N % CRL &\ CA OFERED IR Y A
h% ARL £\ 9,

FEFAEETTER (CSR : Certificate Signing Request)

HEEE ) O RAERICE LA BRITE RO D20 DER, B iEEEERT 57
DOILE R LMEHRT, EONFITIZ, BHHFEFOFTEH, — T FLA | ABH#
EDERNEEND,

AEAAEAR Y & (CP : Certificate Policy)
HEOE X2 T A E WL, BEDII 2= A KO/ XIT SV r— 3
YDYTANDEMEEIRET 5. AT En=HEDES,

FE
AORERIC R REIEORIT 2 FEF T 2 ERDZ &,

#E17%4 (Electronic Signature)

EA LEOIELMEZRIET 2 72 DIHT b2 BA N, AR5 E2FA L,
HEREANTH D Z L EMRT DL LB, HRBEERTICLS A SN TN N
ZLEFTH LN TE D, MBS RNENWTER LIZBAIETT VX NVE



LB,

%#kJ5 (RA : Registration Authority)

FEEFRITORFEEORNEFER - B L. & UTREBEGZ1T 5 HB,
fRRIE. FEREROBRED 5 b, —EBOEBEE1T O, Wil T 2MAZE DA &ZKJ\
WRECHEEEZ A I N, BFIEAFICBL L2 BITLIZDIEILARVY,

LR (CA : Certification Authority)
EFRERE AT oM, EERIE. AREBHEVRIEAAND LD TH D &Ik
BIWTREIC 3 2 S\ =F B C, AR, PERNHICH YV EHTE 2T TR b0,

RGEEfEHE (CPS : Certification Practice Statement)
FEEAR Y NZESWEZRERER IOV T ORES, RARNE R E 4 RB1T
T 5L EIHRATHREICHEHT RN E LTEN T b b,

%ﬁﬁﬁi

RAEEBHARMD 5> b, BEEBHARBOHPREINIZEL VD, BEEE
fif & 1. DDA%‘O)ﬁﬁ)ﬂu#%X’? DDA%%\%H&)TEE%£%5’ v n— I\’s“éﬁf% iz
ERVEHIND I D, RAU— REZHHT DHICHODRHE N,

ARLR R 2
AL MR (BFAEMFEOERUTE BTN 2 BT AR Z O ORI 23
REINTZEE WD, 2L, BEEBARBEOHPREINLIHE LR,

517/% (IA : Issuer Authority)
AERAEEDIERL - BITE F L U TRITEB 217 9 B, FBITRIE.
DHL, —HOKEBEEIT ).

ueM DIE)% @*%

= m

s~y 32 B33 (Hash Function)

EBEORESOTFT =2 NLEEREDT 7 LIl E AR T DR, AR Ui
Ny vafi] EMHEND, Ny vafliid, Ny v alhbinnT — 2 ZRTE
RNk e B D 2 ODT —Z B E— DNy ¥ 2 EAER S D SN
HEETHD NI HEEFFO, ZOWENGT —X ZEZET OB, EEMOAE

Eibf:/\‘y“/nﬁ&ﬁ%fﬁﬂf“?*&@/\y:/lfﬁ%ﬂ‘z&)fﬁﬁ%ttﬁﬁbﬁ%‘ﬁi*ﬁ(

FTHE, T2 BBERT THISASNTORNI LR TE D,



7117 7 A )L (Profile)
EREERCREIELRS Y A MIFe#Ed 2 FHE K OIEREROF A FiEE ED - b
D,

UYARY MU (Repository)
TEREE R OREERS Y A D 2 LART 57 —Z _— 2,

e gUiE

CA SEZ T+ HBRC, 3 LVWECEAENEE (NewWithNew) & itk CA
FEEH LW D CA #EHATHT 272 0ITITIN D EFIERHE, U o 7 iEEC
FoT, HHRORL D CA 2O ETREHEZFAT S NIZIMAE T OFEH EMGEN
FIREL 725,

U s 7 iEHEICIE, BT LW ARSI E WA ECEA LTZREAE  (NewWithOld)
Lo O ARETE LW CEA LTCEENE  (OldWithNew) 23% %,

/b— bk CA (Root CA)
M DOFRAFHEE ISRV T, BB O NI BT D8 ERO Z &, FILICET S
FRRLR OISR EORIT, KohEEIHT 5,

(A~7)
ARL (Authority Revocation List)
AR OFEAED R Y A M FEAERDY X FESROZ L,

CA (Certification Authority)
WAERESROZ &,

CA FEHHE
AR L CHAT ST FRER

CP (Certificate Policy)
AFAERY VEBROZ L,

CPS (Certification Practice Statement)
WA SR EZ RO Z &,

m
i

CRL (Certificate Revocation List)



T RZUT 4T 4 OFEAFEORIY X b GEHEFERD Y X FESROZ L,

CRL #7E
AEBIE RS, IR REITT 2 CRLICREM SN TV D& R T 52 &,

CSR (Certificate Signing Request)
AEERITEREZ SO Z &,

DN (Distinguished Name)
X.500 HEIZIRB W TED b 7zilil4, X.500 #i& TRl T2 0ETHZ itk o
T, MAEO—EMEERES 2,

FIPS 140-2 (Federal Information Processing Standard)

FIPS & 3K EREAE AAEE R, FIPS140-2 [XRF5E ¥ 2 — ANl & &
XFa VT A BEEBELLE LD, FEXa )7 BRI LT 4 BfEoEX2 )T
4 LU (RIEL~IL I~ LUL 4) Z2ED TN D,

IA (Issuer Authority)
FITRESROZ &,

OID (Object ID)
FTV s MiEFESROZ L,

PKI (Public Key Infrastructure)
ONBREEIAR, ABRSERT B A& N D B & A RRAE R 3 AN B SR RE I 35 A 817
L. ZOFEHEELHWTEL BAMEE, WS /185, REEE fTREIC T DA 2,

RA (Registration Authority)
BiREsRoZ &,

RSA

NS 5 520D —>, Rivest, Shamir, Adleman ® 3 £IZ k-~ TR S, *
DAFIE & o TARHT bivlz, EXRZREROFERE M OREES ZFIH Lizb DT,
NBREREREF B OREREL L TR R LTV D,

SHA (Secure Hash Algorithm)

10



Ny v aBBEO—, SHA- 1 SHA 203V, [EEOEIDOT —Z )5 160bit
X 256bit E—EDE SOy ¥ 2 EEERKRT 5,

X.500
ITU-T/ISO REDT=T 4 L7 b U P —E AT 2 EERIEUE,

X.509

ITU-T/ISO A3 E DT FREAF X OREAFELL Y A MBI 2 EEEE®E, X.509v3
TiE, EFAEAEICHNRER T T, B EOITE M A O Wz B
LT LW TED,

11



2 ABRERRNYRY MY R

21 URPHKY
URY b VITRERER OFREAE & RER L OIMAE O RDIERZ R 2,

2.2 FEHEFROLH
WAL, T OWMRA RS & MAE S AFATHEICT 5.

<MRAEH AP o FH>
CA DUBH#EIER
A CP
CRL/ARL
RRFEE OFRIAGRFEIZ B 2 30#

<IMAENZ AP 2>
PALRDED D CPS
+ RRREROED D MAE I 5 A TESUE S E

2.3 B0 IXE DFEE
AR, RAERBICBIT AW AE SNEA T, ZOEREART AL LTS,
FEHAEANC OV T OIERIL, A CP (4.9 ZFEWIEDOI L —RHELL] 1S/ bD LT
%,

24 VRV MNI~DT 7 E2AEHE
CP, CPS, FFHIER O 5 OB EDBIEDREE & OABIN#IT, MAH KO
AR LI A D B & LCABT %,
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3 @B K URRAE

3.1 AR E
3.1.1 AFOFEE

A CPIZHESWTRITSNDIEHFIHEA SNV 7V =7 MAITMAZL LT 5,
IMAFE 41X X.500 @ Distinguished Name % i7" 5, AR AL % PKI Ti,
CliEJP &7 %, F7- CommonName [ZMHT, MAENBERATHLEE. MAED

K4 (m—<FKi) Zil#lid 5,

3.1.2 AHNRE®REFOZ L OLEMN
K CP 2 & VAT ENDFEIEOMRRANA L, BGEEIZ L > CHfiEsS L, EHASH
AEIBROHHLD LTS,

3.1.3 MAFOELAM I R4
HELRW,

3.1.4 Flx DAHHREBEIRT 27D DOHA
LFRERIRT D720 OBANT, R CP 7 FEHERVERZY A N EOOCSP D7'm >
TAN]AHED,

8.1.5 A0 —FHE
AR MAFAT T 2 EFREHEFEOMAZE S (subjectDN) 1%, RIEFAT—EIZT D72
DIZ VT NAES (SN) 2502 &N TE D, £z, RAEROLFE (issuerDN) (3,
TRAEEFEME S PKIN T, HOREORIEREZ —BICH LTI TbOTH D,

3.1.6 . WERUEEZEDEB
1%

3.2 HIE DA ANMRERR
3.2.1 FAROFRZIENT 55k
HEEE AR U727 O A A HR U CRRRERIT 3t LRERT ERATER 24T 9 B,
NBREERERE L R L OIS A FEN T 57201, FERERN D DT ¥ L v DICEL BT
W, BAROFTAZZERT DO LT D, bHDWVITHGEE P L7ZiEAERITER
(CSR) DEAMGEFICL Y, RERDOIHZHRT 2D LT D,

13



PORERCHIGEE DEEAT 2 AT 2 5 AL 2 ORY Tidew,

3.2.2 HRROIVIE
TREEERIE AL PRI SRAERICEFEEEOEHE OGP LEHF L LS &2
. FEAEORMICENL DL, ROWTNADHETHYOFTRRE L < 1308 5 Mk
FEEME 2 R ERRICSIRE L7e < TIEZR B R0,
¥, HEEEBEAORGET 13.2.3 EADIE IZED D FIEICL D,

- ENER O A
TEOFHGEE, RIRE RIS O BRI L 72 BB ORIAR D = B — | fRER
RIS DR E & 2 2 BIC I EAR L D BTSN BEEMEDO a v —7 &
AR B AT L <X L72FE#, FEFTHEHRERDLN TS b O*0
IE—DOWTRPERIT D Z 212 & > THERO RN Z SIRES 5,
¥, FEEMED 2 E— 2R L, EEELORRERERS TH D 2
EONFERFERFIZ 22 SN b D LT 503, ZNLISOFEHESE CELEMEE AR L 723
B DI OSHL . A SR B IAT S D EIL 3 7 A AN O 3B E O
a7 PIRREFSEE TH D 2 L AFEHT S EEORHE MELE T 5,
Fiz, TNHONGFEDBEIC W2 FFEEEICIE, BHERRICB W RO BB T
HLFEDORAPTHEN TR TER B,

- HAEEHEOSS

AL IEREN ORISR B SE OB R I fR H L 72 IR IS DRIAR D = B — | fRER
EREEEORE 2 I I EAR LV ITShRE@EmED a2 L — L
ONHIREBE 2 B FATHE L ITSH L7ZRERTE, MBS TEREZRD LN THD L0
AE—H LT H AT 2HFHOWTNNERINT 5 2 LIz L - THIROEE
P& NLEET 5,

P, WEEMED 2 U— 2R H L7 HE3, REEROMGRRERKEETH D 2
L OSGRENFRHI R SN2 b D ET DN, TALISOFEES CEEM A AR L 725
B PRI O, FE SR D RAT SN D IELE 3 7 A PN O STHA B E O
a =7 ERREREES TH 5 Z & AT 2 EHORHE LA E T D,

7. INDDOSFEEOBKIC W 2 B FEEHITIE, BHEERAICRS O THREOE RS T
HHHEDRANDELRM S LT TFR B 7220,

< PRETTMT AR OTEE § 2 MO E
AR G T RE I 2 PRIR I St b BA S oD Bl et R I F (H L 72 BRER B O RIA D = ' —
PR B2 HRBR B 55 D4R TE 2 S T BRIC UG SRR R 0 AT S dE Il O = B —
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72 EONHOBERE A B RATHT U I L - REHE, SRS TR ERDON TN HO
HKOat—FH L EZNLIET S EHO VT EIRHT 5 2 L1 L > ko
FEAEVE A NIRRT 5,

B, fEEMEO S A UG A T, BN ORRERENS CH D

L DONFENFEFIC /e SNz b D LT 508, %hu%msﬁ%é%’ﬁ%ﬁté%ﬁmbf:%
& DI O SIS . B SIMERM 2 S RBIT SN D ELE 3 4 H N OB ED
B 7 CORREERERISE TH S = L AR T A EHOR M A NI L T 5, AR

BHOIEALZ 1 SHET Ly ey g_xgl /\FI‘I#EII'IIII”""H\F -}/1 = \Fﬂi»li‘ilil'll 7"—7} D ki
TR ZE= IS AN e A A = Sau ALY ©

Bz )

Flo. ZNHOSFEORRIZ VD SRS
&é%@&Zﬁﬁﬁéhfwm<fi@%@m :
AT 5 TR OIS T 5 H DA 2l L2 S THA B 20

X OTHEFETEREZERDONTVD LD LT, UTFDES72b 0T,
FERE B 1450 2 (BRRNERES)
FANEMATHRI 28 3 5 (BFrlREDH/R)
BEEET—E2AHOEEDO AR, RFELOEFITHT L2 EHE 5 32 TRV
ZDOUEMSIE (HrR)

REAEZ AW %E

AR OALFRDIEE X3R5 3, REEHREAE PKL SERERA ST 288
FRTEFBLHGEAELZ HWZEFEL S L IIEERLRARORBITT 2%
éﬁﬁﬂié’ﬂﬂb‘f:é@%ﬁ% X0 EEMEGETHZ LN TE D,

z . ARGEERIEALY S PRI SRGERSRAT T 2B HE 10 B 1 B4 A&
2k Z)E@%%% ZHODEAE L, RRHRRIEREESE TH D 2 & ONGER e Sz
& BRI, PAEREREER OFATT 2 E AL VD51, Bk, fEEE
O — DI O L%, RSB DRIT SN D EIT 3 7 HUIND L
WENED 2 BT CIRRIEFREE S TH B 2 L AT 5 EHORE 2 RE RN E
DDFEICE VR L TUTR B2,

BB, INHOHELZHWDHLETYH ., MAEOBRIZ AW 2 S REERUTIE, A
IZBWCHBOFHE THHEDORADTHIN TV TUTR B2,

3.2.3 fAADTERE
PREEEF ALY PRI GBRERICGEHEZ HEE L & 5 &7 AL, GEAEO T
B, CPS DEDIZHES T, ROWTIANDHIETH S DOELEME, ARAMER O FE A
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ERERRICUREL R TR 6, £, EREKREATLHREZRERK S ATZRE
B, EFEHSOFHENERENSOETHEOENELHFHE L L5 LT 55613,
EFREHERA ORI, FHE THD Z L OFEFRLBEIFITILIE L TER B2, 32
FECHW D FHICOWTIE, ARSI O b o, EREEEZOLOEZHWTII R bk
[

¥, AREOEDITIEREHFEE OSLZEICED 2 ED TH Y | BRI 0 FEN E & 48
THEEE. REOBEIZIEVHGEE OILGEEZITOYE, 4 EOBUEICH Y HEEE DOFA
M OGEFE D 2 T 5,

<FrB b L AIBAHEICA AN HEET 54 >
1. A DOEFENE
FEHIEAREE L LD LT AEAL, ERE (RERMEREEZET, LT, &
O TERELELT D) OB LICIRZ T, #BFEROED 2 HFEEHIC Y EA D T1K
4. AA R, PERLL AT (CUF, R4 E VD) ZRRAL, BEROEN
IR T2 2 & CEEEDONGEE L TEAR bR, 7B, ABESE%STHE
REAZAH LRWHEENS ORFEORE, CPS THRELFR%GEOER AT L,
UHEHORMERDD Z & & L TEEEDOTGEE L THAELI X,

2. A DA N
AEEAHRFE L L D L2 MAE, WIZHT 2 FHOFEA L B OEN T
RTBHZETRAMEDNGEE L2 TR B2,
728, ARCP T, 1AELLIL2 A CARAMEOR RN AR EHO U A &G
T 2HDOTHY | RAEMRBICLEREFHICOW T, ZBAERAY X bnd
BIRL, CPS TEDDHZ L LT 5,

[1 .5 CHeRd <& 2EH]

- HARERS - EHIEY IS | FEERE

- EESG TR GEEREINEL G, - ISREEH SRTE
PIF, & THEisRiTiE s 3 5) - BRI 2 R ST R A RE

CEREARRET—F (BEMOLO) - BATRRES R E

- EAFEGZH— K (IR 0 B A B L H 1355 2 0D T EAS)
- BRI TR INBICHYS T SR #F T, CPS
- Bk DRI VEAEZRET HH DR
- B TR oYl N7

- R THF RN
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(2 Uf A3 06 B 70 ]
AMAD 2 5, SUTAME B#IA DA 1 AT ORI L TERBARN,

- fRERORIRGE - ERESTFIR GEE)
- [E R ARG FJRAEEETR GEE)
A A BRE - AR
ity 5L ORI - BUfasE
I HEPRIRGE - FIE R kR B 3
- FEREE AT Bm (6 7 HLINFEITD & D & BRERENE)
- AR (IR B AP IEEEE SO BEA O S 0)
* HEOHFEE BTSRRI HEE RO GEAM O b o)
B 7 BB OB AT B U X IR BLRE A
(TR HIRFHET 6 » ALNDOFIITO L D)
- HIRBEER PR
- BERBUNEE (BT 0 b D)

3. EADFEHERFEOER
KA#%ﬁ%m%ut%% THEFRS L THET L5 E1E, FEEEROERA
PEDSNIFEZAT 21X, BB ROSFEN e STz b D & Bde T,
ﬁ@k#@uf$ HGEE. HESEGENELZIRA T, BAEROED HZE
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LocalityName A
OrganizationName o NN 23 R R B O & B D GBI,
T DOGE X EREAERE4 27—~ b D WITREES
C OrganizationName (ZFE#; L,
OrganizationUnitName | O | OrganizatioUnitName (Z” Director” 0> 3CF51 % 4%
T 5,
CommonName © | MAFEORLZ o —<FCiL#lT 2,
GivenName X
SurName X
e-Mail X
SerialNumber A | EERRE SR AT T N TE D,
SubjectPublicKeyInfo ©
Algorithm © | RSAEncryption &9 5%,
SubjectPublicKey ©
IssuerUniquelD X
SubjectUniquelD X
Extentions © | friEsEEk (Extensions) Zf
Fho, TO) XA, O] WHEAICLV A, TA] BAFvar, [X) IRELR
WIZLERT,
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#£17.1.2 FEAZEOT v T 74V (JEEMEEE Extensions)

’A BRE B Critical
authorityKeyldentifier © FALSE
subejctKeyldentifier © FALSE
KeyUsage © TRUE

DigitalSignature X
NonRepudiation ©
KeyEncipherment X
DataEncipherment X
KeyAgreement X
KeyCertSign X
CRLSign X
EncipherOnly X
DeciphermentOnly X
extendedKeyUsage X FALSE
privateKeyUsagePeriod X FALSE
certificatePolicies © TRUE
policyMapping X FALSE
subjectAltName A FALSE
issuerAltName A FALSE
subjectDirectoryAttributes © | EFREFEESEOER (hcRole) #FrHk, FALSE
IAFE R EZE IR F e ORI RS 0
AttrType O | BHEOBAIINA, TOMEBEEH)OHAI
B,
HCActor @ codeDataFreeText |2 & #4 7 —
TIVF 17.1.83 OFEFKFLE UTF8String THRE,
AttrValues O | subject NEEDOEMK AT HHAIL.
HCActorData |2 & #4153 0 HCActor % 3% &
T 5,
basicConstraints X TRUE
CA X
pathLenConstraints X
nameConstraints X TRUE
policyConstraints X TRUE
cRLDistributionPoints © ?;ggi;}g;n;i »5\ 3 URL T, CRL Ol FALSE
subjectInfoAccess X FALSE
authorityInfoAccess A FALSE

Fho, O] 1IME. TO) FEAICE Y%A, TAl BATFvar, X IERELR
WZ EEERT,
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7.1.10 REEFREDITFOEME (hcRole)

(D) ¥+7¥=27 b7 4 V27 MY BHILIKRTD heRole BHEDRA

ARV T, ISO IS 17090 THLE L7z heRole @M% FRtlrnT L oicrmn 7 7
ANVLTHWD Z &ItT 5,

subjectDirectoryAttributes ¢ attrType (2 I hcRole % %% 4 OID
{id-hcpki-at-healthcareactor } %% Ed 5,

attrValue (3 HCActorData T, HCActor ® codedData Tl& codeValueData I3 H
W9, codeDataFreeText # 5%,

AR Y 2 Tlid coding scheme reference @ OID & L T ISO coding scheme
reference T, A& CP OILTEDTZH 7.1.83 DEWKL E ST % local coding
scheme reference ¢ OID %, { iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) hcRole(6) national-coding-scheme-reference(1) version(1) } & f\V 5, &%
A, £ T13ITRT X D ITHFERFL 2 V) UTF8string TRAET 2,

subject NEOERK % HT 554513, HCActorData |2 &# %5y D HCActor % 7%
ETHIENTE D,

AYLERIT, AT B EFERERAAFH L ORI OEFE OBE 1IN0, £ ofth
(BES)OLEITEWEAT LT D,

#17.1.3 HPKI &#4 7 —7 /v (codeDataFreeText D E )

Ehe (ERERK) B!

‘Medical Doctor’ % fifi
‘Dentist’ B}l
‘Pharmacist’ B i
‘Medical Technologist’ Fife PR A A 5 il
‘Radiological Technologist’ PO R Al
‘Registered Nurse’ Fen 1]
‘Public Health Nurse’ el
‘Midwife’ BhPERT
‘Physical Therapist’ FRERE L
‘Occupational Therapist’ E3ERIE L
‘Orthoptist’ BRI L
‘Speech Therapist’ SREEE
‘Dental Technician’ R T A
‘National Registered ‘Dietitian’ | & Hi%HE 1
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‘Certified Social Worker’ ettt
‘Certified Care Worker’ I aL L
‘Emergency Medical Technician’ | $/&Rm +
‘Psychiatric Social Worker’ FEAP PR AR AL T
‘Clinical Engineer’ iR L
‘Massage and Finger Pressure | & ABEE~ v — UFRER
Practitioner’

‘Acupuncturist’ QU]
‘Moxibustion Practitioner’ X ) fili
‘Dental Hygienist’ g A
‘Prostheties—&OrtheProsthetist | kIRt
and Orthotisttie’

‘Judo TherapistArtificial Timb | FeiEHIF AT
e

‘Clinical Laboratory Technician’ | fZEMAHLER
‘Certified Public Psychologist’ AT IR
Tiss (EREEOEBEMLE) | 8

‘Director of Hospital’ bt R
‘Director of Clinic’ PR E
‘Supervisor of Pharmacy’ A PRSI AT
‘Proprietor of Pharmacy’ IRPRRRE
‘Director’ & DA D PR ZE AR LR B 0 B B AT

) B4 DT — FROZE[IE—# O Space (x20) & 35,

BEICH L TEANOXELZRMNT 2 LB SVERKEFOETREMLE %

hcRole 721 TilBlI & 5 L 51z

EDHTND,

708 . LEF Directorb EYEZ i 5 5 %5 4 1% Subject 7 4 — I/ KO
OrganizationName } 0" OrganizationUnitName |Z7HC, OrganizationName (Z
PR = R B AL B 4 & S FE ik e — <~ F THM L. OrganizationUnitName
(2" Director” D L5 & ¥sHH3 5,
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(2 HPKI hcRole Bi:7m 7 7 £ v
A HPKI @ CP Tl ISO IS 17090 IZiE % H 172 heRole BPED ASN.1 K5t % LA
TOXEITTRT A NT D,

hcRole ATTRIBUTE : := {
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch
D id-hcpki-at-healthcareactor}

—- Assignment of object identifier values
-- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki 0 }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

—- Following values are defined in Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{iso (1) member-body(2) jp(392) mhlw(100495) jhpki (1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

-- Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE {
codedData [0] CodedData,
regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } -— Notel (Do not use)

CodedData :: = SET {
codingSchemeReference [0] OBJECT IDENTIFIER,
—— Contains the ISO coding scheme Reference
—— or local coding scheme reference achieving ISO or national registration.
—— Local coding scheme reference in Japanese HPKI is id-jhpki-cdata (defined above)
-- In this profile, use this OID: Note 2
—— At least ONE of the following SHALL be present
codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —- Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP
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Notel :
Note2 :

Note3 :
Note4 :

HCActor @ regionalHcActorData i, A< CP CiHfEH L7e\y,

H A HPKI CP CT/& 7= local coding scheme reference @ OID (%, idjhpki-cdata
fiso(1)  member-body(2) jp(392) mhlw(100495) jhpki(1)  hcRole(6)
national-coding-scheme-reference(1) version(1) } &35, Z® OID %, # 7.1.3
D&KL EBRT D,

A CP TiX CodedData @ codeDataValue [ZHV 720,

7K CP TiX, codeDataFreeText & L C® DirecroryString |Z13%# 7.1.3 IZH/E L
7= ‘Medical Doctor’ 72 & OHFERLOERL &MV 5, £7-. DirecroryString
1Z UTF8String T a— RLIEbDEMED, v v F o7 A—dng U —<
Yy F TR D,
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<BE>
LLUFIZ, hcRole %% 7= X.509 SubjectDirectoryAttributes §ziE% DER —> =2— R L
o7 =420 ASN1gEE X 7 LTchla R,

Medical Doctor O

No Type Len Value
030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents
2 06 3:  OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)
704 54: OCTET STRING, encapsulates {

930 52t SEQUENCE {-- SubjectDirectoryAttributes
1130 50: SEQUENCE {-- Attribute:'hcRoleAttribute
13 06 6: OBJECT IDENTIFIER '1 0 17090 0 1' -- OID::type
2131 40: SET {-- SET of AttributeValue::values
2331 38 SET {-- AttributeValue::HCActorData
2530 36: SEQUENCE {-- HCActor
27A0 34 [0] {-- HCActor
2931 32 SET {- CodedData
31A0 12t [0] {-- codingSchemeReference: local coding scheme
3306 10: OBJECT IDENTIFIER '1 2392100495161 1'
: }
45A2 16 [2] {-- codeDataFreeText
470C 14 UTF8String 'Medical Doctor'
: }
}
¥
¥
}
}
}
}
}
}

oA S A R

56



7.2 FEHFBRFVR DT T AN

721 N—Ta BE
FEHAFEITT S CRL 1L, X.509CRL 7 4 —< v MERDO A=V 9 0 2 1T/ 5 D
R R
EARERO T 0T 7 A /TR 7.2.1 1 TR-T,

7.2.2 CRL & CRL = b VU SLiEGHIK
CRL = U OYEIEfEIk D 7' 0 7 7 A Wik, LLF D% 7.2.2 ®i@Y £ 95, CRL LR
O T a7 7 AT, LLTO#K 7.2.3 DY L35,
Fho, (O] 1F30HE, TO) 1IEAICLVSAE, TA] FATvar, TX] IEREL

RN Z L EET,

#1721 FERAFERZY A DT r 77 A0 (CRL EAREE)

ZA4—NEF BE B
Version © |Ver2 35,
Signature © | 7.1.1 ® Signature L [FAREE T 5,
Lesuer o YO MER T Z)AO (CountryName /% Printable, %
MBS UTF-8 TRtk 3 %)
CountryName © | c=JP(EE) LT 5,
LocalityName AN
OrganizationName ©
OrganizationUnitName AN
CommonName © | RILRORY 2R TUFHNE RS D,
ThisUpdata ©
NextUpdate ©
RevokedCertificates ©
UserCertificate © | KHLIZFEHED serialNumber % Fli,
RevocationDate © | KPBERETHT D,
CrlEntryExtensions © | #E9EMESL (crlEntryExtentions) &M
CrlExtentions © | #EaRME (crlExtensions) SR
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#1722 FHAERHI A OT BT 7 AV
(CRL = b Y yKiEfEK crlEntryExtentions)

TZ4—NVEF BE L Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
CertificateIssure X TRUE

#1723 FERAHERHIALOTRT 7 AL
(CRL #:3EfE, crlExtentions)

TZ4—NVEF BE L Critical
AuthorityKeyldentifier © FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint O 4yE| CRL & MW 3854 1302 TRUE
FreshesCRL X FALSE

7.3 OCSP 7urr A
7831 R—=Ta BE
HE L,

7.3.2 OCSP IR
HELRW,
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8 YEMLMEEETR L DDA
HEHUWEEE R X, 2< @ PKI HRAERMET VORAI KLy R—F v N ThbH, K
20> CREE A2 RITT 2385013, A CP OBEFHIZRIIE->TWnH EWnWH Z &
%ﬁﬁ%\MA%&UHHHmﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁféﬁfﬁiﬁéﬁkaé

8.1 BEEBHE
WELROMEIWER AT, 1 AU FOMBE IToN s boe+5, L, BE, ik,
B L. AR OHRIC KB AL E N S B ARE I EE 2 ERT 5 b0 L
%,

w

8.2 EHEHZEDHITT - B
AR, RGLREB A BT - TV B EMN DI Ui, HMYARRE AR AT HER
FlEMEAEEET A LD LT B,

8.3 Eifr# L EIEH ORR
B2, RAER & IR OMBKIC IR 5 2 L Ic ko T, HEEEHD LML TS
bOrY s, BEET, WEES L HANEBRERL 2N b0 LT 5,

8.4 BEHT—~
AL, A CP RUBHET 5 CPS O E B R—d 5,

8.5 EIEMMHEE ORI
WALRIE, BEERNARE ORI RO S & BRI DRI 2 Wi iE & 52
i R

8.6 EEATHREFDEAN
EEEFN X - CREWTEOFHEMEIC BT 5 H KR KM% B S 7 8GE R S8 &
JElE. A, MEE KO HPKI RS AFESHEICE L ICBAT b0 LT 5,
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9 FOMDELLEERVERE EOEH

9.1 HRl&
BFROREEIZHOWTIE, A CP IZHEVER SN DFGERDBHRET 20 L, A CP
TIEHLE L7y,

9.1.1 FEHEDORITUIFEGE
HELRW,

9.1.2 FEHE~DT 7k Z2E4&
HE L7,

9.1.3 R IIART —Z RFHRA~DT 7= 2k &
HELRW,

9.1.4 ZFOMOY—r RITH T BHEHE
BELZW,

9.1.5 IWELIES

HE LW,

9.2 MBLOEME
K CPITHEVEN SN HFRIERIE. 7 ORI 72 E 3 T LT & SN D4 7 BB
R HERE L7r < IR B,

9.2.1 RBROEFHEFE
HELZRW,

9.2.2 FDMMOERE
BE L2,

9.2.3 TV RTUT 4T (IR T BRBRGIAREE
HELRW,
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9.3 EBIFEMOMERE
9.3.1 FMEEROHEA
A CPZHE 9 BIERDMRFFT D8 A L OO #IL, FEHE, CRL | &#BFHRNE
H2%5 CPS O—i e LTHIRMICAE SN b O ERE MERRESGE LTHRbNLD,
IR, EOEDICE BHAROMAZIC L 5 FHORFE LG HAZHRNTIND
D2 IMBIZ B LRV,
TIAFEORAHL, ZOMAEFIZ Lo THERFRTREFERTH S, BIEH T, W
MWRDGETHEINLDEA~DT 7B AFEZREE L0,
R o ZICE ENDEREOEARE ST, EREIRIERTH D, FAEHIE. A
CP [8.6 EsEFEF DA I SN TV DHA K NEDEDIC L DB EHRNT,
D DOEHEINEA~BIR L u,

9.3.2 WHFMOMBASNDOIFR
AEME M O CRL ICE EN TV B IEHIIETEH & L THbaewn,
ZOM, WORHGENRE L THRDR,

RER LSO HFTIN D | B IRFFOHIIREE LIS & 72> 72
BEZRICBE L CTIAEIZ L - TER STV S 1E#H

9.3.3 BEFEMERETLIERE
WA 19.3.1 MR OBN] THE SN REREREZRET 5720, NEED
SR B DI HIRIIC AR 2 BRICK L CABM MR WA BT 2 T2 A D,
7272 L, GERAMEE T D MBS S A EOEDIC L DEA R OMAEIC X 5D
AR BERAICHTT 2 2R’ b 5, TOK, ZOHMREM G- E1TR0%H 5
IEMRFIRIC L 0 2 OBREFEZFHICHRT 522 L3 TERY, L2 0boT, %
D L9 IR IERBIFIR L7 HE, TORITRMLEZERA D,

94 MARBROT T A v —R#

94.1 FIANT—RY ¥
AR 31 B EARHOB Y NSOV T, FRALRHO CPS THIESNS [
TANY—RY v BEATHb0 LT 5,

9.4.2 TIANY—LLTREBEINDER
REAHIEL. RONEHE RS RS MAERE LTHROHES,
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ISR ARNERSLSHE A O B TIE L BEROF T, FEHECE Ehin
Tﬁ o

ZAE, HorREHE, BEERT. EELOFEMA L oFREBSITRET D
_k#T%\%ﬂLiU%m®@k%@%?é:kﬁﬁ%@%%%%¢o
CRL IZ& £ 72N DFE S S35 1k OB 2 BE 3 5 1 o
Z O, FEEERDEFIZEIT B0 B IAE OENEHR,

94.3 FTANR—LixBRRENRNER
WOTERIT, WERHHE L THbRun,

ZABAGERERA
CRL |ZFLifl S hu 7 i

9.44 ENEBRERETDHERE
WA 19.42 FIA N =L LTIRE SN AR THESh B2 IRETS
7o, WEB L UMD & OFHIRIRICFR D 2 & BTk U CH B 2R (R R 2 Eid 5
BHEEAD,

9.4.5 FAAEROHAICET HHEA~DBEMRCREE
PRRERIE. RERIERATHER K O O OFBREZER OFIH B AN IR 0 E A @& R
%o ENLSO B TEAEREZFIRT 25613, IS TR SN T D65 RE,
boNPLOAANDREEEL LD LTS,

9.4.6 FHEFR UM TBIFHICE S A
FHEMEES, TTBUEBI T2 D ZFEE T T2 b DDWE, . BIEERH - 7 5E1
PAERIIERE P RT 5 Z &N TE D,

9.4.7 Z DR DOERBARGM:
B2 320 L2 AR A UL Z DRELAD S LA NS B 5o %T%*@b
NBE, BRI THRED 2 B X > TESREBTRT 5, Z08RA, ECHh
L% WEHRHZEIZOWTL, FRAREZ RO 2EFOAHLE TS,

9.5 FIRIMEEME
IR L MAE L OB THEDOAE N2 SNAVIRY | AL 59— 2
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DO L HEHRERKROT — 213, KITRTHEEOHEFICET b0 LT 5,

IMAEGEE  BiERICRBE T 2 METH S

A OFA§E - FEHEL, £ ORGFFIEIIRFEEOTAEICHP LT, &
Bk & R D R RZFTH T D IAE T 2METH S

A DAPREE « BRAFITIE IR O A HICHD 69, MR DA #RE
Fﬁﬁﬁ‘éﬂﬂ)\%‘ WIRIE T DMETH D

CPS : SiERICIRE T 2 ME CEFEZEL) ThD

A CP: FHPKI WREREMFR SR (nE T o ME CEFHL &) ThD

9.6 HRURIEE

9.6.1 %ﬁﬁ@i%ﬁ%
PALRIE, T O ICHZ Y |, AR CP ROGEIEROEDH D CPS IZESW T, IMAH K&
OGRS I3 L CROFEGER & L COEEER-T L0 LT 5,

T DY — R LEHOTRTR, A CP OB LRIERDED D CPS (21
S>TIThbihvd Z &,

FEAEDOFATRAIC, HEEHEORGFENE OEBOMEEZHEICIT ) 2 &,

AR I FEM F 2 FAT T DL, REF B STV D IF#RAA CP ITHE > T
BEESNTZ L2 RGIET 5 2 &,

APREEE BTN 2 A TEEIE T 5 2 &,

RALRCED 5 RBHY %of%%$mﬁibtﬁA \ FER A e 5

BWHo L

(EL[EL&&@E%$@%M£E®mw5ﬁ& LY. ERPIAFTES
o

M&E@Ewéﬁ&f CP 12153 < MAFOHER & 3685 5 4 A AT 5

zk,

BEOfEFMEOB I, FEREUIHROER, F—EADIVIE L, KOSk
AT HOOTRmEEMAE BT H &
A CP 5 HM - Bk, EHOEX=2U T &8 RO 6 it x
2 UT A ITEVIRRER A TEE L, Ao bEE T SE RN &,
CA RN, FENERUFEHERZ Y X MIBAT 7200 ICER S 2
& é}ﬁ%&@“é &,

HEHEOHENAEDOEBAOMRIZIB TR L2 &, KREOEFHOWE,
&ém&%mb\miﬁﬁﬁﬁéza
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FORER DFEATT DAEHED T, MMAEZITH LT, MAZEDAFR (subjectDN)
D—EFMEEREERREIC L TR Z &,

9.6.2 HERFHDORMALEE
BERIE, BRI L TORBRR A EE T 256, MAE, RiEH ., iRt

LTROBEFEERZT DL T2, £, BRI, RBERICRD > TRETITHICD

WCEBNCE T EA D,
FEBIEFATICH 20 . AFENAEDEADOMR L MEITITV, MR ORI
WXL TRFET 2 2 &,
afduEHOD%v‘éﬁv“éuﬁﬁ}]i@qﬂf JJIJ)\%‘ Zxt L TMAE DL FR (subjectDN) @
—EMERGETREIC L TR Z
FERA EH G raa*élzé*a*duEH ’fé z 921 TL, BEGUREZRITRET D2 L,
FEERZ R FE 21T 9 HAIE. A CP 14.9.3 KREHFEOMBETIE] 1Ti/E-> Tk
RGBT o2 &
FROBGEED T2, FTZFEHEN ED X 91T, AR SN2 BB RE7: X
T, FEEOMERRER UL I TR e E DA Ry M| RLRICBE LT-5hE
ZRE . FEEOT MG T# 10 FRRETDHZ &,

9.6.3 MAHDORBFLRIL
AR CP IRV &S SN DFEAEROIMAE X, RAERICK L TROELEZR-T b0 L
T 5,

1. REHERITHENAICNT 5 BE
AL ERATRGE 21T 2 Hh . BRERICIR R T 2 HENE P ER R ERTH 5
LISHT D HEEERTZT Z &,

2. FEMEGCEEEHOMRELE
AL EOFINFIC DWW CGEHEOZ IR 21TV, FFENA &SR
7 TR TE) Lo Fo. EENAEL ’Jb\’CIﬁWi& OTRBEDFAE LT HAITIE,
RN YZRE E DR TR E 2179 2

3. #R EDEHIEE
HMARERE L, ok, B WSA, X3mlashs 2 a2l s7z0ic
BURHEERD 2 &,

4. FHEORMIIXTT 55T
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HAROMmK, &, TOMOGEIME, TZTh oD LRI, RBEER
DED L CPS i TERMTEIT D Z &,

Flo, GEREFRICEE R H T EAIE, SBREROED D CPS (It~ TR

WKairths 2 &,

5. FIMBE O#MSTHIT
IMAFE L, & CP &U\wm&ﬁfﬁﬂ]\% X LT RSN D XEE A, Z OF)
FIRUE Je OERIE BT 2085745 2

9.6.4 MRFEEE DRPARIE
A CPICHI D EE S DRBAEROBRGEE U T OFLEERZT LD LT 5,

1. FIHEUE ORESFEIE
MREE . A CP R OSERESR THGEH 16 L TR SN D LEEFA, £ OF]
FBER CEEIEBUE AT 2 2 &, £, GEREORIMICE L CHEEA0E

HAMEITIT) Z &,

2. FEHIEGHFHOMREE
MGEEFE L, GEAEEZFMT BRI, TORIELRRBT 2 HERDH D, A
ORERICIE, LFTOFEENREEND,

REE DB PIELN &
AEFIE DA HIBRA B TV RN D
FEER R L TNz &
AEIE O F AN, ACP 17 FEPFERCEDY A KT OCSP D7
TANM] IKRESR TN T R 7 7 AL EAEL TV I L, 2, RO 2
BOWRGEE FM9 5 Z & i1X HPKL B4 AR #E S L CEETH D,
- OID KO Issuer @ CN 3 HPKI OB EIZ—HK L TW\WbH Z &
- hcRole % U keyUsage @ nonRepudiation D& THITWD Z &

9.6.5 D BRE DRIIRFE

HE LR,

9.7 E{REE
PALRIX, A& CP 19.6.1 FRERORWIRIE] KON [9.6.2 BEFORIMRIE 12
AET HIRAEICEE U TRAET D00 e DR E, H0HRE, MR E SUIIRED
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PEIXITHEEAEADT, ORI EEFI, 7 —F OMKRILE O o R L
HHIREMEEICRT 2 BT EADRY,

F7. ARCP [9.16.5 AAHiS) THEINA R LS — 2 EIRIZ k> T
MAFE ., B LLITEDOMOE =B N THENE LSS, RIRIET—YORLEEA
b,

9.8 FEMIR
FORERIE, MMAE TRV CEFREAE ORI SUIFAA OB B2 OMINAE BN EF
AN EFHEDOHEMBZAREE) T > 7o 72 DI T HFICTH L CEEEZADRVY,
/N EDEE)%&U’*ﬁEOD%?ﬁi AR M OV R D BB T 412 kv CP, CPS I
EO BNTEREZITDRD S T2HEITIRET D,
¥, ACP 19.6 KHILRIE) _Eﬁ L. ROGE. RIERIIEEZ ARV,

FRRERICEER L2 WARIEST 2, RIEFERIEONBARZEIZ XV RET 2 —8I0HEE
DH)\%AX IMGEE D E COBBOBIT 2B lo Il A LT EE

TIMAGE XATKRREE D> A7 MR L CR4A L7 —B o E

A XIIRGFEE BEAT 28RO Y 7 by = 7 OBE, REAH 5\ IET ofh
OEEARIC L > TAUIRE

RBAEROEIIFTHZ L O TE R WFER TEFEIIERL R CRL IZABKH S 721
WITER T 5 E

RBALROFITIRFT A L OTERWERTIEFRZBENTONRVIRIEETAT
c—UOEE

AEMEOM B U TRAET 2 85 B EofEBS, —HoiHE
BRFSOTREBR T, N—FU=THHLIWVIXY 7 F Y =T RS T L3
R MRS O FISER RS 5 E

9.9 MY
K CP ICHE SN BE A Bz S Aaho 2 2 LSRR LT, BB —E2DMA
FoR L THRES G256, RIERTED D445 FIRE L CHREZRHT 2.,
7L, RO IR S ARV bR LI HE, AR, RIBHRE, 0T
FROFEEZBDT, BAIEEICOW T, WARLEATLHOELEAbR,
F7o. A IIRIERDNRITT 2 AW E A #1535 L 7= B C L MREEH 1238 L 72 s,
FRAER B OB 2 MRS (T D BRI ES RAET B,
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9.10 ARV OBHHIMERT
9.10.1 HZHHH
A CP %, fEREn7ctt, THPKIZRGERHEMESH) L0 FdE, KREIhdZ L
X0 Encies, £z, 19102 & 7] TR d 5K CP O TETADTHLI LD L
T 5,

9.10.2 #T
A CP L, 19.10.3 #& T OB LAkt SIE] THET sz ks, THPKI GE
MRS NES L EE L-REOUT THPKI BAERSME S MEEE - &
R o T2, BRI D,

9.10.3 KT DEELHFHLE
LEMKET LIEHAETH-TH, 193 EBHROWERE]. 194 EAFHROTZ
ANT—REE ), 195 FAMPERE) ICRAT 2B R T 2 b D LT %, £/, THPKI
PR RHE MRS ICB W CEO MR TR 2 B A, MR IS b D
L5,

9.11 BEFRFE R DOME ~ DM & Eiks
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