'8

RIEEFEALDE PKI BEEE
EA4HAERAERY &
1.3 (KER)

SR X X AR X
JEAE T A

(C) Ministry of Health, Labour and Welfare



S SR

fi%k H 4 N
PR | FER 1T 4R | RIS
110 | Rk 1843 A | 1.1 B XV TF AR AL MET

LR ER JIS X 5080:2002 &
L7,

3.2.3 E AN DS
< EDHE >
2 E N DA N

ARANEDOHETBNFRETHH & LT
FOAE RIS TE D B FEFAD 9 BT
DNT, YEEHO A B — DY
IRZERRIC I Z FRET L T2
ZE&éli

3.2.3 EAN DS
< EDHE >
4 [E &R I OV R RS
S D EEHER

EF AR ES O a B — O #Ek
WZH=h, UEEHEEZED oY —
DY 72 ZE I FZRI A EREI L, B
ERGRGEAELZ IR CTH®E TS Z
L LTWD, REKE Y%A
BELICARANDOESENIT S
TWRWEAIZRET 2 § Ol
ZHIER LT,

4.2.1 A AR OV RS e iR
<EANDPDLDOHFEOBRL
>

2 HFEEHEHT HH~
DREAZEFRAT

(2) #HiEDLE

EFE KT RESE D 2 B — O E %
WZh= 0, B AFrrED a ey —
DY 7o 2SI EA 2RI L, I
BRI E AR A CTH%ET 5 2
EELTWAEN, REHkE Yi%n
TRESICAR N OBEBEE NI S 1
TWARWEAIZRET 2 B Otk
ZHIER L7,

5.43 A& w V&2 RAFT
% 41

AR 10 R & Le,

6.3.2 ABHEIFHEDH
AT & g7 O
]

CA ABASEREEOAZIRIE 20
Er#Bznbor L, FORE
BOBEHIZ 10 F2BX 2V ED
Lz, TR T 4T 4D
AN O BHEERE E O A 2R X
5 EE AN EDE L, TDOF
HHROMHIL 2 FE2B 22 0b 0
L7,

718 7Y XALAT
T =7 MR

FEAGHIK O Signature 712U X
LU T ZEM LT,
sha256WithRSAEncryption
(1.2.840.113549.1.1.11)

sha384WithRSAEncryption
(1.2.840.113549.1.1.12)

sha512WithRSAEncryption
(1.2.840.113549.1.1.13)




9.3.1 FAEE1H R O [BAER N E SRR SR E LT
IEREPIRTHZENTE D
A1 BT sk o—E A2 IR L
7=,

1.2 it

Wik 22 45 3 A

Rk 21 4F 3 A OEFEEHR v U — 7 FHBREHS IR W
T, [MRfEERE LS PKI RAERRGEH () FEHERY
T RN MR EERE ALy B PRI SEFERRGEA (RRk) FF
HERY V) BRESNTZZO, ZHUCAEDbEFTEOWRE %
Fh L7,




L DTttt ettt et ae e eta e eaaeeanaan 1
Lo BB ettt ettt ettt 1
1.2 SCEDBBTE TR oottt 2
1.3 PRI BRI oottt 3

1.8 L BRI A oottt ettt ettt 3
18,2 B A oottt ettt ettt 3
1.8.8 AT oottt 3
184 BREEAE oottt ettt 4
1.3.5 Z DM BIERE oot 4
1.4 FEFABODBEFITTIE oo 4
1.4.1 TBEEVRFEBABDB oo 4
142 ZIEESHBFERBOE R ..o, 4
15 TRU TBHR oottt ettt 4
1.5.1 ARY BB T DIR. ..o 4
15,2 U VBB e 4
1.5.3 CPS DR ) BB B e T D oo, 4
1.5.4 CPSTKEBTEE oottt 5
18 BB R oottt 5

2 ABIRU R BYU DB oottt 11
2.1 UTRD B Y ettt 11
2.2 FEBHEREI OB oo 11
2.8 ABADREHIITIZ DBEEE oot 11
24 URT FPUANDT T BAEE oo 11

B BRI TIBBAE «..ecveveeeeteeeeetetee ettt ettt b ettt ettt a et b et s st s enas 12
BuLl TR IE oottt 12

S8 1.1 AFRDTEEH ..ottt 12
3.1.2 AR EBHREFFOZ EDMENE e 12
3.1.3 JMAEDEBMEIZARBME ..ooeeeeeeeeeeeeeeeeeeeeeeeee e 12
3.14 T4 DAHREMIRT D7D DBAN oo 12
815 TR .o 12
3.1.6 IR, FBFEROFIRE DB .ot 12

R | Il N N 5 USSR SRRSO 12



8.2.1 A DT A TETT T D 5EE oottt ettt 12

8.2.2 FHBRODEBEE......o oottt nan 13
8.2.8 MHADTBEE. ..ottt 14
324 FERULIRUMAZT DFBEER .cooooeoeeeeeeeeeeeeeeeeeeee et 18
3.2.5 HEBIDIEYMERERR ..ot 18
8.2.6 FHEIEFHDIEIE .o 18
3.3 BEHHFBREORAMRERTE L UREIE ..ottt 18
3.3.1 BEOREHFREDRANMERETB R OFEFE. ..ot 18
3.3.2 FERAIELRZNE DEFEHT DOARNMEREBRLOFBIE. ..., 18
3.4 RENEFBREDOARAMERETE L UBEEE. ..cvoveveeeeeeeeeeeeeeteeteeeeee et 18
4 FEAEDOTA THA 7 MIRT BB EDBEME e 19
O 133 2 === - OO 19
401 BB B D B B oot 19
4.1.2 BT OTERTE .o 19
4.2 B B B T T ot 20
4.2.1 AR AME L OBEAETERD c..ooeeeeeeeeeeeeeeee ettt s st esesennnas 20
4.2.2 FEBAEHFB DT IUTHIT oot 24
4.2.3 FEBEH IR E IR oo 24
4.8 FEBA T T oottt ettt 24
4.3.1 FEFAERITREOFRIEFDBERE ..o 24
4.3.2 FEFAEFEITBEDIBA c.cooooeoeoeeeeeeeeeee e 25
4.4 FEBABEDZZI oottt 25
441 FEFEB DR oottt 25
4.4.2 FRERIT L BFEFAB DB oo 25
443 MOTUT 4T 4 THT DRI L DFEAZBRITEA oo 25
45 GERT EIEABEDFIH BB et 26
451 MAZEDOFAEELTEFZEDOFIH B oo 26
4.5.2 WIEEDABRELFEFEDFIH BB oo 26
4.6 FEBA T I oottt ettt 26
4.6.1 FEFAE BT DT oot 26
4.6.2 FEBE D T IR oot 26
4.6.3 FEFAEFEH DAIETME ..o 26
4.6.4 JNAE~DBFEFABTEITIER cocoovoeeeeeeeeeeeeeeeeeeeeeeee e 26
465 FH SITZFEBAEDZZI .o 26
4.6.6 FIERT L D FEFREFE DB . cooooeoeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 26

4.6.7 MMDOTUT 4T 4 ~OFEAZERITEERA ..o 26



47 FEHAEZEORTH EEFZREITEHETDD) o 26

471 FEBH BT BT D E e 26
AT B T A B oottt 27
4.7.3 EEFEHHFFOLIETME ..o e 27
4.7.4 MAFE~OBFEHAZETEITIER cocoovoveeeeeeeeeeeeee et 27
4.75 EFEHSNTZFEAEDZEL .o 27
4.76 FBIERIC K DEFEEIEFED AR oo 27
4.77 MO T 4T 4 ~OFEFBEFREFTHH . ..coovieeeeeeeer e 27
4.8 FEFIEZETE oottt b s 27
4.81 FEBHEZETE DB ..ot 27
4.8.2 FEHE D B H R R oot 27
4.8.3 FEHAEZEEDMIETME ....oooovoeeeeeeeeeeeeeeeeeeeee et 28
4.8.4 MAFE~OBFEHAZTEITIER c.coovovoeeeeeeeeeeeeeeee e 28
485 BHEINTFEHAEDZI. ..cocooooooeeeeeeeeeeeeeeee s 28
4.8.6 BRI L BDEEFEFHED AR oo 28
4.8.71 MDOTUT 4T 4 ~OFEFEFREFTHH . ..coovieereeeeeeeeeee e 28
49 FEHAZBDREIE —FFELL e 28
4.9.1 FEBHERIID IR ..ottt 28
4.9.2  RIBIEET oot 29
4.9.3 RENHEFEDORERTME ....cocoooeoeeeeeeeeeee e 29
4.9.4 RETET DI TR oo 30
495 FRAERIC K BRI FBOLIEEAE ..o 30
4.9.6 RFEE ORIBRIERB DT o.ooooeoeoeeeeeeeeeeeeeeeee et 30
4.9.7 CRL FITHEEE ..ottt 30
4.9.8 CRL 23ABE E IR B REA oo 30
499 FUFA L TORE /AT —F ZAEBDATIE oo 30
4910 AU TA LV TORETBENE ..cocooeoeeeeeeeeeeeeeeee e 30
4.9.11 ZOMAI A FRER RINEBRIERTEL oo 31
4.9.12 BOEFRICEET DREBIZR T oo 31
4.9.13 FEBIERHMEIEDE .o 31
4.9.14 —BHEIEBTEE oo 31
4915 —FHEIERFEOIERTIME. ....cocoovoeeeeeeeeeeeeee e 31
4.9.16 —FHEIEHEARIDRIFR ....coovieiieeeeeeeeeeeee et 31
410 FEBAEBART —F ADRERBT —E R e 31
4.10.1 TR EDREB ..ot 31
4.10.2 P —E RDOFFTTREME ..o 31



4.10.8 AU T IVIRERE oo 31
A.11 T DI T oottt 31
412 FAEETEFEE B ..ot 32

4121 FEFEEREBIERY SR OERE c.ovovoveeeeieeeeeeeeeeeeeee e 32

4122 ko arvF—0OHTENMELERBEEDORYD S ROEM oo, 32

5 B - BERE, BHOEX 2 U T A8 e, 33
5.1 B ORI R ..ottt n et 33

5.1.1 HERRDAIE LIRS ..o 33

5.1.2 MEREIT T TR oottt 33

5.1.8  BIE O 2 BR E o.oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeteeeeeaenanaees 33

5.1.4 ZKE R UHIBERI I ..ot 33

B.LB B KERIE covovoeeeeeeeeeeeeeee ettt 34

B.LB  FEERIEIR oo 34

5.1.7 BEZEMIDRLER .....ooomeiieeeeeeeeeeeeeeeeeeee ettt 34

B.1.8  JHRRFNIDIN S T T 5 T ettt 34
5.2 TEHRRUBER Lottt ettt ettt et n e aens 34

5.2.1 ABHHT RELRB oo 34

522 BT LITHBEL SID AT oo 34

5.2.3 fHA DRBNIHT DARAMERETR LFBRE. ..o, 34

5.2.4 BRI DEERLIEITIRDBIEE] oo 35
5.3 TEEBE oottt 35

5.3.1 B, BBRE OB FEH DBEME ..o, 35

5.3.2 BB DB BT T oot 35

5.3.8 BT oottt 35

5.3.4 FHHMEDBEEE RLUEELE oot 35

5356 BBEDOR—T—a VOBEBEROEM ..o 35

5.3.6 RODLINTWRUVMTENTH T DMIBR oo, 36

5.3.7 FRSL U72FHIFEDTEME oot 36

5.3.8 BB AIRBET BB oo 36
5.4 BEETT DIV (oot 36

5.41 FUERT DA NY FOFEEH. ..o 36

542 BEEBT BT BDBEEE oo, 36

543 BEEO T T DHIR o 36

544 BEEBI T DL ..o 36

545 BERE T T D 7N T T 0 B 0 oo 36

54.6 BEET ZDNET AT 5 (FESHIMEE) o 36



547 AXRVIERILEZTT V2T FADBBEHE oo, 37
5.4.8 ETHHERTM. ..coovoveeee et 37
BB AR D R oottt ettt 37
5.5.1 T —HA TEERDTEEE ..o 37
552 T —HA T ZRIET BHIR oo 37
5.5.8 T =T A T DIRFE oot 37
5.5 T—HA T DINY T T 0T IR, 37
5.5.5 FLERKIZH A LARZ T HDITDEM o, 37
5.5.6 T—HATWEL AT L (FERIMEE) oo 38
5.57 T—HATEREAFT L., BRIET D FH oo, 38
5.6 BEDBEDD IR Z oottt 38
5.7 fEFEMEIROIEED D DRI v 38
5.7.1 KERKRV CARERMETMED D DEIETREE (oo, 38
572 AV VEa—FDON—KRU=T, Y7 NU=7, T—FBME LB E DORAL38
5.7.3 CAFREEIEIAME LT A DT oo, 38
5.7.4 REBEIFEABOBEEMGNE .o, 38
5.8 BRFESD UL BGR T DFE T oottt 39
6 BRI B 2 UT A H e 40
6.1 BT DAERREFTEE oot 40
B.1.1 G RXT DR oottt 40
6.1.2 JMAESDRAEGEDIERT oo 40
6.1.3 FRRER~DABIEEDIELT .o 40
6.1.4 HRFEE~D CARABIEEDEIT ..o 40
B.1.5 GED VA R oottt 40
6.1.6 ARARDONT A —FERBKOTEBRE ... 40
6. 1.7 DT E B ettt 41
6.2 AERBOHEERUVREETETY 2 VEMDBEEL e 41
6.2.1 BEBEY a2 — VOEEER OB ER ..o 41
6.2.2 FAERDBEIIAITI B T R Il oottt 41
6.2.3 FAEBED TR T T (oot 41
6.2.4 FLEBEGED /N0 T T 0 T ettt 41
8.2.5 FAEBED T TTA T oot 41
6.2.6 WEHEEY2— N ~DRERDEMETID H L oo 41
6.2.7 BEBTEY 2= b ~DFRAEEEDIEM ..o 42
6.2.8 FAHEEDTEMEALTTIEE oot 42
6.2.9 FAEEDIETEMEALTTIE oo 42



B.2.10 AR DD BT TTIE oo ettt ettt enees 42

6.2.11 BEBET 2 IVDFHM ..o 42
6.3 ETEEICET DZDMDE ..o 42
6.3.1 ABREED T =T A T oo 42
6.3.2 ABIEFEHZEORLIHIM L BT ORI oo 42
8.4 TE MBI T o oo 43
6.4.1 TEMALT —F DAERRE A LA DIV e 43
6.4.2 TEMALT —F DEREE ..o 43
6.4.3 TEMHALT —F DFDMDBEE oo 43
6.5 AVE2—FDEFR2 U T LB .o 43
6.5.1 HEDALVEa—FDEXa2 )T A IZETOEMAIELS 43
6.5.2 AV E a2 —FEX2 U T Ao 44
6.6 TATHATZNVOERHIEIR ..ot 44
6.6.1 AT ABAZEIEI....coooiooeeeeeeeeeeeeee e 44
6.6.2 TX U T AIEFBER .o 44
6683 TATHAITNANDEF2 YT ABE oo 44
6.7 XY PT =T DEFR2 U T A e 44
B.8 H A DRB LT oot 44
7 FEAERCEZIY R FERUOCSP DT T T T A Il 45
TL FEBHED T T T 7 A I oottt 45
T L 7N 8 B T ettt 45
7.1.2 FEHAEOILE ((REEFREADEFOBMEZET) e 45
7183 THATYZXBFT V2T FBEBIF oot 45
T14 BFRDIETR oo 45
TLB BRI oottt 45
716 CP AT P2 RBEBITF oo 46
TLT ARY SBIHITETR oot 46
7.1.8 Y VEHITFDREILILOEBR oo, 46
7.1.9 FEAZBRY VHEET £ =V ROTRUN oot 46
7.1.10 REEREHEDF OB (CROIE) oo, 51
7.2 FEBAERZIY R RDT T T A Il 56
T2l 7N 8 R T ettt 56
722 CRL & CRL T2 M UHEIRREIR ...ooveeeeeeeeeececeeeee e, 56
T8 OCSP T T 7 A Il oottt ettt 57
7.8 L 7N 8 R T ettt 57

7.3.2  OCSP HEa B II oot e ettt e et e et e et ee s 57



8.1 BB oottt b s 58
8.2 BETEE DB TT » B oot 58
8.3 A LAETE DEIER oo 58
Bid B B T 0 ettt 58
8.5 EETEIRIETH A DIIIE ooovoeoeeeceeeeeeeee ettt 58
8.6 BEETHE DI oottt as 58
9 FOMDER EROIEB EDIEIH .o 59
0.1 BEE ottt ettt seseas 59
9.1.1 FEBHEDREIT UTTFEBTE oo 59
9.1.2 FEHHEADT T B ABIEE ..o 59
9.1.83 R IIAT —FRAERADT T BABIE oo 59
9.1.4 ZDRODOT—E RITHT BB oo 59
9.1.5 AR LABEE oo 59
9.2 FATE E DT ..ottt 59
9.2.1 RBRODBAIBIIE ....coooveeoeeeeeeeeee et 59
9.2.2 ZDHLDEEEE ...ttt 59
923 TURZUT AT AICKT DIRBRIUUILREE ..o 59
9.3 EBEEBMOIIBIRTE ..ottt 60
9.3.1 FFBIEIRODBIIE ....ooeeeeeeeeeeeeeeee et 60
9.3.2 RBBEHROFFIDTER ..o 60
9.3.8 MUBIE R AR T DI e 60
9.4 AANTEBD T T AINT—BEEE .o 60
9.4.1 TTAINT =TRY /et 60
942 FIANYV—LLTHREISNDER .o 60
9483 FTANRY—LIEBHIRIIIRUMETR oo 61
0.44 A AIE I R A R T DB oo 61
9.45 EABROERICETAEANDBEZOTEIEZ oo 61
9.4.6 FIEFH UITBTRUCE S AR oo 61
9.4.7 ZOMDIEBRBATREME ..ot 61
9.5 FMHIBEEERE ...coovoeeeeeeee et 61
9.6 FRHLREIE .....ce ittt r e e a et re et e eaeeneas 62
9.6.1 FBEEFDIEHIRIE ....ooeoeoeeeeeeeeeeeee et 62
9.6.2 BEERSTDRIALEEE......coovoeeeieeeeeeeeeeeeeeee ettt 63
9.6.3 MMAFE DFBATREE. ...cooieeeeeieeeeeeeete ettt b e 63



9.6.5 MDBIFRE DFEHALRTE ....covoeiieeeeeeeeee e 64
0.7  BBERTE. ..ottt bbbttt ettt b ettt b et s 64
0.8 FHIEAIBR ...ovcveeeeeeeeeeeeee ettt 65
0.9 AHIE oottt 65
9.10 ARY ¥ DB &K T oo 66

9.10. 1 AZIHAR oot 66

0.10.2  FE T ettt ettt ettt s s aeas 66

9.10.3 FR T DB L TEREETE oottt 66
9.11 PFAMREMIDOME 2 DB E TR ..o 66
0,12 BIET oottt b et b et b et a ettt seneas 66

0.12.1 R T & oottt 66

9.12.2 FBEIFIE E B oo 66

9.123 A7 V=7 FMEAIT (OID) DOEFIRHE ..ot 67
0.18 G TR ..ottt 67
9.14  HEBLIE . ...oooeeeeeeeeeeeee ettt seseas 67
9.15 TEFTEDBEST ...oovieieeeeeeeeeeteee ettt ettt 67
9.16  FEHI ..ottt a s 67

0.16.1 BB TRGRTH oottt 67

9.16.2 FERURBIEZRTE ...coovoveeeeeeeeeeeeeee ettt 67

9.16.3  ZTBIEZRTE ..ottt 68

9.16.4 IRHIBITERE GrELEARUMRABIE) e 68

9.16.5  RFTHLTT vttt 68



1

1.

ILC®HIZ

1 =

FEBAEAR Y o (Certificate Policy, LAF CP &9) (&, REBERIT (Kb &)

WCBALT DEAEPE] . T2 )7 ¢ S58E ) TR Fo—@EoRNEZEDD b0
Thd, o, REERGEALE PKLIE, PREEREAL B I ISV TIE® 28 L TR
T 2720 DRRBREE TH 5,

AR Y %, R@EEFREALY— © 2R R O EFRE ALY — © 2R & ~DE4
HABSEEEZRBITT 5 [REEEREEMS T PKIERER] OEHERY Th 5,

PREEE AL By PRI FERER 2381 T L72RER L, BN & & ORBsE & OVE R R IESE

D—RICEESIT oD Z AT 2D TH D, BARNFEHELRITT SICHT-
ST, TOFMWEE, Bk, BITROKRDGIET, CP ROFERERIZ L VBRESN DL

ElzkoTHESNS,

I K ORRGER 1, BRAEE AR AL B PRI FRGERIC L - CTRIT S ZFEA E 2 F]H
T LHKHE, CP MUFRRERIC K VBRSNS LEONEL, ZORMIFIEIZRS L TGE
2 0ERH D,

K CP IZHEILT Sl % @ TEREEER AL PKI GERER] 13, A CP & HHE|C
il 2 DEBRICTE G LT FRREE M #LFE (Certificate Practice Statement, LA CPS &\
) ZERT b D LTS5, Ak, CPS 3K CP TRl 5355613 CP MEET 5,

A CP L, EFEALROFREEBICEAT 2R CIT, EFERELN D) ITHES
i TRERSRERB ORE ] 22T TERERER OB Z MR L LT DT Tidn | 3E
BT ROVBRER b RIGE LTS, o T, FMERIEEZSDRELZ T HHEEIX. K
CP IV CPS (T THrERRREREG DFRE] 2% DI R DM HET 2 MENH D,

2B, AR CPIIULTOXFEITKFE L THER I N D,
IETF/RFC3647 Internet X.509 Public Key Infrastructure Certificate Policy and
Certification Practice Framework
ISO/IS 17090-1:2008 Health informatics - Public key infrastructure Part 1 :
Framework and overview
ISO/IS 17090-2:2008 Health informatics - Public key infrastructure Part 2 :
Certificate profile
ISO/IS 17090-3:2008 Health informatics - Public key infrastructure Part 3 :

Policy management of certification authority



EyN

AKCPIIUTOXEEZSRT 5,
IETF/RFC 2510 Internet X.509 Public Key Infrastructure Certificate
Management Protocols
IETF/RFC 2560 Internet X.509 Public Key Infrastructure Online Certificate
Status Protocol-OCSP
IETF/RFC 5280 Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List(CRL) Profile
US FIPS140-2(Federal Information Processing Standard) : Security
Requirements for Cryptographic Modules (http://csrc.nist.gov/cryptval/)
JIS Q 27002:2006 : fEWLM — X =2 V7 4 HIF—EHREXF 2V T 4~ A b
DEED T DI
BB RORGERBICET 2 CPR 1245 7 31 H IS 102 %)
BN R ORGERB BT AT CPK 1843 1 27 B fB4 - 155
B REEEATSE 2 75)
BB K OGEREER BT 2 BRI D < FrERlaE s
1340 27 H WRBH - BB - BRFEREETRE 2 )

TENTAR D FEdE PRk

mm

1.2 XEOAHTL A
ARV v oLFHE REEREADS PRLRGERS BAHGENERY v L35, &

AN

NTRATT DR ER OB — A2, EATEE L0 TR EEREA B O

INBREEESHEYEY ) oA 7Y = 7 FMgkBF (OID) % 1.2.392.100495.1) &EI0 4 T5,

<D

OID

{iso

AR ZRT,

D IR
(1) member-body(2) jp(392) mhlw(100495) jhpki(1) ca(5) ABC V }

A FERERY > cp (1)

B:

V.

EY

FORER OFEAEFESE  signature(1), authentication for individual(2),
authentication for organization (3)

X2 VT ARFELL (n) n=0,1,2,3,4 (01X7 A M. 3L HPKI 0¥
)

FAEAERY COA Yy ==V a U F G v(1)

. AKCP TEDHS OID #%# 1.2 IT7R7,



# 1.2 AKCPTiEDHDH OID

4 +7 V= NRAT
HPKI B4 HAEAER Y &~ 1.2.392.100495.1.5.1.1.3.1
HPKI M (N) GERERY & 1.2.392.100495.1.5.1.2.3.1
HPKI FBFEH M) FERERY o~ 1.2.392.100495.1.5.1.3.3.1
HPKI &4 7 A N HAEHER Y &~ 1.2.392.100495.1.5.1.1.0.1
HPKIGEEET A M (N) FERIFERY & 1.2.392.100495.1.5.1.2.0.1
HPKIFFE7T A M (fEA%) GERIERY & 1.2.392.100495.1.5.1.3.0.1

1.3 PKI ORafRE
1.8.1 FFEH
WL (CA) 1E, FEBIERITR JA) & B8R RA) ICX Vs D, REERE
&A%PMTﬁ;Mﬁ%i@ﬁ®WF%m%&6 ENTE D, Fio, RIEEREE
#F PKI ®/L— bk CA (Root CA) 1%, /&K CP IZHEHLT 5 h O Lpd kg 4k B PKI @
Root CA LFHARIGEZITO Z&NH D,
FATIRITAEFEOMER. FIT. KK ORDE RO PR K ORE D& EBE1T O,
AL, FAERITEEGRER OEE ERTED S CPS OmSF K& OME A #H D i iE 72 B Y %
WA, ZREZTY RZRDT 2 & TEBO M XUIRH AL T H LN TE
Do

1.8.2 &8/
ERRIE, YR R OARAFER, BEROEBHB LTV, AT R ~DFEFERITER
AT, 7ok, FEIEBEROEBIL. BT, KREETe,
HL, BEBIIRFEROEE TR TED S CPS O5F & OME NFH O BE 72 B
WEFIT, BRZMY LT 2 L TCEBO—HAMMICETLT L LN TE D,

1.3.3 A%

IMAFE LI, GEEFAEE Th D, AEAEFTAE &1L, FEERITHHE 21TV RN

WX VAENELRITSNOEAEZ ST, GEAETAEOHMIIRO LB LT 5,
TRt R AL B — © 2 O R ORI H#E
FROBHEFEON, LLFOERZOETLERIZBNT, HHVIIEHREL LTS
ZBEATHIHBEIL, [FOBREALTND I L) HDOWE EHETHDHZ L) %iE
B L e < TR B 72U,
PRIEEFEAL B IR EF R 2 H T 5K
PRI RIS O E P



1.3.4 HREEHE
TR IVEL B ANBREREA E O NS CREET B E /.

1.8.5 FODEFRE
HE LA,

1.4 FERAEOHEHFGE

1.4.1 EYIRFERAEDMEH
A CP TEDHIMAEFMHEIL, RICEDHHHABMICOAEHTE S,
(1) BEFEEFEEE ORGEERE AL B — © AR O B 4 R
(2)  BEZOGEEREUSYE Y — & 2 A OB4 WEEH

1.4.2 ZEikXhAEHEOMH

A CP CRED HMABTEREL, BABILIHITHN RN b D LT 5,

1.5 RUVEH
1.5.1 ARV T &2EH4 D%

A CP OB L, TERIEEHRAE AL B 361 2 B S AARRRAE R O FE A & T E (2

HEMFESFHE] (UIF. THPKI IR EMFESE L)) 275,

1.5.2 MWtk
A CPIZET ARIWEDLEEEZUTOLHICED D,

[RE 5]
O EAETEE BORREEM HRBORHASEEE
ZATHRER - 10 BE~17 B (CFH)
Eahi T 1 03-3595-2314
FAX %5 : 03-3595-2198
e-mail 7 K LA : hpki-cp@mhlw.go.jp

1.5.3 CPSORY v HEAEMERRETHH
CPS OK CP ~DiAMEEZRET 5# 1%, HPKI FGERHEMAFESE LT 5,

B



1.5.4 CPS ARBFhix
A CP %, HPKIZRERFHEMELSEIC L > TEKRBIND LD ET B,

1.6 7EFE L WEEE
(B~~)
7 —#A47 (Archive)
AEFAZE O AT « KN L5080, AR DO v AT LEMICE D 2 il &
WRET DL L,

57 =2 XA (Algorithm)

Wb,/ 52, X272 D 2 DOEEME S KRS L. EH 5126 FR U#x
VN D i g 5 (ﬂ%ﬁfﬁﬂ ) oD, HiFEIZIE RSA. ElGamal W5 #5M dhft
a7 End b, %EIKEBOFERED DES U458 L < DES O#%ifk & LTk
Fol AES e ERD 5,

B 5E ¥ = —/ L (Security Module)
A FCIFIAESE 2 ZRIRE L, ST ARSCEL ZEOR FEEZITTO N— R
2T XNE T N 2T DOEY 22—,

- = F=>7 17 4 (EndEntity)

AFRASE D RIT R G ORFR, ANBEEST ZHA L CWHHEEK (=T 47 4) T,
NERASEEEAEFEAZFIMT 56 D, %M ﬁ% TNRAA, TTVr—va k)
7B, BRI FZoT 4 7 4 ITEEERR,

F 7 =7 Nl (Object Identifier)
ATV OB EATO T2, AT V= s MIBEEMIT b B,

TEMEAL (Activate)
WAEBL R EOBEBENT 2 ZENTEOREICTHZ L, . EHTERL
152 EEIEEEEE VD,

- #R (Key Length)
BT =20V A X, @7 NTY) ZLUEGFT D, BEoROREITRIZEORSIZ
FoTRFEL, #RIEIRTIVUIRWIZ EMHERNEIC 508, BAPHESA vy E—
VR DEROB b 23025 K 51278 %, THHROMIEEZ A D - Tl R R 25



RS DBEND D,

- #EOTEFE (Key Escrow)

HoARRBICRATRET D 2 L,

- #ET (Key Pair)

FLAHEE E ST DA %),

« A (Subscriber)

WAL &I FAE B4 RAT S0, AR P11 AT S = A B RS T T
A I CEABRERAT 5 %,

- AR E

FORES D BIMAE TR L THAT SN ARSREAE O Z &,

fe¥h1t. (Compromise)
A REDOREE RO EEE, Hk, IMRFEICL ST, ZOMEREZLRS Z &,

AE# (Relying Party)
REEE &1, 7 VX NVEL E ARREEEEO AR THRIET 5E 2 2T,

- ABHgE (Public Key)

AL SN 28T, TV ZINVEBLORERCHNS,

- ABAFERERAE (Public Key Certificate)

A D4 F L NHBEZ S L CARBORIEMR 2T 23 E T, FIERERE
(A4 %, BFREHED D WVITHISIEAE & b ), ABREREAEICIE, AR
DIMAFEE ., K, CA OfFH. T OMIEHFEORNMBRAENLH S, CAD
BLNEND,

H O B4 REHE (Self Signed Certificate)
AR H & DT DIZHFATT 2 EFREAE, BITESL LMAELBFR L TH S,

K%h (Revocation)
BHRHEABRATZ, (TS NOEE (B - ke l) TV EFEAEZERCT L
Lo FEARMIZIE, RANDOHREIZL DR, BAKRHZIZ CA OHIrcRhans Z



Ebd 5,

FLAH# (Private Key)
INPRGE & XHT 72 D8, ABHE T M AICIRNL W K D ICBOFTEE ST NERT 2,
AAERTEL LD, THUCKHET DA COLMIENAIRETH 5,

REAERZN Y A b (Certificate Revocation List, Authority Revocation List)

K LIoBEFFEAED Y A K,

T REUT 4T 4 OFEAED KLY A b CRL &\, CA DREHED RS Y 2
N2 ARL L9,

.JIEED?E% TER (Certlflcate Signing Request)

A DRGERICEFREERITA RO D720 DR, B REAEZERT 572
@@m&&é%ﬁfx%®W@b I, HEEE OFEM, F—7 F LA KBRS
EDIEHRNBEEND,

FEFAZER Y o (Certificate Policy : CP)
OB F 2 YT 4 EAE L, BEDI2a=F 4 RO/ XUET 7Y r—2 =
YOI T ASOEMAMEZIEET D AR SN REDOES

R
LRI EFREEOREIT 2 HEET S ERD Z &,

&4 (Electronic Signature)

LEOESHEZRIET 2 72OIMHT 5D B4 G R AR SR EZFM L,
FHENARNTHL Z LaMRT 2L L bIT, FRPEFEBETIZHI A SN TR
ZLEFEAT L ENTE D, AR STz HWTAEKRLZEAITT VX LVE
LBV,

”ﬁ%ﬁ (Registration Authority : RA)

AEERITORFEE ORANZHFE - MR L, F& U TBREELS 21T O, &
ﬁ%)gj . RERDOHRED 9 b, —HOEFE LTI, W ﬁﬁ"%)ﬂﬂl%@%%ukzﬁ/\f
RAECEEZA D B, BEFEHFICEAL LD, BITLZDIT LR,

%}8 FEf (Certification Authority : CA)
AEAEZ AT O, RAERIT, ARENHEVWRIAAND LD TH L LFE



BIRIREIC T 2 =BT, NIE, PALRNIGICH VEH TE RITIUTRE 7220,

EFEM AR (Certification Practice Statement : CPS)
SEBAER Y SANZEKE SV REMICOWTOHESE, RIAFRNE I ELS RIT
95 & XICEMHTHFEKEICET AR L L TEMIT NS,

gk fif =

RAFEBHBRED 9 b, BREBHBRMOLPHEEBE SNTZEE V), SEER R
5 &1k, IMAE OGRS, MAZBO CGGEFHELZ X v a— KT 521
FERVFEHRAEND 1D, /NAT— REZ#HIT 28 ICHNDRHE VD,

AL R =
FOREESS it (BRI E O SUTE B W 5 B R R E OOk diF) 23
RESNIZEZV ), L, BREBHBREOADEESNDHE 2R

#17)% (Issuer Authority)
BREAZEOMER - BIT2E & UTHITES 21T O HE, BITRIL. REEROEE
DHL, —HOEEEIT,

Ny v = B (Hash Function)

EEOESOT =2 NbEEED T ¥ LIfEE AT HiHE L, AR LTEX
[Ny v afli] EFEEND, Ny Y affild, Ny VRS0 T -2 2R TE

mN—EE L, BieD 2 OOT —ZINGIE— Oy A EBSAR S D EZEPEN

NEETHL EWIWEEFFD, ZOMENLT — ¥ Z2EZET LI, EHEAOA

R LTeny ¥ 2Bl EZERTT =2 Oy 2 B2 RO THE 2 i Ll 23—

FTIUX, T PEEBF THUIASNTORNZ LR TE 5,

a7 7 A1 (Profile)
T REAESCFEAERLY Y A MIFL#E T 2 FEL OYEEER ORI FiEZ2 EHi- b
D,

YARY K~V (Repository)
BAREER OGEELRZN Y A M A LA 527 —2 X— X,

U > U GiERAE
CA #2FHTHEIZ, FrLWHEHCCEAEHZE (NewWithNew) & HWiiEfto CA



B LD CA AT D72 DICRITESN DB EHE, Vo 7iFHEIC
Lo T, ROERD CA 2D EFFEAE LT S AL MAFE [ T OFEHEMRGED
AlRE L 72 D,

U vV REEICIE, B LA WA TES LZRERE (NewWithOld)
ELOEOWABREICH LWEERETES LA E (OldWithNew) 236 %,

— 1 CA (Root CA)
BB R DOFRREREIZ RV, B O & EAICALE T 2FFER O Z &, TALIZET 5
PRER O NBSEREREZEORIT, K EHT D,

(A~1Z)
ARL (Authority Revocation List)

PERDFEAEFEDO KB ) A b, FEHERDY A 2RO Z L,

CA (Certification Authority)
WREREZROZ L,

CA GE =
FRRERIT 6 L CHAT S Lo B FREE,

CP (Certificate Policy)
FEAEAR Y RO Z L,

CPS (Certification Practice Statement)
PRREEME R Z RO Z L,

CRL (Certificate Revocation List)
T RZUT 4T 4 DFEHEORNY A N, GEHERDY A 2SO L,

CRL #iiE
RERIERZNGE S, AR 23T T 5 CRLICGEH SN TV O 2R T 52 &,

CSR (Certificate Signing Request)
AEAERITERESROZ &,

DN (Distinguished Name)



X.500 I IZBWTED bIL-ikil 4, X.500 Hk& Cikall+2ET 52 ik -
T, MAFZFO—BEME2RET S,

FIPS 140-2 (Federal Information Processing Standard)

FIPS & (3K ERE I AL RE T, FIPS140-2 1K 5E ¥ = — Wil & &
X2 VT A BUEZHELEZLD, X2 T B LT 4 BEOEX2) T
4 LU (RIERL~VL I~ Rm LUk 4) ZED TN D,

IA (Issuer Authority)
FITRESZROZ L,

OID (Object ID)
Ty Nk FEBRO L,

PKI (Public Key Infrastructure)
INPHEERAR, ABREERT ST L v O BB & B RRRE R S A PR E R A R AT
L. ZOFEAFEEZ AW TESL  BARGE, W5 1875, FREL ATREIC T D72,

RA (Registration Authority)
BikRaesRoZ L,

RSA

INBRSERF B D —-D, Rivest., Shamir. Adleman @ 3 ZAICLX->CRHE I, #*
DA4HTE &> TAT b, ERZEROZRE SBEORESZFHA LD T,
INBHEERS SO RE L LT R L TWD,

SHA1 (Secure Hash Algorithm 1)
Ny Y a B O o, LEOREOT =005 160bit D~y ¥ 2 xRS 5,

X.500
ITU-T/ISO NED =T 4 L7 I Y — R 2 EFR AL UE,

X.509

ITU-TASO NEDT=EFREHEKR OGEHELRZ Y A MB35 [EEEE®E, X.509v3
TiX, BRAEAEICIREREL 23T T, B EHEORITE M A O ® 28003
HIENTED,
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2 ARRVCIRY ) OEME

21 VARV HY
UARY b UIIRERER OREIIE & R0 OINAFE O RE 2 R EF 5,

2.2 FEFAEFHRO AR
WAL, UL FOEREREES & IMAZENAFAREICT 5,

<HRFEE NPT % HH >
CA DOBREFEHE
- AKCP
CRL/ARL
AR OFRPURFEICB T 2 &

<IMAHF BT B HIE>
RERDED 5 CPS
FAALE R D TE 8 2 I (B3 5 A AR e v

2.3 ABHOBHXIXEDOEE
R, REDICET A ISR LE T S-S T, 2OBHREART LD LT 5,

REAEFRZNZ OV TOE®RIZ. ACP 4.9 FEHFEORG L —FHEIL] () bD & T
2o

24 VRTIRMI~OT 7 RAEH
CP, CPS, REHEK TN L OFEWE OBAEDIRIE R & O AFIFHRIL, IAE LU

AEE T L TIERe e B & L TAd 2,
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3 K OFREE

3.1 AWMRE

3.1.1 MO
K CPIZESWTHEITENLFEHFIMLEN ENLD T TV =7 MAITIMAER &35,
IMAFE 413 X.500 @ Distinguished Name % i f 3 %, PREEE R 4L B PKI Tl
ClZJP &7 %, £7- CommonName [IXZHT, MAENRHARANTH LG, MAEZED
K4 (m—~Ki) Zii#ld 2,

3.1.2 ZHBEBEREZESOZ L OMEM
K CPIZ XV RITEINDIEHEOMRFRRIA X, BiEEIC X > CHfiES L, S
LHZE9BROHLLDET S,

3.1.3 MAEDOELLMIIIRANE
HE LRV,

3.1.4 FEx DLAHEREZERT 3= 0DHA
B IEIRT D72 OO BANE, ACP 17 FEBHEKROKRZIY A MR TNOCSP 7' a7
7 A AR/,

3.1.5 AHDO—EME
RAERMDFATT 2B A EDOMAF 4 (subjectDN) 1%, FEIFRNT—EIZT 57
DIV Y TNAER (SN) 250l &N TE 5, o, HiERO4FR (issuerDN) 1%
RAEEIEE AL PRI N T, HAREOREREZ —BIELRTHLOTHD,

3.1.6 k. AR OFEEOLKE|
HE LA,

3.2 FIEIOAR NHHER
3.2.1 ﬂﬁ%@ﬁﬁ%ﬁ%?éﬁ&

DAL LT T O AR Z TR U CRRAERIT R LAEERATEOR 217 5 B,
&%%ﬁ%%kﬁﬁ%k@ﬁﬁ%ﬂ%?ét 12, BERNDDOF ¥ Ly DITBL BT
m\ﬂﬁﬁ@%ﬁ%ﬂﬁfé%@kfé B BN HFEE AR U7 SR AT R
(CSR) DEABIFEICLY . RAROFTA2HERTI LD LT 5,
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PRRERAI CHEEE OBEAT 2 ERT 581X Z DR Y TldZew,

3.2.2 HERRDOFBIE
TRIEEREAL B PKL RAERICEREREOEHEOGEAELZRFE L LS L T5%F
X, FEHEORITICHSL L, ROWTNNOHiETHEORTEE L < 130EE 4 2 ko
FAEM: 2 BRI NERE L7 < TIER B 720,
72k, WEEEMEAORIEL 13.2.3 EADOFRGE] [ZED D HFIEIZE S,

- BN OS A

BEUHEIHGE E, IRBREEE RIS OB IR TR L 72 BHER M ORIAR D = v — | R
EREREEDREZZ T BRI FEAR LV BTSN R ERAEFEDOa L —R &
NHIFERE D BT L IIZME LIZFEE, SFEETHEREZRD LN TN D H DD
AE—DOWTNERRET D 2 LISk - THEE O EEMZSLRET D,

B, RBEFEESE TH D Z EONGEE T A GE, BEEMEO A —Z2RH L
T AE, MR OMRRIEFISRESE CH D Z E ONGENFRFFIC R SN b D & T 5
D, TRUSNOFEAESE CEEMZGE LA, 2RO %, A SR
DOFITSNDHEIU 3 7 A LUNO X EMED 2 B —7 PIRBEFREESE chH DL L
AT A EHORM A LHEE T 5,

iz, TNHDNFEOBRICHW D FFEEFIZIL, PEERSICE W TEROEHE T
HHHEDRADFLHEH SN TV TR B,

- ANFEZEOYGE

BEUHEIHGE . IRBREEE RIS O BRI TR L 2R M ORIAR D = v — | fRR
EREREEDREZZ TR FEAR LV BTSN ERAFEDa L —R &
NHIRERE D BT L IIZME LIZFEE, SFEETHEREZRD LN TS H DD
aE—E LIEENOIET 2 EEHOWT NN T 5 2 &1 X o Tlfko FE1E
PEZNLGRET D,

B, RBEFEESE TH D Z EONGEE T AGE, BEEMEO A —2RH L
T AE, MR OMRRIEFEISRESE CH D 2 E ONGENFRFIC R SNz b D & T 5
D, TRUSNOFEAESE CEEMZGE LA, 2RO %, A SR
DOFITSNDHEU 3 7 A LN @mMED o v —7 PIRREFREES chH DL L
AT A EHORM A LHELE T 5,

iz, TNHDNFEDOBRICHW D FFEEFICIL, PEERSICE W TEROEEE T
HHHEDRADFLEH SN TV TR B,

© PRE T AR OEE 5 Mk O E
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KRR AWIFEBI DO EIIE, FRAEROE D 2 EFHEICAHBHANZ E D DI AR 2
ALt O T 5 Z Lk » CTEENEZSGET 5,

¥, MAEOBRICHRE T 5 FHITIL, HERFRICBWTHRDEBE Th 52 # DI
A L7 TE e b7,

¥ OTREETERERDOLNTVDEHD] X, UTFTOLI RbOEET,
ERTE 14 50 2 (BrNETRIEE)
SEFEMATHA 2 8 5 GFrlRED#ER)
fRERTY —E2AFOFEREDANR, &L OEE AT oA 532 K40
ZOHEMSRHE (forr)

BREEEZ AW 256

AR DR O TEE X320 53, REEEREALSE PKI S8R FEITT 2 & 2
HFEFELNGEAZELZ AW EFEL S LIIMERRLRIERORITT 5%
AEAEE HWCEFBAICLRY ., FEMAGET 2 2 &R TE D,

Fio, RBREFEESTHD Z EONGEE T 550, REEEREA T PKI §85E
JRDFATT D EHE T EFELHEAFEIC L 2EFBEL 2O L5613, RIRFHTOR
BRIEFIEBIE TH D Z L ONFEN 2 SN L AT 2, BERLRIERORITT 58
TREAEZ AV LG, B, fBEBMED a2 v — DEMIMOILE, HFE KA
BRSO IAT SN D EIR 3 7 A LNO @ mEO a2 v —7p EIRREREREAS T
% Z AT 5 EHORN ARG N E D 5 FIEIC LV L < T b e,

BB, IR0 EEZAVDIEAETYH., GAEOBRIZHAW 2 S MEHICIL, HaEREa
IZBWTHOEHE THLHEORA NI N TR TR LR,

3.2.3 fAADRIE

(RSB PRI GRAERICREAEZ 5 L & 5 & T A AL, FEHEORITICE
VB, ROWTINNOTFETHE OELEME, AL O G & B A B8 RICEE L e <
TERbRY, £2, EEEREATIENEZER LG ATTENE, ERgE%0w
PN RSB OEHE OFEEZFFE L XL 5 LT 2581, EFRERRAEDOFERE,
BHFHETHD I L OREELBEFIFE LR TR SR, SNIEHAW S EFIC O
Tl AOHIFS O b DR, EREHERLED S DZ AN TITR LR,

B, AEOEDITFFAERFEONIRNCED S ED TH D . BERNEHE L 1T
T HEEIE. RKEOBEIZHEWVHGEE ONGEZ{ThE, 4 BOBEICHID HiEHE OFRE
e OGEREDFAT 2 Fhi T 5.,
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<EZOEE>
1. EANDOELEME
ﬂ%i%$ﬁbi5k?éﬁki FREDELIZIHA T, iiEROED 5
EERICYEAD TRA., AFA B, M. T CUF, ER4F#RE VD)
%ﬁkb\ﬁﬁ%®% [R5 2 & TEEMDONGEEZ L TTR LAV,

2. fEANDARNNE
AEAZFZHGE L L O & T 5 AL, RIZETHHE
R DI ETARANEDNGEE L7e < TER B,
723, RCP TIE, 188 L<IE 2 A TARAEDOHERNATRE/REHDO U A M & i
WT 2D THY, KAMMRICHELRFHIZOWTE, FRFERNY X Fnb
BIRL, CPSTEHHZE LT D,

FH DA Z 8RR O N T

[1 R CTHEGRE T 2EH]

-+ AARERR - R LF R

- EHR S FFRE - TRV IS | EATARE

- EREABIRD—F (BEMADOHD) - BEERIEFE RFE

- BB A TR - B/ Z2 SR BT R AT RLE

- BRIk BT E S R E

- B TR (3R 0 % A W5 IR B 3 D G EAT)

[2 AR LB 7 ]
AMDS 25, UTAME BMAOSA 1 AFSRH L2 TERLAR,

- fEREORBRGE
- [E RO BRAEE
LEMEA SR
- iR B ORBREE
S ORBREE
- FRE R m

- HRFETIR GEES)
JRAEEETIR GEE)

e AR RS

- RURARE
- PSR Gk E I

(6 7 HUUNZFAITD & D & BRELFIEE)

- SO H %y

- SRAEGE (RO B Z PG IEHNEFE DO BRSO H0)
TRERAE GBITEESI3RT ., B0 B2 @S 2 O BB O b D)
T IR BB DA GIERA E X IR B RER &
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(WTFNHEIET6 » ALLNDRITOH D)
- B REER TR
- JRRBINE (BHHEDO L D)

3. EANDFEHFHFE O
ARANDPBEROBNCEFEOEEZFS L CHET 2HE81E, FEELOAAN
PEDSIREZAT 21, HEEREEONFEN R S NTob D & Hie T,
REANEOTHET 25413, HEREREAELZIRZ T, BiEROED HE
ERICEMMZER L2 b O &4 T 25 2 & THEFEEAORFERE R Z SEE L <
TIER B2,

4. EZFE K OERBEEE S O E I HER

EZREKER T HENEZERERE S AR ELPHET2581X. BT
DFAT LI EFREK LT T 52F8 (LLF, EFREROTFES) ORAZ BRI
DA TR D 2 & TEREERRAOFFELNGEL R TR B0,

PR B O F BLE SRR R O B ORENE A REE T 2581, 13.2.2
FAROFREE] TEDLEFEFIT, PHEHEARANEHEMERSE & L TRl H L%
%ﬁ%ﬁﬁ%@*mf%r?é LI XD EHMER O FFEDNIGE L A 70T, ik
MRV AL, HEEEARANEEMEREZ AT 25 L ATEH LT 2 ERSET %
NV7Vy%@k%ﬁﬁ%@%Df%m?5;kf\ﬁ@%?%é;k@%%%
NERE L7 < TUE R B 7220y,

<BEDOLGE >
1. EANDOELEME
ﬂ%i%$ﬁbi5k?éﬁki FREDELIZHA T, iEROED 5
FEEHICYRMMADIEAR 4 HRETAL, BERBICHEET S Z & CEEMED LR
%L&<Ti&%@wo

2. fEANDARNME
FEAEFEZHFE L L O LT AT, KIZHETLFHOW TN 1 Soae—o
WY 7R 2B R 2 RED U TR RICEIE T 5 2 & TARAMEDNGEZ L7 < T
7257200,
7%, R CP ClL, HET 25 A ICARANEOMERN AR EH DO U A & Fid#id
HHDTHY, AN HEREFICOWTL, RGN U A R B iER
L. CPSTEDDHZ L LT 5,
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(A NMHERERR D 72 DI B2 EHH]

-+ AARERR

- EHR S FFRE

- EREABES—F (BEMDH D)
- BN A TR

CER T E R
- EHIEY B | AT FE
- BERRAE S SRR

- BB ZE KSR FERT RTRE

- BRIk

- B TR

- BERELRIREE

- [E RAE e AR IRAE
- HEHLA B

- fin BPREREE

- IR ORBAGE

B ATRE B R

(38 0 B A B I HE B 2 D T HAT)
- EHRESTFIR GEE)

- BAESTIR GEE)

- F GRS

- AR

- RS Tl

3. A DFEHEFHRFEOE R
ARANDBEIEICL Y HEET L2561, HESEGERELZ IR T, FiEROED D
EHICEMZEAT 52 & CHEFEBAORGEERLSGEL 2 TR B0,
B, REEAC XL 2EETOHFEEONIHIRD 2,

4. [EFER K OIS D E A HEIR

EZREKEATHENEZERERE S AR ELPHETL2581E. BAT
DFAT LT EFEERTRES O 2 B — 2 B RICE%T 5 2 & CEHEEKEA O
FHEEVFEL 72 T B eu,

ZOWE, EFREKIEAED 2 B — 05 Y 2SI I A REI LT, FIE S EkaE
HEZIRA THEE L2 TR B AR,

PR B O F BLE N E R R O B OFENE A MEE T 2581, 13.2.2
FAREOFERE] TEYD D EHUC, HFEE AN E MRS & L R0 d 25613,
Vs EF A BERRICH AT 5 2 & CHEHEMBOFEIEDNGE L AT, i e
BAE, PEEARAANNEEMERE AT D EAITEML TV D ERERBE%ED 7
Ly R EZBEMICEIRLTHI LT, BHETHLZLDFERELTFELRL T
AV

<HUTALDEE>
AEAEZRFE L LD & T AL, BAEROED 2 Fhe IV, AREAGRREY
—EAZHMM LIHEHEEAOEFEL . RMEERELSE PKI SEREROREITT 2
BLRGEAELZAWVEZETEL B LTI BB RILT 2 2 Lick
0. FEEEROARANEROHFEEEAOBGEEEZGEL 2 TIR LA,
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7ok, APMEAGRREY — B A, REEEEALD T PKI FRRER O B4 HREEEIC
$¥%%i WHARNLNEITTERWZ D, BFEAORMEICIY NG
\\\\\ HASEHELT-bDERREN S,

3.2.4 FER LRWIIAEDOIEHR
RO,

3.2.5 FEEHDIEYMERESR
HE LRV,

3.2.6 FAEEAHDIEYKE
HE L7,

3.3 BEHTHFERF O NS K UFREE
3.3.1 EH OEEHERFOAR NMERERE K UFRE
IMAEEROBE OFFFNIL, [4.21 RAMEROEEHER] PERINATZANS 5
FLNTHNZE, 13.2.3 @A@MﬁJTﬁMLtiﬁ VERERER CERL S vz itk &
BOSHT 50, MAZFOBEAZIRTRTHZ L TITA D,
5 FEZIMETWIEE, A L <IFtOEFL L ISP EZIT/e > TO D DBEFES
nfwkﬁai\ﬂﬁ®ﬁ%%%ﬁkﬁ%®$% FOHFETLIbD LTS,

8.3.2 FEFAERINE DFEFEHT OAR NMERERR K& OFRAE
PIEOFEAERAT & RO FIRIC L D BFFT2 b0 LT 2,

3.4 RENEBFERROAR ALK ORRGE
A RNRIERIC R REEAITH & X 10iE, ROFIEICHES b LT 5,

1. K& HREET DREHELRET D,

2. GEAELZ KT LHHAEZHLNTT S,

3. KA E ICRRRE RN MGE W RERE T B4 2 L CGRRRERIC X175, B EAME
DHFENTERWGEIE, tMOFEREMVVIMAEARANTH D Z L 2 FET 2,
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4 FTEREBDOITA 7V A I NVCKTBER FOEM

4.1 FrEAERFE
4.1.1 FEHAEOHFE
1. HARAGER
HRNGERE O REEE 13, RMEEEEAD T OV — B AREEARNE L ITZ20R
A, REEEEAS IO —EAFHEARNE L IFZORBEAN LT 5,

2. EFERIRA AT &
FEZEERAETEA SO GEH 1L, RIEEREWLTEICEDLEFEREAT DH
ANELIZZORIENE T D,

3. EREEE OB B TEE
EERRPERE S O BEA RTER & O HEEH 13, ERIERESFOFHER L I3t oA L
15,

AR CPIZHIY AT SN HREAET. LS D D HFFIIZ T 7220,

4.1.2 HFEFEEOEE
SEHZEOFIHZ2F/ LT 581, BRERTED DL T DOWT IO Tt & 12 X - THEA
EOFHBFEEZIT O,

1. f%
ARNE L <IEREEADBERRIC 13.2.3 EANDORGIE] K UFERER O E D 2 EFh &+
2352 LI LK FIAREEZTTI,
B, REEANIC L ZHEOH A, FSEHEOH A FFEICLEREHIIMAZ, AN
EDZTIRKOAR CP 13.2.3 HADFEFE] (ZHE U AR OARAM: A fes8 rl 72 3E
FHRRHICIRET 2D ET 2,

2. Wk
ARG 13.2.3 ﬂﬂ)\@mu HIA AN uIE)E,'Jb)/E&)%) iﬁ%ﬂﬂéﬁ“é ik
DHRIHBEEZIT 9,
¥, HETOFHBFEOSLE, RELANIZ X2 FEEIEFERO R,
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3. oA
AN L IIMRFADBBERCA L T AT 1323 EADFIE] K OREIER O E
LT =R EEMNTDH L ICKVFIAREEIT Y,
2B, REANCLD2HFEOLAITIX, MERT —XITMx, RNZXDELEROAR
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5.8.7 ST L7=8E 0B
HE LRV,

5.8.8 EE~EHT 2GR
HE LRV,

54 EET 7 OERH
X a7 EETR XX, JIS Q 27002:2006 & [FA%LL OIS bO LT 5,
iz 1X, JIS Q 27002:2006 @ [ 10 & WHELROEHEH, F 11 = 772X
. 512 % fFlR AT 2OWG, BARKOMRST], 15 16 = JIESF) %28 24U
BT D,

5.4.1 Fo8THA XV FOFEE
FAERIX, CA VAT A, VAR RN VAT A, EGERICETA Ry NU—I T 7
2 DEERFEHRoA X b - 1 7 &2 FEEVTE B CTREL KD,

5.4.2 E#E o Jh 0 AEEE
FWAERIE., BAEr 7% 3 » A2 1 EU EEMICBRET S,

5.4.3 E&u /SR EET A
e T 0, Bl 10 ERIRGE S D,

5.4.4 BEEf o 7O
FEERIT. BRA SN ABOANERE ST 78R TR ENTEAL LY, WU
TR Aary ha—LERAL, HREZRZRWVEOBESS, A, RERBIBRDS
T D,

545 E&x‘a DNy 7T v FFERE
a7, 47 T4 L OFEEERIZ CPS ICEDAHE Ty 7T v THRE LI,
T O DRI = 7 IR E ST E S b,

5.4.6 EEEo JOINETRT A (NEXIMER)
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HE LRV,

547 AXRVINEREZILEY TV b~DEHA
HE LU,

5.4.8 MEgSMERHAM
HE L7,

5.5 FEROHLE
FLERIE, JIS Q 27002:2006 & [FIZELL EOHEIZHE> TIRESNDZ LD ET 5,
Bl zI1E, JIS Q 27002:2006 © (% 12 & (H#M T AT AOHSG, B KL OMRSE], 5
15 % JESF) FNZHICHEYS T 2,

5.5.1 7 —hA TiekDOFELE

WAL (X LT OE#RET — A4 7T 5,
AL O FATIEEIZ B9 2 AL B JEE
CRL OFATIZEIT 2 g g
AR OFEE
IMAE DFEHE
AL E R EE N A O F i ORI W 2 35
KR DBERICE D 5 EHE

552 T—hA T EEFET DM
T—HA T HERIE, FEEERSER SN T b RIK 10 ERITERGFET 5,

5.5.3 T —HhA 7 DIRE
T —A TIEROUND ST BRITMBE X 2 U T 4 Ik o> TRES L, FFrf SN
2B LT 7 BATERWE I IR S NIRRT S HL. HERR 2 FF 72 72 DR SR
FHH L, S A, WENLRETS D,

554 T—HAT DNy 7T v FEe
HE LRV,

5.5.5 FoERICHA DRI VT B0 HEM
HE LA,
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5.5.6 7T —hA TINETRT A (NEXIMER)
HE LRV,

557 7T—hA7EREAFL. BRIET DFF
HE LRV,

5.6 ®OYY X
RREREIE, EHAIC CARARO I 217 5, CARAHE, FERERMENIC T, #HK
ADNEZRND G & HAOKSEY 2—/L (HSM) #HAWVWTARESh5,
CARGHOEH LIICHCBAMIFOEH b EMIND, ZOEHITBWNTSH CA
MAREROGE & FERIC, HEADYEND L LD ITh D,

5.7 fastfb R KENLDEIR
5.7.1 KEKV CAFAERfEFRLA D DEIHFhe &
PRI, BESN DL TOBBITH T 2EIAFIEZHE L, BRI 2RFRE A
(G T - AR A E T S,
CA FLA B faiaftb.
K HIGR, FHEEO BRKE
VAT A (=Ko T ., Ry NT—75) Ol

572 AL ¥a—FDON—KRyxT7, V7 =T, T—FBNHELEZE ORI
N=RTU T VT NyxT | TEBBEXIHEG LA, Ny 2Ty T HOA
— Ko7, V7 No2T RNol T T T =2 EHNT, EONICEIBIEEEZITV,
SEMMMNICRIEREES 2T 5, £io, BERAERNIIE, ATREZRR Y EHLMIC
IAFE ., BEEE I EHRABR A Web ¥4 MEIZ X 0 l@ad 5,

5.7.3 CARAEINEIHL LTBE DXL
CA RAENMEIRIEXITEDBZNNE LTSGR, EAEREE ORI LD | #HP
IMNIRRREES 2F 1295 L L bIT, BBRER THE Sh o Fhi &l %O%\if@MA%
AEAED R 21TV CRL/ARL ZBf/R L. CARARZFEET L, HiZ, FEOEKRE
HHEIERZ# T D,

5.7.4 REEFERDOBEENGNE
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REREIZLD | REEMR & ORAE S U, 0% O3Bk SN #2255 121%, 78
AER THUE SN Fhe SISO E | IAE R ORGES I IF @ a KB+ 5,

5.8 WREALRIUIIBREFKRDOMT
REREE A5 1T 55512, EEOK T O 90 ARTE TITMAE @I L, @&
AL O #E & T MOMKGI 2R E 2 FRT 20D LT 5,
FORERHE T 258 2T, MGERER OB DL R R E IR E A I T D7
DOWYROEATH Z & LT D,
Bk R OEM 245 1L 25813, FANCIMAZOREZSZ O 2T, BERNPAT D
A O &L EE 2 hOBERICBE L. £ EMAEIZ@ET D,
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6 BtV T B

6.1 ST DR L EE
6.1.1 ST DARL
CA ST IL, BiFREENICHRE SNZHEHOK 5T Y 22—/ (HSM) /AW,
BEANDSIZ DL & HEREFF>T-HIC L DBEICL VAR SN D,

6.1.2 MAE~DOFARDES
T R T 4T 4 OIAF OFAFEDGRALR THER SN H%4 1, IETF RFC 2510
FEAEEH T o] (- TAYTA U NI oY T va T, XTRRICE 275
HEZE T, MARICSEEESND DO LT D, BAERHITA ) VT LVOE#EE T &
WL BIIAAERO I —%2FFA L TWRWI EOFEANTE LD LT 5,

6.1.3 FRFER~DAREDESN
TV RZVT 4T 4 DIAE ONBEENIMAFIZ L 0 EK S 55481, IETF RFC
2510 MRERAEEH Y 0 haL | (o CTAHYTA U R T o7 va T, URRBRICE
BRIFEIZL T, BAERICSIZESNDLI DO LT 5,

6.1.4 MEEEZE~D CA ABEOEAST
CA ABHSEL, BEEFEICI A U n— FEAREL T 572012, AR L2 AT 5
MDY A N TRET LD LT 5,

6.1.5 DV AX
BOFNA RE, FERSNLT A TY XLNHKGET S, CAZEHEDRO /N A X
X, RSA 7Y XADEA, 2048 By b5, o7 3V X AEHEHT 5 CAGE
HEDHD /YA X, FEOEX2 )T 1 24 T 594 XL 45,
TV R UT 4T 4 DFEFZEOSOE/N A XL, RSA 743 Y X L AXEA I
FEOTNAY ZLDEGE, 1024 By FeT 5, thoT I XLEMHT 5 R
T AT 4 DFEAEOROE/N YA XL, FEOEX2 V7 4 2T 594 X35,

6.1.6 NBHRDONT A —FERENMERE

NBREENT A—HZ1X, B CE DO EEY 2 — /I Lo TEMK SN D, AR T 2
— X DIERBE LB EEY 22— L VITHY> DT 5,
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6.1.7 #OFIAEMN
FRRERO#EE, keyCertSign & cRLSign DB v M &EEHT 5,
T R T 47 4 O#EIE. nonRepudiation D vy k&2 HT 5,

6.2 FAAEREOKRERUHWEEY 2 —LVEROBERE

6.2.1 BEBEY 2 —/VOERERVEHE
CA AL EEDAITE ¥ 2 —/L1E, US FIPS 140-2 L~UL 3 L [AISELL EO I HERL 5
HDET D,
TV RZUT 4T 4 ODMAFZFERONE Y 2 — 1%, US FIPS 140-2 L1 1 &
A5 LA EOHISIHEIL ST 5 b D & D,

6.2.2 RAROBEANICLZ= Fo—n
CA FLESOAERICIE, BT L EBL OMRELVLEL T 5, Fo, #EME
ORAFHOFENE (EMHAb, FEEME, Ny 7T o7 Pk, HEEE) 2BV THLERA
DIERE 2 LB LT 5,

6.2.3 FEREOTRI7 oy
CA BAHIL., BRI TRELINDIGEARE, TR U ENRNED LT
Do
T RZUT 4T 4 DIMAEDORAFL, ERIZL > THREEINDOIGELRE, =
A7ByENRNEDET D,

6.24 HAERONYIT v
CA RAESDO Ny 77 v 71X, BERIRFIETIT ), A, Ny 77 v 7EEDOHER
EHTHEBANDIZNDOHETITHO LD, N T v 7 r—42EL 1L TCAFL
FHIZBEHT D IERAR L L2 DB SETRET AR EDFERH D,

6.2.5 FERDOT—HAT
PRRERIIIMAE ORE A T — A 7 L7,

6.2.6 HEEIa— N ~DNAEOKMNEIRD HL
CA FAEHEL, BRITHMT 2L L35, HlziE, RARMENCH LG FEY =
— VNI T D7 EDOFIERS B,
PERA~DISy 7T FOEEERLIHEN S DY X R T OBEIL, BxX 27 F ¥ R/ &l
LAY b0 ET 5,
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6.2.7 BEBEY 22— NV ~DFEFRDOKEMN
AN T 4T 4 D FEY 2 — /L TERIN WS, IETF RFC 2510 (FF
BHEEHEH O haj) 1IiE-> T, XERERICZ 272 FET, TV a—MIAhEns b
DT 5,

6.2.8 FAERDIEMALSE
CA LA BEDOIEMEAL D kT, FEFRENIZHE W TA CP 16.2.2 FLAROEINIZ L
Harvha—)) LRICL ., BEADHEREBETHEEZLELTH,

6.2.9 FLAERDIEFEMAL T
CA RSO IFEMAL O BT, RIFRENICTBWTA CP 16.2.2 RAAAE#HOEE A
KXprarie—n] LRIUL, BELAOHERERE T EZLELET S,

6.2.10 FAEROBEFE L
CA FMAHZMEE L 2T NE R B RWIRIOSE . BAERENTACP 16.2.2 FAA#
DEBNCLDar br—] LRUL, HEAOHREETHEICE T, ARD
KA S i HSM Zseaicgi#iib U, XUSWERICIEE T 5, [FAIFIZ, Ny 77 v 70O
AR L THREBEOTR XL - THRET S,
DA FLA SRR FE Tt & 1. CPS SJUINMAE R AF AR CEHICTHR T2 D& T 5,

6.2.11 BEE-EY 2 — /L DA

CA FAHZFMNT D20 5E Y = —/Lid, FIPS 140-2 L~UL 3 L [RIS%LL B b O & fi
M7 5,

T RZUT 4T 4 DINAE DRAFEEAEINT DI 5E Y = —/1id, FIPS 140-2 X
N1 ERI%EUEDOLDEFEHT D,

6.3 @EXTEHEHEIIETDZOMOME

6.3.1 ABREDOT—HA T
ARSI, % H OB/ ORGEETRRICT 272010, BETE 3 HIETT— 04715
VEN DD, BALRIE, AN CPS CED LT —H A 7S5 2 L &Y 5
HERDDHbD LT D,

6.3.2 ABIRFEAEOHDHAM & &7 OB

CA ABHSESFIHEDANMENL 20 2z Wb D& L, ZORAEROMH I 10 4%
WzenwbD LT 5,

42



T RTUT 4T 4 DIMAEDONBREGEHEZEOANHMIL 5 F4iz 2 nbo s L,
FTOFRARHOERIL2EEZBZ 2N E D LT 5,

6.4 TEHIAT—%
6.4.1 EWALT —FDEREA VR F—v

RRERIZBWTHWO LD CA RAROTEHELT —Z 13— ETTFHIARERbD L L,
FDEREA AN —VMIFRFER TED LN HEICEVETm I NS LD LT 5,

T REUT 4 T 4 OIMAE G ROTEALT — 2 DGR CER SN D HAIE, &
HALT —ZIF—ETTHUARRER LD E L, ZOEREA VA M VIRFER TED i
TEHUEIZHEVEf S, MAFIZZEIEBIALNLG D LT 5,

IMAZ R BEDOIEMEALT — & ZIMAE D ERT D56 1L, LT — 2 13T HIRREZ:
bOEL, TOEMEA VA N VTFEFER TED DITZHEICHEWE TSN D b D &
T 5,

6.4.2 TEHELT —Z DfRE

FRERIZBWTHW LIS CA REHOIEHALT —Z 1%, SRR TED LA T-HEIC
PEWZRIREIND,

TV RZUT 4T 4 OMABFRAROIEMALT — & BFEFER CER SN A% E1E, Th
MALT —Z DIMAEF B Z N ZIE, FBRERICB W TIEZERICHE LIRE L2 o
LD, Fo. BALNTIEMELT —Z 13, FRER TED HILIZHEITHE, MAEIZ
LV ERRET LD LT D,

IMAZRAFEDOIEMALT — & ZIMAE D ERT H5E1L. SRR CTED LT HEIC
PEV, MAEIZ IV ZRIRET LD LT D,

6.4.3 EMALT —% DF DO EM:
HE LRV,

65 I E2—FDEXF2) T4 EH
6.5.1 BEDILEa2—FDEX=Y T 1 ITHTSEAMEM
AR R ISk 2 Mk B KU ERIF 218 U TIThh D N ER T 7 & 2% % B
THIODRREITD Z &,
CA VAT h~Du 7 A UBHCiE, ACP 15.2.3 il OFENI KT 2 A NVEMEGR & 58
AE] CEDDL—VORFEEMHET D,
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6.5.2 L a—FvXx=V T P
ISO015408 22 &2t F = U T LR T 2FEOKRIS 2TV, FBIHIZFHE 21T 9
&,

6.6 TAT7YVA I NOBIMHEE
IR ON—RT =27 FOY 7 by =T, MY A 2 TREO X2 U T«
77/ aVEHEANTSL R CPSORELEO X2 T 4 F =y 7 &21T 9,

6.6.1 AT LABAREE
JIS Q 27002:2006 %5 12 % [HH > AT LOHE, BIRLOMRSE) LRSS EDOH
BIZHED b LT 5,

6.62 X274 EREH
JIS Q 27002:2006 [ 12 & EH T AT A0S, B L OMRST), [ 13 %  H#
X2 VT 44T FNOFE), T35 14 B ¥E5keEEE RS EORICHE
IrbDET D,

663 FATHAINDEXF2Y T 1 BH
HE LA,

6.7 Xy NT—27DkF=)T 4 EH
JIS Q 27002:2006 & [FI%LL EOBKIZHE D D LT 5,
iz 1X, JIS Q 27002:2006 @ 45 10 & WE X OEHEH 106 F*v MUV —2&
X270 H 11w 7278AH# 114 Xy NU—27 07 7ERHIH] 5%
M ZAUTFIY T 5,

6.8 ZALRES
SREFRRIEIX. 7Y r— g VEICBWTCIEM BT - B AT 52 295,
Bl 21X, NTP % —t 2% GPS, B FFFHIC L A2REZIRIE NS T 55,
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7 FEAEROCERZIY A PR ROCSPDOFm 7 7 AL

71 FERAEOTu T 7 AL
A CP OFEGERNFEAITT HREHEIL, X509 Version 3 7 +—~ v MEAZEEUZ LD
PERR &4, F72REBEIX X500 #5114 (Distinguished Name, AT DN &1v9) (2K
D —RBIZHEMEND b D ET D,
AR VNHENEITSNDBREHEO Y0 7 7 A VL, EBAEKRO 707 7 A V%
K TLLITRL, JREMO T 07 7 A Va2 7.1.2 D@D &2,

723, Issuer @ DN /% CPS XX EDOMBIRCEIZFEREINAZ L &T 5,

711 RN—Ta EE
ARV S ORFERDIFEITT 5 EEAEIL, X509 Version 3 7 +—~ v MFAERERIC X
DIERRESNDZ & T 5,

7.1.2 FERAECHER (REEREIIFORELZST)
KR Y UNPENFAT SN D BAREAZFEDOILRFEM D 7 1 7 7 A JWFILLF DX 7.1.2 O
WY LT 5,
subjectDirectoryAttributes #L3E TH 2 frEEFREALDE D&M (heRole) 1Z-O0
TIL7.1.10 TEDH D,

71.8 TAIY RAAFT V=7 MRkBI+

FORFEIR D Signature 7L 3 Y X AFLLF D@D L35,
shalWithRSAEncryption (1.2.840.113549.1.1.5)
sha256WithRSAEncryption (1.2.840.113549.1.1.11)
sha384WithRSAEncryption (1.2.840.113549.1.1.12)
sha512WithRSAEncryption (1.2.840.113549.1.1.13)

FRGEIK D subjectPublicKeyInfo7 /L =Y A LA ZLA T O@EY &7 5,
RSAEncryption (1.2.840.113549.1.1.1)

7.1.4 ZHOTEA
Issure & Subject DA RIOERILER 7.1.1 ITRIND,

7.1.5 LI
Hﬂb\fcﬁb Y,
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7.1.6 CPA7Y =7 MEhI+F
BEHES %,

7.1.7 RYU HIFPLE
ERA LR,

7.1.8 RYU VEHiTOEXKNER
CPS #5425 URLAZEHDHZ LNTX 5,

7.1.9 FERAERY LR T 4 — ok
A CP @ OID %Ki 5.
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#1711 FEAEOT BT 7 AV (FEARFE)
HHE RIE LA
Version © [ Ver3d 745,
SerialNumber © | FA—REERNREITT DiEHEN T =—2 2l & T 5,
Signature ©
Validity ©
NotBefore ©
NotAfter ©
Issuer © BHFOMEMAT S, (CountryName % Printable,
Z N LIANE UTF-8 Ttk + A)
CountryName © |c=JP (HE) &7 5,
LocalityName A
OrganizationName ©
OrganizationUnitName A

RER DAY 2 &R 3R a2 i sl 5,

( THPKI-01-*-forNonRepudiation] &3 2%, 7233,
CommonName © B
SCFEFIHD"01"E, AR CP O T 5" 1.0 "% 7~
T F70"E CA ZME— SRR TE D XFFN LT 5,)
BHFOHMEMT S, (CountryName, SerialNumber
Subject © B
/% Printable, Z#LI4ME UTF-8 Titikd %)
CountryName © |c=JP (HE) &7 5,
LocalityName AN
OrganizationName o TN 703 R BE 55 D 8 BRI D35 6 1T A
Z DB ITEREASEL & 0 — <5 b 5 VT HEFES
T OrganizationName (Z50# L.
OrganizationUnitName | O | OrganizatioUnitName (Z” Director” ¢ 3LF-%] % ¥
T2,
CommonName © | MAEORALZ R —~FTiL#T 5,
GivenName X
SurName X
e-Mail X
SerialNumber AN | EERRE SR EEET A ENTE S,
SubjectPublicKeyInfo ©
Algorithm © | RSAEncryption &7 5%,
SubjectPublicKey ©
IssuerUniquelD X
SubjectUniquelD X
Extentions © | yreksE (Extensions) M
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Fho, TO) 1TME, TO) 1TEARICIVMAE, TA] 34 Frar, X ITRELR
WZ Lt ERT,
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#1712 FEHFEOT BT 7 AL (JLiEfEE Extensions)

HAE RIE B Critical
authorityKeyldentifier © FALSE
subejctKeyldentifier © FALSE
KeyUsage © TRUE

DigitalSignature X
NonRepudiation ©
KeyEncipherment X
DataEncipherment X
KeyAgreement X
KeyCertSign X
CRLSign X
EncipherOnly X
DeciphermentOnly X
extendedKeyUsage X FALSE
privateKeyUsagePeriod X FALSE
certificatePolicies © TRUE
policyMapping X FALSE
subjectAltName AN FALSE
issuerAltName A FALSE
subjectDirectoryAttributes | © | [EEEFEEOERK (hcRole) %Gl FALSE
DA S E GRS R A S ORI R % D
AttrType O | HEOHEIINA, ZOMm(EEZE OLEIX
B,
HCActor ® codeDataFreeText (2 &#4 7 —
7 V# 7.1.3 DHEF L% UTF8String TRE,
AttrValues O | subject NEIDOEKEHT HHEAIL.
HCActorData |2 ¥ 4% %45y © HCActor % & i
ERAR
basicConstraints X TRUE
CA X
pathLenConstraints X
nameConstraints X TRUE
policyConstraints X TRUE
RLDistributionPoints o DirectoryName & 5\ i3 URI ¢, CRL DOfd FALSE

MREZHET D,
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subjectInfoAccess X FALSE

authorityInfoAccess AN FALSE

Fho, TO) 1TME, TO) ITEARICIVMAE, TA] 34 Frar, X IFRELR
WZ Lt ERT,
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7.1.10 REEERBILSEDOEME (hcRole)

(1) ¥7¥=27 b7 4 V7 MY BHILETO heRole BHEDHEA

AR Y TiE, ISO IS 17090 THIE L 7= heRole B4 FRtlond L olc 77y
ANVLTHWD Z &7 5,

subjectDirectoryAttributes @ attrType (Z (£ hcRole % #* 4 OID
{ id-hcpki-at-healthcareactor } %% &4 5,

attrValue |Z HCActorData T, HCActor @ codedData Tl codeValueData I3 H
97, codeDataFreeText % 5,

AR YU Tl coding scheme reference ™ OID & L T ISO coding scheme
reference Z W\, A CP OILTEDZER 7.1.3 DEKAL E ST 2 local coding
scheme reference ® OID X, 1 iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) hcRole(6) national-coding-scheme-reference(1) version(1) } &\ 5, &
xR 713 T X D IZHFERTZ H UTF8string Tk iE 7 5.

subject WEBOEKE AT H5E1L, HCActorData (& #4157 D HCActor % #%
ETHIENTE D,

APLRIT, A DEFEE A E K OEFEIEREEOEHE OGEIT0NHE, £ ofh
(BES)OLEITANET &35,

* 7.1.3 HPKI &4 7 —7 /) (codeDataFreeText D EFH

Gk (EFREHR) B!
‘Medical Doctor’ [2% Bifi
‘Dentist’ Bk EE D
‘Pharmacist’ FEF M
‘Medical Technologist’ b R AR A B il
‘Radiological Technologist’ I R
‘General Nurse’ FHikhm
‘Public Health Nurse’ PRl
‘Midwife’ BT
‘Physical Therapist’ HAERA
‘Occupational Therapist’ VEERE L
‘Orthoptist’ T RE I 1
‘Speech Therapist’ S
‘Dental Technician’ BBk T
‘National Registered ‘Dietitian’ | & B 1
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‘Certified Social Worker’

gkt

‘Certified Care Worker’ Iri#tantt
‘Emergency Medical Technician’ | 2o 1=
‘Psychiatric Social Worker’ RO R Ak L
‘Clinical Engineer’ 137 IR 5
‘Masseur’ o /VE~ P — URRIERINT Y Bl & @ S Bl
‘Dental Hygienist’ i Bk A
‘Prosthetics & Orthctic’ FlAE R+
‘Artificial Limb Fitter’ ESERLG
‘Clinical Laboratory Technician’ | f#/EfR A FL
B4 (EREEOEHEME) | il

‘Director of Hospital’ E]85S
‘Director of Clinic’ s
‘Supervisor of Pharmacy’ EBRAE A AR
‘Proprietor of Pharmacy’ SR B R

‘Director’

Z DA O PR E R AR LR RS o B BB AR A

) B DOYU— R OZE AT —{8? Space (x20) & 3%,

BEICH L TEAMNOXLELLZNT LR ZVEREHSOEAEMEE %

hcRole 721 TiHITE D L HICEDH TV D,

72 % . LG Directord J& M % i H 5 % % & 1% Subject 7 4 — /L KD
OrganizationName & OF OrganizationUnitName [($442H6C, OrganizationName (Z
PR E RS AR 4 2 9558 T v — <~ F CTH M L. OrganizationUnitName

\Z”Director” ® L T4 & ¥A9 5,
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(2 HPKI hcRole B 7w 7 7 A )b
K HPKI @ CP TiZ, ISO TS 17090 |27 & 5 17z hcRole JEMED ASN.1 £t % LA
ToOXoicTeT7rA T 5,

hcRole ATTRIBUTE : = {
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch
[D] id-hcpki-at-healthcareactor}

—— Assignment of object identifier values
—— The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki O }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki—-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

—— Following values are defined In Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{iso(1) member-body(2) jp(392) mhiw(100495) jhpki(1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

—— Definition of data types:
HCActorData :-: = SET OF HCActor

HCActor :: = SEQUENCE {
codedData [0] CodedData,
regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —— Notel (Do not use)

CodedData :: = SET {
codingSchemeReference [0] OBJECT IDENTIFIER,
—— Contains the ISO coding scheme Reference
—— or local coding scheme reference achieving ISO or national registration.
—— Local coding scheme reference in Japanese HPKI is 1d-jhpki-cdata (defined above)
—— In this profile, use this OID: Note 2
—— At least ONE of the following SHALL be present
codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —— Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP
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Notel :
Note2 :

Note3 :
Note4 :

HCActor ® regionalHcActorData i%, A CP TIHf#EH L7ev>,

H A ® HPKI CP CJE 7= local coding scheme reference @ OID |3, idjhpki-cdata
fiso(1)  member-body(2)  jp(392) mhlw(100495) jhpki(1)  hcRole(6)
national-coding-scheme-reference(1) version(1) } &9, Z® OID |%, # 7.1.3
DEMHEBZRT D,

A CP Ti% CodedData @ codeDataValue (20,

A CP TiZ. codeDataFreeText & L C® DirecroryString (2135 7.1.3 IZHE L
72 ‘Medical Doctor’ 72 & DHGFERFLDEHL # H\ 5, F7=. DirecroryString
IZ UTF8String T a— RL7ebDZES, v~ v Fr 7 —dng 1 —~
Y F LTI D,
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<BE>
LLFIZ, heRole 5 7= X.509 SubjectDirectoryAttributes §iik% DER = =2— K L
77 —4 O ASN1EZ & 7 LTl 2 =7,

Medical Doctor D

No Type Len Value
030 61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents
206 3:  OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)
704 54: OCTET STRING, encapsulates {

930 52 SEQUENCE {-- SubjectDirectoryAttributes
1130 50: SEQUENCE {-- Attribute::hcRoleAttribute
13 06 6: OBJECT IDENTTFIER '1 0 17090 0 1' -- OID::type
2131  40: SET {-- SET of AttributeValue::values
2331 38: SET {-- AttributeValue::HCActorData
2530 36 SEQUENCE {-- HCActor
27TA0 34 [0] {-- HCActor
2931 32 SET {-- CodedData
31A0 12: [0] {-- codingSchemeReference: local coding scheme
3306 10: OBJECT IDENTIFIER '1 2 392 10049516 1 1'
: H
45A2 16 [2] {-- codeDataFreeText
470C 14 UTF8String 'Medical Doctor'
: H
H
H
H
H
H
H
H
H
}

oA A L
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74— K RE B!
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CountryName © | c=JP(EE)ET S,
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CommonName © | BEERORY AR XFHN &L T D,
ThisUpdata ©
NextUpdate ©
RevokedCertificates ©
UserCertificate © | k¥ LIFEEE O serialNumber % FLik,
RevocationDate © | K BERFEZEHT D,
CrlEntryExtensions © | yL9EfEEE (crlEntryExtentions) &M
CrlExtentions © | JriEsEC (crlExtensions) Z M
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#1722 FAFRDY A OTRT 7 AL
(CRL = | U §£8EfH crlEntryExtentions)

74—V EK RE B Critical
ReasonCode © FALSE
HoldInstructionCode X FALSE
InvalidityDate X FALSE
Certificatelssure X TRUE

#1723 FERAERHY A ~DOT 0T 7 AN
(CRL L& fEIk crlExtentions)

74—V EK RE B Critical
AuthorityKeyldentifier © FALSE
IssuerAltName A FALSE
CRLNumber © FALSE
DeltaCRLIndicator X TRUE
IssueingDistributionPoint O 43| CRL % W 534134 2E TRUE
FreshesCRL X FALSE
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781 N—Ta EE
HE LRV,
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HE LA,
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HE LR,
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