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ABPI Association of the British Pharmaceutical Industry KEREEERS =E
AHRQ Agency for Healthcare Research and Quality EEMERET KE
ANS Agence du Numérique en Santé TIFWANIVAF IIVA
ANSM Agence Nationale de Sécurité du Médicament et des Produits de Santé EELECREMERBOZEDHOERELE I5VA
API Application Programming Interface TIVT-3y-TOIIIVT - AVF-TJ1-2 HE
APMS Adult Psychiatric Morbidity Survey BRAEHEERE EE
APR-DRG All Patient Refined Diagnosis IAGNOSIS RELATED GROUPS 2B EDWRE ZWTIAGNOSISES & @
ARIA Active Postmarket Risk Identification and Analysis BB EHBRUATDREE LT KE
ASPE Assistant Secretary of Health and Human Services for Planning and Evaluation i - 5l B {R B SEILRER KE
ATIH Technical agency for information on hospitalization EBE B IR T T TIVR
BA Business Associate Covered EntitiesD¥FE &Y R— T 2FEEDHRTR PN
BAA Business Associates Agreement EIXRATYIIAIVER KE
BEST Biologics Effectiveness and Safety EYREOEMEE LM KE
CAG Confidentiality Advisory Group SFHERFETRNITFU-I)I-T xE
CBER Center for Biologics Evaluation and Research 4 RE MR 5~ KE
C-CDA Consolidated Clinical Document Architecture RELELHEXEEE KE
CcCW Chronic Conditions Data Warehouse 1BMERBT-5IIT NI KE
CDA Clinical Document Architecture RRXERE HE
CcDC Centers for Disease Control and Prevention EREEFt Y- KE
CDER Center for Drug Evaluation and Research EE G E 59— KEH
CDS Commissioning Data Sets P AN NON RS VE ) xE
cCcG Clinical Commissioning Group JUZHN-D3yvazy g I -7 ERZHIBOEREE  FTEEREE OEE EE
CE Covered Entities EERMEE. REEEEREEY - ABEE DR KE
CESREES Comité éthiqge et scientific!ue pour les recherches, les études et les évaluations BEABOME - - FEROTHEOEHORERURSES S 9592
dans le domaine de la santé
CFR Code of Federal Regulations EFRFAREN KE
CMDC Medical Causes of Death EMNREEFHEOEETEZT-IN-A I3IA
CMP Civil Money Penalty REH#HE KE
CcMS Centers for Medicare & Medicaid Services XTATPEATATARY-EAEYH - FEREETDIILEERT 514 KE
CNAM Caisse Nationale de I’Assurance Maladie ERERRRES IR
CNIL Commission Nationale de I'Informatique et des Libertés SRNBRUVEHICEIIEREES TIVR
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CNRIPH Commission National des Recherches Impliquant la Personne Humaine ARKRARSILEES IR
CNSA Caisse nationale de solidarité pour | autonomie 2EBEETEE IIVA
CPP Comité de Protection des Personnes ANREZES IIVA
CPRD Clinical Practice Research Datalink GREBRMRT -9V EE
csP Code de la Santé Publique NRETE K TIVA
DB Database T-IN-2R H@E
DCMS Department for Science, Innovation and Technology TIFN - AT AT - AR=YE EE
DICOM Digital Imaging and Communications in Medicine ERELURDEIE RO E RIZHE Hi@
DOJ Department of Justice TAUNEREREE KE
DP Data Partner T=9N=-bF- KE
DPA Data Protection Act T-HIREE EU
DPC Danbury Psychiatric Consultants FYRKY-fERIIVYII V- KE
DPC Data Protection Commission T-YREZER PANIVE
DPC Diagnosis Procedure Combination EL2EEEEER BA
DPO Data Protection Officer T-YREETE EU
DUA Data Use Agreement T-AF FHE2HK KE
DQF Data Quality Framework T=59AITATL-LD- FRMN
DSA Data Sharing Agreements T-IHBEZKN EE
DSP Digital Staff Passport TIFWAETYINAR=b BA
DX Digital Transformation TIFWRTIRATA=A=3Y HiE
EC ethikkommissionen REBEEEZES A-ARUT
EC European Commission MMNEER FRMN
ECDS Emergency Care Data Set HeaEET-YtZvh xE
EDPS European Data Protection Supervisor BRI T =R 2 B 2R RT EU
EEA European Economic Area R R A RR EU
EGFR Epidermal Growth Factor Receptor b bk ISTER T2 ARE HiB
EHDS European Health Data Space BRI FRERT —5 ANR—A EU
EHR Electronic Health Record B REREH 4@
ELGA Elektronische Gesundheitsakte A-APUTEFRELIRIAT L A-ZARU7
EMR Electronic Medical Record EFNT HiE
ENS Mon Espace Santé NANIVAAR=R IIVA
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EU European Union FRMES BRM
FDA Food and Drug Administration BREERED KE
FDAAA Food and Drug Administration Amendments Act HREEREESEE KE
FHIR Fast Healthcare Interoperability Resources FREGFUVEATZAREBEERESFOHEAEERMEYY-R Hi@
FIH First-in-Human EIEH 53R, L MRS TEEIR 5 T IERBEDE!] HE
FOG Forschungsorganisationsgesetz RITHEER L A=K7
FY Fiscal Year SEHEE HiE
GAfREC Governance Arrangements for Research Ethics Committees FRGEEEEINTYANE EE
GCP Good Clinical Practice EERBOBERABROEREDELE xE
GDPR General Data Protection Regulation EU—f&T Y15 ER A EU
GmbH Gesellschaft mit beschrankter Haftung BREESH N
GP General Practitioner WEZEE. MUDTE @
GSK Glaxo Smith Kline T50VAIRT IV, g e
GTAC Gene Therapy Advisory Committee BrFharELZMAZES EE
HAD Hospitalization-Associated Disability ABTREEMERE Hi@
HARP HRA Assessment and Review Portal HRAEWEEI/E‘:L—/‘I‘\’—G)I/ EE
HCuP Healthcare Cost and Utilization Project ANWVATT AAR YR 1-T4UE-v3y FOJ1s b PN
HDAB European Health Data Access Body EURBEMEELE. BET-YDXH BT 25517 OHE EU
HDH Health Data Hub ANVAT-INT BROERT-5E&EHLET-IR-2 IIVA
HDR UK Health Data Research UK AVAT-9VY-F, B EET-IY ATV ARRR EE
HES Hospital Episode Statistics AEPARZEDHERT -ty eS|
HHS United States Department of Health and Human Services KEEREREEWUSE KEH
HIC Healthcare Intelligence Cloud EfE-NET -V ERTES SN
HIE Health Information Exchange PERIEHRRE., nELDEBEROEE CEREZH UM KE
HIN Health Information Network BEBRRYLI-7, NET-IRRCEREZBECEENERY NS KE
HIPAA Health Insurance Portability and Accountability Act BENRUBERHREMORDOERIERIMICE T 552 KE
HITECH Health Information Technology for Economic and Clinical Health Act EEREOMEERMEEBETICEET 3 EE KE
HL7 Health Level 7 ANVALRIT, EREROIEXFERICEIT 4% @
HRA Health Research Authority EEF TS xE
HSE Health Service Executive AVAY-EATIEI 717 BUFE LR TANVIVE
HCSRN Health Care Systems Research Network EEYAT LRy ST-T KE
IAS Individual Access Services BRI7 AL KE
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ICO Information Commissioner's Office EEE A ERRE S B =E
SE_Q_CM/ICDJO_ International Classification of Diseases 9th Revision, Clinical Modification EETADNE KE
IDE Integrated Development Environment BARERIBIE HiE
IDR Integrated Data Repository BAET-FURIR KE
IHE Integrating the Healthcare Enterprise EEEHRYVATLAOEEEREEHEETZERNATOVIIH HiE
ICNARC Intensive Care National Audit & Research Centre SEERREEE -ARTVI- EE
INSERM L'Institut national de la santé et de la recherche médicale E I REEFHT I3IR
I0M Institute of Medicine BETPHT I-EEH TR KE
IRAS Integrated Research Application System REC-CAGODRIEBEEBFE TSIV IA-LA HE
IRB Institutional Review Board REREZES KE
JLAC Japan Laboratory Code SRR EIEE28EI-F BA
KAKUG Kranken- und Kuranstaltengesetz des Bundes EHRRELMEEE A-ARUT
KDAP KPRB Data and Analytic Platform KPRBT =4 Iy b IA—L KE
KID Kids‘ Inpatient Database NBABRBET-IN-2 KE
KP Kaiser Permanente NAY-I-NRIT . TAUNERE OREHEISEE KE
KPRB Kaiser Permanente Research Bank RAF-N—NRITVY=FNIT KAANRVY KE
LDS Limited Data Set UIFyh7T-9tvk KE
LHB Linkage Honest Broker FIANY—RELI-FUVT-I 2RITTRUIT-IA-RANTO-H- KE
MACRA Medicare Access and CHIP Reauthorization Act ATFAT T T AE LUCHIPE &S KE
MDPH Maison Départementale pour les Personnes Handicapées BEEDEHDT-IN-R TIVA
MHLDDS Mental Health and Learning Disabilities Data Set AVFWANABLUFBREET-F Y eS|
MHMDS Mental Health Minimum Data Set AVFIWAWAIZNLT =5k EE
MHRA Medicines and Healthcare products Regulatory Agency 3R SR R B R I T xE
MHSDS Mental Health Services Data Set AVFZIWANAT-ERT-F v+ EE
MIPS Merit-based Incentive Payment System R REN S E KE
MoDREC Ministry of Defence Research Ethics Committee HEAMEGEEEZES EE
MPS Master Patient Service NAY-RAYTIY M-ER EE
MRC Medical Research Council EFHERE EaES|
MSL Multi-Study Licence NWFRITAIAE VA, RSN R EHI RICEETEZT7 I AA T3y xE
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NCATS National Center for Advancing Translational Sciences B SVAL-VarREEETY I~ KE

NCl National Cancer Institute E LA AT SRR KE

NCPeH National Contact Point for eHealth e-NJVADE HEHE R O HEES EU

NDB National Database VETMER - HERZEFBR T-IN-2 =S

NDC National Drug Code SRERERI-F KE

NDOO National Data Opt-Out FYIArNT-IATT7IH EE

NEDS Nationwide Emergency Department Sample 2ERERTIII KE

NHS National Health Service EREREY-EZ EE

NHIN Nationwide Health Information Network SREEFRRYNI-T KE

NHN National Health Network ERANAT TRy RI-7 TPANIVE

NIH National Institutes of Health E LB ZRRT KE

NIHR National Institute for Health and Care Research [E 3 B ERAFFTAT EE

NIS Network and Information Systems FYRT-DEIBRYATA EU

NPO National Patient Overview E RO GIERIRER AVI-TY

NPR National Patient Registry EREHELIAN TIN-Y

NREAP National Research and Ethics Advisors’ Panel EEMRGEEELNEES EE

NSCLC Non-Small Cell Lung Cancer JE/NHRRaRHA A HiE#

N3C National COVID Cohort Collaborative 2KCOVIDIR— MR KE

OCR Office of Civil Rights ANERER KEH

oDs Organization Data Services BB ORI I-F (0DS I-R)BLMIHT 28 BT -YERTHLUERTZY-LX EHE

OMOP-CDM Observational Medical Outcomes Partnership Common Data Model DITREE A EERIRT 3A-T VR HiB

ONC The Office of the National Coordinator for Health Information Technology EETEXFAZREE KE

ONS Office for National Statistics ERGEHB =E

OPCRD Optimum Patient Care Research Database BEBETTHET-IR-A keS|

PACS Picture Archiving and Communication Systems EEABREEVATLA HiE

PCD Patient Confidential Data BEMWET -5 EE

PHI Personal Health Information BAEEBR KE

PHR Personal Health Record BAORER - EE-NEICEAT315R HE

Pl Personally Identifiable Information BAZRE CE31ER HE

PIN Personal Identification Number NG HE=r)= T4IIIk
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PMDA Pharmaceuticals and Medical Devices Agency MITITBUE A EE R EEEI SIS BA
PMSI French National Administrative Database BTV - IIVA
PQRS Physician Quality Reporting System EELSEDRESEZMBICITIVATA KE
QHIN Qualified Health Information Network REEEBERAYNT-T KE
Ql Quality Improvement sREMR L H@
RCE Recognized Coordinating Entity FOTE A RS KE
REC Research Ethics Committees HERHEEEZES =E
RIF Research Identifiable Files A A BTV DIAE KE
RIPH Research project Involving Human Subjects ESPNOLIES IIVA
RSNA Radiological Society of North America LK BEIRFES KE
RWD Real World data U7 D=V ET-5 HE
RWE Real World Evidence UPWI-ILRIET YA H@E
SCDM Sentinel Common Data Model Sentinel#@T—-9ET ) B
SDE State Designated Entity FEBUAFIRRETE TE RS KE
SDE Secure Data Environment RERT-HAEIAES T TIVRIA-L kS
SDRC State Data Resource Center MT-5)Y-At 05— KE
SGSS Second Generation Surveillance System COVID-19 55 2 tHAREER Y AT I xEH
SID State Inpatient Databases MATRBET-IR-2 KE
SNDS National Health Data System IV AEMEET-IN-A IIVA
SNIIRAM French Health Insurance System Database BEERIRT -IN-2 TJIIR
soc Sentinel Operations Center CIFRIARL-Y3VEI5 - KE
SOP Standard Operating Procedures TEEEFIEE i@
SPE Secure Processing Environment REGAIBIRIE EU
SPF Santé publique France NREER IS5V
SSA Social Security Administration HERER KE
Sus Secondary Uses Services NHSAMEM T BERT - D K FAH-E2 HE
TEFCA Trusted Exchange Framework and Common Agreement EEINEREIL-LAD-J BN E KE
TEHDAS Towards the European Health Data Space ERINOEEERT-FZRCrA = ETE ER M
THIN The Health Improvement Network fEEEm LRy bD-7 IIVA
THL Finnish Institute for Health and Welfare J4Y5Y FE MR ERE U FTRT T4Y3Vk
TRE Trusted Research Environment FSATYRUY—=FIYNAOAY b, VisitingfR i I21E xE

8 © 2024. For information, contact Deloitte Tohmatsu Group.



B&EE—E (7/7)

UG Universititsgesetz REE A-ARUT
VBPM Value Based Payment Modifier NYI-R=-ARAIAY NETAT7— XE
VDI Virtual Desktop Infrastructure RABT AT T HiE#
VDW Virtual Data Warehouse RAEBT-IVIT NI KE
VRDC Virtual Research Data Center R —FF-5IBIE KEH
WG Working Group D-x2990-7 HiE
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HLPT: https://www.europarl.europa.eu/legislative-train/theme-promoting-our-european-way-of-life/file-european-health-data-space, https://www.europarl.europa.eu/news/en/,
https://www.consilium.europa.eu/en/press/press-releases/2023/12/06/european-health-data-space-council-agrees-its-position/.
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EHDS/EZ §IX37

This Regulation creates the legal obligation in the sense of Article 6(1) point (c)
of Regulation (EU) 2016/679 for disclosing the data by the data holder to health
data access bodies.

This Regulation also meets the conditions for such processing pursuant to
Articles 9(2) (h),(i),(j) of the Regulation (EU) 2016/679. This Regulation assigns
tasks in the public interest to the health data access bodies (running the secure
processing environment, processing data before they are used, etc.) in the sense
of Article 6(1)(e) of Regulation (EU) 2016/679 to the health data access
bodies,and meets the requirements of Article 9(2)(h),(i),(j) of the Regulation (EU)
2016/679. Therefore, in this case, this Regulation provides the legal basis under
Article 6 and meets the requirements of Article 9 of that Regulation on the
conditions under which electronic health data can be processed.

In the case where the user has access to electronic health data (for secondary
use), the data user should demonstrate its legal basis pursuant to Articles 6(1),
points (e) or (f), of Regulation (EU) 2016/679 and explain the specific legal basis
on which it relies as part of the application for access to electronic health data
pursuant to this Regulation: on the basis of the applicable legislation, where the
legal basis under Regulation (EU) 2016/679 is Article 6(1), point (e), or on Article
6(1), point (f), of Regulation (EU) 2016/679. If the user relies upon a legal basis
offered by Article 6(1), point (e), it should make reference to another EU or
national law, different from this Regulation, mandating the user to process
personal health data for the compliance of its tasks.

H P https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0197
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EEESIEE Article 33.2 (2023/12)

R &= B SRR (2022/5) EAIEIER (2023/12)

Article 33 Article 33

2. 2.

The requirement in the first subparagraph shall not apply to The Commission , after consulting the EDPB(ERMN T -7 {REZE
data holders that qualify as micro enterprises as defined in B%), EDPS(D\J[IT H{REETE ) and the Member States,
Article 2 of the Annex to Commission Recommendation shall adopt guidelines on measures to protect the personal
2003/361/EC59. data of health professionals involved in the treatment of

natural persons

FIEOEH (L. RINEESEE 2003/361/ECDHTBEBXED  BINEE ST, EDPB, EDPSHLUMBEHEHEZELE LT, B
FLXTERINTVR/NRIBERZELLTOEREIF DT IR ARADBERCEDIERKCESEDEANGHREFRETLILHOD
BEICITEAINEVWEDETS BEICBETRHI N1 V%IRRT S

HFr: https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2022/0140(COD)&l=en.

httCPs://www.europarl.europa.eu/doceo/document/TA-9-2023-O462_EN.html
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BRI E S RIRE (2022/5) SRESIESE (2023/12)

Article 34 1. Article 34 1.

Health data access bodies shall only provide access to electronic health data Health data access bodies shall only provide access to electronic health data referred to in Article 33 to a health data
referred to in Article 33 where the intended purpose of processing pursued by the user where the processing of the data by the data user is necessary for one of the following purposes, and in
applicant complies with: accordance with Article 6(1), point (c), and Article 9(2), points (g) to (j), of Regulation (EU) 2016/679

(a) activities for reasons of public interest in the area of public and occupational
health , such as protection against serious cross border threats to health, public
health surveillance or ensuring high levels of quality and safety of healthcare and
of medicinal products or medical devices;

(a) activities for reasons of public interest in the area of public health, such as protection against serious cross border
threats to health, public health surveillance or ensuring high levels of quality and safety of healthcare and of
medicinal products or medical devices;

(b) to support public sector bodies or Union institutions, agencies and bodies (b) to support public sector bodies and Union institutions, agencies and bodies, in the health or care sector to carry
including regulatory authorities, in the health or care sector to carry out their tasks out their tasks defined in their mandates where processing is necessary for reasons of substantial public interest in
defined in their mandates; the area of public health

(c) to produce national, multinational and Union level official statistics defined in Regulation (EU) No 223/2009 1a
related to health or care sectors;

(c) Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March 2009 on European statistics
to produce national, multinational and Union level official statistics related to and repealing Regulation (EC, Euratom) No 1101/2008 of the European Parliament and of the Council on the
health or care sectors; transmission of data subject to statistical confidentiality to the Statistical Office of the European Communities,

Council Regulation (EC) No 322/97 on Community Statistics, and Council Decision 89/382/EEC, Euratom establishing a
Committee on the Statistical Programmes of the European Communities (0OJ L 87, 31.3.2009, p. 164).

(d) education or teaching activities in health or care sectors; deleted

(e) scientific research related to health or care sectors, contributing to public health or health technology assessment,
or ensuring high levels of quality and safety of health care, of medicinal products or of medical devices, with the aim
of benefitting the end users, such as patients, health professionals and health administrators, including:

(e) scientific research related to health or care sectors; (i) development and innovation activities for products or services
(ii) training, testing and evaluating of algorithms, including in medical devices, in vitro diagnostic medical devices, Al
systems and digital health applications;
(iii) university and post university teaching activities related to scientific research.

(f) development and innovation activities for products or services contributing to
public health or social security, or ensuring high levels of quality and safety of deleted
health care, of medicinal products or of medical devices;

(g) training, testing and evaluating of algorithms, including in medical devices, Al

systems and digital health applications, contributing to the public health or social deleted
security, or ensuring high levels of quality and safety of health care, of medicinal

products or of medical devices;

(h) providing personalised healthcare consisting in assessing, maintaining or
restoring the state of health of natural persons, based on the health data of other (h) improving delivery of care, treatment optimisation and providing personalized healthcare.
natural persons.

HLPIT: https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2022/0140(COD)&|=en
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SRS IEE Article 34.1 (2023/12)

R E S RIRE (2022/5) SRESIESE (2023/12)
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1101/2008 MFELL. EAFEETICRIT 2EBE LR AI(EC) No322/97 . BIURMESDFHEETTOI A
[CBIT3EERNREICRETZEESRTESI/382/EEC, Euratom (0J L 87, 31.3.2009,p. 164)
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Medicarell A& %L 5,680 A (2016)
Medicaid I A& %L 6,660/ A (2018)

ATATT ATATAR- Y-tV 5 -

ResDAC (SRYIKF)

+ SDRC (DOBSON DAVANZO &

ASSOCIATES, LLCAYYILEEE).
ACUMEN, LLC(T -5 & HT))
[C&E5E

6,700 (20234, CMSE1F)

117 1L 75— (Office of Enterprise
Data and Analytics)

+ 29%(ResDAQ)
+ 24%(SDRQ)

NHS England DB

BREASLUOLYEWIZTIZTAIC85%E
W BEBRTE. BLUMREICIERER
YY)

2005 (NHS Digital)
2023£(NHS EnglandIC#i &)

NHS England & #%& %8
5,70075 A (2022)

NHS England

NHS England

3,50244 (20225, NHS digital &%)

3174074 — (NHS digital £1%F)

Health Data Hub
EET-INOEETHE—INERM
ERERT IV AGRIAL. TTDEELE

EYR-rem LSE3E0
20194

NREHEOLET N -5 (ERM)
1,200 5D AR T -4 (2018 FE K )

Health Data Hub

Health Data Hub

1004 (20224F)

M7T1LI45-

© 2024. For information, contact Deloitte Tohmatsu Group.



CMSEARDEES (36,7008 T, ZDO535DIVI-TIAAT-IE LU EICFIIE T B8
EHcMST-YDEEEE-TI\S

R -YEIEH

KUY=-BLOT-I2 I IN-T

T I AR T I -T

REEESLUPRIIIN-T

BREMBLED I -T

MET-IRFEIN-T

75 BRERIIN-T

« CMST-YDUNE., B, |

o RUY-LFIBEO—EMEHERTEHD
T=AANFTIATL-LT-TDVERL

o ATATT ATATARICBEET 3910 -1
ABEDTOEROAN, FAXK, RE

BE)
o AEIOORART-YEROHEBERO

AT1ADEIBEERLE
RERIBRE

TOUSLEZHLT
O-NCOEEE

IV9-T54ARXT-5
LU D RE

W95

4H§

it

NN

e
i
it

3%

it

ERABRERE

DB REFREE

RERETEE

ERBRSETS - R EH

4=

BEE
FRIEERR

REWITEEE

sHE

SRITEEE
|

CMS

FIGI
H-¥'2

AAL-
>3

BR1F
X G

oY i=0)

- BRREE-mBUYY-

ATATT  ATATAR
VY-

— EETYY-

ATATARB LU EEEER
P& E (CHIP)Y Y —-EAtZ Y5 -

(EEES3IIES

54230
NTA-NIR

PEHE

CHRERICEIT

JOUSLEEMTYI-

HEEIBR

RIREIEU VY-

e

==
z=
==3

H P :https://www.cms.gov/about-cms/agency-information/cmsleadership/downloads/cms_organizational_chart.pdf
46

© 2024. For information, contact Deloitte Tohmatsu Group.




NHS Digital(3R NHS England) (I8 1 =Y T
U-DoEERE - TV RAXTIELTVS

EREBWMOIEEINTSY, JOFI7TUN

EARITY-ER > SIS AIBLEE
> EMRUOTBE || 5 & ReEi

BREG, BUR. ANT VR > BEEERANTYA

> HREK - STiE > TIANY—, BREM. RE., =2
> 77)09-, RUY— 7T IF% > BIE

70597 UNY - > B RAEEREI1-Y-d L DEREt

> JONAY -0 R—-k - R-tJAUA
> BB LEER LB

—-5Y-E2

» IN=Vvll > TSI T T EA > WEOEALBRERE .
> A > BE-HMEES. BFRAY-LZR (e-RS) . B, &> TITLTAb RS
AR, FHY > Fffie T -5 DFhiERE

> ATVU-ZV 08

TI3YRTA=L > 79—t > TIYRIA-LEEFR

> TIYRIA-LIBYBITRE > BELTRODTPATITATA

> ANO#EET > B—-EALLTOI-K-k

> BBIRT-9HF > BERE T YT -IAI K

ITEFRS > A7 AVIFTANTIF v ¥-L2

> ITERBLUIVI-TIAX-Y-ERIBYTITCIT1T-T1L5— » ITRL—Yavy¥-ER

- > FJ17H-EX
REEEVRIETR > 3')1—93‘/{%EE

> [TARL-Y3ayDEE

> {RiE-URVEE

BiEE

URPAGH 1>
> EBRYIN-tF1UT1ARL-V3aVAEHERBERE

| 7-9t*¥1UF12Y4%- (DSC)

| > NHST ISV EREE®REF1UT(
I

I

H5EE
> YAN-T0935 L
> T-Atxa) T 114

FHER TR ';
LT -CAEE

e A =Ub2) I
DRIAS:7:% |
EXTAHNFYA VRS T |
LIZAT R e e e e a1

HFT : https://webarchive.nationalarchives.gov.uk/ukgwa/20230404161255/https://digital.nhs.uk/about-nhs-digital/our-organisation/our-organisation-structure

47

© 2024. For information, contact Deloitte Tohmatsu Group.




NHS Digital DEXEE ., (T

g, HINFTYAEBPIIENHS Digital DERERI 7 I IV DERER. B

EANTFIAO—BEMDIBER. ANTIALEREICET 3 MEZRHLTVNS

« JI1T7VRDZ
- REHSEULSE

- BRIRELVIE $|§i7]/\7“/7\tﬁﬂ5!iﬂ’]7l‘ﬁ§1_ﬁﬁlilulaséiéﬁF'%ﬂnﬁk’ﬂET%?%

HRRE, BOR. ATV RERFT

—ALEALTRBCE. FiiT. BUF. mISREICED\WTEREINT IV %EE
. B=F . RERF-LEEELT, RY Y- UJ/\T/Z(D—EIitﬁﬂﬁﬁﬁliﬁﬁ{%?é

ANTFYAICEDBERFT

g SHE

T7)0I-IIKVI=17-¥TJF% TN -1 BREMREER

+ NHS Digital DE¥xE& % E

- Eﬁft’ﬁoﬁ‘/%wb@) JIVIOH . FISNY-CANEY)BT Y/ OY-EE I BERBEEDRED

o TIFNY-EADMREE o T-HVIEWMANT VA, L EMRECE

BLTWAZEDRE o VOS-HERMNBER-T7IBHRANT
. W%E’m AT EETEICLBHYR-k . B IHA TN O R IE YANRRIEZDT-FI T N-TADS
o NHSXZEOMOIMIIPZERAEDE jJEl
&= 1% . %&5& Pﬂ]% %’J /A\itt'nﬂl_\ IZF‘%‘
s —ROANL ., EE-NEAIVI FE tb‘“r\ I~
B EFREANDER(EESIE

« NHS Digital NADIE IR I2 BEER N2

s EERETTOTIFIVVYI-VIVOME L

%7

- BRAREECERIRURTEEDIR M

H PR : https://webarchive.nationalarchives.gov.uk/ukgwa/20230404161255/https://digital.nhs.uk/about-nhs-digital/our-organisation/our-organisation-structure

48

© 2024. For information, contact Deloitte Tohmatsu Group.



NHSDHNF Y A& (L.

i 71“/\‘7“/7\&L\oi*ﬁ(ﬂhaon\é

NHSDH/INF Y A

® NHSE
o REHESBAUE

® T-YIREAH
o FEHROEMICEATEAEH
o HEZRIFHH

e

49

HBERANT VA

NHS Digital A7 -5 ¢77./0Y-OfERZE&EL TS/ N—
VAVEHEL, TR 2N DBEYIERTEHE
ZEAHEN DEBMELVY IV ET—RDODA L [CERBAT S

® F-HREEFTEDOPO)BLVIVTIATIAF- 1
® FHELIFERANT Y AF-L
® [EREF-L
® LT\
® FIANY— FERM., B, EF - FEEEBL
OBy IR-FF-L4
® Covid-19fLVEDHHERO
MKRR-I(CTEEMEDEVNIF-LDEFS %A

NHSDANF YV AICEEDBiES

NHSDANF YV AICEEHZRY Y-

NHSDA /N TV A (B8 B E HEfA &

EEICEDCHE, Z20FHILEINDIER/

® T-Y{REEL
o \NEX

o FRtF1UT1 A%
o NELTHFODEESH
o [EREBFHEH

ERERANT VA

NHS Digitalz Hih— L& 2 T RAE M
EBHdT0T5LEY-EREEE BR., A
F9ITIRMT S

® FERLTEMTF—LI

® [ERA-HU T ¥ Pathways(EREKY—-I)
OYR-bF-L

® FOUSLEY-ELANDYR-—FF-L

® EFEEHRARTF-L

® EETVN\MAF-L

© 2024. For information, contact Deloitte Tohmatsu Group.



R/ A T34 07— S R R DA £ B

89 5. FIRICBEIDZ ST PEE.

NHSAA XL TIBIRICEIET 35D T FN1 A2 T 3EE L HB

TN —/ZER M /MREE /RO

Data Protection Officer (DPO) and
Compliance team

AF— (3383 LTNHS Digitallc 7 FIAT AL
T-AREENETINTVNBHEAR - Hik—
NERA)

v N EBREIEN SR ESNA VYTV DR
BETRIAA

v T-9RESEFT (DPIA) EIEDER

vV T REANT YV ALRIEDOHAEADT
A AL EEEDEE

vV T-9tF1)TABELOREY-ILFY RO
RHCABT-IREEBTDRTLER

v TS RERBICETET NI

Partnering and IG Services

ERT-5. ITHRBELMTI-LADER,
RITEFUT-YT0T S LDREEE . NHS
£ 4K DInformation Governance D175

v IIANRY—, T-YIRE BERREFCET
BTV ENAAREHAT Y ADIR ;M

v DARS(T=FT I ABLVVIIA M -E
ADER. Z2M(CBETET7 FNMADIR
HEBEEDEMET - REDHEICTTS
Pik—k

v T-9DINE., DT ARICHDBENT
OFAADT FNM AL EE

v T=HHERBICRDZEE (Interim data
advisory group) DE5E

v ENMSOUIIANSSIERO AR
(FOI), T EET I AER(DSAR) 1
DF-LTHEHRINTNS

Information Law Team

T-ARELTIANY—- BEROBE A, DL
common lawlC B8 2 1ERIREICEITETF
INMA%1T5

v TIANRY-YRT DERPEIER N DE
YIRT-IOERELUHB(CET 3E/
TR\ M2%9 3

v IEREBEDER. ERIFENR, AL
937 FAAPYR-h%1TS

> FOI:2000FEERARE (FOI) (L&Y, E(CLTHEKEHBEANRVRY ., AREENMRE I 31EREAF I B1EF]
> DSAR:GDPRICHt> T, NHSHMRIF I 2B EICBITBIERO I -4 ERK T 3ERIMER)

H P : https//webarchive.nationalarchives.gov.uk/ukgwa/20230404161459/https://digital.nhs.uk/about-nhs-digital/our-organisation/our-organisation-structure/strategy-
5o Policy-and-governance/privacy-transparency-ethics-and-legal

© 2024. For information, contact Deloitte Tohmatsu Group.



51

2.2.2 Visiting 217

Al

St

© 2024. For information, contact Deloitte Tohmatsu Group.



A

=
)

&

(FERTELVD, T1Y7Y

3

DVisitingfRTFIRIZXLU T DOEY TH5, =

Visiting BT IRIZE D & [E LR

O S 7 N

J0Y5iVJEqE

b NHS England

73 oo | =i D
Visiting BB AT IRIZE D & R Sec.ure ata
Environment
Python O

R O
Golang
saL O
JupyterLab

O

IDE(Ht B FFIRIE) RStudio

Anaconda3

YIRIITAITS Apache Spark

F-9AN -V

SAS
SPSS
Stata AGENIELE)
Databricks O
T-YEIBM Apache Superset
MysQL
PostgreSQL
Cytomine
OHIF Viewer
GeoDa
QGIS

ety -l

ZDfth

T-IHE -HEARES Gt

52

Y-l GitLab O
WBYINIITVOERRIS ~BH

E

*

ITVATREMBEOYINITT

FCREEZEETE bﬂf‘ﬁﬁﬁ'é%c_c‘:?’) C2%

O :TIAE A ATYIFI

Health Data Hub FINDATA
Project Space Kapseli VRDCéZL;tLéaelnlzzi)e arch
O O O
O O O
O
O
O
O O ANER
O
O
O O
O
O O
O
O
O AGEINRIE)
O
O
O
O
O
O O
O
~HH ERAR (BENLE) ANER

© 2024. For information, contact Deloitte Tohmatsu Group.



Secure Research Environment (SRE) (377 L AER DT E SN TR R E DR EICNHSD
EET-YOZEYRURETOADAIGERTIYRIA-LTHS

K [ENHSDVisiting R ER1IE
(Secure Research Environment) [CDW\C

= MEEIBEODEANBREFBEITZENBVEZERIREBOET,
MERT-HICTICA BT TEIENAIRERTTY N TIA— L, SDEICIRINENZ B E BRI UREZILEINTNS,
TREFMADOEBEAUY LT TOIE B OBRERAZETSNS
[7-5%E

ST Y- RERBIRI YT TERES L, YIS
i BRI OIS STy
| a1y 1
e > MR 5 SN ERITRE OB HTREEAIRT 2
> —RF-HETRENGI IO~ KENZILIBL

(A1)

> MREDT -SRI ERERE BRTIENTES
[F518-]

S TOVTI M BERT I DHIRIEENS

FA&E TOCAENMT G SN R E

45— B %5 (dData Sharing Agreement (T =Y £ B Z22) [CREV, ARICHBEHIMSNARINET-INDT I ANER
= LN
JTOJ53iVJEE Python, R, SQL
o IDE(fR & FFIRIE) RStudio
FIRIE . .
REtiETY - Databricks, Stata (A >/3Y)
T-IHE - HEREZDY-I GitLab
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data-environment-service. https://www.england.nhs.uk/aac/wp-content/uploads/sites/50/2022/03/Trusted-research-environments-TRE-development-update.pdf
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T-IREE

T-5H A

75

HDAB

SPE

&

T-SNmEEEE mE R

HEEER M

Vi A A NOEE)

EEBLURAEINIVQRUINIL)

T—5E

B /B

Vi AW NOL:4(4

A WINOVEINE(

BiR
T-9REEDRAEDEE

ERAEARLSNET-F Y DR E

ST D=8 DPrivacy enhancement
technologies(PET: S5/ \Y—i&1k745./0I-)

SERMGE/BEENT-9 Yy rOIR A
TIFNATITI bORE]
1-Y-0fREx

B EAEET )l (Capability Maturity
Model)D3EZE

HEZERMERILEERY 6.2 DEEXRET S

BEEM R RER HhRY)
ERSERGTVES /N

H—0r% D 2ERAI3
UV -J(#EE)ROEINE

RBLD B E

BEEFM R e HhRY)

B ol BE. 525
R R i

RBLD B E

SHTFRPET

A-T YA IT VX% LIZFAIR by design
QASNIVICIRERZE DD

Health Data Research-UK(Z[E). European Clinical
Research Infrastructure Network(EUDHFFZE1 > T 3).
Biobanking and Biomolecular resources Research
Infrastructure(EUDFRZZA VT I) TCORE I AR VEE
TIOFEERETS

HEALTHDATA@EU 554155, 55555%. R ¥6.2
HEALTHDATA@EU 24155, 55565

RE® 615KV 7.2

HEALTHDATA@EU 554455, B3R 47.2

HEALTHDATA@EU £:1B37q. 5IE55, LR 4¥6.2

HEALTHDATA@EU ZE375j

R E47.2

BR¥e.1
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RETEEFET-IZINEL_RF)HA%Z1TISecondary Uses Services *E A I 3L T,
TN RFBZRALEL TS

v’ Secondary Uses Services (SUS) (3. NHSHRI T REET - ID_RFBY-LATHY, BET-IEZEZMHE. HetoT. AREE. B
RERRERE(ERATEIEEHELTVS
vV BE(CBIIZEERT-YOE—DOSIEEURI NI THY, NHS [LKBEERY-LADRMET R-FT 30084 BLik—~e oMt r] g8

———  SUSDIERK ——

NS Trunto Y | NS Trusts s P OEBR G KB BIR ONHSY Y- DS 155 B HLLCDST =5 2y MESUSIATE

Secondary Uses Servici

Landing (7—%7EXA) |+ sus (Z. BB FH500 5 EO=ZE L I-FE3,000 AEEOEELI-FELE
staging (T—-99LYI V%)
ANIR ¥ IR EE

Data Warehouse « BBOQRAI-AX-VYT-FIITI\IAZHEHERE

Data Mart

v

Role based access control (7771 A1) ~

SUSAMT 7T (4. Role Based Access Control (RBAC)[C&> TE RSN, SUS Users[EAV—MH-FPEBEDI-H-ID#E
NnE

v o I-Y-0&BCEDE, EBIATEE, BRI, FEFRBIESNET-FICRT2BEUET IR LANERE
SUS Users

HL P : https://digital.nhs.uk/services/secondary-uses-service-sus/sus-essentials. https://digital.nhs.uk/data-and-information/data-tools-and-services/data-
services/hospital-episode-statistics/hes-processing-cycle-and-data-quality-checks/data-submission-and-validation-into-sus
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NHS(MSecondary Uses ServicesCl3. BEITOT-YBLEBH LU EHIDEDVYE
JIY-EAZEBLTNS

TONAY -850 &8 v' Organization Data Services (ODS) DI&IRICE IS BT -F&FEARALT. FL\WSONI5 -
J-kYwEY) R I-FE-EENATONMY - I-F2ELWSO/NM5 - I-FICESRIICEH
. v TONMF-CE-TERERRESNLI-FE BBICERT 200 FIENE B £1T
——  SUSDFERK —— N3
Data Senders BEODRHLE &8 v E*E(i%’?ﬁ(]):\:—}r—}l/ FE‘—Kﬂiéf‘—GE@%_ﬁiéit(CJ:DT%EZ‘TL\ BEINE
- NHS Trusts2 HI kR BELI-FEERBOEET-YH 6B EMICHIBRENS
v BEIISUTSUSIZESH5T - FHIBREE KL T, sus DIEREEEEARLEELELI-F
_ l HSUSHBHEIBRENEE . ROT T EDIE UL EFHESN SEEIRENS
Secondary Uses Service
v NHSDT—=97U-ZI 7 )=)V(CBY AL IR LT
Landing (7—7E2) / « NHSTIXHospital Episode Statistics Data Dictionary (HEST—%71%7>/3F+Y : HES
L o T-=4 TERTERZINTOT -V FOFEMIEHRE SO M H AEHRXE)T, AkEE,
staging (7~ J77) Iz i AREE BaBE FLT-IEOT-FEEEERELTNS
RFB L ARET o T-HJU-ZVJ T HEST=9T 1473 FVICAIY, HEST -5y ~OIN I HKUER
v LA RIS-DREZFDUNEBZEITLTND
Data Warehouse Master Patient a8 v' MPS IDIE, FERDHES IDT1-ILRIZHKDE, —BORBEHFRIF THS, MPS IDIS. HES
v Service(MPS)ID EITHL 2E0IRNTOEEUANNT - O TEEOVYF I IEHETD
Data Mart
v
Role based access control (777 AHII{H) . N . _ .
¥ BENT-Y7Ly I 0% T-9RBR R (T EHE MR, 71—V FLE1-%) 25Xk
SUS Users Organization Data Services (ODS) : NHSE WYERY I 2 AEBMEM (2. BB OB I-F (0Ds I-F)B KU

1T 22 BT -9 RITEIUEETEY-LR
HES : Hospital Episode StatisticsD#& CAE P ABTEDRET -F 2y b

HFr : https://digital.nhs.uk/services/secondary-uses-service-sus/sus-essentials. https://digital.nhs.uk/data-and-information/data-tools-and-services/data-

services/hospital-episode-statistics/hes-processing-cycle-and-data-quality-checks/data-submission-and-validation-into-sus
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KETIF1996 FE [CHIPAADFITE SN, EERIRDEZZEE(CIFT B[ Privacy Rule ] &
[ Security Rule | DEBSFHEFEFF TN

HIPAAD L E

v VXUNEREICEVWT, BEEIMBRICEZFEERE L. MEFMNANDEIEZRES B, . EHEQNEICENRT 5, BAIEIRICE
HYBIMEI 100 Z 8BRS

v’ 19964 (LRI R B UM B SN F=HIPAA(Health Insurance Portability and Accountability Act of 1996) Tl&. HIPAA [CED< [ Privacy Rule JDH T,
ZORETRELBIERIERERENREREIEIR ] (protected health information, PHNZDWTHERHIL TWB, ZN (. Privacy Rule Cl4F7E
DEANZHEATEERERFRIELTERIND

v EEBROEZEZEL. HIPAA (CE D Privacy Rule] & U Security Rule ] &85 9 22D RFETTHN TS, E-. 2009 (CRIL LT
HITECH ActlCkb| HIPAAIZBIFB T IA NPt F1UT4(CFET 2R EN RSN TS

& INFTOELBIA

EFHENF | & B &% (Federal Trade Commission Act of 194)
19144 > T/\IEBL/(liH)'KﬂﬁE’\JEﬁ%RliE?‘_ﬂﬁﬁr&ﬁ‘J?%ﬁ?B/ﬁ BERICHLUTONETIINY-RUOtTFIU TR EICHL
TLBERASNSEERSNTNS

T34 I\=7% (Privacy Act of 1974)
19745 > NHIERFICH TR EANBEROEIR VARG T 285, EHPBATHEREN LR ATAICBW TR I 2EAICRET21E
BOUNE. FRe. AIRARMREIOOVWTEDIAEFEREFERNEZHELTNS

EEREOEITIHE FEICEI T 352 (Health Insurance Portability and Accountability Act of 1996, HIPAA)
> EEEBREBEEETHIERIEM TSN TV Privacy Rule] & U Security Rule] Tld. B THIE% EH B E NIRRT

19965 PEANNEERBETLBACRY, B TELH COERBROBRERD TS, £, L RERERCET 2
ZEEBEBEVPZIOREESTEHTNS
BENRUERNESMEOEDDEEIEHRITMICET T 575 (Health Information Technology for Economic and Clinical
20094 Health Act of 2009, HITECH Act)

> HIPAA [CBIBTSANY—PF1UT /(LB 2REN R, RENRERBFRFEFOZEAPREBELENDE
MEFB&RFB

HLPT: https://www.mhlw.go.jp/content/10800000/000931600.pdf
80 © 2024. For information, contact Deloitte Tohmatsu Group.




HIPAATIE, ZADEEELZB A £ULIEHIPAA Privacy RulelCUNE SN TWBEFRIIAEH
LIANDT-H3ER -BRLTEBESEVNEREINTNS

HIPAA Privacy RuleDEIEH

EARIFA m T-HRFELR UTOBEUNCT-F&MEA, BARLTUIESEL
Statutory basis and purpose > WREBBEAN (XIFREE) HXEICKYATR (Authorize) LB E
> HIPAA Privacy RulelCKYEFR], RSN B5HE

(R S5 4R n REFRELGIEEIERZREMRERIBFREPH) I CRELTHY, BAZRETELZUTOBERIEENS
= > 1BF-RE - RKEOEAND SR - KRR EEDIRRE

> BACHTIEEITA

> BE-IRIE-RKFICBIBANATTOZIAWCEE T B1ER

Protected Health Information

WHRE
Applicability

Covered Entities(CE)

> Health Plan: EERRRIEE R EDERRIEE

> Health Care Clearinghouse: {RBREFRITEE B EDERIBERIZEMES

> Healthcare Provider: f&ftE. 7UZv IR EDEEIRHE

® Business Associate(BA)

> CEICRD-TPHIOERL, 2., RE . REFZTIE=FH (REBRIULER. EFLAT-FIIIGE, PHI
NDT I A B ENICHE LT 1)

> RS, REEHOR, 25 VYN TAVI T-IEN. RE. BHEE. R MEZFOY-LAZCECR#ETS
FH (T-EARABRNMRETRIFROFTICENSHE)

EAXEHET m T-FREFEE RE. XAV AIART T ZFNLIADHIPAA Privacy RulelC &Y EFRISNT(E R LA, PHIZ{EA
Uses and disclosure XIEFRTBERICIE. BADOEZEAEICKZEARESFELTUIRSAEL

m PHIOEAKRUERICBEVWTI. BREERT S L THRERER(minimum necessary) REIFICE EHBTE

12 R EFOE K L m ERUESEDOHIZFELT, REBRUE T, HPAA ERDHTHECIE, EHRFRHFAEBLTZORITEITOL
Civil money penalty DTEB(EN. #HIFE (monetary penalty)2RIFZEETES
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HIPAA[Z N Z#E R TEERBEOBELSABICITTONA=HDEFRETHRIEDD, 15K
DEFt B ICEBBRBRYAVICH ST EHOREERAZ /LTS

HIPAADFIEE =

HIPAA

m HIEDER
> RIAKETREEREREZSCRBIINEFOEETHY, 2KEHE—I2EBOIN-IVEEFELENE
> ZO0H. FTKEDOFHEENFIOMDEENEIE LSS ICERREDS | EZ R EE(CT B=HHIPAANHIE SN T
> Z0%., MNEEAEEEBROBEEMECITIEDICE. EEEHEOBHRICLMTBEROE FL - ZENEITOHENHEZ—AT. B
FIFECEIBRFRYRI(CF ST B0 (—IREIRBEAN B REZEEZFDME EFBEOWSNICEFEELEN>7=ZEEHY). HIPAA
([CEDURBEEUEER DR AL LT, HIPAA Privacy Rule Y HIPAA Security Rule NNEBED B T2 RICHIEINT:

m HIPAAD B HY
EERETIHCHTEBER T EE 1 R OMEGEIE (portability and continuity) #EET 3¢
EERIERICDE, TLE, AIERBK, BERZHIETEIE
EEED-HDOITE O EE (medical savings accounts) DX FEE{EET B¢
RN BEERREROY-EANOT VARV ZOX REFERET B
EEREOEEZERILTEIL

|

HIPAAICEE DR A AR )

A\

Y V V V

HIPAA Privacy Rule HIPAA Security Rule

m HIPAA Privacy Rulel3#3 #l 3 SR & BB EEIMEBENRE LTWBEFE m HIPAA Security Rule[S#RHIFT R &R BHEBE(CXTL. 2 TOEFLS
DOE AR AT e R EEIEROF BB LU RICEET B3R NEBEANIBRICEET2HE 4. BiE M. TR ZERT B70DI(C.
HEEHTNS F+oBEFIVTFREETBIEEERLTNS
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CEEBAIFEIRATYIIMYERBREEHEITBILICLY, BAISCEMRE IR EEBIRA
DT I AN EL 1Y, BAEHIPAADESEH RHHNS

[Covered Entities) [Business Associates)
@ 4 / >
Business Associates

» Health Plan _Agreement (BAA) - CEAD>TPHIDAE AL, BA. 1R, RIE%%
EREREARCOERRRE EYRRTVYIAIRK) 175%=
> Health Care Clearinghouse BADEE 2 M= (CPHI%(E . (REISHEVIR AR
REEBERTEELCOEREREENE | mLERss 203 . BRSBTS
> Healthcare Provider R . PHINDTEA%E B BHICHEL S 1B
b, 7YY BEDERRHE > UTFOY-CARCECIREtT 5%
) Y-P AN BNMRENRIEROBRICENZBA
/ Data Use AgﬁrJeerr;e;;cj(DUA) - B
757 P L2 . REEERS
CEQUITYRT Ity EERT 3 T%Bﬁﬂ_ R Jr
LIBT3 E- TR (BT 322K © IINTAT
v - RE
o e . EHER
[(FREL] mose saisticcenerielnszge . s
« CENGOBERBIRICELTIAAPLETERLTINS .
- CEMLimited Data Set&{EF T 24 A 14CEL Data Use - MEBF
Agreement(T —FH| FIZ2H) EfmiE T B

H P https://www.hhs.gov/hipaa/for-professionals/fag/251/what-agreements-are-needed-limited-data-set/index.html
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HIPAATI(I &= (Agreement) DAY A ICEL TEFH LA ER/ZERLTOVEND, KR
(Authorization) (3. —EDEHOSNT=FiENHB

HIU\tE(E'b\O)\n L\
&g [ & (Consent) 72 (Authorization)
B E# 1] HIPAA Privacy Rule § 164.506 HIPAA Privacy Rule § 164.508
HEIDE BEIFRDIRE REIBEBRORE
BT R CE CE
ZHITBET-R B LEEE (K4, —ROGERIRE. REFE) mOEEENILT
(1) LIS INACON WO BE: 3 m Y-TT71VJBRTOFER - FIR
B PHIDERSE
STE B CE(IRE., XV ANATT7EFICHRAPHIOE B FEMEICLIARANDERZFIIEICEY . PHIZFAK BT
BAERARCETIRIEZEELTER (AT FRA-FRLTRL
AR B AuthorizationD X EICETNBIEEHZFMICATE
B FREEEET2558E. BFREGLEHSNTES B L [RADEXKIIIGUT(at the request of the
ERINEEEES &ané (§164.510) individual) | £ WD EEERICKY . FFRDKETE DIFZRICEEL

TE+2 BB LARIRT B RIRETH S

RENPRFENFTIE, RADERLLPHIZ

ERATEZEHNFIREDHONTIND

HPF & https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/combined/hipaa-simplification-201303.pdf
84 © 2024. For information, contact Deloitte Tohmatsu Group.



HIPAATISFREERAE, FTIEAE. FIAHIRIEVAROBEENRDON, BALE=
BICT - EEER T HEFERBHON TS

BN DIEF

T S R

« AANPHIZREEL. ZNOOBFHROLI-FEY

- EAMEELELI-FEYNITIEAEEK

BRI ston520 OEMEBILDILKIERCTIEATE | ANENBEBE
(Access) ' HER . HEA—EFEFELEINEVNSGE

o BEAVACEEZSIZERISHBVNGE &
_— - EAfPHPIEESNELI-Feybotse | BAIIRELEL SRRy TRAERR
A (5164.526(a) CEICISIES B BHER e oA g A
(Amendment) o CEICKYUIERRSNTT - THdH5E

o FFENDEETRHRWNGE 2
A AR - 1= 1
(Restriction of use) © CEISBEEVPIL AVATTERCETEPHI | | 4y, % (- o > 1E A
REUSOT-258 U e mEeBEReHIRT 345 BHT ST MR BRORICBZ ERIBRERC
D)
A o PHIOERE:EFRICET2&EEE AN LUTOHEEERE ZEECOMEINILE
(Re";‘/‘;)cation) (§164.508(b)(5)) [B]9 &R CENEREEBLUTHILWVEE

o RERZHIDEOHICARLESGE
T AR X B R IE (5164.524(0)3) | BADCEIZ, PHIDERZBAMEELEE= « BAANBLUEXET, XT38 40HHE

(Transmit the copy)
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HIPAADPrivacy Rule Cl3, CERLL T DIZRICEWTHEANDEELGLPHIOER - FTRZIT
STENEHLHNTINS

KANDERGLPHIZER -FRL TR WMEE(8164.512) A (B)(C (RELUBTHEERS)
] HE NEEY
AN BRI s et s _
L s W - EICNT BEROEA FIR
A B, THW AIVRT T W AR, AW AT TEBIREPHIOERE BTN AISN TS
2 Treatment, Payment, Health Care NIVAT T WP IUZvICHII2MEBRILES. JVETYY-DORIEEE). FFRRUTRIEITADKR
Operations  (§164.506) H, AVTIMT7VAEFHBELEPTIIWUNDEERROES THB

RIBRFCERFOESZHIHE
3 | Uses and Disclosures with
Opportunity to Agree or Object

BRNLER-FR

Incidental Use and Disclosures

B ERABEEY. BRERE, B RNTEEN 55N TNS5E
(B : RN & EEIFRY 5. REBANMLSEEZET B)

B SHEIMAOPHIZERBEELTILE LSS (B 1 EREORFENEIZTLEIBERL)

B AANEEELKEREZITOIESBLIC, PHIZFEAXEFART 3N TERHEELT. U TOEBHFIZ
énwa ttb FEBOERBEHCROIHENHD)

ERICSOTERINSFER AT

NREEFBOHOEREFHR

BfF. B RBEXBREARZRHOEEEIOVWTORMT

REBEE RBOHDEREFRAR

a/f&U?—.l_'ﬁmi%mo)t&)@EﬁT

EHITEENET AR

WANDOVWTOER AR

. ez IRXIFHEROAEDTHDER AR

HRBBIOERCFAT

BENX(IRE(CNT2RIGEEBZRE T A-HDFEREFR

BAFDEFIRIEEEDHDFEA AR

5 SCRIEOLHORIR 5

6 | Limited Data Setd#!| B T-SHAENT-IFBZNERFELE LT R ANAIVATTERS., ARELE B TH BT 35

HLPIT: https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
86 © 2024. For information, contact Deloitte Tohmatsu Group.
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B XL HWLTCEL. Protected Health Information(PHI) &2 A A DR E &R <
A -FARLTERL
ASREE. W AVAT 7 EBEOEEIBEBROFER - Fx

B [BE(treatment)] : BEREEBEFOI-TIR-YVIaVVEE. EEREKEBOERECEITZIVYINT-VIay, EEEEROEBHEDBN. Bk
BOUNCYHERETONROBERNLET 7280

« BEOPHZRBIZEEHREIL, BE DA (authorization)ZHX - BEMERLEEZORBEROED. MM DTEM T TIVEE
15922 ¢LLK OEFEEBICPHZFERLTERL) BERVEENBI TV EBI 355 MRS TS
. BEOERREBOUNCVHERERENMETHEP. ABHFELD IVFZE(LBusiness Associate Agreement(BAA)ZffE S 5
RN S ANHIME T BRICEBZEOPHINRERIS S, BEEKE - BEOPHIZRBEIZZOMOEEEEEL. 77TV EHEELBAA
[FPHIZFERLTER L ERERE S B PHIET 7 TSV EEECARLTRL
o PHIZZHELEEEEE VB (L. BIDCEE L THIPAAICRID TR TR o BFPHIZEIETEIIHEDIYATLAVER(ZIZHIPAA Security Rule
LEPHIOERPRARICETIEEZED M ERINS
Covered Entity(CE) Business Associate(BA) /’l ) : \
= 1 MHUDIIE UPVEE < B
Dz - E?‘, 3 | . — Cars
' EZDPHI | | (. : ;@fgﬁ. ! 3 BAAHE _TTI5Y,
' o AT &
' ~  PHIOD - " .
AP Py PETFN |
g’ J ] L “‘ . I ,

3 3 :. i . £ m
I PHE - AREIRET 5 Y >
P w Y AR

HFT: Permitted Uses and Disclosures: Exchange for Treatment (January 2016)
https://www.hhs.gov/sites/default/files/exchange_treatment.pdf
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BENREEEVPEEREEDEBELL1I-ZEDONIV AT TEBEOEEICSEWNTECER.
PHIZAEADRIEVERLGLER -FARLTERL

[ | /\JI/Z’JT%?% (Health Care Operations) DA

o MEFERUHEOEBEH#

. 7 “HIVAMRSAYDERE

« HETEDHONTWREEDLZEER

« BENEXNBEEREHIBICHRAIERAN-ADEE
- JORI-LOEKE

o EBHEE (T-AVRIAVE) ROTTEHE

o OBEAEDEBRAFOLHOEERESTELEENDELE
- EEREEDEELL-

o NVATT7TONAY -0 EERIEE DFEFE T

« PTHEPERRERBOENE

o FFHPEROFBVCIVIIATIATOISLOTIE

B PHIZFRT BFRMD3%MH

1. PHIZIRMIBCEL BT BCEDMEN . BEHLERNHIIELER
EXIFBEDEETHBIL)

2. KHoNPHIN EEEORERICEEETZ2EDTHBIE

3. BRI BEIE EWIFEDOAIN AT TEFEDEHICHERERD
BROAEFHRTEIL

B CEN'HIPAATE &M B0rganized Health Care Arrangement
(OHCA)ICBLTWSIHE (3. EBEOPHINHEHNFZRHONZENN
NG ELHD

HFT: Permitted Uses and Disclosures: Exchange for Treatment (January 2016)
https://www.hhs.gov/sites/default/files/exchange_treatment.pdf
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A B, I AVAT TEFOERIFROER - Fx

EEREEDANINATTIRIAY hEHEBAELTEL, FERFEP
EREFIHEEDRRMAEZCHEACEOREEEDBMEZ1TD
NIVAT IR IAY M1 REEMAZBDNEEREETZITNS
BEICEEBEEITOIREHIC. EEMEBEICPHIZEKR TES
CDVFTUART RN EX IEEEHIRICHRIEMN-ADEE ]
PIEFIBEE DNV AT TEIFICZNTSE
EERIEEINIVATTINRIAY b1 EBAARTFIE T 2., AE%
REL TV EEES EBAADTFIE . AVAT YR IAY bt
(CPHIZBEZRRLTERL

D?{%I?ﬁ% NIVATTPNRIAY btt ) | RERINAE

] ’,:-‘:;E
% BAAYrrﬁn . K%ﬂﬂag@@ =
17 &
/" I R‘\. ey
'“:_ i ':f’.I ¢ " en B MO
= 7 ‘I -y ‘*E
REERMHEITS] A,
=3
) A1 A J,
Y- 2 Y TR
A= >8> R 5

{REEINAE
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BIBILHAIEETHD

[’T A1) REBEEEZES(CLM
Accountable Care Organization (ACO)DB AR H—¢ 4T, ?Etrﬁ
DEEMEDEENEE CHERINIGEEERLZERNKRE
oY %)
. ngﬁﬂ§5 (IR PERESERICH>LEHEDREY
EEDERICEETZIEREAFL, THMETS

BEEIRMTS
E3 e

AW ) ’f'i.

[7-22] PHIOHEBILLZREEE

- REEEHMNT, HEIEEEBEIMBEICEEEZIIV-2F
0){Lr4k EQZBEAY-WIGE. ZOEEN g’&i“()‘flﬂ%
MOEERICPHIZRHBIENTEDS

89

ZEODEOFMVPHEFLRINNATTEBICEWTE, FADRBEVERLPHIZH

A B, I AVAT TEFOERIFROER - Fx

B Ui (CH BN D% E BROLTWEREER LTI, Feh
RAEZIBED REBREZ T VS EREETREL
ISOYIN J(Li’(lgxa’)bf BRI R TR LIZONM DI ST

« REREFEL. BREILRZERCTzDIC, A OEBEE (S

DHEBPHERBIEIENATRETHD

o BFPHIZHEHBIBEDY-IVIZHIPAA Security RuleZE5Fd %

HENHD
R BB
o PHI

JmbTC

HFT: Permitted Uses and Disclosures: Exchange for Treatment (January 2016)
https://www.hhs.gov/sites/default/files/exchange_treatment.pdf
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HIPAA Privacy Rule CIZIHAZ B TERTBPHICDWT, KADEREZBIGZEL. K
ADEDBEEBLGLTERWMGRIIOVTEH TS

MEBRICPHZER -FHRI 35S

B IR BRI TOERIFHRDER Fx=

H5I1F
9\
— B CEQWDTEIREBMLSNPHIZER - FIRL TR W= RI{L PHIZHIPAADE A & Z 371
. De-identified PHI
ARANDAEGRIE
3
Limited Data B T-YOFAE LTI AZH(DUA ZRIETBIEREICEY., CEERADARBELUITY -
Set T=5 -y ORI AIEETHD
] Limited Data Set with a Data Use Agreement
[ ]
[ ] _ . . . o =T A
. AAOEGED B PHIANDT T EAN BB THEEDDAANDERBEHFDORIRDBNEH RN ETH LS. A
e i\ EEI IRB7ZEED BEEZES IRBXETIMINI-ZEEHBIRANDERIEHEOER - EEOR %155
] RE#RHE Documented Institutional Review Board (IRB) or Privacy Board Approval
[ ]
[ ]
- 1 W RADARRICLBPHIOER - FR
. UL RADEE Research Use/Disclosure with Individual Authorization
%

HFr: https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/research/index.html

9

o
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[3EF#FUML] HIPAA Privacy RulelCTE$H SN T=F ;L TIEFHBI{L SN T=PHI(De-identified
protected health information)DF);EAHICIEERADEFEFIARAETHS

B IR BRI TOERIFHRDER Fx=

B PHIDFEFRI I TICE, FFIRAMEZEZE>TINIL. BADEANL YR ZNE (very small) LIHE & 18D FZERY BRI E TIEHA
ftEntze$2-IN-N-AXNH3

A) K4

B) FREMM{EFRF (5. &F. EREX., BEES. KUINL(IHE
LIBIAT-FEED, MK TRIOINTORIERX H)

C) HEH. ABKRH. BiEH. kL HZEH TEAICEZRER
FEEFICOVTOIRNTO BT ESE (FEZFR])

HIFAL Privacy Rule
De-identification Methods

Det Exp_.ertt. Safe Harbor D) BREES
enmmination —7n =
' §164.514(b)(1) \ SI6E5AEN2) E; éézz‘fﬁu
G) HEREES
Apply statistical or Removal of 18 types of H) WILT&HS
scientific princ ples dentifiers 1) E%{%l}ﬁ@%é%%%
) OEES
Wery small risk that No actus| knowledge K) EIEEEE/E{’E‘/Z%%
anicipated recipient ’Eﬁ;:;;z";:‘éz’f“ L) FYN-TL-tOESEEHT ERMOH FLEEES
G ) |\ o M) 7/ ADBRIF e B E =
N) JIJDURL
FEHBNLEN RSB, AL ET BT AR THIN, 0) A¥5-%y+70RI IPTELADT Y/
BEAZSETEZABHBEEERELBNE EOSNTEY, P) HEIURUERESD, EARIEOHHF
EROIEHAMLICE, LUTFD200HENHS Q) EEOERBRRUINIESTSEER
R) 164.514(c) TRHLNIEEDZIRL ZOMDBFIHE S Kl
1. Expert Determination: BEFIZR(C KA ¥ HT X [$55513-F

BEMRICEBTURINRAIMEEINTNS ] WD HIBT
2. Safe Harbor: Z—=JN\-\-A=
BADEFE (CEAY S B 18E DRI FZBR<

HFT: The De-identification Standard (https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#standard)
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[FEFRIME] EFTIR (expert) [SRHEN B AU PRRGEI G WA BEFIRDIEEBIIMNITZ
EELEIBE . EFIROMEBPIERINTOF EE®@LIEHENHD

B IR BRI TOERIFHRDER Fx=

B EMRE(GFEZIETON B EFRICEBURATEHEOTOEA
« EFROPELGEREIEELEN o OCRIFBEDTOTAZERL WAV, TOLANEL THBEL
- - s > AN %= 's\ -5 N »
. BAEHE TERMERERET BE00, —REHICROSNLE SRR MRS DO BRLRL o
SN RIPERRE S R B S BB A R T B HATSSLILTHILERRL (LD
* PHIMDde-identificationZ{TOEFIREFBHBZ=HDTOT I L F 1L
ZEHFEELRL [SEZBIA TICRET 2EFMARDEIRT SO A]
- BRRBYIBAMELT BEt2 HF, ZOHF I EH(CE 1. BPIRCCERFRILDYRY - STPET U e S
i@.g- 5 %73‘%7{ 6 né %Hfﬂ K%t&)@l@@] U%Jiﬁ?l' — 3 determine appropriate statistical or
A \ - 1) BFHAFRERET S sclentiic methads o miigate sk o
o INBDRFICREINBIDIITERAEL B4 BHBEVPREZELT
de-identification B EDEFIENEONZENEZIOND 2. EE;??%‘FE%%EMK@%E%
s
» HHS® Office for Civil Rights (OCR)l&. CEAMEF LI-EPIR DI beh 3 .
RERPZMIN(EZ0MMOHE . EERBEROIEHINLOFEE 3. BMIRPURVETET S ki
RALEEPIRORIS EERET _
RALEFEFIROESEZREZTTMI S R DR, U DB
m IR DI T &% EABYSNEFNERTYT 11 v
)EZD —_ © Expert assessesrisk
o FRIYATDVery small”’ LA THNILde-identification& LTEE - -
HHENDBT=6, BARELREEEAES (F7EE L Riskis very small
. BREREEERITVENERELT, HRBEOBE T CEt)L R DBAMEAE T LESa
SNET-IybOEBIV AT ERBZRETICEVWUIEYR %Fﬁ?&(iiiﬁt#%&%ﬁm@%%
HBIURY L FFHESN RV AT BB 16 THD SOWCRELTS

- EFRIE, BROFMBENMEAAZREL LIS 28ENEERLES
A C, FARIBER"Very small’ AV EEEL., iHMAITIHENHD
HPT: https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#texpert,

9 https://www.hhs.gov/hipaa/for-professionals/special-topics/de-identification/index.html#standard © 2024. For information, contact Deloitte Tohmatsu Group.



[FEzRI{L]Covered EntitylJMEA [CHF T B35 FTHL ELZENGZVWHEEEMTE
FRLBVWEWSKEDTTIC, B#RIZRIEICT 50 DR)1-F2EIYETTES

B IR B COEEIGROER - FR
F %5 HIPAA 45 C.F.R.164.514(c)

CE[d. UTOHECERY, AL SNLIBERECEIBHRITES LS, I-FFEBZOMOEE SRR FEREENY L TR LN TES
(1) Hk : I-FEEEBZOMBOEEFHRFER G, BAICHEKTZEOIIIMEAICEET 2EDTRERL BAZHBRN T 2DCHOFETERTS
JEBTERN
(2) &2 ¢ CER. BOWNEZ B TEI-FEFZOMOEE#HHMF FEREFER -FRE T BHNOANZXLERRLAL

e oty o i SR TR

FEEAIML « FPIRICEBFIXEE-TIN-N-ARICEYIEREAEL | « FEFRMLINLT-I Ly hEFALARETS

,— =

De-identification %172
o FEFEFMLEINET-YEYrRICEBEOI-FE2HFSLTRLL

o EAANZHEE CEBIE# (Personally Identifiable
Information : PI) &R 9 F=shD—ARBI R IEF ML DF L[S,
Ny V1B EEEENE— A RESEE% P (LERTS

- EBEOI-FIEANICETZMEOBREBRNSIRELLED

THH>TUUIEBEL
Bin e E4DLI-FIZEYYTOENET-F, ZIVTYX L, FEE o CEMMTELEEROI-FEIZHELEWSD. Bi5
Re-identification REZERLTHBAITS JeNTED (FTERWN

o BERITIVIVIA, I-F, FERRBBRIOVAT LTH
N, BAEABEHRAORIET T A% <o) O@E
HHITHN TS

o BHEBIOFECANZALIERESZONZHEEOHN
MBNETHY, iLxeF BRI SEROLZNE CFFHRL
TR0

HF: https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.514
https://www.hopkinsmedicine.org/institutional_review_board/hipaa_research/faq_research.html, https://www.johnsnowlabs.com/de-identification-under-hipaa-5-

frequently-asked-questions/. https://hipaa.yale.edu/sites/default/files/files/HIPAA%20and%20RESEARCH%202.pdf
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1. Names
2. Postal address information, other than town or city

WS o~ I N e G

[Limited Data Set) #ff5<

R DREE-NVATTEEEFBRNOLDICT-FF A%

LI E TR ADEERLLICLimited Data SetDfER LRI EFRIESNTINS

o 16BEOEEBIIEHRZBRNALEPHIDI LT, SR - AREE -
VAT TEAEZEFE B RIDT=H(CData use agreementZFEATZIZ T,
BAOFAIAELICEREARIEFRIINTNS

- 16MEEDFF F . T-IN-N-FRATEHSNTNSEZILDH
D1sTEFEDH A FOEWITEER. ABtH. BftH. kCHZS
HTUEAICEZBEFRIZAMIIOVWTOINTOHTESR (F£R

QlelZ20tEOHRES . K. LB I-FITHD

o EADEFEEM. ASHDBT - FHSFH., BEEHAIEHR CEEWNE
]I, Limited Data SetlC & FNBAIBEMN HD

(B SN2 161EFE DR F]

10, Cerificata/license numbers
11. Vehicle identifiers and serial numbers. including

state and ZIP Code license plale numbars

. Talephane numbars 12. Device identiflers and saral numbars
Fax numbers 13. Web universal resource locators (URLs)
Electronic mail addreszes 14, Inlermet protocol (IP) address numbers.
Social security numbers 15, Biometric identifiers, including fingarprints and
Medical record numbers voiceprinks
Health plan beneficiary numbers 16. Full-face photographic images and any comparable
Account numbers images

¥ RE, T-INAZNERRELLSETHHOTE ERLARICHL T HREEEZEROEE LA
W EERBIBENHS

HFfT: National Institutes of Health  https://privacyruleandresearch.nih.gov/pr_08.asp
HHS https://www.hhs.gov/hipaa/for-professionals/special-topics/research/index.html
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B IR BRI TOERIFHRDER Fx=

* Data use agreement &[&Covered entity (CE) & BFZEE DA D

ETBT I AT, COMRECEDE, CEIAE. ARETE.
KEENINATTREEDEZZFEDTHIC, Limited Data Setziff3eE&
(CRRIBIENTES

Limited Data Set(X BB AFFE N AT BEL 1 457 DB B R
(specified direct identifiers of the individual)ZRALEITNIEHS
AR

* Data use agreement [FIA T &SR FNIEERSE

1. 7= DR FAEIZ&BLimited Data SetDfEF - B RATFIZZO B HY
EBELTHY, TNV -IEBRELBRVEEDENDETEIL

2. 15RO BEERETS
3. Limited Data SetDFAEDNUTICOVWTRIET S

> Data use agreementXEIFEICI > CRRHONTIG B ZREFTIR
ZER-FARLTUIBSRN

> Data use agreementlCEEZFNTLVRWVEROER -F/RICEET S
T2 EEAEDER

> Data use agreement|C&EN TLVRLY
WERE

> Limited Data SetDF|FAENGIEREZHELZBEERIEDITEEL
Z(ZHLimited Data SetDF|FHE L RO R P ZEIERS
ns

EHROER - FRICETS

© 2024. For information, contact Deloitte Tohmatsu Group.



[Limited Data Set] T -5 FIAZKN TEHAENMER - FAROFKME. REEEGEDE
A. RER. BEIRAFAAROHFIRPEMGLTIILEFLRTIIVENHS

B IR BRI TOERIFHRDER Fx=

M Data use agreement [FIA T &G SHRINIEESEN
1. 79 OFFAEIZ&BLimited Data SetDfE A - FARPHARD BN EBELTEY, TIINY-I - ZEELEVEEOEDETEIE
2. [FHMOM AEZRET S
3. Limited Data SetQFAENUTIOVTEET S
» Not to use or disclose the information other than as permitted by the data use agreement or as otherwise required by law;
(DUARL[FEICI o TROONTIH A EREZIFEREER - FRRLTUIESEN)
» Use appropriate safeguards to prevent the use or disclosure of the information other than as provided for in the data use agreement;
(DUAICIRTESN TWBLIAN DB RMDERE IR RER LT BHIC. BYIRMRERREEERT L)

» Report to the covered entity any use or disclosure of the information not provided for by the data use agreement of which the recipient
becomes aware;

(DUAICHEESN TWAWNEBEROFEREEEBERICDOVWT, ZEEN RIS EICE. Covered Entityl[CERETBIE)

» Ensure that any agents, including a subcontractor, to whom the recipient provides the limited data set agrees to the same restrictions and
conditions that apply to the recipient with respect to the limited data set; and

(ZEED Limited Data SetZIRH I 2 T BT EBZSLRIEBAN, Limited Data SetlZBL TZEHE (CEAINZD LR UHIRSLUEEICR
Eg—é;(‘:’éﬁﬁg a_ét_t)

» Not to identify the information or contact the individual.

EHRERELRLY, EACERERLYLENIL)

HF: https://www.hhs.gov/hipaa/for-professionals/special-topics/research/index.html
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[IRBAR)GIEBEEEZEANETIINY-FZELORAICEY., CEFFRADFEDEG
DHER-ZTELFRADEDBLGLARBBICPHIZER BRI BIENTIRETH S

B IR BRI TOERIFHRDER Fx=

B AEROEFAEICSH T AEENEERENSCEMICLZEREBIENEENTENVT -ABEFEET S
CDESBT -ACTFALS B7=8). HIPAA Privacy Rulell(d. IRBX [Privacy Board[CLBEAREHDRIAXIZEEEITILHOEENZREINTNS

B HFEEEZES (IRB: Institutional Review Board *1 )

. WERENMABTHIMEEEEITSEHIC, EENERICIBELE

* IRBIZ. HHSX& U'Food and Drug Administration(BsaEE & E) O
[Human Subjects Regulations ] DX R EHE>TVNBITANTOIA T E
Bha RS, IB1IE. XIEFRARETIHERZBE LTINS

B S51N\Y-&FEB % (Privacy Board *2)

* Privacy Board& [d. FE DA D=HDPHIDER - BRICEAL T,
HIPAA Privacy Rule[CEEDWT, AR EHDRBRXIIEEDEK(C
WIS TBHICRRILSIN TV EEEETHS

* Privacy Board(d. $FEDHESOVII MEDQEZREHDEIBX (L
—EaRlkr, EETES

* CE[ZPrivacy Boardh'b R ZEE DX EZX(TENBIE T, ARG
LTPHIZEERL. BRI BIENTES

MIRBZEXTE L WV VEBIVIRBICT FA NV —(CRAT 2EFIRALVEL
HE. IRBEUEBRA BN DAL FEDBFOEMRICIOTERS
N3TIMNI-ZEHNCOEEZE@MOZENRHONTING

B [AANOERIZHORIR - ZEICEHT SRR

o CElF. RADEAREHDHRER-ZED T CPHIZFER RT3
(Z(E. XE{kSNTzIRBX [EPrivacy BoardDERARI NN ETH S

B [RBX [FPrivacy Board[CKBFR A &S B HICHERIDDEAE

1. LTFOEEREZESTCPHIOER - BFRICHRAEBEADT SN —CXF
FBRVRIDBR/IMRICEEZSNTNS
OFB FORNEYERER BRI ERETZETHENHS
QfEEL -IELOEYBERIZVNSGEP, EETRENIE
KEINTULWEWSECE, AR EEBSEEZRED D, EPHICEH
R FEWETBEHOBEYLEHENH S
@ERETERINTVRIEEZRWT, PHIOEBF BYRERISN
BWEODZEM@EICLBRIEN+5H5
2. [BADERIZEHQORER-ZENENE, HRIPEERICAT]
BECHD
3. PHIANQT7V7tABRUFIAL VS, BRI EERICARIEETH
)

H{PT: *1 National Institute of Health  https://privacyruleandresearch.nih.gov/irbandprivacyrule.asp
*2 National Institute of Health  https://privacyruleandresearch.nih.gov/privacy_boards_hipaa_privacy_rule.asp
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[KXAD#EEE] CEFERIFEREE=F[CER -FATIZHE. HRBBIPETREFO
WA BZREHLLERMCTEADERZIFTILENHS

"%E B B TDAuthorization (&) DX EICEFNBIEH

B IR BRI TOERIFHRDER Fx=

A% £/ - RSN BPHIDEREA EELHFOET, REFR, WELLE

g FRrRUSHORAIBEOAMEREC | roommumco0e0ES Y

- PHIZ(ER T %, XIFCENPHIZRIRS 2MBF D MIEELZOHEIAREDK G, AFEDAKIERE (Sponsor). ZDAPHIIZY
WZAIEH R KAXBZOANYERETEE1ER JERATBERE
Eléioerr?ts) T PHIDE - BEIRD B HE B BFR A [RADEKIZSUT (at the request of the individual) | WD EEEICKY. F

ROKREEDOHRICBELTEI BB RIS 5L Al aE

MRT-IN-APURI FUDIERK - #ERFZ B O RICOVTL, [HERDHE
TR [BLIEWSREEHEATRE

i s BAORBACSYBLINLEARDHE, ABAMEAOLDIITHTS
7 AACE3BE. BHORHE A A

AFREEVHIHERICINZ, TROVWIThAZTLEH TS

WDET KGR D $hHA R

AEED I - . . (1)AREEYETEF OFINEIE, RMEANEREEYET AEDR
BUEL FECSSEADFKRERY IR B, X(Z(2)CEQTIMNY—IBITDEBAN0(Covered Entity’s Notice of Privacy

NE AR Practices) DAEEDEUE LICK H T3 OVTOE X

ngeqr:gjfs) ERECEL | BEANEKREESLESA. IREEOAE () BAMEBTHINBL LAV CRFREEDABEZ NG
C&BHE ENZHONGLRBREEMICDOVNTOEE] 228, Q)R UTRIHERFEABADEBLEIESTREICLBER

HIPAA PHIDNT DR BEICS>TEICFARINER] AAOAGRICKYCETHWMEAPEB MAREKEEPESRHEELRY)C
Privacy Rule = BEMAHY. ZDIH A [XHIPAA Privacy Rule® PHIN B RSN T35 A HIPAA Privacy Rule[3 R [CIXBRAINZ WA, 0
DEREERH @EAZZILGNIE HIREPCEE DR LV EGERIICTIANY-DFoNBAIRE I (55

HL P : https://privacyruleandresearch.nih.gov/authorization.asp
https://www.hhs.gov/sites/default/files/hipaa-future-research-authorization-guidance-06122018%20v2.pdf
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[RADHED] AR EHEREIIEEEE (Authorization) A\DEBBREFHEFICIREINEIS

B %2 B 19 COERIE RO - B
W §164.508 (b)(4)(i) [CEE D&, ERHEBAWIRBIEAROIRAUD RER REEEREH)OER EREBEL B
LT, Authorization \DEB L ZFMHETBIEN AIBETH S |
> §164.508 (b) ERABEE SN B - BT I - . -
(4) EROZEMAIOEL © Covered entity [LRDIBAERE, HARBHEIARE S OH R A= '%‘ 23BRR
BT BE%, I, RERBRADIMA, S50 v e
FEIIONT, ARELGAILTEARS R HGRE" |
() AEIVIVEEDE EREHEIRENRERER ; | ! 7 3
(PHI D FH - B /R ER (Authorization) ZFt ST BAE iR FR D AR JEEER AR JE KT
RIBICEE[FIBIENTES l l ;
- e (EIR
orm g | HREEAEE
PATIRRE | guonsnate .
> Hn'H3 y
, AROEESLEICEEESZB
v (FEAGR - AREREILIISEICEWTE,
e ] B5HL
EBEE EEEELEEZHNLTUILEHEN)
-
ERHEE.
A RRE AREHELESACENTE, FIREEET RO
ZF5NELNATEE IEHEME - ERRMZERIILHIOBECAFLLE
M B3 FEER BRI BANHS

MIEOEHICHEEINS FEDBECNITIERIEHROEIE -FH-FreEENELT
ThndaE MEBEELE) 2 S0HR

2 IFREEBROREEE TS RETRERIBER(PH)OER -HRELELT MR
3 AR RUEAROBEIFERICUHTOILENHS

https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.508

H PT:https://privacyruleandresearch.nih.gov/pdf/authorization.pdf.
© 2024. For information, contact Deloitte Tohmatsu Group.
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[DHEDOFZEOARRT1YMIDEDNZIGEE | BEADNEREELLE R EITIEESEL,
PHIZ{ERAXIFRRTBEIENTES

DNHEOFIZEOART1Y MM DOENB15E(8164.512)

IHH 2 -BE

B RETRIFROFEAXEERNMERICIOTERSIN, FRAXEHRMNERZCBELEZYEIZIERDE
a BRI TERSINGHE HICRESNTVREFE T, FEAXIIFARTBZIEN A EE
W (c)(e)()IC#ETB

C AERNTOERIFROER -FR

B OEANRERET. ARBEFTEEENELT, RENRIEREFEAXEIFARTEIENATEE
b. NRBFEFZBDH B FZ L, ER. 85 BAVNO/ EXEINHIOEHICEREINEX [ZZETIEREZ, AREFEYH/X
FIAREELYBOIERICIVITEIL VA A EBAFEEORE (L L TR RT 255 5EN %Y

B AANFARICERETZHE. EBXERACIOTARNICER SN, EXLREEZH LT ILHICHE

7. B RMEXEREART CHIErEN S5 S
DIXEZECOVTORR B 277, BREEXEREARND DR EEZITISHERE ERICEOTERHON TWNSBUFHETICX L TH
ANCRAE )
B EER REEM TEEAXCHESZAHORE. RE. RFF T, BAOLD, Fit. FE. RIRE
d. RBEEZEIDLS BYATLFCNT 2BV REE CHBELZOMOEEZE . ERICIOTRRINSIEE EHOLHIC,

FREEEHBICYLTRTRISHE

W TERE EAELEECRE
e FHERITROFHOLY W X BTROFEOBRCHN TR I HERIR A4
W GIR I BHIAT TR E AR OB S CRIRY SBABEN T

B EHITOE KOS [CRENRIEREEPITECRRTZIEN AT AE

fERITEERETS5E B IR BEEE RCE EESEA (TATAELZRETEXBZOFREMERE T B CHREN
RIEMEKDBZEANITEDFERICIGLT BREFRIZHERENZSH
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[DNHEDFIZZPARI1YMIDENBHEE I BFEADPEEELIIRFEITIESEL,
PHIZ{ERA X [ZFRRTBEIENTES

DNHEOFIZEOART1Y MM DOENB15E(8164.512)

I5H ZH-BE

B ETEZREL, FEEREFET 370 XITERICIOTRHONTVRMBOEHDRD. RRERVER
BRI S%HE
B EANCEITIEEEEDEHERITI NS HEZLICUTCERINSERCREL. HEEEICHTITS

B2

C AERNTOERIFROER -FR

g. AILDONT

W 2R, RX (SHEBOMAEEBIEDREDL D [CRENRIFREER T HERIC, IWRFFE(CE)NFRED

h- SeEROER, IRXSEBOME preo” 10" immim@ e (U4 Y T £S5 2 E B ROEHEERETHEA

BRI REFERATEZIENTEY RN REOEZNKOONZEAREERETERLNT—AT, #f

R ‘ 0% s
- BITER X &= DEEADEE X (LR B AIREY (LTS5 N B B 2 ko TEHHN TS

L RER R CH TR ER u Igi%lliﬁﬁ?}i%’&ﬁi%ﬂﬁ'é'l“_i._h‘aﬁé«)%jjE’J@:ﬁB?‘E/\O)F'as‘ﬁE’éiﬂj/\“fb\é%’ﬁﬁﬁ%'ﬁé%\%h‘&%

EEET B0 m FBAT A ENE BN T LR BDNEHE

B KEFEVEREADESCEIZEHS
B LR REVERERDOEEICHELRES
B KHREVZOMMOEDRECHELRISGS
B ZEZNESHEOYIKETEHE
B IS PHB RIS T2 AARMIELYEEORREECVNERISE
B BTN HOFRICOENBETHBEIEZEITT 35S
B B (CBIELE, BRICISBVERPERICETAMEICDODVNT, RIEE. 1T, ERAE. 2015 X6
. 5 KAHEDH BOHEICBEETE(CHRTZH5E
B KOO EEE BT T A0 EREFCHR

k. BURF DFPIRIHEBEDT S

Nig
RA
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> BEE LR
* HIPAADBEE
» HIPAADEi Bl
* HITECH;EDHBIE
> BUERENM]
- EHRE A [C{RBHESR : Meaningful Use
- HIERBZE(C{RBHESR : TEFCA, QHIN
> [EFEDB
- INKJT—=HFN—-2R (CMS. AHRQ, Sentinel Initiative)
- BT =% -2 (Flatiron. Kaiser Permanente, Optum, Epic)
> ()RR TOFAEH
- KRB BCEAINTVRERERT-IN-R
- COVID-19E:EDA T
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HIPAA Rules& [ZFaYUT 1. BH. TI3MNY-ICEAITB3REHNSKY . SZNS5DRulelZE
RH$H335E . CEXBAlZCivil Money Penaltiesx iR SN 3G EHNH S

HIPAARRTE

* HIPAA Rules& [£CFR45, 164 TR EINTWBEX1YT 1 )b—)l. PHIMEE NG E OB, TIINI— I -ILOHIRTH S
* HIPAA RulesDER D $H B35 5 (3. CEVBAIZEZEHIE £ (Civil Money Penalties)h' iR aN 33557153

Subbart A | General Provisions 164.102 - —MHFRE(CERRKL, AEOEER. BANRE.
P 164.106 D EH)
Security Standards for the

Subpart C protection of Electronic Protected

164.302 - EBFWICREINCEEIEHREFETILHOE
164.318 F1UTqEE

CFR45, 164 Health Information
Security and Privacy - R . e
AT TIAINY - Notification in the Case of Breach 164.400 — RESINTVWERVPHIMEESNIZE DB H (&
SubpartD | of Unsecured Protected Health 164.414 FgE. BEOER. BAANDBH. XT1T7AD
Information ' BN, BREADBEE], BAICKBEA, 1th)
Subpart E Privacy of Ind|V|FiuaIIy Identifiable 164.500 - BAEEECEBEEERDTSIINY -
Health Information 164.534 —
CFR45, 160 "y . 3
General Administrative | Subpart D Imposition of Civil Money 160.400 EEHHEEDHF
Penalties 160.426

Requirements

H P : https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164?toc=1. https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-160?toc=1

102 © 2024. For information, contact Deloitte Tohmatsu Group.



OCRIZFFEHONTFIEVLIVIFATYALEI-ICKYAEZEZITL. HIPAAER DB EX

493

OCRIC&KBLEI-PREDRN

—

1% (complaint)

l

BIEDORIREE

(Criminal violation)

——————
——————

Intake & review

HIPAAIL=IVE R DT REME

— HHSOMOCRIZ& BT

----- » DOJ (Department of Justice)lCKBHIT

* OCRICELRY

(HIPAA Rule violation)

l
fRR

* HIPAA Privacy Rule®Mi& i [C3% 2 LA

* HIPAA Privacy Rule D@ X R A DFH
R CHdEMRBERT. R, mE
FriRY)

. %’l‘%b“lso BUAICREINTOEL

s 2003F4R14BLUBEICRELER
T3 (HIPAA Privacy RuleE1THI)

H P : https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/enforcement-process/index.html

103

!

* OCRICLBHAMIAIIZ
* OCRICLZFAEFLDRE

(investigation)

FRR

EBREL
» OCRICKBFAMTAIZ1E
* OCRIC&BERDFER
- EERE-RREEEK
¢ OCRICKBAEBEILDATE

> FHFFTCZIE
| SIFRAER LI TERT,

@
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OCRIFHIPAAER DFAEDFER. CEICLZHEMEST. BRIEHE., BBREEDRZE-
TEERER B, ZNOICL BRI+ 9 THEVNSE S (Civil Money PenaltiesZ iR

B HIPAAL-IER DGE

HIPAAE X I (BT % E (Investigation)[CEDE, OCRIFLLT D 3
DECENDBBRILaF >R RERATHY., (FEALDREDFE R
NODORRRZFH>UERDITON TS

v’ B EHY3ZSF(Voluntary compliance)

v Z1EF&IE (Corrective action)

v fRFE E (Resolution agreement)

@ Resolution agreement (B RE )

o BRRABEIL. HHS ECEXTIIBANEB L TR EE=CHY., CEE
t(IBA(Il_u%3$FH?¢#E®$Z?%E}F§1TL HHS [CEIRE&1TOL
BB

o ZOME. HHS [FCENEFKLDETEERTS

o RREEICIZ. FBREEE(Resolution amount) DX ILWHNEF
n3%5Eh%5

@Civil Money Penalties (REHIFHE)

o HHSIZCEDIYTIAT I ABTFE IR AR E é&af&ﬂho)iﬁﬁ“
C&BREREBCIOTHRIC ﬁq:,d%énm\t#' WrL7=#%4&. CEIC
IR RNETICHLCREHESE (CMP) 2:E5551H35

B JE3E(Criminal violation)D3H&

EBEORNBNILROAEEMENHDHE. HHSIEEH %
Department of Justice(DOJ)IZiX B,
DOJCRIEBINTIHFEI(CIE. MESN RSN SH. DOINNRIT T
B A IFHHSICZE LR SN, HHS(OCR) CHREZTTD

@Criminal Penalties (FIZE 5i)

o BEANPHIZARY(CES - BARUIESE. DOIJIEME A ICHI
EH%EITHENHD

HFT : https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/index.html
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/examples/how-ocr-enforces-the-hipaa-privacy-and-security-rules/index.html
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OCRDIAEHFEEENDSS5, H160~80%N BIEEESTEDEE i ZIEHE &
HIBEREFCE->TVS
OCRIAEHHDHER

B LITOEISIE, OCRIVEIEPE CHE (SOOANU LN EERIPERFENMFEELLSS) FEZTTRELBREERALL. [HR
RICHELRLTVS

5,000
a3 M

4,500 4,238 y
4,000 3897 B B emm o oo mommo—ooooooo-oooo
’ n2013£E HHSIZHIPAA/HITECHA AZ /\Zr%i‘%ﬁ‘.
- 3401 3357 ANICTTSANY = 2F YT -V EERARAE |
& ' 'uto INICEY, TIANI~REOIYMEHA |

Ié‘ﬁﬂsén EREHENEDSLIEEENTVS I
3000 S BN NN N . .. - _________ .

e 2,471
& 2°00 2,221 2171 2177
1,956
2,000 1,804 1,832
1,610

1,500 1,393

1,089 1,141
1,000 910

. MR
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
(—E&R)
m 51 L ENp

HLPT: https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/numbers-glance/2020-march/index.html, https://www.hhs.gov/hipaa/for-
professionals/compliance-enforcement/data/enforcement-results-by-year/index.html, https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/reports-
congress/index.html, https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/combined-regulation-text/omnibus-hipaa-rulemaking/index.html,
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20195E LARE, 7V L AEDM e AN mz xR E LR BIE A LKV ST A EML D,
HFHEORIBFICKYEUNRABALE

B 2022FERFFA. OCRIF129EFDEXICHULHEIFEEZRILTEY. ZORFTEE(L1183,5875USDTH D, INOLDEXIT. BET I AEDRT
JENMEREBE—DERDG., ELTLEHRHIPAARRDEENTHY, —HHIH=YDHIZEEEIL3,500USDNB 11,6005 USDIC KA

B 20194F., OCRIFHIPAAT 7 AMEDF GBI E T RE LR BN ZE A LTT8). 2019F LUREIZ T 77 AMED 3T I A (CBAE L == AN & h0
L7z (2019FE LI DE R EGFN6SEEDIE, 435N T I L AMEICIRBED)

B 20194F. HIPAA Notice of Enforcement Discretion [C&2&IEHEDER LRFEOE B E4E =IC. SIRISEOHBUNENE D LIEEESN TV
B 2006 L%, HIPAABNITAE S (HIPAA Enforcement Rule)DE A IZ&Y. OCRIFHIPAAE I CXT LI F & (CMP)ERIT TN AT REL o e, &
FCHBI2EHRNER (CMPELUERAEES) LB EEREAEHHEAHD01%EKETHD

HIPAAE R ICXT T ACMPR LU R R B BRI SN — —— HIPAAERICH T BACMPELURREEEDAEET ——
25 35
22
30 28.7
20 19
25
[a)]
3
14
15 13 IR 20
ﬁ 11 !
2 I
* 10 10 | 2‘;‘_’] 15
10 ] +
s
6 6 12 s 10 7.9
5 5 g 1.0 8 6.2 6.0
5 4.9
3 3 5 3.7
6l |6 23
5 5
A BN IIIII I
o M N [~ | . [~ 0o — - —
i i i i i i
[ EVII I E ) 2022 KM RETEHE: 1183587 5USD

2022 F REF R RETHEL: 1201
HFf: https://www.hhs.gov/hipaa/newsroom/index.html, https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/enforcement-results-by-year/index.html,
https://www.hipaajournal.com/hipaa-violation-fines/, https://compliancy-group.com/hipaa-fines-directory-year/
106 © 2024. For information, contact Deloitte Tohmatsu Group.



OCRIIHIPAAE L DF A [CXF T BCEVBAD FRE VYT LD IR R IC IS U THIPAAE R %

Tierl-4X CHFELTWS

Civil Money Penalties|CBd 9 3 TierDE

Tier 1: No knowledge

o CEPBAITEBRALIHDTNEILIC
KONT . EFREHLOTWEELTE
IRERSEE TR EN TERD T

s NEERICKBLI-VVIS-

—

Tier 2: Reasonable cause
. CE\’)BAl;tﬁ’c)m,i%fUAili‘i%

No
\ CEPBAITERNF
© — ELLREHLTVEDY ——
Knowledge
Yes
CEVBADIE
THBIN
Willful
Yes
CEYBAICKB30H LA
Yes — @%E?ﬁ%h{‘@')tb\
Correction
No

—> }i;&ubnﬁkb
. f=12L. HIPAAJI/ -EBEWHALAIZL
TWEDIF TR AN ST

Tier 3: Willful neglect-Corrected

o HIPAAL=ILEBRWALAICL TV
EHIERDFEELEDN, CEEXE
BAAY30H ARSI LT

Tier 4: Willful neglect-Not corrected

o HIPAAL=LVERBRWATLAICL TV E
EOHISERDNFRAELEERE. CEEXT:
(£BAN'30 B AT AL LTz

o PHID ASETFUr—-Y3yons) 7

IhELENTE
NODFGTPHICDWTEELTLEST:

RNBEICPHICT I EALTLEST:
PHIZE Y] (CAL D LZUNT=

SEESNTVEWPCA B ENT
73\ %®1§3oElL,<WL£’C<DPc
N (Y g

YAV HImZE 20T\

- VAVBEEFEERELEVETE

cLTW3

B FEE ]
RIS

=HE:
Bt

K

G NNNNNNNE

HLPT: https://www.schellman.com/blog/healthcare-compliance/hipaa-privacy-violations-and-penalties, https://www.hipaajournal.com/what-are-the-penalties-for-hipaa-
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OCRIZHIPAA RuleiZ R [CRIT BCERUBADEEZ 4 DDTier[CEDWTEHAL THY., &
Tier(® Civil Money Penalties [XHIPAAD(§ 160.404)ICEVL\TLUA T DEYEHBN TS

HIPAAE [Z ICH (7 B Civil Money Penalty (200952 A 18 H LIB&)
HIHEOSE BR (9)
*+ £ ff] L PRER

ERHE AZA (§160.404 Amount of a civil money penalty) = —
e

A violation in which it is established that the covered entity or business associate did

No Knowledge not know and, by exercising reasonable diligence, would not have known that the
Tier 1* covered entity or business associate violated such provision 100 25,000 25,000
A3 S A0 CEX([FBARR YR EICER LTV LEMLE O, BRUEEBINREREI L
i LTERBIENBHDETHAIE VNI EN AL AEINTHE
Reasonable A violation in which it is established that the violation was due to reasonable cause and
Cause not to willful neglect
Tier 2* ‘ R . T~ , ‘ ; 1,000 50,000 100,000
& N == =X ) N A VAN z ) - {—'—g - =]
AEIEER /1_%&73 WEDRIBICLZEDTIIEL, EENGIERICKZEDTHEII LN LN
[
For a violation in which it is established that the violation was due to willful neglect
Willful Neglect and was corrected during the 30-day period beginning on the first date the covered
. - Corrected entity or business associate liable for the penalty knew, or, by exercising reasonable
Tier 3 diligence, would have known that the violation occurred 10,000 = 50,000 250,000
HWEDL IS ERNEEOBIBICEZEOTHY, ERIFLLESDOR, £ELENDEEEIZ
-=1E [FCEXT[IBANFIBANETHoANG30B URICRESNISHE
For a violation in which it is established that the violation was due to willful neglect
Willful Neglect and was not corrected during the 30-day period beginning on the first date the covered
. — Not Corrected entity or business associate liable for the penalty knew, or, by exercising reasonable
Tier 4 diligence, would have known that the violation occurred 50,000 1,500,000
=XOF=N =4 ERNMEORIBICLZEDTHRIENILIN, ERARELERYIOB. £3EY)
- REIE REBRTIZIECARIBAN I BNETH > HN'G30H UNICRIESNBASIGE

*Tierl,2 [X45CFR §160.410 Affirmative Defenses (5 & BIABATEIR) (CEDE, 30HURICRESNESEBHIFHEN RBREINZIHEDHS
**EE(1/1-12/31)DEI—DE XIS T 258
HF: https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-160?toc=1,

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/enforcementrule/enfifr.pdf © 2024. For information, contact Deloitte Tehmatsu Group.
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HIPAAE R [CH [T B Civil Penalties(fHl|#F EIRER) 2 EE I3 L COHEDERIILUTOD
BYTHD

*45 CFR§ 160.401&Y

Knowledge » Knowledge that a ‘violation’ has occurred, not just the knowledge of the facts constituting the violation
(XN EBRIFEELLEVIEEZ>TNRIETHY, BRITAICEETZERIDOVTH>TWSE NI LT TR

» An act or omission in which a covered entity or business associate knew, or by exercising reasonable diligence would
Reasonable have known, that the act or omission violated an administrative simplification provision, but in which the covered
Cause* entity or business associate did not act with willful neglect
(BEEMNLERER) CEXT=IIBAL. HXITAMHIPAAREIDER L TN EZRRH. EEBE VTR ZIOIIETHIETHAIN, BHE

DR2BICLZITRTRIBMIIHE

» The business care and prudence expected from a person seeking to satisfy a legal requirement under similar
circumstances
Reasonable BRE L EE’\J%?%.E%?.@“/\%N:SK&JBH& %%%t@ii%?“j] .
Diligence* » Factors to be considered include V\'/hejcher a covered entity or business assoqate took 'reasonable steps to learn of
(EEIER) breaches and whether there were indications of breaches that a person seeking to satisfy the Rule would have
investigated under similar circumstances
ERINDERICIE, CEVBANEREHZEHICEEMNBREZELENEIN., £ BROKA T CRAZSFAIE
FEATHNITAEIT 2 THAIERDIMENH A EEND

Willful Neglect* » Conscious, intentional failure or reckless indifference to the obligation to comply with the administrative
simplification provision violated
(BEOEIE) X ;

HIPAARR B DB F R I T 2R MG IEIT. HAWLERFHD @K
Reckless » Conscious or reckless disregard of the consequences of one's acts or omissions
) BB0TAE NETHRETHERCTTIEBMVE (LR HIER

Indifference . . e . .

(RS R D) > Iiaﬂure toPay attention to ce\r\tam risks against them which we ought to attend

rREREES FEREHANZYRY(CF L, FBERHRILE
HF: https://www.hhs.gov/hipaa/for-professionals/special-topics/enforcement-rule/index.html, https://onlinelibrary.wiley.com/doi/pdf/10.1111/j.1468-2230.1961.tb02189.x ,
https://www.lawinsider.com/dictionary/reckless-indifference

109 © 2024. For information, contact Deloitte Tohmatsu Group.



HIPAAZ DL AL (Tier) (ZCERUBAD R PRI ICIG U TR @I, BEICHEE
DA -FBEICS TRESINSDIFITIIE L

KTierl~33HELDEEVTUA, TierslIEH
Tier 1 — No Knowledge (FAzEM & 40)

EEEAZITEDFOI-t-Y3v T T BB OEFERIROEY D HEBHET>EBIANMBNTWNEOE B DI, BEEIAIZ. BSANAEZFIRIE TV
BTEICETEELCBL., EEUNMNIT, 55Z2LTVBLE, BEADRMEAED LS ICRIYE >IN SR TE, BEEFAIZHIPAADRL-ZVJ%F I TV ESLE
SNBEFEEEL, DLBSANURIERE IR EEELE. REE. BEANEY R EE L ILEMLEN O AREENTW:, £ H. BSAIL
BisORIBEORRENE D IEE= T, OCRICEIEEZHB LI T

Tier 2 — Reasonable Cause (BB EIR[E])

EEROBEEANBISICEIETIE, FECHELRITIINERITRVEICEN TV, ITERFIIERKLIZEZA RIEDIAN Iy I FEERIZE ] >h
Do ZE BT, 212, OCRIZS EID T4y V) TRk R BRI A B > T [ 88 TS R IR EFHR Ol e & = Uz, $Rk S, e E(Cx33 71y
IVIEBRORL-ZY I EEToCWENSEIFESONYXV I FiR DI T3 EE THho1-

Tier 3 — Willful Neglect: Corrected (B D2 18: /IF)

EEEEODYRIv—ARRIA, FETAZERCEEMBZRELL, BE. RESOBRENSLEMZICRESDA-INTHVY FDEIBRSNS, L
DL, COVID-19IC LB EFEISEDN, F-LRX-IVTHVY FOHIBRESNTWE, EINTEEERBIEL. 77V ZAENEIBREINTVBETOPHICT VT
AL, #9y0-RUTE, PHDY DY O-FEN5EICET7I-MEANH 280, 7I5-heBUTEEMBDTAYY M BHIBRESNTOWERNZEICRIE, 9¢
[CT7H9Y b ZHIBRLE, %ﬂ%ﬁ%liﬁi%é@??tﬂ%BE(DWE%EE& (CB T8, HIPAAR R EHS TN QI S L8 Tier3 (L FEENT=

Tier 4 — Willful Neglect: Not Corrected (BIEDE18: RX=21E)

BHEIPEFOERBEROIC-Z2EHEERLECEMDDST ., EEBEBEIEVIIISLEN > F=ELT. OCRICEIEZ R LIL T, EEEE S50 5%0D
—EERELEEDD, 2THIZHET, BHOEBMEREERL T\, OCRIZKIABER T, EEMKEBBEIYEERNG2N A BICICERINEL
TOEERHFEFRCIRHELE, KEFIFIRFEHFH S 160,000USDICEST

H T https://etactics.com/blog/hipaa-criminal-penalties

110 © 2024. For information, contact Deloitte Tohmatsu Group.



HHSIZHIPAAIL - IViE REFIDFHEDFER. Resolution agreementDF TriER A A VHE
iR TdDResolution amount XU B IEIE ESHE(CAP)FEDABTZLHLTNS

(P) Privacy RuleiZ
(S) Security Rulei&

BETICAEANDT G YIN-REILLBET-TiRE

biEhi ] B30 ik AR T (fREES )
ik i Danbury Psychiatric Consultants, LCC (DPC) HH Anthem, Inc. (327 Elevance Health, Inc.)
[N :\tH‘ —
S 7 e e B 202043 3 @i%iﬂmﬁ 20145128 ~2015%F1H
S AR RO R 20184 10H
RO EFEA 202278 TN $16,000,000
733 A=
BRERE | 53,50 LB FAN-BEREBT-IRET, £H0, B, £
B BENEHOPHERRELEICERIDST, DPCA'T ¢ A ERHESBLOPHIZ 17,8807 ADIFHE
SIS LEA 72 LT3 A ICOCRICE B B LT T, NiRRLI
OCROFAEDMER, BENEMEDRILNEEIIZT EREIE 1. BEMNYRIPREFMICEET 3 AV 5HEE B o7(S)
L\e7e8h. DPCIEPHIDIRBZRE LTV ENRELE 45CER §164.308(a)(1)(ii)(A) |03E &
EREIE 1. DPCIFZEBEDPHIADTRIZHE BT (P) 2. BEWYATLOBFREFEEMMICLEI-T5FHE
45CFR §164.524 D&% 2+ AT TVEDOL(S)
45CFR§164.308(a)(1)(ii)(D) [L3E KR
fRRIR « DPCIZEEAPHIEHTS

3. EXIUTAMYITYRERALIBEOMIGRNELS

. HRhAZZA = .
BRATBmEIL (Resolution Amount) N TLVEAT=(S) 45CFR §164.308(a)(6)(ii) (38K

- RIEEE%:49 3 (Corrective Action Plan)

v TIANI=- - BT 30N Y- KR HE 4. EHRADT V2 AEZDHMBIERY V- PER F ik
BFHmEexEtd3 N DICEASINTVEDDT(S)

v NY-RERFHKEZRA. EFHID 45CFR§164.312(a) [DE X

v IRUY=(CIFPHIND T 72 AP DPCOEE & ADHHE

5. 7,880 ADePHIND R HE BT I AEHLIENTE

[LOWCED h\>1=(P) 45CFR§ 164.502(a) LB K
v REFEREBOMS X EE
v DPC(IEﬁﬂ%%{*ﬁEHHS':%Hﬂ?% ﬁglj&% * ﬁ@ﬁ%ﬁ%ﬁ%’iﬂﬁmesolution Amount)

R IFHEE%:49 3 (Corrective Action Plan)

v URTFHEZTT

v RUY-LERFRIORBELETY b
H P https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/danbury-ra-cap/index.html. https://www.hhs.gov/hipaa/for-

111 professionals/compliance-enforcement/agreements/anthem/index.html © 2024. For information, contact Deloitte Tohmatsu Group.



HHSIZCivil Monetary PenaltylCE >T=HIPAAIL-)LE R EHIDE R DFEE. FlIEZEDE
INFERUZDIENEHP L TARL TS

HIPAAL=ILE R DCcMPD

MR 48
R

B R AR
AR R D HFHA

B K Tier
HEE (CMP)

REFE

ERFERV
GlE %

112

AL 3ES!

TEYAMREEHZE S (TX HHSC)
20135 ~20194F

20195

Tier2 : 5/ JR A (Reasonable Cause)
$1,600,000

REBT TUT =3y TIAR- b= N-H5 /)N T )yt —
N-[CEBIINTBEIC, 196,617 ADPHINA Y-y E
TRIER LB TLE T, BB RIEERIBERICEZ R

EPT. HEREES, BEBREENEEN T, TX
HHSC [ZAEEIC DV THHSAB CEHELERIHEE

1. 6,617 DPHIZAY(CFHERLE(P)

45CFR §164.502(a) [/ +-vvvvvee ($100,000)
2. PHIZVCZADEHOI-Y-SRBEEV AT LEERTEL T
BhoT1(S)
45CFR §164.312(a)(l) [T - - -vvvee-e
($500,000)
2. VIV AEEDEHOEERFEZFELZELTWENS(S)
45CFR §164.312(b)[TIBfg - cccvvvveeee- ($500,000)

4. BREBICEVWTHRBYRI D EERLTOVEA ()
45CFR §164.308(a)(1)(ii)(a) [/ -+ - - -
($500,000)

251 $1,600,000

R

B R A AR
AR R DR

B K Tier

H#FHE (c™MP)
FEEE

ERFERD
GlEa%

(P) Privacy RuleiZ
(S) Security Rulei&

EE AR RS (s EE )

Dr. U. Phillip Igbinadolor, D.M.D. & Associates, P.A.
20154

20224

Tierd : EDR2IE-KRZ21E
(Willful Neglect- Not Corrected)

$50,000

GoogleLP1-FICEZ TCHEONEXATIHBERIC
WU, ERERRIIZIELTIREL,. Z0EIRTEEDE
BEIERICOVTHNT, HFRE(LOCRICEIBEZHRLILT
ERNIEE, OCRIIXRFBOHIBRE EBIC, PHIBEIC(RS
ERRAR A EDIR HEEE B R D s R EBT I3 5
B9, THIPAALBERD RN & ERE LT

1. BEOPHIZAHICRRULE(P)
45CFR §164.502(a) [T - v ovrvrereeee
($50,000)

2 £t $50,000

H P https://www.hhs.gov/hipaa/for-professionals/compliance-
enforcement/agreements/txhhsc/index.html, https://www.hhs.gov/hipaa/for-
professionals/compliance-enforcement/agreements/upi/index.html

© 2024. For information, contact Deloitte Tohmatsu Group.



EADA S (CPHIZENS - BIRL. ZhE 0@ RATIERES

TAICOVWGHELYIRECEY

HIPAAIZ [Z[ZH[F B Criminal Penalties (FIZE L 50)

RUTZIBE, AEETNE

HIPAAE R WIS TE 42 U.S. Code §1320d-6. [C3XH T 3155, OCRIZAERSE (Department of Justice(DOJ)) [CFAEZMKFEL. DOINERITA

CESVTEY AT ENT

W 42 U.S. Code §1320d-6. fE A5 A] BE BB IF IR DA~ IE B3R (Wrongful disclosure of individually identifiable health information)

(a) ERITA
BAMNER THBRERMYENS(Knowingly) PHIZES - BRLIZS S
(CEIC&-TEBINTIEHRZ. XS F-REANE ‘\liﬁ'cnfr—Jn(PHlféHR

(b) Ei8

-FRLIESES

a29%)

*HIFEEBZOVTNA itl;tﬁﬁ?'ib‘n%éné

e e s e e

Reasonable cause, in which the individual should have known

_ Wrongful disclosure of PHI better. And lack of knowledge, where the individual did not
Tier 1 know they violated a rule. $50,00024 & 1FEMT
PHIZA S ([CEE -FATRLEE BANERZLTVNREDRFN L, EENLBERNHZ5E
Wrongful disclosure of PHI under false i
pretenses
Tier 2 $100,000A T SFEUT
BYDARZRITLTPHIZER Y (CHIG .
FARLIESES
. The offense is committed with intent to sell, transfer, or use
Wrongful disclosure of PHI under false e . o . . .
. - . individually identifiable health information for commercial
pretenses with malicious intent . iy
Tier 3 advantage, personal gain, or malicious harm $250,000LLF 104 LLF

E?TD‘C{%U@D%E Z(FTPHIZT B -EAFZEDOED. FEEEZDHZIBEEDEHICPHIZES -
él;Hﬂ\ -HRUES R EE-FER)ILEEE

H P https://uscode.house.gov/view.xhtml?req=(title:42%20section:1320d-6%20edition:prelim). https://www.hhs.gov/hipaa/for-professionals/privacy/laws-
regulations/index.html, https://www.schellman.com/blog/healthcare-compliance/hipaa-privacy-violations-and-penalties. https://www.hipaajournal.com/what-are-the-

113  penalties-for-hipaa-violations-7096/

© 2024. For information, contact Deloitte Tohmatsu Group.



AliEE [FHIPAAE R TEIA [CERFLRD TSN LB EHPTARL TS

HIPAARIZEE R DEH) (1/2)

MEBAIFHRDGE L EBEFFROFETRIZNA BEOERITMNIEELCEE

K% Stacey Lavette Hendricks (497%) K4
ERFAERE 2019458 BRI LR
¥ ROEFY
HSEDEE 2020718300 HIROES
EFHR Biz4a8h'H =)k
* Hendricks(ZZ70UAMOEEDI ) Zw I CERE
BRICDLWTWV e, xiIznsntE=%2FALT
BEOEERSR. £ FA APHERESS
(CT77tALTz, ZUTEATEANIEREM A
o UGREZF/EY. BN BB TEANERERE
BULTEZEIC T 3FEREIToI:
EREIE * 2019558 HendrickslIZALEBEDEANIE -
REHST CRBIE BB ICIRSLE, BEEN S

WMLZDREBLERLEETA TUZWIDE
ENSZINIBEOEANIBERIFESNTSE

o COEHKEWEIEIER(United States
Secret Service)[CKUFAE SN, EFHHZEHIC
LYEEFEINT

https://www.justice.gov/usao-mdfl/pr/leesburg-
H AT woman-sentenced-48-months-prison- H AR
aggravated-identity-theft-and-wire-fraud

114 HPF https://www.hipaajournal.com/jail-terms-for-hipaa-violations-by-employees/

Rita Luthra, M.D. (67%%)
2011F18~118
201874 A

EEBFEROR-IEUT1LRAREEER LA,
EERILFEREDE1HICIVIFHORERER
gy

o IFIARIEDRIta LuthraldD—F— F)LIv rDEH
A EHEELEC BEOEERIZMIICH
LIREINEEREBERADTICAEHFALE

o BLZET-FT-FI AL OBRBREEEZLS
332 CRIAN5S23,50052 (FEX > TLV=EE L
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- INKJT—=HFN—-2R (CMS. AHRQ, Sentinel Initiative)
- BT =% -2 (Flatiron. Kaiser Permanente, Optum, Epic)
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B HITECH;%(Health Information Technology for Economic and Clinical Act)|£2009E (CHITE « HEf TSNP AU H1E B - Bk &% (American Recovery

and Reinvestment Act of 2009)DEE13E & L TR ILLT:

B HITECHECIEEIFREMTOEA LB EREFI B (Meaningful Use)ICH LAY Y T1 I 2RI EETEOE RE(REL:, £, HIPAATIIN

I-RARCEFIVTRANOEROEELSHAZESD. LX1IVT1EETZRBEFIEILT HIPAA RAZFETELITREEZRLLE

#x8%

Subtitle A Promotion of Health Sec.13101 -
Information Technology Sec.13102
. Testing of Health Information = Sec.13201 -
Subtitle B Technology Sec.13202
TITLE XIlI
Health
Information = Subtitle C ' Grants and Loans Funding Sec.13301
Technology
. . Sec.13401-
Subtitle D | Privacy Sec.13424
AT

EEERFEHORE CIRERE
 EREEITHAZEE(ONC)DRELKE!

o EEBERFMOZE

o EEBEREMOLE ZICHIT2KEREEULE (HHS)DXE &

ERBHRXMOMAFRLEAICRIHATE
- ERIFWMEMORECPRBOREHE F

EEBREMEREOHEEICHITEZIESRBICHRIRTE
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FRICRETR1EYT14T

s EEREROTOIIVVITINERETIETZ-HDOMEIE

EEEROTIINY-CRBBE

H|PAA%EH'J5§J§0)EE"E&%“6E'J
B RIFOHHSAD B & - BERANADE R ETS
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t/frZ TIIIAR-TTU-XI b (BAA)DFEHRE
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S A
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https://www.healthit.gov/sites/default/files/hitech_act_excerpt_from_arra_with_index.pdf, https://www.hhs.gov/hipaa/for-professionals/special-topics/hitech-act-

enforcement-interim-final-rule/index.html. https://www.hipaajournal.com/what-is-the-hitech-act/. https://www.ppc.go.jp/files/pdf/201803_shogaikoku.pdf, https://compliancy-

group.com/what-is-the-hitech-act/
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e 2004, EEFERICBERLLQIUEETILEEROEFIINTILEEDZ A AN EHEINT:

. ZO1. TPEBLAJLDRegional Health Information Organization(RHIO) & FEIEN 2 HbIEEHE Ry RO -J & ZNEEERT T BEFLAIDRY RD-J1E
MARKRINED, —FEBRVTEABHNLASEA O, Z0E RELTEEEBAOE FONTEANEATNENEAZEF SN, 20094 [CEHR
Incentive Program (Meaningful Use) BRI TEH SN 1=

. FEROEREELT. WHIEHEN, BRVICETOEEEEOIERICER NN ERINDIF T, SEBAREIATLATEIEL LERZEISR
DHF [CE£ 5% Y TlHealth Information Exchange (HIE) DBLEZ M E AN =

200412005|2006(2007(2008(2009(2010(2011{2012|2013|2014|2015|2016|2017{2018(2019(2020(2021{2022|2023
¢ | | ¢ 0

KBLETICKY HITECH & MACRAE 215t Century Care Act
m EHREACRBHEDR ONCERE
* Health IT Certification

Program(EHRDFREE) ONC

* EHR Incentive

Prograrr'l CMS
(Meaningful Use)

* Merit-based Incentive
Payment System

m ERF

m HIERBSEICIR TR

- NHINTEAE

- State HIE Cooperative ONC
Agreement Program

- TEFCATRE

@@

. _H—E . '_._|7k
QHINDZHE - EH X () [FHHSPIODHERS
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Meaningful UseldCMSH EERERSICHTREHRE RDT=HDI1 VI T1 T2t 593 E
HELTEESIN, 2011FENSHIRSNT:

Meaningful Use DB E

Meaningful Uset (3 [ 2009 F (CHBITSNIZHITECHED BV ZIZER T 316 DHER D12 LT, 20115 [CMedicare EHR Incentive Program® &
U'Medicaid EHR Incentive ProgramA'Ba%A (M5 % &1t TEHR Incentive Program & FE5y)

> Medicare EHR Incentive ProgramM3XF R & 25EPE(E. MedicarelCHITBEEEIRHELTWBIEET(5,3275F b
(2023%F)Ch Y., £%EBT (6,129 (20215F))DHELZ87%% HHH TS

> CMS[3 EHR Incentive ProgramDERBRICH W\ T, EEIPEEEEIM V2 T1I2FIRBEHICIE, [EHREE
BE&EICEALTLS (Meaningful Use of their EHRs) |CEDBETHZELTHY., LUT OB BT Certified EHR
Technology (CEHRT) "#fEH I3 EHELTNS

Stage 1 Stage 2 Stage 3
(2011-2012) (2014) (2016)
EH T-IREEHE EERETCOTO0LAR L HBENERDOM L
(Data Capture and Sharing) (Advance clinical processes) (Improved outcomes)
W IEEINTA-NVYMNILZERE B SHIOEHRCERIFRSIE (HE) B SUKVEERDERCOBNSE,
1EFRDE FHIGC K B BEFUAERVEZHHTERIINTS LM RUOMEREOR L
B FERERREHROBERE ZHOHILK B ERELELBCETZYETOY
(vey54Itts ™ E%g\—t“xw%ﬁ%i@@:m%ﬁ B BEBROBHOE=EEFRE m—b
e BOTE BAOBTRE B EERY-IADBECEZTY
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B EEPZORBEADEDYEWNCMA MR EBEFTBADT IR
(1B DF] R ee s N EIE 1l
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2015FEMACRAEDHIFE SN PQRS. VBPM. MUZEES UXINMRIERIOEEZEFRD
[E M5 E | A\DEsIa%EESH TS

MACRAEDIEIE

B 2018F R X TICMedicareD H EZ W LB T IARBERIDS590%% EEDE PMECE DIETIZIDONELIICE
93

B U TO3EEERTBEEBLT AT1TTOXIMRERIOEEXENSE CEIRT S
> Medicare Sustainable Growth Rate (MedicarelCB8 9 3 IA R ZH BT B-HDFHER) ZFEL1ETS

> Merit-based Incentive Payment System (MIPS) ZEI5%L. PQRS, VBPM, MUZIER T3 | XKINL2R&FEHT

e ok - s e lity P P
> SELEEBIHRIMEONESMEICHUEMOI VLY T(IERETS L roeram

HFr: https://web.archive.org/web/20180902214114/https://www.cms.gov/Medicare/Quality-Initiatives-Patient-Assessment-Instruments/Value-Based-Programs/MACRA-
MIPS-and-APMs/MACRA-LAN-PPT.pdf, https://www.congress.gov/114/plaws/publ10/PLAW-114publ10.pdf
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MUTDAVEYTFAIE | MACRAETCORIMEREOEREE
100% 52 97% 96% : 96% 96% 96% 96% 96%
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| 72% |
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I
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\ Y )\ J
SE)KFEHRRY Y- -y E
.[ Epilc Systfms Medicare EHR Incentive Program MACRAEDEF (20164F)
- Praxis EMR m J0J5L24%EBUT5,59085 FIVO#EFEERER m MUADBER ’PI:I%@%’E&I@L ZDEHEIC
* Cerner XFIZEE 35K 18,000F)b, FEFE(F2,000,000 F)b~ JEUTMedicare NN D3 AR BR K E 1 BRI EE
* GE Healthcare 6370 .400 I\“JI/
* Meditech & e e b — iy —
W 2013FXTICSMULBINE 1YY T1TNRECR D

HUPT « https://www.healthit.gov/data/quickstats/national-trends-hospital-and-physician-adoption-electronic-health-
records, https://www.govinfo.gov/content/pkg/BILLS-111hrlenr/pdf/BILLS-111hrlenr.pdf, https://www.ahd. com/state statistics.html
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CMSIEMIPSTEHONT=4DDATIVDIBIECE DZEEEEIZ ML, 2FEER DI
REEEIZRELTNS

MIPSICBITBIBIEEDADDOATTY

_— BEmElE

FHEBHNCI96DIEENEHONTEY, ZDI56DESINENEIRL, ]WETS
EEOE Bl AVINIVYOREGRE. IITVTHBEDTIF U EFERNICEBLTIVSEEDEIE 30%
MM EREEEZHLIEEREDIS, 140/90mmHgZz TR EEDEIS

EHROFAICEAL T29NIEZAEH SN TEY ., COINTE BT HENLH DB
HEERMEDRLE B HIEZLTEHREN A RICPYEY L TWBI L 25%
a?kﬁ”ﬁwﬁi}ﬂ&)@ BIE L, TS EERITI BN ER 10042 TR TNBIL

EETOTAOHRECEY 51040 ZENEHONTEY, ZDI570% IR - £I1T9S

SbBLHE ). B R LS A BEL Z0IA0-T Y TEERLTNBIL 15%
JAk BB CIREE#E (2023F (325K B) N EHONTEY mEDBEICELEREIGLUTAR
XCOVID-19IC&Y | AEHEEINS (L. ¥z EESRENBVNSE. BRN0RERD) 30%
2020-2021E(30% | -l: BEPRTAIGE. Fizs, BUME &
XILRERIDOFAE S E
S A (2021 F 51H) AEAR (2023FEXILD)
0.00~15.00 5 9% 548 MACRAJEICEY, SREDERICEZBEEDILEEL
- HEEEOHRBEIEFCHRRLSICREINTNST5H,
15.01~59.99: 0%~ 9% BEDREOL (IRIRARINZI L 53
60.00 = 0% (3ERLEL)
60.01~84.99 5 0%~9%IEEE
9% IEEA

85.00~100.00 5% - ¢ R ~ = b
(BRE(CNTA-NY AN KWGEEEHICINER)
HLPT: https://www.healthit.gov/topic/meaningful-use-and-macra/meaningful-use. https://data.cms.gov/medicare-value-based-payment-modifier-program.
https://www.cms.gov/medicare/quality-initiatives-patient-assessment-instruments/pqrs/downloads/pqrs_overviewfactsheet 2013 _08 06.pdf,
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ONCODHITECHI O35 L

¥-1v131=74709354 MR 5-
Beacon Community Program Regional Extension Centers (RECs)

- EEITADKE LEHRDMeaningful UseBN WD
Patient-centered CareZ{BXEL. EENDEZ LITA X
\ . - 62 (DRegional Extension Centers (REC)ZAEAK L+
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STSE SAZTANVAEY -2 8D, EHROEN - HEIFE
« ONCIIEHRZE A LI-17#is 2 EE L. EEITTY E’Eﬁhl\/leaningful UseZiZEK T BT DHEATHY
750384k, A, EEOE wmx%m- BYR-MERHELLE
V3R (ZXF LT3 C2185,000 /5 USDD #R 32
(S ZiNp)

MOHIE B ABETOIS A AMBEFETOIS A
State HIE Cooperative Agreement Program Workforce Development Program

- ONClE. BINFF(ZINHIEE LI-FE = F B R

(State Designated Entity: SDE)A S L 7= Hhigk B U . Eféﬁ%%_ﬂ“\ 2133‘5’\”;1’77%’%(:8“?\
MUARIVDHIEF{RES BT DEEM T LT, 4 Jw?i%ﬂ’alﬂi;ﬁﬂ—tz&a‘m{#?&té Bl
FHITAETSE48007 USDDIRELEX Tl EHBETOJSLTHD
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HL AT https://www.healthit.gov/topic/onc-hitech-programs
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Trusted Exchange Framework and Common Agreement (TEFCA)
ONCI32022F1 A 19H [C[ Trusted Exchange Framework and Common Agreement - Version1 | &/ 3

OTEFCAD B BY
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QHINDIEE L HHZBDEZFV VI %EERMEL T

OTEFCAD L %R
v 21st Century Cures Act §4003(b)ICEDZE, TEFCADIL-LT-J ¢ HBEZHEEA VTRV FWebT (1 R T
NEBLIERBER LTS
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Pharmaceutical Outcomes & Policy
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Clinical Epidemiology and Biostatistics and Department of
Biostatistics and Epidemiology

¥ Ak kA F&DP
Kaiser Permanente Center for Effectiveness and Safety Research
* Kaiser Permanente Colorado Institute for Health Research @)
* Kaiser Permanente Hawai'i, Center for Integrated Health O
o Care Research
HEE8
* Kaiser Foundation Health Plan of the Mid-Atlantic States, Inc. O
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(EEEOHRIEE) J 1
Ontada Ontada S0114F >0 AYI0V- T LB E1T>THEY. RWER | » $9250 B AL EDDAEE TS
(IHiKnowMed) (BRI EEIT) J- F L2000 LD HRGID H D « $92,7000EEMEEH LINE
. E%nni%%%’o”yibté%nn HIRN-2
IQVIA THY, WEMEOHT-TEANATEE o fEE I s O =2
IQVIA (RELE ERREY-ER <HB 2% s 2018FN'BGenomics England& 2L, BR AR ?_1‘;;5'??121,§\A17{_I:0)E%unnﬁ/
Rt 7E|l\'f’5’ -) ET ) LT -A%EFAELEEROOME TSIV

JA-LOEEERLA

HL PR« https://flatiron.co.jp/. https://www.ontada.com/. https://www.iqvia.com/locations/united-states
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> BxEERE
* HIPAADBEE
+ HIPAADEi Al
* HITECH;E DL E
> BURENM
- EHRE A [C{RBHESR : Meaningful Use
- HIEWEZE(C{RBHEER - TEFCA. QHIN
> EEFEDB
- INKJT—=HFN—-2R (CMS. AHRQ, Sentinel Initiative)
- BT =% -2 (Flatiron. Kaiser Permanente, Optum, Epic)
> (BE )RR TOFIREH
- GRERREICERAINTVWSEET-IN-R
* COVID-19B:EDAZE
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F-HIR-2&FERAUERREICRST . KEDCOVID-19IC RS ZEEPRFF R 1#71,20014(C
RATLZ

(&% ]covID-19[CH115 HAREKEIDLLE

1,200 1,139

1,000

800

600

400

200
84

519
233
— [
3

4
m %51 mR5)2

[#HE A E]

H 7 : JRCT(Japan Registry of Clinical Trials : BRERAFZRZFIR E - DY AT L)
K[ : Clinical Trials.gov

FUZEFEEDCOVID-19DER R BB E LU ERKRARDE FHFHZ il
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HHSZE T DASPE(35414(2020~2023FERF 52 )DCOVID-19BEDIAR = EHELT-

HHS : COVID-19BSE DA 2444

(2020~2023)

FE

2020 10
2021 31
2022 12
2023 1
= 54

X 2023FE7A7HER

K¢ ASPE(Assistant Secretary of Health and Human Services for
Planning and Evaluation) (3B sk 12
HY, BERAE., E¥H. BIERTE . BERICRAUT IR, BT
ziToTW\B

H PR« https://aspe.hhs.gov/topics/public-health/aspe-covid-19-related-
resources/hhs-covid-19-guidance-information-research-analysis
194

HHS : COVID-19B8E DH 3% 72 EF 5
(2020~2023)

EICBETBHHSDT RNAH-14RE8 T

D™ F % (Health Equity)
# Nih— LB KU HEER (Nursing Homes & Facilities)
&AL B E (Welfare Reform)

BN 3R E— 5L BN (TANF : Temporary Assistance for Needy
Families)

B R & TS DENRE (Poverty & Income Dynamics)

EREE- AT -EADIRH(Telehealth & Virtual Service
Delivery)

T—4 - FAE - 52 DB F(Development of Data, Surveys &
Indicators)

&) - FEVERIE (Workforce)

Y Bh1zfE - 7 F 2 (Immunization & Vaccines)

% B D F [ (Prevention)
AVFIANIVAETEND R R 4 (Behavioral Health)
TR BEFE = (Cognitive Impairment)

14 9% 2 & MBI E 4 (Chronic Conditions & Ilinesses)
HLAE Y E ADTF 4 (Antibiotic Resistance)

INFRTETAE (Public Health)
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ASPE[SELRTHERS . ERIEDT-5%FIRL. coviD-19ICE I 3R EERELT=

ASPE : A& T -7 %&F]FHLT=covID-19E3EDIHF ZZ

= 2 L N i i i $ = pAY —
COVID-190D /AT ESE - 7)o [ BRH L i CMS. Kaiser Family Foundation({RIEEER DA 25 N

L =t W), I3V X TFY XA The Atlantic(ttlR | 1) o po-00 OF
A ’H:) alJ
INOT IR DR ENREE (LT B EEBR S BT S & fEhg s AOFAEBLUER
2 oo | IO RSWER, SR HEEERERE
3 i(gi@«%g)E%ﬁb‘—tlti%b\l:iﬂécovm- CMS(Centers for Disease Control and Prevention) ;(?4770)"%1#%3:_
_ < 1a(- debe o e IBM(IBM Explorys Electronic Health Record
4 T MEREDOND S TSERERTD  pabase : HOBEAMENSNESNIEHRT— | EHRT—S
TS " SEGFELET-IR-2)
A e el = IQVIA US Open Source Claims
L RIMESS 4 L R T DFFIEICKBCOVID-19AD N N - e
5 L e e (- (S0M DYV UD.CENN-FIREFRBROFR  EEARKROBKRT-Y
T I0-F AR ERCET AR IR
20215 o MHRFERTY
6 COVID-1977F Vi 5DIHH(CEALTMICLSZE | CDC(Centers for Disease Control and Prevention), ;;f‘;\:{{x&f@i%
HZzEOFER E2AER 2007 2
AT -ERBZHHD
EH
- ERFAT-Y
=R EDORFR ElINE%S i} i} . _ . AEHLV
7 20226 2021 FDERIBROBENRERIRIRE  x A HE. EREEE. S AOEESLVE

ZOR T R OREE MDA setE = R SR EHEHA
P

H

HL P« https://aspe.hhs.gov/topics/public-health/aspe-covid-19-related-resources/hhs-covid-19-guidance-information-research-analysis
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Kaiser Permanente(Northern California)(d2020~20225 (23314 (D coVID-19E8E D&
RaEEMUE

Kaiser Permanente(Northern California) : COVID-19 Kaiser Permanente(Northern California) : COVID-19

BELEDT TR B EDH R 57 EF
Kaiser Permanente(Northern California) : COVID-19BEE DA 321424 Kaiser Permanente(Northern California) : COVID-19BE:EDAF 7572 EF
(2020~2022) (2020~2022)
ERE B3 OV - 438 R & 28 (Cardiovascular and Metabolic Conditions)
7B B& (Clinical Trials)
20204 10
E LT (Delivery Science)
20215 13 REDIZ AL L B (Health Care Delivery and Policy)
20224 10 & F DO (Women's and Children's Health)
A= 33 ERR(CBEE T 21781 & E 1k (Behavioral Health and Aging)
[ =

%L FE (Infectious Diseases)

3520/ H Kaiser Permanente®
B EAER DA TRAELIZATER

H P« https://divisionofresearch.kaiserpermanente.org/sites/annualreport/
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Kaiser Permanente(Northern California)(32020~2022 5 [CEUAFHEES. BB, 2.

k?\ E;

Kaiser Permanente(Northern California) : COVID-19Ed &

N 7 S

20204
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202145
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1 202245
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EEME
EEDIRMEBUER

SINES
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ERRPRALER

BRERAF S

ERDIRALEBER

ERDIRALEBER

DIE - RERE
=

75N

5
S
=8
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i
Al
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5

cal
&
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&
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R, 8lES L EHERITcovID-19RE DR
D FEHE

COVID-1907F Y DiaER
INUTIIDTOCAZERIAT 715 DCOVID-19DHTIAHTFT
INUTIVIHRDRRBERICKIEEAEDIEM
FAEFOCOVID-197TF Y DiEER

N EBEDEECOVID-19RZEERHST=HDL LT INILD
B E

mRNA*COVID-1977F VB ENE K2R E

COVID-19D R EHE K& B HACHFE S BHT LY -V DB

KYTIvI(C &2 BERE/BF A OE N

INITIYIICHT 20 S E B EE R IC KB ITE T DIEMN

N FE (IS BCoVID-19T7 7 F VD3N RAIE

INBEDERE EERCOVID-19D Y AVE T L DEEE M
COVID-19BEADEMIIF /IEREDEHE

MRNA*COVID-197 YV F Vi EE D—ZRICHT B0 Eh 2« 10
EOE=N

197 WFF - https://divisionofresearch.kaiserpermanente.org/sites/annualreport/

Re13ERELE

KaiserDEHRT =Y & {EF LI=Af 32D —
HEARE
71— EAYTYY
E LA AR FERR(NCI)
J=ADIARFIIKZE
71— EAYT YT

DYV RYKFE RLT— ATV FIKTA MREAT. ¥UT
R-HBAIIIA(LLTIRNINOELETT)RE

CDC(Centers for Disease Control and Prevention), ¥Y—
Y174=-)VEIUZY ) (FRbR - SRR B E I SRR
B9). HealthPartners(:2E&Ff - BBt 2 & =9 BNPO) Y

National Institute of General Medical Sciences(NIHZ&

T ERMREIET SEFHER)

National Institute of Diabetes and Digestive and Kidney
Diseases(NIHAE T, ¥ERTE - BIEEREDAREX
&9 2BUTHEED)

J=AVIRY Y KE

CDC(Centers for Disease Control and Prevention). 10
JETKE. Westat(FABEMEBEITOITE)RE
JOVETKRFE ATV TA-FKF

E LA ARRFRRT(NCI)

N=2174=-IVRIUZy ) (fwbr - SR EE 2 Y B ER
HERS)
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HHSZE T ORI THABNCATSIZCOVID-19DT -T2 EHLTNICE WS T-IN-A%&EHE
L. N3C Data Enclave& WS 7T RAR-AD T3V IA-LTOHRERIEEICLT:

National COVID Cohort Collaborative (N3C)

=

DBZ& R National COVID Cohort Collaborative (N3C)
BrAvE:S 20204

National Center for Advancing Translational Sciences (NCATS)

EEER (HHSZE T (DNational Institute of Health® R M27#&BF M1 D)

o 80 EDFFFEHEES
T =5 DIRIE « 2,010 5 ADEREFZZE (D5, 79275 ALLEDCOVID-1983E)
(2023FE7H6HEKF =) « NYBEHDORERER

« AUEHOMTTECER

- JEFRIL
ae * Limited Data Set (LDS)
= * Synthetic Data Set (& AT =Yk : DS NoETETHEINET Y TSN, METRICEBHBFRICMUTNS
BOD, EEODEBET-ITEAEL

\\\

T IR AR

e N3CIENIHDIRBLY AR AN AN RIREZ(FTTEY . NIHAN3C EnclaveDT - 1R E IR EIRBITIMNY-KRUtx1

ARADAEED UF4DEREBIEEE-LTNS
_ « 30014 LU EDAFF TNICEER

o 68D HIRY). 24 DPreprint, 71O T LYY T3V (5T16314)

HFT © https://ncats.nih.gov/n3c/about/data-overview#data-types. https://ncats.nih.gov/n3c/about/data-overview#access-requirements,
https://covid.cd2h.org/dashboard/public-health/hss/1. https://covid.cd2h.org/dashboard/index.jsp?publications.
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N3CZ;ERLZIR-MARDRER., HRIELTARSNTVWSHARBILLTOEYTHS

m HEIT R

1

O 00 N oOu A WIN

Y
o

P PR R R P PR R
O IN O W N R

20

ﬁilﬁﬂEAIO)HFE?‘ﬁv’Jn“{‘v’JZ{ b : All of UsT—4UiRJ U IZ$H1F BN3C-RECOVER Long COVIDET LWV EBIR Al fE i B st E al fe R IR
RIDSEEE

MA "B E(ICEFBCOVID-19DER)F : KEEN-AE LIZ2ECOVID-19Y -1 5V AZ FRDFER
COVID-19CABT L BE(CHITZRHDITEREMER : B R IR— MR
—REME LB LEEFESRBEL Y ETY MIBITRRIVE YT % & COVID-19DER 7
COVID-19DERIF(CXF T BHIDEDIR : KFEEF T T YL LB KA

COVID-19(ZH(FB1 V9 -01F V13 2B B IR R MIZE : 850

YR F AT HT(C K BSARS-CoV-2 X E MILEU AT DEE
COVID-19(CH (T2 B M EIRE D F B X F L 8r)7 : KECOVIDI/Kh—FHFEHAFENLDF R
COVID-19RF B HE([CEIR3FELMERBESRICT IV IFU/EBODFE

UWEYTEBEETUINF EEDCOVID-1985 12 Eb & DBEIE : £ K COVID-19 07k~ FH FAFZE(N3C) (2 & B30 & A4 E 4 H Ik — hF o2
B AFT12IZCOVID-19% FAE LTz B (CH(F BSARS-CoV-2T I FUIETE L LR B EERDYAT A
WEEBNIRIE(L M O EREYRY & ZE L ERECOVID-1985 7 (National COVID Cohort Collaborative & t))
ARV ERERIR BIAE 23 (CH(FBCOVID-19FE fE E DK T DB E

COVID-19DEEEIF DR TE B R (CH T B4 7= -2 KCOVID-19 Tih— MR FT(NC) DR ERE R
MedML : /N BCOVID-19D R EA A B¢ EAEE F R D) DEF M M F B ET LORES

2 BUpEFRR R EORAAMEE I FO-)LEAE(ICXT T3 SARS-CoV-2 BEREE B BREE D E

PHRENAEHKREZ T2 O HIEERERE (LB BCOVID- 190D FRERIFADFE

COVID-19T ABRLIZR A ICBIFBET VDAL & BG FRERIE (DB 1

ANEE RIRICBIT BEHRT Y DIE5DEDMRE : £ ECOVIDIKh—MERIT-Y IV T L-T D e B A 47
2K COVID-19 07— M [EHFZE(N3C)[CH(F B [E 1B DCOVID-19 & (L AL FEAE

HL P : https://covid.cd2h.org/dashboard/index.jsp?publications
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N3CICPHIZ IRt T B EEEERT (IDATAVANTDY I+ I P2 ERL TRV &ITL, T-
71> %38 5Regenstrief Institute ' b=V DYV F VT 1TWMRBAIDEHEITIS

Linkage
Honest Broker

=0 fcsniz

. T-HENZTIAR
Regenstrief Institute'Linkage Honest Broker& L CNCATS& 249 > 71
o BEEKEOIEFFCONYYIBE NI VEZHE L. BRET-IYNONIVENYFIILT, RGIDEERKRT S ,
. NIJIARNIPAMCREBHEE L, b-0ty FOBBIF. M-IV IPVDEE R, F-IVRTEEOBRIEING (Zipped)
STFPELRIX

T - R E RS

e e k& ID%IXE
PIAFTTY EREREESE R D EXABESF-0 VLY (s frapzA
PH|'P||O) I\jj’/f}[/ l:EIE":I?:\:_O)EF'l:@ EF":&% |*—7‘/'ﬂ§ ?\_9(27:71]'\
TF -4 (.CSV) > Bh-UoeEnt: T T snkET-Y — 7 —
T4 (Zipped) <

Stepl Step2 Step3 Step4 Step5

PIEN3CO) R AU EIE B O SREA M-V NZIIARI7A ) =4 )y~

covID -k M=% FT AT Z1ERR L. b=V %LHBICER1X

f=8H(CHh H 71 EH(CZip

EEEEE(CEA Y TLIAICA VAR ILEN TV B Datavanttt DY I M IT 7 & {FE->TIEHBIL E1TD N3C

LHBY>Datavantft [CPHINNEIE SR & (A

d o Data Enclave
[E B IC = MR (EN3C Data EnclavellT—9%1%X{E9 3

> N3C COVID

BRFF ON3CHifH TO T AL AR QF’aIantir o BRI IIRN-AMData EnclaveDIRHE & LTPalantir Im—h7 =5

Technologies Inc. I8 $ 59.5MTNCATS& 22 ANAO-F
HUPT © https://www.regenstrief.org/n3c-lhb/. https://covid.cd2h.org/PPRL
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DATAVANTIIPHIZ{RE T B-IC, RAIEH LNy Y 1B KR UIES{LZAWNT, M7

V& F#1TI B TIERMBILEITD

VIRII7%i=HEL TS
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AREI(C
FCERSNT=PHI
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=0T TO0ER

Rel#EREN\yY1 70t Y1MSHE DS
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M=TVEE
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AES-128 A DIE =1L
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) ‘ @#JSDFTsdf093s5#25
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i (ALEBRFDAHEF)
Datavantft® / —|—
NAF-I—-k
SHA256/\vY 1B

Y1 bADKE S ¥—
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¢

Y1MFEDORTY

AADDO1T

HFr © https://datavant.com/resources/blog/the-covid-19-research-database-and-the-future-of-tokenized-rwd/. https://www.regenstrief.org/n3c-lhb/
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COVID-19 Research DBI3EEK T —4. EHR., JECI5IR. SHEHT-YDRWDE ARV T
EMRFZICIRMBITEZIA-T TSV IA-LTHY.,. RRIEENIEZEHF LTS

COVID-19 Research Database COVID-19 Research DBDT —Y DFRIE
2R Covid-19 Research Database
Beise 20205 OR/AZIPF T LTUHER D EN K E 316,097,395 ADFERT -5 RUEHRT —%
- B 20224 :HHS Technology Group Ak A k&1
v HHS Technology Group LLCKR U140 /-~ = .
e 8 (Datavant, SAS, Snowflake, Ovation ) E?Eﬁ’éﬁ']lﬁ%b_f': .
- B 279,300,935 ADBEDFERT -5
BEREK 287A4—T 1, 3,544 DR E 108, 928, 895 AD B HDEHRT —F
o FEEFFEMB
M BB o . . . .
. fERE Eﬁ*i—@tEHRi——ao)@ﬁb\&
. EEe T 72,142,435 ADEBEHET -5

DBOFIAABEN - ER REELELCIIESRMERITHE
« REREBEREED

A. 3,698,398 AD
- 850EHMLI-F COVID-198E DT -4
FE « 2{Z5,0005 A
* 500/3 ADCOVID-19%8F& ) ‘
TN
wmse  ° FraallE 1=145,931 A0
91:751/\ j L!f' ..
* Limited Data Set COVID-19D B &

eI AL BEFIRICKZFIWT(Expert determination)
NEMEE  SAEFE(TLARICARINTVNBED)

HFT ¢ https://covid19researchdatabase.org/ . https://hhstechgroup.com/data-analytics-platform/#covid-19. https://covid19researchdatabase.org/research-press-portfolio/
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COVID-19 Research DBZ;EFHLIZIARISILL T DEY THS

COVID-19 Research DBZE R LT=FFZE

No. RS (M)

1 | MR ESLUFFREZ & SARS-CoV-2 k12 DBR IS M E AL METE 4

2 HEEREBLCOVID-19DFETRICHEIPME-EHAT-INCDRE

3 KEICH[FBCOVID-190;EENHRE LLIFEIERAD £ ELRFENF MR OMERSHHEDYRY
4 | COVID-1INVTIv/HiHOEZRERH ACET 2 RBERDFE

5 KEIZHIFBCOVID-19/\Y T2y 7 HAR DT B HIIC LB 2 DR A

6 KEIZHFACOVID-19/\Y T IV HAR R DXT 17 7 46 E 1 £ B8 58 = D RS &E M ) FF il

7 KECHIIR2BERBEEMOEEVAIN IO VI AREOEEEICKRIZTHE

8 KEICHIFBCOVID-19% B E MMM ZE P BHEDAEICKZEN

9 KEIZHIFBCOVID-19\YTIVIEIS LB OFOFY VA FEDHER

10 KECHIZEEEDIVINIVYIIFZEELCOVID-19REB LU EIE(LDYARY

11 COVID- 197 FREEDFIRIC 5 25 E

12 COVID-19/\UT IV AT DIEMEADEEDT IR - KEDRMEFEROSIENT -T2y 2B WNT
13 YUF1-twIMCET2=BEEDEIM : TEIRES

14  COVID-19/\YT IV (BB T5A4YY 77 : COVID-19/\Y T Iy HAR R DI 7 & 18

15 Health Care Encounter Data|[Z B89 27-5YUY—-2A

16 = 0-2473K(MCOVID-19MDEN[E) (20203 1 H ~2020E12 5 12H ., K H)

17 FEXOFERICEIZV1IADEHEE

18  FIERIICLBCOVID- 19D APRRNE L & 2%

HPT @ https://covid19researchdatabase.org/research-press-portfolio/
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BRI ES (EU)TlE. BABIRORELVSEARAHAEOERZBNELE—iRT-
(REEA B, 2016F5 8248 ICF%h. 2018F5 825 AN S BEAMBHAEN TN

GDPRODIIE

m 1995F ([CARIZLTLULE, EUDAES S HAZEDENIBREEEFHDETINELTSBEINTEREUT Y REE ST, 2018FE5H 258 N6, #l-
Bl —f&kT -5 {REHB(GDPR : General Data Protection Regulation) | DEIZHEAICEZZ 6N T

m {EEDT-FREESE. EURVEEABUMN R ZEE)IMBENMES(CE IKEREEE/ITEIETHH TGhAEFOEDE>7H GDPRIS., M1
E & VEUBADNRAECEEERAINDIL-ITHS

m GDPRIZ, EUMER28E R UEEAINEEZE TN EICBWTEEEZEOIHEITMA BANSEUT RICEFTY-LAZRELEY., ZOBANIERE
BELEYS35EICEERIND, 2,000 1-0N et FER T EE4%DVNINABVNAEEZ LRETZEELAFHHELEEET RIC. HRAEE
DEENZOIVTIATIAMIGICERYBATNS

& INETOET LI

19504 BRINAMESR — BUNFFZRSMBEBORNZESIEL, TIINY-LBEOHBDRELRE
19804 AT - REEHN - BINFERRICBIIENIR AN EE I EAT - RE L LIENESIE
19955 EUT —YREIE S — EUICHBITBREZNEHIE (GDPROIRESAI THY ., GDPRALILZICKYBELL)
20004 EAERE - EUDEARNANEICRET 2SI NY-MRIEDWEDRELELRNETTE

20024 ePrivacyt& & — REE AW HBEEOWEZ R LT B5HK(Cookiets T L EEIEIN D)

20164 —M&T -5 {ReE#7RI(GDPR)ZHIE

20184 GDPRZETEIT

H P : https://commission.europa.eu/index_en. https://www.jetro.go.jp/world/europe/eu/gdpr/
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GDPRESETCIE. BIAT-YOHEURWE LT DDEKFAAEDHSNTNS

GDPREE55E AT DEUR L\ BEE S 3R A5 Bl (Principles relating to processing of personal data)

a BEME, RNEMRUEHRME

. B Z0T-YEEEOBERICBEVNT, BETHY, AIETHY, H'D. BAMEOHZREE TEIRONBZITNEEREE
lawfulness, fairness and transparency

b. BHIDRRE B BFEIN, BBRETHY., N EHBBEROEHICINEINZEDEL. MDD ZOBMICES LEVRER TEINAYER
' imitati FWEL TGSV, DEOFIEICEIZREDER. BIZHNARELLEBEFHHATD BRI FESFOEN
purpose imitation DEBHICITHNZEMAER WL, 558055 1EICHEV., HWOEMNEBEALEVEDLIHHINEL
c. T-9D&/IME | %GJﬂEI‘A?‘—’S’DWX?&T)ﬂéE FIEDBIMRICBEWVWT, 9 THY., BEEENHY, B D HEDHREDICBREINE
data minimisation FNEEsHE0n
J [EREM B FH#ETHY. NI, ZNHDELRGE. BRFOREICHIFSNEINEESEWN, ZOBAT-IHEEHONZEH
' EZBLELET, BHEE REEREAT-INEEXEETESNBILEERTBEHOETOFEILTHELS
accuracy nNEFNEEsHEN
) B ZOEAT-IHEERHONZBHNOEHICHELEABET. T-9 RO EHF BRI A RNMEIZININETH
e. SLEKIRTFDHIER %o T-HEERDIEFN RUVERORZEUEREIFRT BEHICABAIC L TROONZBE LI L RO ot
storage limitation BOREZEDT T, FHOFFE1EICHKL, AHOFZRICHITZRED B, RIEMAZRELIESE IR B /Y
XIFFEAOBEOAD=HICEERODNBEANT I THBRY., ZOEANT &LV RVEE R FRFEFTES
f. S K OB B EERICEZEIRVWELEEEGEIR W LT, S, ERMNAIE L, BIENX (FBEICT LT, WY AE

integrity and confidentiality EXEEZEOEBEZRVUTONSREEED. BAT-YDBEULEREMEEHERT ZRBERICLY, BkhNn

HUFT : https://www.ppc.go.jp/files/pdf/gdpr-provisions-ja.pdf
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GDPRE 6 TCIIEANITERDNIEHN &L THD L T3 EMRIL(lawfulness)6 D2DL\S LA
1D%Zml=g cehkHoND

GDPREE65511H

18 ;% $ D FE R (Lawfulness of processing)

« 6DMERRBLICERIBLAIZ DI TEIRT O TREL JREBYIREMRMIDCEIVTENERERVES L ENHS
o DERNEE LI AZEOF)E L, EUZE(Union law) X [SEREBEHEOMBEDERICEVNT, SUFHAERFEEREIT SN TES

a. RAIEDEF
Consent

b. ZZHIDETT

Contract

c. ‘EHERTF
Legal obligation

d. £(CENHEH L

Vital interest

e. NHDH) &F
Public interest

f. IE A7) 28

Legitimate interest

EUEX FEEET

HENBHE

B AAT-FEFRD HEOBRNOEHDOEAT-FOEKEWCEL. BELEEEZS5X
%

B AANT-FERDEZHEEELBOTVZEBOBTODICEIRW R EEREHE

B ERERENRT ZENBRBLETI B o

B ARNT-IERXEMOBRANDERICEET ZRREIRET D10
(5] - RRFEFEDILARDEZFUVT
-BARAKEPAKICEITZNEH TORRFEREICHITSE A EHROEKN

B RO FEBE LS55 EAEEROTECBNTITHNBE0ZITO o

Ja2)

B EEENEE=ZFLLOTROONIIELBHEEEEBHIDTD

H P : https://gdpr-info.eu/art-6-gdpr/. https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/legitimate-
interests/when-can-we-rely-on-legitimate-interests/
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[£%] GDPREIFZE TR AEVRE. BIZFIER. BRT-IFOFH 7 HEEAN B
DHFEWNIEIETHBELEELT, ZOETOERBRADEHFZEDH TS

GDPR 595 15l 3 FEE A (B iR & B AR

5509 FEEA 15 R
(589K 55 11E)

A& RO B

BUBBER

Y- BRLEDES

FHEEEADIA

EETT-

EET-Y

fRT-5

MEAEE - ERYTE M

H P https://gdpr-info.eu/art-6-gdpr/
208

a. BELRENH2

Explicit consent

b. 5. HERERUFHRIER
Employment, social security and social
protection

c. AANDERICEDEHZE

vital interest
d. FEEF FAEOERRE R UZEERR
EHBEEDES
NPO
e. RALKBRKREHDIFRCHS
Made public by the data subject
IR R RV RIEEEDTA
Legal claims and judicial acts

g BEERNZBRITHD

Task carried out in the public interest

h. EEERI%

Health and social care

i NREE
Public health

j. BTSUIEED

Research

BRI BORE R

T-9 AN DX BEBORFESNLENOLDOZOBAT-IOEIRWVICEL, BARER
FAEE5RI35E

EUEELEMBEOEARECLVROSNTVSEE M., X EMBEOEREICKSEE
BHRIC IO TROONBELEN T, ERRVHRRELRSVICHEHREOEREDODEFICH
(13 EBEXBT-IERORBEETIZENOLHTHEHE

T TP BN EENICRBESZBIENTERVNEE T, T EHEXEZ0MBOB
ANDERICETIFBERETIDICIRVI B EEBBEE

ZOFEBMOBREBLFTHEA A X3, 20RO B BIfRL TZ OB RE Rk iR
FZEEDEDHICBEIBEDTHBILERMLL. HD. T-IETHORIBLHLZDBEAT-IH
LHZEBONBLRATINBWI LERELTEHE

T ERLCIOTHALAROEDEENEBAT-Y LB 2B LDHE

FADREE LS ERHEDTSH . X (& FHIFTNZDEE L OMEREEITHEY BERCEIKL
KR EELZ5E

EUEXFINBEOEAEICEIE, Khon2BHIELBINTHY, T-FREDEFN DA
BENHOZEEL. EELAHONBEBRET IRV L ELBBHE

EUEXIIMBEOEMNEICEDE, X EEFEMREODIZHVICKY, FHEFEULLE
EEZOENOEOIC, HEEDESZITREADTE, EE LOZI. EELBLIEHS
BUXGHEEORME, XIEEFHESILLIHSEBUHERVZOY-CAREEOEEDT-
HICBRWI B EERRHE

EUEXBINBEOEMEICEDIE, BRONYIEREZMAZEALERNCRETEIL,
X($ BEERVEEGRE L BEEEEZOSVKEDRERVLREMEHRTIILOLIE,
NREFEODFLEVT AHOFHE AL T IRV R ELLDIHE

EUEX BINBEOEAEICEDE, F89RFIAICHEL RNEOFZEICHEIZREDBMN,
BRI RE L RE LA RO BRI X FRETOBHOEHCERW B EELE5E

© 2024. For information, contact Deloitte Tohmatsu Group.



IE 475528 (Legitimate interest) (S, ;ERIRMO P TRERERENHSH. BRHODT]
BOFIBTAZELL

B Legitimate interestD4F [B=
* Legitimate interestlZ6 DDEMIRMLD A CREFZEIEN A EILNRIGEL L\ SRE N SRMAE n/E T2 T (C5 0

—'%—L\h{‘\ i’@ﬁﬁ@ﬂ%{@ﬂfu%ﬁh{‘%bb\ @[}ibtf:@)\ g%b{‘jb\@:(EU\ SE?L\L\D{\;%DE

- BEOT-IMABHICERELTTLEL [BE /Y Purpose]
N dE A | SRR (I ESRIINDESIC. I-JVIV MENLTEEZZ R DI
7Li é O3B \ _E N : L A C o
" CAEHRIGEL TS 20, BEOEMEREI-ITY MRS SLERDS
o THAMBAERITSROSN TRV, T-YEEE X (L

ZOMDANL [CESTHHERARI1Y M HEHE [LlZ/\\g'l?E NecessiEy] ) o
. EAOTHA NS B BN RN THEHE AEEIROEOI-Y I/ MO BN S
« AN ZOBEBREEAINBIENEENTHDEERSH [I\S5UR Balance]‘
& (reasonably expect) B (IEMERENMEETZEIUNT B-HICLINEFERZEBRLETS,
S N o e BAE B B0 (interest)[IEEDZIWZEETEIENELNE
© FHICEADZEEIY FO-VBLRR)ESZASEN WA, SRR S EIROF K (nterest) 3TN 2

TERL, XIEEZ BN E, XET-Y0BICR31T2
ZEABVWE BDNBBE CRBOFEEN TS EBNES
B Legitimate interesth @B RJRERIH S (61)
- BEEXIREEDT-IFAT [MEAOF) 25 - 1EF] - B
o B (2 TIE & AH2 |
. Y-TFADHH ° HEMLInBN

{8 A2 - e - 5 2

o RIERAIE = KART-HOF BES 1IEHGH] 2
- EIEBETOT-YBER B(CFRITES
o ITEX2IUTA _ ‘

HLPT : https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/legitimate-interests/what-is-the-legitimate-

interests-basis/
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Legitimate interestZ [BEIRAIBD;ERIRMLIC T B2, T-FZEEVIKRSFII3DDT A
FEEREL, [IELBFE | ZIELHILTEEEHR/OTEILENHS

Legitimate Interests Assessment (LIA) D5 iE

EZ%E’?ESEQ a GBS BRIH AT B0
=]:p 5183193 m BEE-HIRSAYEESFLTVED
AUfEEES s . n BEOENOSE. BECE YA THEEREIND(ex. REFTAOBLE. 1
E\]fﬁfgj AEIRY B FrF1)Tqetc)
I n BHICESFETHZH
~ / MIE cOICax
. C”‘e‘irﬁest 3279 DEERN a WU B EEERT BT LATEEN
Y ENERTTTS

 JYMERNBAETELRND

m 7908  T-YOME LEANMEEINPTLA

m FRIATEEME | BERVIBIZEL T TYEFERITBALIODOVWTALNELZDITA
(CHA1F 9 B\ (Reasonable expectations)

[T=5 EEDIEF) & ]

INFIR W IEEREEEDIE
Balancing Test LEAZFEIDEELHE
BN ZIRFIT S n F-HABICEZHERVE-TH-F : MEICLYVEADEFNE BHICNTZURIE
B0 AIREUEN H DN, F-ZOURIER BT 3 t-TH-FIFET BH

HFT : https://www.gdpreu.org/the-regulation/key-concepts/legitimate-interest/
https://ico.org.uk/for-organisations/guide-to-dp/guide-to-the-uk-gdpr/legitimate-interests/how-do-we-apply-legitimate-interests-in-practice/
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GDPREESISKIIAHDFILZD=HDT -FRE PR - Bzt BRI TOT - FNIE(CH1I3
T EFOREERDEZ—FH . BAOEFOITEFIRZEDHZILERHTNS

GDPR 5£895%

1) AHOFECETZREDB N, BIFRITIR - FE LRI O BRI EHETO BRI HOEIR L .

. ZIK*EE'J(GDPR)(;%’J% T-9EFOEFNRVBHOEDOBEY RIREEBICLZENL TS

o INGORERER. T-9RIMLORAOBEEEZHER T I0(C. FICKTHRCEBHNBIEEN EONTNBILEHERT S
INGOFEE, RBILEELILHTES

J«X"F@ﬁ(&ﬁm?‘%’f&*' INMFEDBZERATREICL. XITRZBRIBNAH 5. EVEXBMBEOENETHE AR ET 5%

#E’zl}{%n BELEST. INCOEN OBINETEDHBIEN TEZ(=EFDITHEDOFIBRZEHTRWN)

EFMOITEOHIREEH TRWNES

T EHROEN IS

B155%  T-AEEMNMERICTITATBHEFR] | Right of access by the data subject @) @)

F16k | T-HIEENMEEEE KT BIEF] Right to rectification O O

185 | T-YEHNFIRESIRT HHEF] Rights to restriction of processing @) O
—_ e T o Notification obligation regarding

Bo% | by SLmay SRt | oo doer s o

8$205%  T-AR-9EUT4 Right to data portability O

F21% | BEFRTIANBER Right to object O '®)

[BIIIAZT7DPOPASE 6T BRI RV EE AR X EANRETOBENDISEE. T-9EEE[FGDPRE155, 51655, 585185, 215 0D1E
ADHEF]DITEZFIBRT BN TEZIEEH TS, POPAFE 7R TEAHDOFZDEHDT -FHREDIHZEDEADIEF DITEEZHIRL TS

7E)GDPREFB 175D E EDIER ([ ENOHNBIEF | 0)31,5( )TE. FE8IFFIE(CHEL, AHEDFRICETZREDBR. BIFIMEELLIIE
SRR OE R, X HEOBHOEHTHNE., T-IEEXDBEEEDERINENELTWS, L. SHEEOBEARN I L ZEERWLOD
BRZERTERVNSSICLTLEISZENDHB5E. XF. ZNERLICBEETIHEZENDHEHEICRS,

211 P https://gdpr-info.eu/art-89-gdpr/ © 2024. For information, contact Deloitte Tohmatsu Group.
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> BxEIEHHI (UK GDPR)
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)E’r#

5| (32021 F DEUEERTE 4L\, GDPRZUK GDPREL CGERALTE=H, EEOIMMIZLTE

IS PERZEEZAT, T-9REZEORBAOBRAZITOTWS

EU

19955 EUT—Y{REIESD
e EUNNER l%n%mam (EPNSEEEOE A
Z0HBHEEEBIRDHOEND

2018%F 5 F General Data Protection Regulation

(GDPRHETT)

« 1995FMNEUDT -FRERHICEIE, BEUM
BEMEBOT-YREEZHELTEHEER.
ZERBTEAT-YRE (D%EI:';L%-;Eh‘E
Ufzo 2076, EURRIC—BLET-Y1R#E
BHEAOBHEEN S iUGDPRh\%'JEént

[

common law
o BZEI(BIFBcommon law(IBEE)E. ZBZETIMNY-L WIS EHF LTWED =6,
— BB TIANI—MEZRIZZLEDE VBN ZAH Y., DPANFIESNERNMTONTE

19844F The Data Protection Act(DPA)
o KEICBI2EANBRREENEITIND

19984E The Data Protection Act 1998 (DPAZXIE)
o 1995FNEUDT - RERSICEDIZEE TS EZERTZRELLTHIET 3L RIFC
1984 (CHIE LIz IRIEEBELE

2018%E GDPRHMF Y
* NHS Health Research Authority (HRA)I'GDPROEHZ G-I T=HDA1FT VAR RN K

20184 5 A The Data Protection Act 2018 (DPAZXIE)
« DPAIZGDPR 2E5FLDD. EE N THGDPR DXNREEHB-HICHEEDEE - BMNEEE
EHTVD

20204 98 UK National Data Strategy
o TIRNERICEVWTBUFN IRV A $, BRE. WERF(OVWTAE

20215 18 UK GDPR
o EUBERRICHEVEITE, BITHRR TRICE. BAT-YDLE(ZBIL CERIEDEUDGDPRD
W=-IHZ0FEBEAINT

20214 9A Data: A new direction
o BEEOTIFIN XL AT4T - AR—YE (DCMS)HUK GDPREZIEICEAT BIREXEE N K

HLPT : https://commission.europa.eu/law/law-topic/data-protection/eu-data-protection-rules_entlibrary. https://www.jetro.go.jp/world/europe/eu/gdpr/.
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/.
https://www.gov.uk/guidance/national-data-strategyhttps://www.gov.uk/government/consultations/data-a-new-direction
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—\V

HETE. EBERFINFTEICRBRBICEIEZEEBFRZDVBSTELD ., £EDT-
SHAIICRAT IEEZERL., RITEHRZERIESHUK GDPRBIEMRFTENTNS

REORFELZRCHIZT-IFEROE M

INZET AR nhs

MEMEIREOMBISIUTIESY BAT-9BHWHRICHITS UK GDPREIEEICSBRIFEHARDE R
BH2ZE | OF B AT RE [RIZDEEF ] A\DEKTE SIUELHBEME]IBEDREL

v' UK GDPREE6S1TE T, a~fDiER] v BENHRENOSEEREVNTNICE v RETREEVT T REKEZMRL

BHLCEDVWTE AN B R EEWIKD SV TA- Ah]/t/H;%F#&HY BAS, il ENT-IEFBETS

HENHB EEThEINERSBEWES, T-5 PROFEEEZENRIL., JER ARV
Lﬁl;ﬁa?éﬂﬁﬁ/\bt}?ﬂy 29 MEFEYR-rT BT ZBRIICUK

v' Z[E (DHealth Research Authority BIENRBERDENRILE 55T GDPROHIEZ#1EETL TS

(R ELSEBUE OIRIIHEED) (T, W3

GDPRAMY Y AE NI L. ENE v BUERELT, ARICEATZERHID

ATV EEITIHED v EYEFZRERTETOTAMNEM B NEMEOEESSUTIEYHA

SERRILE L. AEORGIEL BIE RECEREINTOVEWR FliE | QRAFE(L B EEITIFE

UlTfIEL BRI |OFAZRLTY WTHBIE, MFEIEDNEHLWENE

%) RELTEITBNS

v Z0EH. FEAEDENTLIE LY
FIZE | TlEEL o FAEORE | Ic&
BIERINEZTTOTNS
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i

i [E]DHealth Research Authority(HRA)DHAF VAT, T-9BEEBEDOHEBORIEIC
&%, GDPRDEMRMLDZWVWARINTWNS

HRAIC&BGDPRATH VA

* UK Policy Framework for Health and Social Care Research CERMESN B EE PN EILRBAEDIHE. ZOERMET-IEEE THEHE
BOBREICIO TRFS

+ GDPRO T CEREIFHRDT —FUNEBEEEMICITIEHICIE. OGDPROERRMMHEZRIN TSI
& QZDMEET BEN AL R LT HENHDBIE, LW DOEEEFB-LTVBIHLELD
%o DILEHAEADSINOREEEEEN. AEZELTzcommon lawDF W EFEZEEIHEH S

hns

UK GOPREUER CESHFTIROER
BEUTESRNE GFOREL

haT

SRR WEODE LU EY
LR oPIBITIR

ma

WATF-FERVERIRIENS
IR I AOHTF

o ZE(CBVWTURERIE]IE. common lawDFMETLIE R ZEEHTB1=80. JBERADS IO, b MER
YO TIWVOBREEAERD=HECBONTESR, INIL. GDPREAZEZHHLL

 GDPR[F. BEELT-INREOEICHBROTEENH25E. RARGENRILELTEYIT

BLELTWS
NHEOFIEE o KZ. NHSHE#E, AR TR SR (Research Council institutes), ZDMOARIMEEIDISE ., FIE
Public interest DT=HDE AT -5 DILER (S "task in the public interest” TH(FNIXESE L
I s . BRSELEEEEOSAE. FEOLHOEAT-IDLEF legitimate interests’ DEFR T
Legitimate /E._ iE k=R 'z o WTIFLU)IC T egitimate interests E
i THONEBEINEESE

HLPT : https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-
guidance/what-law-says/
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[ZZ]DCMSDIRRXE (L. REFVaFINT-THEEDIYY3V22EIRT 3HDEY

HHAD—IRTHD

KEFVIAFINT-TEEE
W 202098 . HETYIFILT-FEBE (UK National Data Strategy) MAFRIN., T-YDMEZRARICE | ZHI=6HIC.

BUFH BV 3, BRE, WERENRINTND
B R IC(EA T OS5 DOEERICEVBTASHEE (Syy3y) iEFNTNS

IhEe s

WUEERG T REOMSBLUTEY
LHE 0P BRI

UK GOPBE RIC LB HZHROER
HEUTESLHR IR OREL

BAT-FEBULARICENS
IMEOME I AOHEF

BECBIZ3T-50MER L BANIBER. DEOMMMEEZRELGYS, B BENT-I2TITA FIBHA
Unlocking the value of data across the economy ﬁll?, C?ét&)@ﬂ%ﬂﬁ’i*ﬁﬁ'?—é

— o o o o D e e E E E e e e E Ee e e e Eme e e Eme Em M e Eme mm e e Eme Ee e Ee Ee e e Ee M e e e e E e

BREXZZEHOT - DS B\ IR EACEEHIELANS, B DENT-55F AT 3ROSR, DCMSIRZRE

Securing a pro-growth and trusted data regime ,ﬁ%@ﬁﬁ%'\f’&ﬂﬁi%ﬁéﬂfﬁ— I\?’%

\
I
|
1
1

7

— o e o o e mm e e Ee Ee e e Eme Ee S e e Emm S S M mm S G M Emm mmm S M mm mmm S M M mme mme S Emn S S S G mm S S M mm Emm S M M Em e e e

AHY-LRAOUEOLHOT-TFIF COVID-19THEEL 17— S SR A S LS, BUF A TT- 95 KYMEMICE
Transforming government’s use of data to drive i 1§ﬁﬁ\ %ﬁf‘géfifﬁﬂﬁ’éﬁﬁﬁ\j?é

efficiency and improve public services

EERAYTTOREHELIVIVAIBE BROEFRAOP LELE>TVNET-IFAEXZ21VI50R LB THT .
Ensuring the security and resilience of the T—GEIZEJJ%!O)*J‘—EZEP Wrid. fEm. o AHEY- EAD hTZE S| g@:?ﬂﬁg'ﬁb\
infrastructure on which data relies HBEH YATTH R EZRETT B

gl KR E P BRI - OB N LTS

Championing the international flow of data

HFT: https://www.gov.uk/guidance/national-data-strategy
216 © 2024. For information, contact Deloitte Tohmatsu Group.



2021F9H ., DCMSIZUK GDPRIIEICRIT IR EZ LR, EEODT -7 RELB
ICOIXCNERBHICEVNTEZIEFLTWLS

_ chee L) s
AR UM EONSIBEUTEY WAT-FEBIEARIENS KGO E R EEHEFROTR
LHLE ORI MEDRAADEH BEUTESGHEI LY ORBL

BEDOT I XL - AT 17 - AR—YE (DCMS)(E. 202189 A 108 ICUK GDPREIECEET 530 [Data: A new direction] ZF L1z
NICHLT. REOT-FREEE Y FTHS Information Commissioner’s Office (ICO) (£20218F 108 6 B (C[AZ DX E [Response to DCMS

consultation “Data: a new direction” | #2833 L1z,

EONWTHEMTONBATREMED m LB NS

DCMSDIREXZ(ICFITB/NTUYIIAY ML, 2021F11819HFT

5=

ICOId DCMSH R L7=UK GDPREXIEICEA T BIRENEIHNRERL TEY. SHRIRENAIC

sT10BEERIN. BET2,9240EIZAFEoNT

Data: a new direction D& RX

BED I EFADEEEER L

(Reducing barriers to responsible innovation)
TEOEEBRKEVIALADIYVEWTINLER

(Reducing burdens on businesses and delivering better outcomes for people)
BERRIRDIEER VT -5 - TO-ICHT B R

(Boosting trade and reducing barriers to data flows)

FYRWAHY-LRADRA

(Delivering better public services)

ICONTE

(Reform of the Information Commissioner’s Office)

WERIBRBZBERODEE - TIMNY-KRUI—-IDWNT

HFT: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022315/Data_Reform_Consultation_Document__Accessible .pdf.
https://www.jetro.go.jp/ext_images/_Reports/01/b0226c404f93f434/20220001rev1.pdf
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DCMSDIRREXET(I. UKGDPROEEFRHJCEDIEDD, INEARELEB 2 %RAREICT S
ERBFIC, —EREEIMB OREAZEATEIEDRTINTNS

UK GDPR X IEICRT 3R RDE =

UK GDPRZIEICREEI IR RDE =

v 2020FMDEETVIFINT-IHEO—ERELT, T-YREREEDKRIE (reform)H R 5FEM., [Data: A New Direction | AT
v' [Data: A new Direction] Tld, EE DI L5 HEREZREFR. EUBATOT - YR EOREADBRITEIRE
v RERNBEIRITOUKGOPROTERBEZEB YL, EEOS\T -V REKEEHIZLENS, T-IREFFI OREEREIRT

——————————————————————————— DCMSIRZENE (Data: Anew direction) — — = = = = = = = = = = = = = = = = = = = — = — —

—— #ow

SEOBBEFLIAA AD SRR U7~ IO R
===
EEHBFMTEFTADEEEER R SURWPUMNILER ([CHITEPEREER FYRWAHEY-EADIRH Reform of the Information
Reducing barriers to responsible innovation Reducing burdens on businesses and Boosting trade and reducing barriers to Delivering better public services Commissioner’s Office
delivering better outcomes for people data flows

« IRITOUK GDPRICB(FBEAIE || » FITD UK GDPR (FHEMEDERAA || « EUEBEARL=CEICKY., BEIE || » COVID-19 &R T, N FEFZED « IFTOUK GDPRICIE. ICODEE

WO AICBIT 2R E EREEERLLBEATHED MIIUTiis% - tERREEF L. IeHOERFEROEEM. 75 - HEBRICBI 9 5 B AR EC R
BHTHY, BERRINES BRI BTTO-FERMI2E MBOEBRNLGT -YIRIEEE BRMBNTEIEOF RANZF 73‘ ENTHHT. Icon' skl
YQAY-Y )N Eﬁ%@fﬁﬁ"ﬁﬁ OTEEL TFIyTUANE D {HHBEZFICANE SREVI(CHoT: TBEREM BT B X EE R
EMUEMEILTEIENHE AVTIAT I AEHITHB . ERBRMGIE R EE DX CZOEBEEESC. AEY-PZ E‘ﬁ?égtf‘ﬁﬁbtué

« ZOBIRE ARECEOTORE | | « ZOEFHE BBOEIBELY, RPHEAOEFRIKCLOTR ELYMR(C, FHRIIC, ZHEK
BEL RO THBYMT R DEE P Bt E#EREY SR RN AIRTHY, BHNBIEICEET S KR IZ7I0-F2RET

WTORE L 322 AT REEN'H D H3 HWEEMN I BN ER DENHD

M- EEMIANEREFA || - BEROBABRICEIZEE || BROBABELSWT XE || - EHREE (VISOEEY ||« ICONBEPERZAEICER
IBRMIOVT FRE L THA EERSEBLHDFERLRE DIMBOREAZHBRT S, (O IEL. REBEPFIROEE IBHINERNREAEEANT
HEICT %, INICEY, EIRAD HEFEILL. EBHANTYZP nicky, BBRMBEIRZ, B AR EREBETD BILERSE

RO EIEHET D KUY= Y=)be ABIUY-Z R || 5. BEMNEEL, BEPHE
FIVIRETEEL, 1Vt moaErERINg
TATERHTS

HLPT: https://www.gov.uk/government/consultations/data-a-new-direction/outcome/data-a-new-direction-government-response-to-consultation,

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022315/Data_Reform_Consultation_Document__Accessible_.pdf
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DCMSDIZR X E TIE. UK GDPR DFf

REOEEEERIZAAENRENTNS

Data: A new direction: 5815 E{EHE M ERADEEETRR (1/2)

5 EA=: )

Research Purposes

ZR¥HA

Further Processing

IEZOFI#

Legitimate Interest

3817 UK GDPR

o WIZER9EDEIRTE ([ZUK GDPREDPAICDENSN., EMTHS
« UK GDPRICIRBIZRIME |DEZ=NEL, BRITTHEIXICHE

h$H2DHTHD

MRENMEANBREEVYRSBRICEDERIRIEE(CIAE
hMH'HNENTHD

« UK GDPREZES5ZE(1)(b) TR XA BOEMIF UMD B E—

I BN RHONTEY, ZRFAOSKENBHETEHRN

« F135%0) TR AAENLYOBENERLEEHTRF

Y35 a. BRENBMIILENHD

« UK GDPRDEG6ZE(4)ICIIT-ID XA BOF=HDEHN 2T

SN TWBH TERHETHYBEIRHEEL L

« UK GDPREE65%(1)(f)D1E HHAZEICHRBERIIRILA AR HE

THY., BRELTRABADKRFERNTWS

RE NIRRT EREUBRILTEIL T, &

HIEE
WZ2(CREE 9 2UK GDPRELUDPADER EX T S

« UKGDPRICIBIZHR I OERZREICEYAHIAREICTS

65%(1)(e) NHF B DRI ZEAREICT B, HBWIHTZBRID
MRBOTHORIDERAERTS
MERAROLHOLEDRBZFTFET S
MROBMNEHOENEBEELTEY., 65&(1)(e) A
[CZEIBBELEVTBARTO_RFIRAEEENLTS

14 (5)b)DTFINY—BHICEET 3R REEF1358IC
BRAL. T-YIXEZEOFN A BRI HEBENFETHY.,
BREAOBINRIBICES D IDOGHELBMNEANELTS
NHOFZRICEZ BT IR KA BEHFAITS
T-AREENEZENBFRIRELZXAMABANMTONZHE
DOEXWIZRWCDWCRRREICT B

NHFZEICEDTE, R AN FBREINDIGEDEL%RAME
CT3

ELBHEEZTET 372D IRTA MRS ZERRL. ED&S
IS RICIEL B THEEALINEDAAMEL TS

HLPT: https://www.gov.uk/government/consultations/data-a-new-direction/outcome/data-a-new-direction-government-response-to-consultation.
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022315/Data_Reform_Consultation_Document__Accessible .pdf
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HFr: https://www.gov.uk/government/consultations/data-a-new-direction/outcome/data-a-new-direction-government-response-to-consultation.
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022315/Data_Reform_Consultation_Document__Accessible_.pdf
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(159) Where personal data are processed for scientific research purposes, this Regulation should also apply to that processing. For the
purposes of this Regulation, the processing of personal data for scientific research purposes should be interpreted in a broad manner
including for example technological development and demonstration, fundamental research, applied research and privately funded
research. In addition, it should take into account the Union‘s objective under Article 179(1) TFEU of achieving a European Research
Area. Scientific research purposes should also include studies conducted in the public interest in the area of public health. To meet the
specificities of processing personal data for scientific research purposes, specific conditions should apply in particular as regards the
publication or otherwise disclosure of personal data in the context of scientific research purposes. If the result of scientific research in
B3 (159) particular in the health context gives reason for further measures in the interest of the data subject, the general rules of this
BZ2RA R DEER Regulation should apply in view of those measures.
(159) B HAZRD B TEAT-IDERYIEONZGE. ARAE, ZOEIRWCEEAINS, ARBIOBRIDESHIC, BIZHHE
OBHDEHDEAT -5 DEEWIE, FIZE, ZFTHAERVER, ERAR, CARREVCERESORHEZILHARESD.
IELESERSNBEINEESEW, INZT, BRINOHRBEIZZZERKT 5L ITFEU 179 5151 EICEDICEU DEMZERBICANE TN
FE550, BIEENMROEMNIE, AREEDEBCEVWTAHOFBLEVTITONIAREEHZEDELEFNEESEN, FF
FORRZE0 B 9D 7= DEA T 5 DEIRWDISFFRIEICE A S 2720, 5. RIEHAROBNOBREICEIZEAT-YOHRXEZ
NUADRRIZBIL TS, 5B DRENMEAINBINIEHRSR, K, REEBICH TR ZHAROBE RN, T EEOF) RO
. BINEBDLHDERHEGEIHE. ZOLIBEEEZER LT RFNO—BRNEREENEAINZINEERSEN

1. Personal data shall be: (b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is
sros incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research
EAF—5OEE L purposes or statistical purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes
YRS 2R AR A (’purpos_e I|m|tat|on'£'_._| - ) At ot .

(1)(b) 1. TAT—’}’JI: (b) FFE S, \Eﬂﬁﬁﬁ‘%”)\ Ho. IEH 72% E BIDFHICINESNZEDEL, 1D, 2D Ezﬂ’\J(uﬁ = LEU%&T“:@@DE’JHY?&

WL TRESEWL, AHOMFICHITZHREDB . RIZHMRELIIELEFZRO BRIXEHEET0 BRIDLHICITHNSEINHIE

HZWE, B89 £F 1 EHICHEV, HWDERNEHEELBEVEDEFALBINEGW, (TBRIDIRTE])

HLPIT: https://ico.org.uk/about-the-ico/what-we-do/legislation-we-cover/general-data-protection-regulation/. https://www.ppc.go.jp/files/pdf/gdpr-provisions-ja.pdf.
https://www.ppc.go.jp/files/pdf/gdpr-preface-ja.pdf
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1. Processing shall be lawful only if and to the extent that at least one of the following applies:

1 BAT-FDEURW\E. U TFOABLEEIDNERINZHEICEVTOH. ZOEEANT, BETHS

ELES (f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such

BAT-YEIR LD interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal

BEME(IEEHLHZL)  data, in particular where the data subject is a child.

(1)(f) (f) BEE(CLHT XE, B=F LI TROGNIEHLEFIEOBRIDEDCEANT-FIDEFEWN R EELDIHE, L. Z0F) &Y
t. /{\@)\?“—’5’0){%%’&3}?&)5?—5’1%0)%']éjtZ}“(CEZISE’\JME?F'J&U“5 HOIFIMELT HE. . 20T - I EENFLEETHS
et}

4. Where the processing for a purpose other than that for which the personal data have been collected is not based on the data
subject's consent or on a Union or Member State law which constitutes a necessary and proportionate measure in a democratic society
to safeguard the objectives referred to in Article 23(1), the controller shall, in order to ascertain whether processing for another
purpose is compatible with the purpose for which the personal data are initially collected, take into account, inter alia:
4. BANT-IDNESINTZBHLUADOBRDEHOEIRWD, T EEORRCEICEDOTIREL XIE F 23 XFE 1ACEHIHRE
RETILDHCREFROUARICEVTLEN DA G FEZBK T 2 EUEELIEMBEOERE[CEICEDTREVNGE, BE
(3. HOEHNOESDEIRWVD, ZOEAT-IDPLIMINESNEZERNEBETEILENERER TS0, F5IC. UATEZEICANS
(a) any link between the purposes for which the personal data have been collected and the purposes of the intended further processing;
CLES (a) BAT-INNEINEB I EFESNTVWABIIMEIRWO B B O 0B E
BAT—FEIR LD (b) the context in which the personal data have been collected, in particular regarding the relationship between data subjects and the
AR controller;
(4) (b) FICT-IEHLEBELORMOBREBELT ZOBAT-INNEINTRE
(c) the nature of the personal data, in particular whether special categories of personal data are processed, pursuant to Article 9, or
whether personal data related to criminal convictions and offences are processed, pursuant to Article 10;
(c) BAT-YIDMHE, FFIC, 5 9 FKICKY, FRIGEEDBEAT-IHEIRNONZ2ONEH, X, 10 F£IC&Y. BR¥EAXIILFETA
EBIMRT BEAT-INEIRNONZONEH
(d) the possible consequences of the intended further processing for data subjects;
(d) FESNTWZEMPEIRVWDRERE L TT Y EERICHKETETREEDH S ERE
(e) the existence of appropriate safeguards, which may include encryption or pseudonymisation.

(e) BYIRIREHRBOBIE, TN, BEAXHRBIERDIENTES

HU P https://ico.org.uk/about-the-ico/what-we-do/legislation-we-cover/general-data-protection-regulation/. https://www.ppc.go.jp/files/pdf/gdpr-provisions-ja.pdf
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135 3. Where the controller intends to further process the personal data for a purpose other than that for which the personal data were
T—H EENSE AN collected, the controller shall provide the data subject prior to that further processing with information on that other purpose and
T-ADENSENB15  with any relevant further information as referred to in paragraph 2.

BILBVTRMENS 3. BZBEAT-IPRESNEEOBLEFIOBRICEZEAT-IDEMNEERVZEBENFELTNSHE. Z0EEEL.
EE T=HEAICF L. HELEMABURVOBIARETIC, HEZA0OBEMICEAT2IEHREVE2 BICEHIFEES 2{FMAIEHRTIRHTS
(3)

(1~ BEAT-IDT - EENCIBINEEDTIIBWESE. BEEEL, T-YEERIIEL, BEEEPOPODERITELIRATS
5. Paragraphs 1 to 4 shall not apply where and insofar as
5. BUANGEAERG, UTOHE. ZOHEA TS, BAINLEL

(b) the provision of such information proves impossible or would involve a disproportionate effort, in particular for processing for

Efﬁ@ﬁ‘?‘—@i archiving purposes in the public interest, scientific or historical research purposes or statistical purposes, subject to the conditions and
A SEE AN LD safeguards referred to in Article 89(1) or in so far as the obligation referred to in paragraph 1 of this Article is likely to render
CEEMEACENT impossible or seriously impair the achievement of the objectives of that processing. In such cases the controller shall take appropriate
18041 Xp Z i p measures to protect the data subject's rights and freedoms and legitimate interests, including making the information publicly

(5)(b) available;

(b) ¥5IC, 589 RFE1HICEHIRERMRERBELLZANHOFECHEIZREDBH. RIENARELLBELNAROBA. X
3. HEFOBRIOHOEIRVICEEL, ZOLS5BIBERORMN R ETHEIN X3 BABEEEETZILHAGHRIEE. X(E, &
EEL1HECEDZEBHN ZZERVOBOERZERRIRELLTLESIEZN., XIE ZNZFRCBEE T 2EZNDHEEFEANICHEWNT,
Z0L5EHE ZOEEEQL. ZOBRELRNFATIRLTEILEED. T EHOEFN RV BRI VICIE L LHHERET DL
HOBYILIEBEZHI 2EDETD

HLPIT: https://ico.org.uk/about-the-ico/what-we-do/legislation-we-cover/general-data-protection-regulation/. https://www.ppc.go.jp/files/pdf/gdpr-provisions-ja.pdf
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1. The data subject shall have the right not to be subject to a decision based solely on automated processing, including profiling, which
produces legal effects concerning him or her or similarly significantly affects him or her.
1. 7T-YEEE BET-IERCETHENDRERESES, NI BT IEFRICHLCRABROERBEZEL R(FITOI71UVT
2ETE S5 B INFEIRWCEDWVEREDTRESNBVENEETS
2. Paragraph 1 shall not apply if the decision:
2. B1ER LTFOVWTNADRECE, BHAINEL
(a) is necessary for entering into, or performance of, a contract between the data subject and a data controller;
(a) T-HEEET-IDEEEDHEDZNDMHEXEZOETOEDICHLELLEHE
(b) is authorised by Union or Member State law to which the controller is subject and which also lays down suitable measures to
safeguard the data subject's rights and freedoms and legitimate interests; or

PYre (b) %E%bﬁ‘%i}l:ﬁ& L\ D, i“—ji%@*&ﬂ&(}“ﬁ A NCE LB BROLREHERRT I-HDBEYRIEBEEESHBEU R (I

oo yygan AEOEPECEOTRDSNEHE. XM

B CHT3E ML (c) i_s“base\d on thegata subjict's exeliciEt consent.

A E R (c) T-9EHRDOATRNLBRIBICEIUGE

- 3. In the cases referred to in points (a) and (c) of paragraph 2, the data controller shall implement suitable measures to safeguard the

data subject's rights and freedoms and legitimate interests, at least the right to obtain human intervention on the part of the controller,
to express his or her point of view and to contest the decision.
3. EB2IH(a) RU()IRE T RS EICEWTUL, 20T - DEBEE, T-YEEROEF RUBHEMICE L LFR, 2GLE BEED
BITOAEDORBEEZSZIERN. T-YERHRDRBEZRATIEN RV ZORELTEIEN ORELHERT ILHOBEYILIBEEERKTS
tDET3
4. Decisions referred to in paragraph 2 shall not be based on special categories of personal data referred to in Article 9(1),unless point
(a) or (g) of Article 9(2) applies and suitable measures to safeguard the data subject's rights and freedoms and legitimate interests are in
place.
4. BIFE2E (a) X T () EAIN, N0, T-IEEDEF KU BHILEGCIE Y EBFRORELFERT ILHOBYIRIBEENZITOSNT
WBIHEZRE, B2 BIHETZRER. B9 £F1 BICHET R HEREOBAT-YEERLLTUIESEN

HLPT: https://ico.org.uk/about-the-ico/what-we-do/legislation-we-cover/general-data-protection-regulation/. https://www.ppc.go.jp/files/pdf/gdpr-provisions-ja.pdf
224 © 2024. For information, contact Deloitte Tohmatsu Group.



> [EEFEDB
- NT-IN-2R (NHS England. CPRD. Genomics England)

225 © 2024. For information, contact Deloitte Tohmatsu Group.



4, F-9R-2
HEO—XFIH- - ZRFAABICHE T 225 — msonoxn) (@) ot YAF L

———

Bl L___1 7T-5EH

REERN

mEY INORE (@ BE ) NSTTUREEBUSCROEEER A
%
2 2 2% DEICSL
%& &;/(GP&&H/ &\ M%LF{RL‘C) 1&E(EU)
EEEE(GP) EEERI(RPT)
P s T R [ e B
N\ @ | EHR EHR _@>
J | IAT JART A ' e
B . S O VRTLERME MyHealth@EU
NG - =
: EHDSIC 3
NHS England EET (T BT E)
B RS-
Spine(T-Y B HE) A
v PDS (FVIFNT-IU-LA(BEERIERE)) H
v’ Patient Administration System (BEEEYATLA) T e
v GP2GP (GPRAIERImEY -L'R) TKOHPAF A 2R
v SCR(ZERBHETIYTIA-L) \
v BFUNAE <
v AUSAIARIRE J
— ONS (EIR#EETR)
Secondar?/ Uses S“EN.ICE (SUS: =X BET-IOHE
MAY-EA(%2) Data Access Request Services (DABS)
v F-GADTIUAF A KBS B -P'R
w ANF—IN=2 Data Access Environment(DAE)
MHRA(E % &, - RS IR HIFT) _ _NHSEngland DB VisitingBIFBEAORE BT L AL EET B ¢
NIHR(E XL fEERF 22 F) : HES : Hospital Episode .: T3y IA-L
! Statistics%\(%*}ﬁﬂ% | Trusted Research Environment(TRE)
AHF-IR-2 Lo__77% ___ I VisitingfEHTER 552 Bk RRERE (E&ET)
CPRD | A F-HiRE v
___________ . A !
15 & R, B | B3R/ TSRS X ) =_HN—
:?ﬁ’u’iiﬁfﬁﬁﬁﬁi S | < A | L trrremRe . i e
I 3
L s ! @ HealthData@EU
@ RAARDY I [ BE-FR @ (SR EHDSICIERE F 7E)
1 1
a7 A R B - AR
. i - = TG === V t o
CPRD data access portal g;r;c;;nllcs England, UK _@ Visiting R . ) H i i ISILng RS
Visiting@@ iR _ _____ wiriEts T T=IT I URER L) - i 1 H 1 A
Syl 1 1 ! 1
7y L J/BTE RS PP FosRRE P
4 ———— L T ) 1
e —— Dt A P S ET-ITICAER )
e T T I —— » X/ - FIFREsE / B AR~

1 Health and Social Care Network (HSCN) : NHS& ZHB#EHNE#E S B - DIZHERY FT-2
32 Secondary Uses Service(SUS) : EEIDEET-YEINELZXMBAT2HDY-LA
226 3 ITK(Interoperability Toolkit : SHEER M Y-)LFy M)A RF1 VI ERALRBULOREERMEYR-M 2p0HBOMGER. TU-LT-7, REATFOTYH© 2024. For information, contact Deloitte Tohmatsu Group.



A CHEICLNBLCRBT-IR-ABGPHST-FZIREL . NHS England DEGER
—HEHRELERLTNS

orisEaE e =

.« BEERT-YANREETT. ABREET T, HAEES
ERSEOT-IEINE - BEL, HHFD | Eﬂfﬁ?\\_g%ﬁ;ﬁg&’ EEEI T RBERS)
F_SIRHEERL. EE- G- BE T D WRAIRIEER, R, Whesxs
NHS 20054 MR[CIEITE 5%) o P

(BUAFHE) e . HEABUT-IHABURAETT-Y. BRVPEEA

=y =7 I \, 9“/70)%@35}—9%)

TIIMNVATIORRERETS . mi w5 (ERGEEHRONS) SIS
- GPONITIER(BE. B, BIRIRE, MARA.

T AR IR

i

9

NHS England

Clinical Practice = MHRA¥NIHRE ()£ [F] EEDERVEERMEICEVNT, EET-

. T— : T e EE.
Research Datalink {1 CRATANLIEM “orst SEEMIERT L. EEHROER o neand07 TOMREE ARRE RRER. w6 0005 A
(CPRD) (ERTHRR) T mery-FesiraamCRY FELERT I
T > - - - SEERABELE MR T (ICNARC)DE AR
75
¢ o T— 5/9/\* \‘ ; \\ \;.L\\/\;‘ N ﬂ‘ N 7|<“:é|:
R, BOBE, R oo oo R IR AT, R
Optimum Patient | | IOFBREZ) DM BT OER. B . oy s = orrsr mopmsrs i o
Care Research | OPtimum Patient Care 20104 TR, SIS 2 A E OB DR A D BETIT-T-YUER, BERRT. 7UIVE-, BIE 92 20075 A

(HariE) A EEOES
* NHS EnglandDT—-% (A EH. AREE. HEAEE.

FETEHRT—5)

* GPT—H(EMIS&VINEE)
* Public Health England BT -4ty (AOFRET—5)
FHARLVEERBR - ARGER L - 2EETAREE - MR YY- (ICNARC)DEFAE 54.50075 A
D=8 74 o
 NHS England®7 % (@227 5. AL IAR, 3E
TEHRT -5, FHIEET-IHL)
5 ) LERE
NHS EnglandDT -4 (A EBE. ABEE. PALIAL 10U E
U, JECEFRT-Y)

WEDHICEERT - YR B TE3L5T -
AN-AERE

Database

AYIATA-FKREFE
QResearch EMIS(ZE[EIT{ZE) (CK 20034
BHEIFEZHERE

B ) hF=-HOF-IR-AEEELS ) NER
MRS 32 L% BRICRE

Genomics England Ltd

(Ranmy) | 2OBF

Genomics England

HLPT: https://cprd.com/. https://digital.nhs.uk/services/data-access-request-service-dars/dars-products-and-services/data-set-catalogue https://www.qresearch.org/.
227 https://www.opcrd.optimumpatientcare.org/. https://www.genomicsengland.co.uk © 2024. For information, contact Deloitte Tohmatsu Group.



NHS England

228 © 2024. For information, contact Deloitte Tohmatsu Group.



NHS England DBT(3, EEXRCT-IFIHEBEBNT-FRIATEBE(C, PCOICTEDHT=EBETE
REIRBILIZHIBRULIREL TS

000

Wi

v
B (GP)

E#& fth DEE LRS-

BiA
DB BRI DEMR,
BAREFOER-
NEBEERE

@ NHS England

SPINE (T~ H £ )
BT T O DEEMEE OEER ik

¢ 9

Secondary Uses Service
(SUS:=RFFEY-ER)
NHS England DB
I HES : Hospital Episode Statistics |

I ZR AR BET-TE) :
S,

Role based access control

(T7 A

<4------=

®

3
T-9HAE

o SUSTIIUNELET-9%. B4 DEEDETTEMBIERETFLBVI-T-FLRMOVATLALEET 315
& . BEEZT -4 (PCD : patient confidential data) DN AR ZIRZ 1L T 2N HIFRT B

Appendix A - Fields that Contain Patient
Confidential Data (PCD)

NHS Number
Local Patient ID
ALL VGP (very general purpose) fields
Name
Patient Usual Address
Postcode of Usual Address
Date of Birth
Hospital Spell Number
Local CCMDS ID
Mothers details (on birth CDS):
Local Patient ID (Mother)
o NHS Number (Mother)
o Birth Date (Mother)
o Patient Usual Address (Mother)
o Postcode of Usual Address (Mother)

Babies details (for all bahies on delivery CDS):

o Local Patient ID (Baby)

o NHS Number (Baby) Birth Date (Baby)
Patient Pathway Identifier
UBRN Converted

NHSE S

O-nJVEEID

IANTO VGP FEFEITA) J1-ILE

CAT]

BEDERT

BEOEFIOBEES

$F/H

FRBEDANI &=

O-AJ)L ccMDS(I A ERT - vh) ID
RO (K4 cbs E):

o HITTMEE ID (BFR)

o NHS &S ()

o £FAHEH)

o0 BEIADLEDERT(FAHR)

o BEDEFTH)DEEES
FREPADFEM (CDS THELEIRTOREPAEITR)
oO-hIV8FH D (AL'R)

o NHS &S (FRBPA) £F A B (FREPA)
BERIEHER T

UBRN Z %A

HLPT : https://digital.nhs.uk/services/secondary-uses-service-sus/submitting-cds-data-to-sus/legal-requirements-for-the-submission-of-data-to-sus
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77 A data.gov

latives 4 la COVID-19 est dispon

i de recensement e plus complet possibi

en data. 172 bases de d
ction des principales bases qui
national data gouvfr. La liste mest pas exhaustive et est ouverte aux contributions,

s et jeux de données publiques

tement Etalab a réali
et

Ces jeux de données sont présen

+ Données de santé publique iologie : données sur les habitudes de vie, les inégalités de santé, épidémiologie, etc.

+ Données sur s offres de soi ations sur les infrastructures, les services proposés, le personnel, les honoraires, etc

+ Données sur les consommations de soins et dépenses : données sur les activités des & desants, les les mé et
dispositifs, etc.

+ Données sur les performances et opérations : informations sur les performances financiares, les performances opérationnelles, etc.

Chaque base listée ci-dessous fait Fobjet d'une page dédiée sur data zouvfr, présentant de maniere plus détaillée les données téléchargeables,
Sont ensuite listés les noms des prmclpa\esoygamsahcnsges(lonna\ s des dor relatives 4 la santé. La pl p rt de ces gestionnaires proposent sur leurs
portails ou sites web des informations ou publications construites sur la bas o dos s jeux de domnes s

Données de santé publique et épidémiologie
Autres producteurs et gestionnaires de données sur le théme santé

« Agence de la biomédecine

« Agence Nationale d'Appui 4 la Performance (ANAP)

« Maladies infectieuses émergentes (ANRS)

« Agence du numérique en santé (ANS)

« Assistance Publique - Hopitaux de Paris (AP-HP)

« Agence Régionale de Santé (ARS)

« Agence Technique de I'Information sur I'Hospitalisation (ATIH)

« Cegedim

« Comité Economique des Produits de Santé (CEPS)

« Centre National Hospitalier d'Information sur le Médicament (CNHIM)

« Centre d'Appui pour la Prévention des Infections associées aux soins en Ile de France
« Direction de I'Animation de la Recherche, des Etudes et des Statistiques (DARES)
« Ecole des Hautes Etudes en Santé Publique (EHESP)

« European Patent Office (EPO)

« Fédération Hospitaliére de France (FHF)

« Institut National du Cancer (INCA)

« Institut National de la Statistique et des Etudes Economiques (INSEE)
« Institut National de Santé et de Recherche Médicale (INSERM)

« Institut Pasteur

« Institut de Recherche et de Documentation en Economie de |a Santé (IRDES)
« Ministére de I'Education Nationale

« Ministére des Solidarités et de |a Santé

« Observatoire Francais des Drogues et des Toxicomanies (OFDT)

« Office National Public et de Communication (ONPC)

« Ordre national des pharmaciens

« Réseau France Coag

« Société Francaise de Cardiologie

« SOS médecins

« Santé publique France (SpF)
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